Oscar Moratto
Colombia

Roy Gava
Suiza

Gonzalo Vila
Argentina

Taller: Aplicacidn de Machine Learning e Inteligencia
Artificial para la gestion de factores de riesgo



Agenda

Tema
Introduccién

Observaciones

Qué es la inteligencia artificial?

IA, Machine Learning, Deep Learning

ML: aprendizaje supervisado, aprendizaje no supervisado, aprendizaje
por refuerzo

La importancia de la IA en las labores de cumplimiento

Limitaciones de la IA : ataques adversos, profundizacion de sesgos, etc.

Machine Learning: Aprendizaje No
Supervisado

Que los asistentes comprendan en qué consiste el aprendizaje no
supervisado

Taller:
https://www.naftaliharris.com/blog/visualizing-k-means-clustering/
https://www.naftaliharris.com/blog/visualizing-dbscan-clustering/

Usos de aprendizaje no supervisado en
cumplimiento y antifraude

Presentar distintos casos de uso de aprendizaje no supervisado en
cumplimiento (p.e. segmentacion, clusterizacion de transacciones,
clusterizacion de wallets crypto) y en antifraude (deteccidn de
operaciones anormales, NLP, etc.)

Break

Machine Learning: Aprendizaje Supervisado

Que los asistentes comprendan en qué consiste el aprendizaje
supervisado

Taller entrenar un modelo de imagenes:
https://teachablemachine.withgoogle.com/train/image

Usos de aprendizaje supervisado en
cumplimiento y antifraude

Presentar distintos casos de uso de aprendizaje supervisado en
cumplimiento (p.e. clasificacidon de alertas - triage, reconocimiento de
texto - onboarding digital, reconocimiento facial - onboarging digital) y
en antifraude (evaluacion de riesgo de clientes - p.e teniendo en cuenta
informacion de redes sociales, bureaus de crédito, etc.)

LLM (chatGTP y otros)

Entender cdmo funciona un modelo LLM

Taller:

Uso de modelos LLM para generacion de imdagenes para perfiles falsos
en redes sociales

https://boredhumans.com/text-to-image.php

Usos antieticos de IA

Presentar distintos usos antiéticos e ilegales de 1A
Deepfakes, fraude de voz, etc
Dilemas éticos de uso de tecnologia
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COVID-19 and the Changing Money Laundering
and Terrorist Financing Risk Landscape

ONLINE FRAUD

CYBERCRIME
MISUSE OF GOVERNMENT
STIMULUS FUNDS

SELLING FAKE OR STOLEN
PERSONAL PROTECTIVE...

ORGANISED CRIME ACTIVITIES
(E.G. EXTORTION OR...

OTHER/DON'T KNOW

Prevencion de Lavado de

CRE-DRT
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FATF webinar slides on the Impact of COVID-19 on the Detection of Money Laundering & Terrorist Financing

FrAIT The Impact of COVID-19 on the Detection of

- Money Laundering & Terrorist Financing
-

1. As a result of the COVID-19 pandemic, what do you think are
the biggest challenge(s) facing the private sector and public
authorities when detecting money laundering and terrorist
Poll results QUEStiOI'I | ::.r:.nci]ng? Choose one or more of the following. (Multiple
ice

Remote working or staff absences affecting capacity 250/674) 37%

Decreased prioritisation of anti-money laundering due to 135/674) 35%
- et - -]
economic downturn

Changing financial profile of individuals and companies, 260/674) 39%
making it harder to detect anomalies o =

Changing behaviour of individuals and companies due to 360/674) 5%
increase in online activity 303/01

New or emerging money laundering risks 340/674) 50%
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The Impact of COVID-19 on the Detection of
Money Laundering & Terrorist Financing

1. What do you think the longer-term consequences of the
pandemic might be on tackling money laundering and terrorist
financing, for both the private sector and public authorities?
Choose one or more of the following. (Multiple choice)

Poll results question 3

Need for better adaptability of tools used to detect money ... .
laundering and terrorist financing el Al

The increase in use of digital tools (387/610) 63%
N

Economic downturn leading to long-term decrease in
prioritisation of anti-money laundering and counter {117/610) 19%

terrorist financing
—

Economic downturn leading to increased prioritisation of

anti-money laundering and counter terrorist financing by (152/610) 25%
governments in order to recover the proceeds of crime

—

Need for better public and private sector coordination and
shanng of information in order to respond to significant (454/610) 74%

events
L]



Reporte de los Ministros
de Finanzas y
Gobernadores de Bancos
Centrales del G20 Sobre
las Llamadas Monedas
Estables

FATF Report to the G20
Finance Ministers and
Central Bank Governors on

So-called Stablecoins

Identidad Digital

Documentos del GAFI

Activos Virtuales y
Proveedores de Activos
Virtuales

DIGITAL IDENTITY

UPDATED GUIDANCE FOR A RISK-BASED APPROACH

VIRTUAL ASSETS AND VIRTUAL
ASSET SERVICE PROVIDERS

Balance Sobre Datos
Comunes, Analisis
Colaborativo y la
Proteccion de los Datos

STOCKTAKE ON DATA POOLING,
COLLABORATIVE ANALYTICS
AND DATA PROTECTION

JULY 2021
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Oportunidades y
Desafios de las Nuevas
Tecnologias para el
ALD/CFT

OPPORTUNITIES AND
CHALLENGES OF NEW
TECHNOLOGIES FOR AML/CFT

- TmIRI
el

N
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TECNICAS COMUNES

EVALUACION DE
CUMPLIMIENTO
NORMATIVO

EVALUACION DE
EFECTIVIDAD
Y CALIDAD DEL SISTEMA

PILARES 2°

HERRAMIENTAS
DE GESTION DE RIESGOS

ESTRUCTURA DE CONTROL 3°
Y GOBIERNO CORPORATIVO

PROCEDIMIENTOS
DE DEBIDA DILIGENCIA

o
SISTEMA DE MONITOREO 4
Y REPORTE DE OP.SOSPECHOSA

[ MATRIZ RIESGO ENTIDAD

SISTEMA DE PREVENCION Y|
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MATRIZ RIESGO CLIENTE
MATRIZ RIESGO TERCERAS PARTES

AREA DE CONTROL — COMPLIANCE INTEGRAL
NORMAS/MANUALES INTERNOS

EVALUACION PERIODICA DEL SISTEMA DE
PREVENCION

[ ONBOARDING DIGITAL — ALTAS NO PRESENCIALES

IDENTIFICACION Y REQUERIMIENTO DE
INFORMACION EN VIRTUD DEL RIESGO

BIG DATA — INTELIGENCIA ARTIFICIAL BUSQUEDA

| FUENTES PUBLICAS

PERFIL OPERATIVO — TRANSACCIONAL -

PROSPECTIVO
ALERTAS AUTOMATIZADAS

REPORTES SISTEMATICOS DE INFORMACION

CALIDAD EN LOS REPORTES DE OPERACIONES

| SOSPECHOSAS
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CONVERGENCIA
DELITOS FINANCIEROS

FRAUDE CIBERDELITOS

ANALIZA EL COSTO, LAS VICTIMAS, ENCUESTA MUNDIAL DE INTERPOL
SOBRE CIBERDELINCUENCIA
LAS INDUSTRIAS OBJETO DE

DIS:TRIBUCI(')N POR REGIONES DE LOS COSTO
ﬁACFE

PAISES QUE HAN RESPONDIDO
i PERDIDA PROMEDIO

CIBERAMENAZAS VINCULADAS CON EL |
DELITO DE FRAUDE CALCULADA A PARTIR | 39%

JURISDICCIONES

POR CASO ESTUDIADO DE LA INFORMACION DADA POR LOS | s i

PAISES MIEMBROS POST PANDEMIA 1 V— i

casos DE FRAUDEs  USD 1.509.000 ——
EVALUADOS EL 5% DE LOS INGRESOS 22% ——
125 DE CADA EMPRESA SE — — 2025
PIERDEN POR FRAUDE. — — — — '
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The proliferation of cyber-events and cyber-enabled crime represents a significant threat to
consumers and the U.S. financial system. The Financial Crimes Enforcement Network (FInCEN)
issues this advisory to assist financial institutions in understanding their Bank Secrecy Act (BSA)
obligations regarding cyber-events and cyber-enabled crime. This advisory also highlights how
BSA reporting helps U.5. authorities combat cyber-events and cyber-enabled crime.

Through this advisory FInCEN advises financial institutions on: This Advisory should be
I. Reporting cyber-enabled crime and cyber-events through s
Suspicious Activity Reports (SARs); * Cybersecurify units
« Nefwork adminisfrafors

II. Including relevant and available cyber-related information
(e.g., Internet Protocol (IP) addresses with timestamps,
virtual-wallet information, device identifiers) in SARs; * Fraud prevention units

* Risk departments

« BSA/AML f
I11. Collaborating between BSA/Anti-Money Laundering (AML) JAML managemen

units and in-house cybersecurity units to identify suspicious * AML infeligence units
activity; and » AML analysts/investigators

IV. Sharing information, including cyber-related information, among financial institutions to guard
against and report money laundering, terrorism financing, and cyber-enabled crime.

For the purpose of this advisnr}r:l

Cyber-Event: An attempt to compromise or gain unauthorized electronic access to electronic
systems, services, resources, or information.

Cyber-Enabled Crime: Illegal activities (e.g., fraud, money laundering, identity theft) carried out
or facilitated by electronic systems and devices, such as networks and computers.




NEWSROOM ~ CAREERS ~ ADVISORIES GLOSSARY

Frequently Asked Questions (FAQs) regarding
Reporting of Cyber-Events, Cyber-Enabled Cri
Cyber-Related Information through Suspiciou
Activity Reports (SARs)

October 25, 2016
PDF version of FinCEN FAQs on Cyber-Events

The Financial Crimes Enforcement Network (FinCEN) provides the following FAQs to supplement its advisory on
enabled crime and assist financial institutions in reporting cyber-events and cyber-enabled crime through SAT
\persede those published in 2001 regarding computer intrusion.[2] These new FAQs provide information 2
UFAQs.

“at information should a financial institution include in SARs when reporting cyber-events and

“itutions are required to file complete and accurate reports that incorporate all relev
“~rmation.
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Debe presentar un ROS incluso si el ciber
evento no es exitoso (basta con solo saber,
sospechar o tener motivos para sospechar que
el ciber evento tenia la intencién o podia
afectar una transaccion a través de |la
institucion financiera)

Las unidades ALD/CFT no tienen la obligacion
de contar con personal / sistemas dedicados a
la ciberseguridad

Las unidades ALD/CFT no tienen la obligacién
de tener conocimiento en ciberseguridad pero
deben trabajar en colaboraciéon con la unidad
ciberseguridad

Los sujetos obligados pueden compartir
informacion sobre ciber eventos entre ellas




wckers robaron USS10 millones en atac
Banco de Chile

;0 seria el mayor ciberataque sufrido por un banco chileno, v se suma a otros contra
uciones financieras en la region y el mundo
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/ Mexican Banks Suffer U X\

&« C | 8 Seguro | https://www.pymnts.com/news/security-and-risk/2018/mexican-banks-cybersecurity-cyberattack-spei/ 1

PYMNTS.com

4= SECTIONS TODAY'S NEWS RETAIL B2B OPINION INDEXES TRACKERS PYMNTSLIVE PAY-OLOGY RESOURCE CENTER

TRENDING RIGHT NOW

Five Or More Mexican Banks Suffer Unauthorized
Transfers

@ By PYMNTS

Credit Card Data Stolen In Chil
Attack

https:/fwww Hﬂmt om/apple/2018/apple-amazon-stock-one:
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Conti uso a Costa Rica para crear nuevos grupos de Conti, el ciberataque que puso en aprietos a Costa Ricay IRejlIake
‘hackers’ amenaza con expandirse a los gobiernos de A. Latina

Pais fue prueba de banda criminal para un proceso de reestructuracion interna; el fin principal no era obtener dinero con la extorsién, segun analistas en ciber:

Tecnologia & Innovacion

El grupo ruso que se especializa en vulnerar plataformas public
declarar el Estado de Emergencia en Costa Rica. Expertos advi
Por José Andrés Céspedes ataques a entidades oficiales de paise

secuestrando datos y sistemas, obligé a
ten que este puede ser solo uno de muchos otros

como Pert, Chile y México, entre otros.

18 de julio 2022, 12:34 PM
Reciba el boletin:
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En Corrillos Politicos

Le explicamos los hechos politicos de
y como inciden en la vida de los ciudac
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Tipos de
ciberatagues

* Advanced Fee
* Business Email Compromise (BEC)
* Botnet

* Confidence/Romance Fraud - Fraude de
confianza/romance

e Credit Card Fraud/Check Fraud - Fraude
con tarjeta de crédito/fraude con cheque

e Crimes Against Children - Delitos contra
los nifos

e Data Breach - Violacion de datos
* Employment - Empleo
* Extortion — Extorsion

* Government Impersonation -
Suplantacion de identidad del gobierno

* Harassment/Stalking - Acoso
* Identity Theft — Robo de identidad

XI Congreso de
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* Investment — Inversion

* Lottery/Sweepstakes/Inheritance -
Loteria/Sorteo/Herencia

* Malware — Software Malicioso

* Non-Payment/Non-Delivery - Falta de
pago/falta de entrega

e Overpayment - Sobrepago
* Personal Data Breach - Violacion de datos
personales

* Phishing

* Ransomware

 Real Estate- -Bienes Raices

* SIM Swap - Intercambio de SIM .

» Spoofing - Suplantacion de identidad

* Tech Support — Soporte Técnico

* Threats of Violence - Amenazas de violencia
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Hola @VisaArgentina necesito Prevencién de Lavado de
activos de las Américas

desconocer un cargo que no me

corresponde, hace semanas que ' — ®

llamo y no me atienden, tampoco me
responden por mail. Pueden
comunicarse conmigo?

Visa Argentina ==

13:36 - 31/1/22 - Twitter Web App

1 Me gusta V’ S A

O () O .L

VISA Enrespuesta a @delosne

Buenas tardes. | Bienvenidos al Centro de
Atencion Virtual [ de Visa Argentina==

Ante cualquier reclamé, duda o Buenas tardes sefiora

Inconveniente sobre Nuestros Servicios o Mercedes en unos instantes se
Productos™=, Déjanos un Nuimero estara comunicando un
Alternativo de Linea~f para que un Asesor/ ejecutivo de cuentas con usted
a, Tomé la Comunicacion visa Argentina atencion al
@) 1 O 1, cliente aguarde por la
comunicacion Muchas gracias
. VISA por contactarnos. Q\
Twittea tu respuesta ag

15:30



Ciberseguridad en las finanzas 4.0
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Ciberseguridad en las finanzas 4.0

Confianza

Los delincuentes se aprovechan de |la
naturaleza humana y la hacen jugar en
contra
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Size
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FEDERAL BUREAU ?f INVESTIGATION
Internet Crime Report

(4

INTERNET CRIME COMPLAINT CENTER




En los ultimos cinco
anos, el IC3 ha
recibido un promedio
de 652.000 denuncias
al ano. Estas quejas
abordan una amplia
gama de estafas por
Internet que afectan
a las victimas en todo
el mundo.

XI Congreso de
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LAST FIVE YEARS

Over the last five years, the 1C3 has received an average of 652,000 complaints per year. These complaints

address a wide array of Internet scams affecting victims across the globe *

2018

2015

2020

2021

2022

Complaints and Losses over the Last Five Years*

351,537

52.7 Billion

|

467,361

vadn de

3.26 Million
Total Complaints

$3.5 Billion 52?-5 Billion
Total Losses
54.2 Billion
B47,376
56.9 Billion

£00,944

h

B Complaints M Losses

510.3 Billion

PI

-



Los 5 delitos
principales en
comparacion
con los cinco

anos anteriores

Top Five Crime Types Compared with the Previous Five Years

Tech Support

Extortion

Non-Payment/
Mon-Delivery

Personal Data
Breach

Phizhing

B

W 2022
m 2021
m 2020

W 2019
20118

de
le Lavado de
s Américas

CRoa

2023




Under 20

. 15,782

B sz105 million

M Complaints W Losses

20 - 29

I 7o
B ¢33 mitlion

30-39
I - -

Victimas por
rango etario en 2022

43.1 Billion
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2022 - TOP 20 INTERNATIONAL VICTIM COUNTRIES!®? tivos de las Américas [

Compared to the United Stotes

< Ten Thousand
Colombia [ 324

Venezuela [ 395

Greece [ 241
Argentina [ 24:
China [ 342
Japan [ 455
Spain [ a::

italy
Turkey
Fakistan
Philippines
Mexico

Brazil

I

_— o
.
I
I i iic
I :i::

Germany [N : -
South Africa | 1 ::-
France [ - ::
Australia [ : -
india | o
canada [ o



ATAQUES
BEC
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BUSINESS EMAIL COMPROMISE (BEC) En

2022, el IC3 recibio 22.000 denuncias por
Business Email Compromise (BEC)/ Email
Account Compromise (EAC) con pérdidas
de casi USS 2.700 millones.

BEC es una estafa sofisticada dirigida
tanto a empresas como a personas que
realizan transferencias de fondos. La
estafa se lleva a cabo con frecuencia
cuando un sujeto compromete cuentas
de correo electréonico comerciales
legitimas mediante ingenieria social o
técnicas de intrusion informatica para
realizar transferencias de fondos no
autorizadas.
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Compromise
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La pandemia de COVID-19 y las restricciones a las reuniones
presenciales provocaron aumentos en las practicas de teletrabajo
0 comunicacion virtual. Estas practicas de trabajo y comunicacion
continuaron en 2022, y el IC3 ha observado el surgimiento de
esquemas BEC/EAC mas nuevos que explotan esta dependencia
de las reuniones virtuales para instruir a las victimas para que
envien transferencias electronicas fraudulentas. Lo hacen al
comprometer el correo electronico de un empleador o director
financiero, como un CEO o CFO, que luego se usaria para solicitar a
los empleados que participen en plataformas de reuniones
virtuales. En esas reuniones, el estafador insertaria una imagen
fija del CEO sin audio, o un audio "falso" a través del cual los
estafadores, actuando como ejecutivos de negocios, afirmarian
que su audio/video no funcionaba correctamente. Luego, los
estafadores usarian las plataformas de reuniones virtuales para
instruir directamente a los empleados para que inicien
transferencias electronicas o usarian el correo electréonico
comprometido de los ejecutivos para proporcionar instrucciones




Prevererorad-Lavado de C]*
En 2022, el IC3 recibi6 2.385 dentincias idertificayas
como ransomware con pérdidas de mas de USS34
millones. El ransomware es un tipo de software
malicioso, o malware, que cifra los datos en una
computadora, dejandola inutilizable. Un ciberdelincuente
malintencionado retiene los datos como rehenes hasta
gue se paga el rescate. Si no se paga el rescate, los datos
de la victima no estaran disponibles. Los
ciberdelincuentes también pueden presionar a las
victimas para que paguen el rescate amenazando con
destruir los datos de la victima o con revelarlos al

publico.

Aunque los ciberdelincuentes usan una variedad de
técnicas para infectar a las victimas con ransomware, los
correos electronicos de phishing, la explotacion del
Protocolo de Escritorio Remoto (RDP) y la explotacién de
vulnerabilidades de software siguieron siendo los tres
principales vectores de infeccion iniciales para los
incidentes de ransomware informados al IC3. Una vez
que un actor de amenazas de ransomware obtiene la
ejecucion del codigo en un dispositivo o acceso a la red,
puede implementar el ransomware.



Ransomwe
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Acciones inmediatas que se
pueden tomar para protegerse de
un ransomware:

e Actualizar el sistema operativo y
software.

* Implementar capacitacion de
usuarios y ejercicios de phishing
para crear conciencia sobre los
riesgos de enlaces y archivos
adjuntos sospechosos.

e Sise utiliza el Protocolo de
Escritorio Remoto (Remote
Desktop Protocol RDP) supervision
constante.

e Realizar una copia de seguridad
offline de todos los datos.



Princioales
veriantes de
(AnNSornware ¢ue
victirrizar
Infraestructurs
critica
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The three top ransomware variants reported to the IC3 that victimized a member of a critical infrastructure
sector were Lock bit, ALPHV/Blackcoats, and Hive.*!

Top Ransomware Variants Victimizing Critical Infrastructure
2022 Incidents

HIVE

ALPHV /BlackCat 114

oo
~

LOCKBIT 149
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By Victim Count

Crirne Type Wictims Crirme Type

Phishing 300,497 Government Impersonation 11,554
Personal Data Breach 58,859 Advanced Fee 11,264
Mon-Payment/Non-Delivery 51,679 Other 9,966
Extortion 15,416 Overpayment 6,183
Tech Support 32,538 Lottery/Sweepstakes/Inheritance 5,650
Investrment 30,529 Data Breach 2,795
Identity Theft 27,922 Crimes Against Children 2,587
Credit Card/Check Fraud 22 985 Ransomware 2,385
BEC 21,832 Threats of Violence 2,224
Spoofing 20,649 IPR/Copyright/Counterfeit 2,183
Confidence/Romance 19,021 SIM Swap 2,026
Employment 14,946 Malware 762
Harassment/Stalking 11,779 Botnet 568
Real Estate 11,727

Cryptocurrency 31,310 Cryptocurrency Wallet 20,781

*These descriptors relate to the medium or tool used to facilitate the crime and are used by the KK3 for tracking
purposes only. They are available as descriptors only after another crime type has been selected. Please see Appendix

E T L L e L



2022 CRIME TYPES continued

By Victim Loss

FF

Investment

BEC

Tech Support
Personal Data Breach

Confidence/Romance

Data Breach

Real Estate
Non-Payment/Non-Delivery
Credit Card/Check Fraud
Government Impersonation
Identity Theft

Other

Spoofing

Advanced Fee

Descriptors™

$3,311,742,206

$2,742,354,049

5806,551,993
5742,438,136
5735,882,192
5459,321,859
5396,932,821
$281,770,073
5264,148,905
5240,553,091
$189,205,793
5117,686,789
5107,926,252

$104,325,444

Crime Type

Lottery/Sweepstakes/Inheritance

SIM Swap

Extortion
Employment
Phishing
Overpayment
Ransomware

Botnet

Malware
Harassment/Stalking
Threats of Violence
IPR/Copyright/Counterfeit

Crimes Against Children

583,602,376
572,652,571
454,335,128
952,204,269
552,089,159

438,335,772

*534 353,237

417,099,378
49,326,482
45,621,402
$4,972,099
$4,591,177

$577,464

Cryptocurrency

$2,496,196,530

Cryptocurrency Wallet

51,349,000,883




LAST THREE-YEAR COMPLAINT LOSS COMPARISON

Advanted Feg

BEC

*Botnet

Confidence Frawd/Romance
Cresdit CardyChieck Fraud
Crirmes Against Children
Data Breach

Ermplerymerit

Extrtion

Government Impersonation
*Harassment,Stalking
Identity Theft

Irvestirient

PR Copyright and Counterait
Lot by S dpita ket IR efitanc s
hAalwears
Mor-PaymentMan-Delivery
Other

Cwerpayment

Persanal Data Breach
Phishing

Ransomwane

Eeal Estate

*SIM Swap

Spoafing

Tech Support

*Threats of Vialence

§104,325 444
$2,742,354,049
17,099,378
$735,882,192
264,148,905
$577,464
$450,321,859
$52,204,269
54,335,128
$240,553,091
45,621,402
189,205,793
$3,311,742,206
$4,591,177
$83,602,376
£9,326,482
$281,770,073
$117,686,789
438,335,772
§742,438,136
$52,089,159
£34,353,237
$395,932,821
£72,652,571
$107,926,252
$806,551,993
44,972,099

4
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598,604,137 &

42,395 953 296
M/A
056,030,739
172 09E,385
$19E, 550
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$60,577,741
4142 543,753
M/A
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Sujetos obligados a cumplir con la normativa
ALD/CFT y sus principales obligaciones

e Panorama General del Cumplimiento

Procesos y controles para cumplir con las leyes, =
regulaciones, y otros requisitos gubernamentales | S

v estdndares internacionales @

Las obligaciones regulatorias se vuelven mas
complejas y globales

Existe una tendencia hacia la unificacion de |la
“gestion o administracion del riesgo de delitos financieros”
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Politicas, procedimientos y Auditoria/Pruebas
procesos por escrito iIndependientes

4 pilares del

Programa de
Cumplimiento

Oficial de cumplimiento Entrenamiento/capacitacion
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SOME METHODS FOR
CLASSIFICATION AND ANALYSIS
OF MULTIVARIATE OBSERVATIONS

J. MacQUEEN
UwnrveErsiTy oF CarLiForNIa, Los ANGELES

1. Introduction

The main purpose of this paper is to deseribe a process for partitioning an
N-dimensional population into & sets on the basis of a sample. The proecess,
which is called ‘k-means,’ appears to give partitions which are reasonably
efficient in the sense of within-class variance. That is, if p is the probability mass
funetion for the population, § = {8, 8, -+, 8} is a partition of Ey, and u;,
i=1,2 -,k is the conditional mean of p over the set S, then w?(8) =
i1 Js |z — ui?dp(z) tends to be low for the partitions S generated by the
method. We zay ‘tends to be low,’ primarily because of intuitive eonsiderations,
corroborated to some extent by mathematical analysis and practical computa-
tional experience. Also, the k-means procedure is easily programmed and is
computationally economieal, so that it is feasible to process very large samples
on a digital computer. Possible applications inelude methods for similarity
grouping, nonlinear prediction, approximating multivariate distributions, and
nonparametrie tests for independence among several variables.

In addition to suggesting practical classification methods, the study of k-means
has proved to be theoretically interesting. The k-means concept represents a
generalization of the ordinary sample mean, and one is naturally led to study the
pertinent asymptotic behavior, the object being to establish some sort of law of
large numbers for the k-means. This problem iz sufficiently interesting, in faet,
for us to devote a good portion of this paper to it. The k-means are defined in
gection 2.1, and the main results which have been obtained on the asymptotic

1954






Conceptos basicos

Inteligencia Artificial, Machine Learning y Deep Learning
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Inteligencia
Artificial

“...is a technique
which allows the
machines to act like
humans by replicating
their behavior and
nature”

Machine
Learning

“It allows the machines to
learn and make predictions
based on its
experience(data)”

Deep Learning

“...is a particular kind of
machine learning that achieves
great power and flexibility by
learning to represent the world
as nested hierarchy of concepts
or abstraction”

2010




Tipos de inteligencia artificial

Estrecha

0 <
S %
> Y
e
"j”l |
. . éﬁg" \H
Speakers inteligentes, autos = n Aumano puede
7 7 . &‘
auténomos, busqueda de internet, =
soluciones antifraude, prevencion de -

delitos financieros, riesgo de crédito,
etc.

Fuente: Al For Everyone. Deeplearning.ai.
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Aprendizaje supervisado vs aprendizaje no supervisadoie

PCA Arboles
™ ® Clasificador

SVM e ® Beyesiano

Isomap e

DIMENSIONALLY Dee
REDUCTION CLASSIFICATION ® P

Learning

SUPERVISED
DBSCAN e UNLSEL;';ESQQEED LEARNING e LASSO
CLUSTERING
K-Modas @ MACHINE ® |ogistica
LEARNING .
% ® Lineal

K-medias
K-medias

| REINFORCEMNET |
LEARNING /

Q-learning @ / ® Basadoen
y

Multiagentes ® ° Modelos



A mostly complete chort of
S CPLDFT

O Backfed Input Cell
Input Cell

&) Noisy Input Cell
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Neural Networks ...... |4

2016 Fijodor van Veen - stimavindtitute org

Feed Forward (FF)  Radial Basis Network (RBF)

plee JiTeel

Long / Short Term Memory (LSTM)  Gated Recurrent Unit (GRU)
: == N - =

Perceptron (P)

Recurrent Neural Network (RNMN)
— O Y

Auto Encoder (AE) Variational AE (VAE) Denoising AE (DAE) Sparse AE (SAE)
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Importancia de la inteligencia artificial en cumplimiento
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Importancia de la inteligencia artificial-en-
cumplimiento

| zeolearn"

Allow
Benefits of Enhances Humans To gﬂ:ijﬂﬁéﬂs
= - : Efficiency And Do What 8 Bt
Artificial Intelligence Throughput They Do L

Econom
Best ¥

Enhances

Increases 1 it
QOur

Benefits Extends And
Demand Side

Multiple Expands
Management Industries

Lfa styl - Automation

Creativity




Hype Cycle for Artificial Intelligence, 2023 '~
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Smart Robots
Responsible Al
Neuromorphic Computing
Prompt Engineering

Generative Al

Foundation

Artificial General Intelligence Models

Synthetic Data
Decision Intelligence
Al TRISM

Operational Al Systems

ModelOps

Composite Al
Data-Centric Al

EdgeAl Computer

Al Engineering Vision

Al Simulation

Expectations

c I Al
- Cloud Al
Knowledge Graphs Services

(' Data Labeling

Meuro-Symbolic Al and Annotation

Multiagent Systems Intelligent Applications

First-Principles Al

Autonomous Vehicles
Automatic Systems

Al Maker and Teaching Kits

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
-
Time
Plateau will be reached:
() less than 2 years ® 2to5years @ 5tol10years A more than 10 years (%) obsolete before plateau As of July 2023
gartner.com https://www.gartner.com/en/articles/what-s-new-in-artificial-intelligence-

from-the-2023-gartner-hype-cycle
Source: Gartner

@ 2023 Gartner, Inc. and/or its affiliates. All rights reserved. 2079794 G a rt n e n
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Principales vulnerabilidades del uso de IA
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What is the main bottleneck holding back
further Al adoption?

Company culture does not yet recognize needs for Al
Difficulties in identifying appropriate business use cases
Lack of skilled people/difficulty hiring the required roles

Lack of data or data quality issues

Technical infrastructure challenges

Issue

Legal concerns, risks, or compliance issues
Model validation

Efficient tuning of hyperparameters
Workflow reproducibility

Other

)

=]

<
W
=

10% 15% 20% 25%

Fuente: O’Reilly (2020). Al Adoption in the Enterprise.
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Principales vulnerabilidades del uso de IA

Apetito por Datos, y no cualquier dato

A tiempo

Verificable

consistente
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Confiar ciegamente en la tecnologia

Wrongfully Accused by an

recognition match led to a Michigan man’s arrest for a crime

Algorithm |
In what may be the first known case of its kind, a faulty facial ? e, ‘-\
—t '

he did not commit.

\ * — >

https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html _— —
d L
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Atagues adversos

~;R*’

Desbloqueo de teléfonos
Acceso a edificios
Deteccion de objetos
|dentificacion de objetos
riesgosos (p.e. scanner de
aeropuerto)

W classified as turtle M classified as rifle
B classified as other

Fuente: Anish Athalye, Logan Engstrom, Andrew llyas, Kevin Kwok. Synthesizing Robust Adversarial Examples.
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Atagues adversos

This Clothing Line Tricks Al Cameras
Without Covering Your Face

(D JanN 20,2023 O PESALA BANDARA

=




Principales vulnerabilidades del uso de IA

Profundizacion de sesgos

Tech EB

IBM abandons 'biased' facial
recognition tech

M9 June

Migrar sesgos a sistemas de |A
“Discriminacion” automatica
f..: REUTERS

Amazon scraps secret Al recruiting tool that
showed bias against women
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Principales vulnerabilidades del uso de IA

Caja Negra

MAX-POOL MAX-POOL

3x3 3x3

55X 55 X 96 27X27 X96 2TX27 X256 13x13 X256

227227 x3 Q Q

/ MAX-POOL O O e e
3 3 : : :
3X 3 Softmax

O O O] 1000

fo 8 13x13 x384 13x13 X256  6X6 X256 9216 4096 4096

i
l

—>

3X 3
same

13x13 x384 L
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What kinds of risks do you check for during
ML model building and deployment?
Fairness, bias, ethics | ——
Model degradation |G
Model interpretability and transparency |GGG ————__
Privacy |
Security vulnerabilities | G :
Safety and reliability [
Unexpected outcomes/predictions |GGG ——S
Other compliance | EG™
Reproducibility | ——— . Mature
B Evaluation
0%  10% 20% 30% 40%  50%  60%  70%

Fuente: O'Reilly (2020). Al Adoption in the Enterprise.



B

Separacién de ambientes (transaccional vs
analitico)

Seleccion de la infraestructura tecnolégica
Deployment

Integracién de sistemas

Personal altamente capacitado
Reentrenamiento de personal
Mantenimiento de personal critico

T
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Algunas restricciones del uso de 1Ay ML

A

Hardware / Software
Calidad de datos
RRHH / Servicios profesionales

Existen sesgos?
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Algunas restricciones del uso de 1Ay ML

Restricciones

La regulacion exige que algunos elementos
sean realizados especificamente por humanos?
Aceptacion por el regulador

Romper Paradigmas

Es complejo “convencer” a un regulador del
potencial de uso de IA para ciertas laboras que
usualmente realiza un humano, p.e. andlisis de
alertas?

Proteccion de datos
personales

Viajan datos desde y hacia el modelo de IA
fuera de la institucidn, fuera de la jurisdiccidn?.

Accountability

Dilusion de responsabilidades a través del
modelo de IA?
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Taller: Entender en que consiste el == G
aprendizaje supervisado

Aprendizaje no supervisado

KMeans




Taller: Entender en qué consiste el e e e i
aprendizaje supervisado
* Aprendizaje no supervisado: DBSCAN ‘\"‘-“ W 3 I
-q.f' LAY
g L&
2 % e -5.3
{ &
.f 30
(0] ® .g
% w7 -?
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- Usos de Aprendizaje Supervisado en ' _
prevencion de delitos financieros y antifraude
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INTELIGENCIA
ARTIFICIAL
EN LOS BANCOS

https://www.youtube.com/watch?v=FnAuOVocE-A&ab_channel=NoticierosTelevisa




Casos de Uso en |la prevencion de delitos financieros=«

Prevencion de blanqueo de capitales

016
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012 1
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Distribucion Vol Txs Debito = 0 - clientes activos

0.0
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Analisis estadistico basico
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Prevencion de blanqueo de capitales

Deteccion de anomalias

Coobems 1

11 Ir,r" “\I B}- Label {‘,ILﬂEnng .9 I_./'_\J
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outlier detection using LDOF

[ [} 2 3 4 05 [T 7

Column 0

outlier detection using KNMN
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Prevencion de blanqueo de capitales
Identificacidon de posibles
Transacciones fraudulentas

SegmentaC|On 2D Projection of the transactional data by t-SNE

Grafico del Cluster
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Scatter Plot KDE Plot
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Taller: Entender como funciona un mo@*éﬂa@érie
aprendizaje supervisado

Nuevo proyecto

# Abrir un proyecto desde Drive. (3 Abrir un proyecto desde un archivo.

o BB A

o

e 4
Proyecto de imagen Proyecto de audio Proyecto de
Realiza la preparacion con Realiza la preparacion basandote posturas
imagenes de archivos o de la en sonidos de un segundo de

iy , Realiza la preparacion con
webcam. duracion, desde archivos o

T imagenes de archivos o de la
usando tu microfono.

webcam.

SCAN ME
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Prevencion de fraude

https://www.youtube.com/watch?v=wff83z_rE0Q&ab_channel=VisaEspa%C3%B1ol
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Prevencion de blanqueo de capitales

Scoring de Clientes y Niveles de Debida Diligencia

Scoring tradicional Calificacion LAFT Clientes (CLAFT jente) = BcRc + BpRp + BzR; + BoR,
Be + ,Bp‘l'ﬁz'l'ﬁo =1

K Vecinos mas cercanos Deep Learning

Training Error: 0.160
Test Ermor: 0.223
Bayes Error:  0.210

Fuente: Hastie, T; Tibshirani, R.; Friedman, J. The elements of statistical learning. Data mining, inference and prediction. Second Edition. Springer.
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Graph-enhanced workflow for !},W
Anti-Money Laundering ) @ -
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Figure 14: Areas where implementing Al tools could have the biggest benefit — financial crime and

compliance

Surveillance
and Control

® Organizational ® |dentity resolution ® Transaction
maps of (GA, 5DA, ML) monitoring (GA, ML)
regulations (RPA, ® KYC (RPA, NLP, ML, ® Risk profiling (GA,
MLP, GA, ML) GA, SDA) sm,pm L, EmFJ
. Data
Policy KYC AML
Management

Evolutionary Programming
Graph Analytics

Machine Learning

Natural Language Processing

Rules Extraction

Robotic Process Automation
Rules Compression Analytics
Statistical Data Aggregation

Source: Chartis Research

® Data quality (GA, ML, RPA, NLP,
SDA)

® Data lineage (GA, ML)

® Data enrichment and reconciliation
(ML, EP, GA, MLF)

# Trade surveillance and
control (GA, ML)

® Call center surveillance
(NLP, RPA, ML, GA)

Internal fraud (GA, RPA,
RE, SDA, NLF)

Payment fraud (ML, GA)

Insurance fraud (RPA,
NLP, SDA, ML, GA)

Conduct and

Fraud Behavioral Risk

® Conduct risk (RPA,
GaA, ML)
® Statistical

behavioral models
(ML, SDA, EP, GA)



Prevencion de blanqueo de capitales

Entity resolution e
identificacion de noticias
adversas

Google
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Figure 4 Technologies/tools used by organisations during the analysis and investigation process

repository (on-premise) 0
Centralised document 359

repository (cloud-based) 0

Email progra

Othe 3.4%

Risk.net (2019). Smarter thinking around financial crime prevention
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Prevencion de blanqueo de capitales

Identificacion de redes PLN

oFFICER.OF
&
c
o
= |3
£ |5 ;
R distribucion |
2=
L g sistema
0 sistema participaciones . . .
AF"EHOL participaciones
- " . DER_ = pamcwpaclbn. vigencia
OFFICER_OF 4
educacién _
OFFFCER o doceavas auste | ® “salud
“OF once
: once doceavas ajuste distribucion | socia
8." I participaciones vigencia . recursos
[y TEHMEDM participacion educacion . corr!emes L ingresos conpes
4’..'? FI'Y OF |nterm9d|ary propésito ingresos corrientes . distribucian recursos | .
-.'Q,_-" situado .paniclpamﬁn ingresos fiscal .
Q o doceava e distribucid aprobada . . municipios .
i *distribucién once
DIRECT doffeayas participacion . resguardos . .. prestacién | servicios | fondo sector | des
OR (8] asiggaciones especiales distribucién situade | . asignaciones . agua X . .
. lIbE[?HDS rio | ) demanda . cess potable . Publica | . modificacion  Programa
e participaciones once _riberefiospobre | « Subsidios . . . . JSalanales . .
C? rio documento .
OQ dace_ empleados . .r:;afgrcc:a' . . . -EJUSIES . decreto operacién colomt
x A cub\ena. sgp reajustes | . ; pensional | , temitorial | . ural | . PR
Q\CJQ'Q‘ ﬂQ,Qg’ fonpet . i adopcion componente gasio actividades fortalecimiento ley dej
correctiva . medida
& ,{53 . . . . . « s e . o e -e e
) Q@G preescolar * excedente VeSS b naficiarios  real competencia modificaciones parcial exf:eden.tes
c;lb\ertas. d\scalfag\dzd .pobreza_ . s o s s ssssss ees sees s s s ww elnversiones = banco
ocevas subsidiade g o juancupos o ) esﬁateg\a
= pot aprobado sectoriales  sosteniblejunio alcantarillado financieros empresas
B adolescencia _montos _piloto concef
\__ 4 . L . s 8 & 85080 s s sssems = - . - . semm tratar
r b generade mojana rotatorio nutricional pautas  incrementos anual cauca acueducto destinado proyemoscon ra
\ = calima adelantar ferticol diquecuartarentas modalidadcafetercisareajuste  gastos birf proyecta  otorgamiento consej
\ ! g aburra ariari igac ica
- y g = acuicultura eaab L * ,. LR N 2L e & 4B e e e
. ,./ = cafeteraalcalisspnf aseo ciaeeeb cupo  ctorgar corelca extranjera celebrar respaldar finant
T T




Casos de Uso en la prevencion de delitos financierog:-

Cion de Lavado de
activos de las Américas

Prevencion de fraude

Fraude de identidad
(p.e. Identidad digital

DETECT

Data from
Multiple
Sources

ROTATING TO THE NEW

Fuente: Acenture

El ID presentado corresponde a la
persona que estad conectada?

Se interactUa con la persona real o es
una foto?

Triage de alertas

RECOGNIZE

o)

o Automation

PROCESS

. . Escalated Alerts

@ . . Invest\gatlons\
Automation Auto-enriched Alerts

TM Analysts

Auto-triaged m

Alerts Automation

Auto-closed / Hibernated Alerts

High Potential to Reduce Human Effort

Closed Alerts

Ciberseguridad

AI” : Training a big data machine to defend

Kalyan Veeramachaneni
CSAIL, MIT Cambridge, MA

Ignacio Arnaldo
PatternEx, San Jose, CA

Alfredo Cuesta-Infante, Vamsi Korrapati, Costas Bassias, Ke Li
PatternEx, San Jose, CA

Abstract

We present an analyst-in-the-loop security system,
where analyst intuition is put together with state-
of-the-art machine learning to build an end-to-end
active learning system. The system has four key
features: a big data behavioral analytics platform.
an ensemble of outlier detection methods, a mech-
anism to obtain feedback from security analysts,
and a supervised learning module. When these four
components are run in conjunction on a daily basis
and are compared to an unsupervised outlier detec-
tion method, detection rate improves by an average
of 3.41x, and false positives are reduced fivefold.
We validate our sysicm with a rcal-world data set
consisting of 3.6 billion log lines. These results
show that our system is capable of leaming to de-
fend against unscen attacks.

1 Introduction

Today. i sceurity solutions g lly fall into two
categories: analyst-driven, or unsupervised machine learn-
ing-driven. Analyst-driven solutions rely on rules determined
by fraud and security experts, and usually lead to high rates
of undetected anacks (false negarives), as well as delays be-
tween attack detection and implementation of preventative
countermeasures. Moreover, bad actors often figure out cur-
rent rules. and design newer attacks that can sidestep detec-
ton.

Using unsupervised machine learning to detect rarc or
anomalous patterns can improve detection of new amacks.
However, it may also Lngger more false pﬂ;mm alarms and
alerts, which can uire sub
efforts before they are dm'm»s:d_ Such false alarms can canse
alarm fatigue and distrust, and over time, can cause reversion
to analyst-driven solutions, with their attendant weaknesses.

We identified three major challenges facing the informa-
tion security industry. each of which could be addressed by
machine learning solutions:

Lack of labeled data: Many enterprises lack labeled ex-
amples from previous attacks, undercutting the ability to
use supervised learning models.

Constantly evolving attacks: Even when supervised leamn-
ing models are possible, attackers constantly change
their behaviors, making said models irrclevant.

Limited investigative time and budget: Rclying on ana-
lysts to investigate attacks is costly and time-consuming.

A solution that properly addresscs these challenges must
use analysts” time effectively. detect new and evolving attacks
in their carly stages. reduce response times between detec-
tion and attack prevention, and have an extremely low false
positive rate. 'We present a solution that combines analysts’
experience and intuition with state-of-the-art machine learn-
ing techniques to provide an end-to-cnd, anificially intell:-
gent solution. We call this system AF*. AJ” learns and au-
tomatically creates models that, when executed on new data.
produce predictions as intelligent as those deduced by human
analysts. Backed by big data infrastructure. we achieve this
in close to real time.

‘Our contributions through this paper are as follows:

L. Developed an Active Model Synthesis approach, which:

{a) computes the behaviors of different entities within
araw big data sct,

(b} prescats the analyst with an extremely small sct of
events (k <<< N, generated by an unsupervised,
machine learning-based outlier detection system_

ic) collects amalyst foodback (labels) about these
cvents,

{d) leamns supervised models using the feedback.

() uses these supervised models in conjunction with
the unsupervised models to predict attacks, and

{f) continuously repeats steps (a) - (e).

Designed multivariate methods that are capable of mod-
elm- the joint behaviors of mixed variable types (nu-
meric and discrete ordinal).  These methods include
density-based, matrix decomposition-based. and repli-
cator neural networks.

Demonstrated performance of the AI* system by mon-
itoring a web-scale platform that generated millions of
log lines per day over a period of 3 months. for a total of
3.6 billion log lincs.

Summary of results: In Figure 1. we present a snapshot of
our system's progress after 12 weeks of use. With 3 months”
worth of data. and with awareness of attacks. we evaluate
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Taller: Uso de modelos LLM

Generacion de imagenes para perfiles falsos en redes sociales
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€he New Pork Eimes

Killer Robots Aren't Regulated. Yet.

“Killing in the Age of Algorithms”is a New York Times
documentary examining the future of artificial intelligence and

warfare.
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Big Brother Is Watching: UK police
to increase use of Al facial

recognition despite inaccuracies o .
The UK governmenl wanls the police Lo use Al-hased facial recognilion systems more chlna's new weapon Of Ch°|ce Is your

Lhan they currently do. However, aclivists. Al experts and Lech scholars have repeatedly face
warned that Al Facial Recognilion doesn’l work. and is prone Lo [ail by [lagging the wrong

Autoritarismo

DIEINER

Article

Russia: Govt. uses facial recognition

Eticos de Uso

de |A technology to identify and arrest peaceful
protesters




Deepfake / faceswap




Como hacer tu
propio deepfake

1. Necesitas un audio de al menos 2
minutos

2. Generalavoz replicando la voz
real con IA, p.e. elevenlLabs

3. Toma una fotografia de la mejor
resolucion

4. Utiliza una plataforma de IA para
“animar “ la fotografia con la voz,
p.e. https://app.heygen.com/

5. Listos



https://app.heygen.com/

MINISTERIO

- o GODEMAMOS  gumeiere oe raenen
DE HACIENDA sian de Recuporacién, c ¥
¥ FUNCION PUBLICA Ripess ontigo.

Aprobado el estatuto de la Agencia
Espariola de Supervision de la
Inteligencia Artificial

22 de agosto de 2023.- El Consejo de Ministros ha aprobado un Real
Decreto por el que se aprueba el estatuto de la Agencia Espafiola de
Supenvisién de la Inteligencia Artficial (AESIA), fruto del trabajo conjunto
del Ministerio de Hacienda y Funcion Pdblica y el Ministerio de Asuntos
Econémicos y Transformacion Digital.

El avance de la tecnologia es incuestionable a nivel global. En el caso
concreto de Espafia, la transformacién digital es prioritaria en la linea de
accion del Gobierno, como lo refleja la Agenda Digital 2026. Dicha
Estrategia incluye diferentes planes estratégicos, entre ellos la Estrategia
Nacional de Inteligencia Artifiial (ENIA), que fiene como objetivo
proporcionar un marco de referencia para el desamollo de una Inteligencia
Artificial “inclusiva, sostenible y centrada en la ciudadania™.

Ademés, esta estrategia es una de las medidas del Componente 16,
Reforma 1 del Plan de Recuperacion, Transformacion y Resiliencia
(PRTR), que pretende situar a Espafia como pais puntero en 1A

La AESIA se adscribe al Ministerio de Asuntos Econémicos y
Transformacion Digital a fravés de la Secretaria de Estado de
Digitalizacion e Inteligencia Arfificial

Con la creacion de esta Agencia, Espafia se convierte en el primer pais
europeo en tener un drgano de estas caracteristicas y se anticipa a la
entrada en vigor del Reglamento Europeo de Inteligencia Artificial. Dicho
reglamento establecerd para los Estados miembros la obligacion de
seleccionar una ‘autoridad nacional de supervision' que se encargue de
supenvisarla aplicacién de la normativa en materia de Inteligencia Artificial
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