CHAPTER V:
 CONFIDENTIALITY AND SAFEGUARDING PROCEDURES
 (45 CFR 309.65(a) (5))


Note:
Copies of all code and/or forms referred to in this chapter can be found in the 



appendix section at the end of the chapter.
A.    PROGRAM PROCEDURES FOR ENSURING CONFIDENTIALITY

        Policy
Information provided by clients, individuals or families, to the Fort Belknap Child Support Program (FBCSP) is extremely confidential.  
It is the policy of the Fort Belknap Tribe and the Child Support Program to ensure the confidentiality of all client information by instituting very strict safeguarding procedures for all client information.  Use and/or disclosure of personal information received by or maintained by the FBCSP is limited to purposes directly connected with the administration of the tribal IV-D, Title IV-A and XIX, or under applicable federal statutes and regulations related to child support and/or TANF programs.
The use and/or disclosure of personal information received by or maintained by the FBCSP is limited to purposes directly connected with the administration of the FBCSP or under applicable federal statutes and regulations related to child support and/or TANF programs.
These Rules to Ensure Confidentiality apply to:

1. The privacy rights of all parties involved in any child support related case handled by the FBCSP including unauthorized use or disclosure of information related to any court proceedings (establishment of paternity, establishment of child support, modification of child support, enforcement of child support orders.)

2. Confidential information to be protected includes but is not limited to any information that is privileged in nature such as income, assets, account numbers, Social Security Numbers, addresses, telephone numbers that would otherwise not be known if it were not for work performed in the FBCSP Office.

3. The prohibition of the release of information of the address/whereabouts of a parent/legal guardian or the child to another parent/party against whom a protective order with respect to the parent/legal guardian has been entered.

4. The prohibition of the release of information of the whereabouts of a parent/legal guardian or the child to another parent/party if the Child Support Program has reason to believe that the release of that information may result in physical or emotional harm to the parent/legal guardian or to the child.

1. FBCSP Staff Employment Safeguard
All FBCSP staff will sign a Confidentiality Agreement as a condition of employment.  
The Program Director or his/her designee will explicitly explain to all new employees the seriousness of any violation of FBCSP Office Policies and Procedures related to safeguarding client information and case files.   

By signing the Confidentiality Agreement, the new employee certifies that he/she has read and understands the FBCSP Office confidentiality policies and procedures and agrees, through his/her signature, to abide by them.  
A copy of the Confidentiality Agreement will be provided to the employee with the original filed in the employee’s FBCSP Office file.

Employee discipline for violation of FBCSP Office Policies and Procedures related to safeguarding client information and case files will be in accordance with the applicable Fort Belknap Human Resources Personnel Policies manual (Sect 300: Employment Conditions; 310 Confidential Information; 310.1-310.2, pgs 19-20), which includes employee suspension and/or termination for disclosure of confidential information retained/maintained by a tribal program.
B.   When Client Information will be Released
1. Client information will be released only for the specific purpose of carrying out the program duties of the FBCSP Office in the normal course of business to establish paternity; to establish, modify and enforce child support orders; and to locate parents and their assets.

2. Information regarding a FBCSP case may be released to the following party/entity during the processing of a child support related action:
a. FBCSP staff.
b. Fort Belknap Court judges and/or Clerk’s Office staff.
c. Any state with which the Fort Belknap Tribe has a cooperative agreement to share information.
d. Any tribe with whom the Fort Belknap Tribe has a cooperative agreement to share information.
e. A court having exclusive and/or concurrent jurisdiction in a parentage, child support or abandonment proceeding/action.
f. The custodial parent, legal guardian, attorney or agent of the child.
g. An agency of the federal government, the Fort Belknap Tribe or any other state/child support program engaged in the establishment of parentage, a child support obligation or enforcement of support for a child in a legal action.
h. To Tribal Indian Child Welfare or Child Protective Services staff to report suspected abuse or neglect of a child or an adult.
i. To tribal or state TANF programs for purposes of determining client eligibility for that program.
j. While ensuring anonymity, to track the use of services and statistics required by the FBCSP Office and/or federal grant reporting requirements.

3. Any release/exchange of information to any other parties and/or entities of confidential information maintained by the Fort Belknap Child Support Program Office requires a Release/ Exchange of Information form signed by the custodial parent/legal guardian or the non-custodial parent.  The release of information shall be limited to a specific activity or amount of time, not to exceed one year from date of signing  i.e. Tribal TANF, Housing.  Only the information relevant to the requesting agency or programs request will be released.
4. Requests from the Fort Belknap Child Support Program Office for information from the Federal Parent Locator Service and the Federal Tax Refund Offset Program WILL be limited to individuals involved in active FBCSP Office cases.

C.    When Client Information will NOT be Released
Without a written request from the parent/legal guardian of the child, the Fort Belknap Child Support Program Office will not release information about one parent/legal guardian or the child to the other parent/legal guardian.

1. The Fort Belknap Child Support Program Office WILL NOT release information related to the address/whereabouts of the parent/legal guardian or the child to the other parent/party when a protective order with respect to the parent/legal guardians has been entered.

a. A copy of the protective order is to be placed in the office case file.
b. Office case file is to be specifically marked to indicate that there is a protective order in this case.

2. The Fort Belknap Child Support Program Office WILL NOT release information on the whereabouts of a parent/legal guardian or the child to another parent/party if the CSP has reason to believe that the release of that information may result in physical or emotional harm to the parent/legal guardian or to the child.
a. A copy of any referrals related to suspected physical or emotional harm of the parent/legal guardian or the child are to be placed in a sealed section of the office case file.
b. Office case file is to be specifically marked to indicate that there are concerns of possible physical or emotional harm to parties in this case.

D.   Use of Standardized Forms
1. Standardized forms authorizing the release and/or exchange of confidential information will be used by the Fort Belknap Child Support Program Office.

2. Client request for the release/exchange of confidential information forms will contain the following:
a. Name of client/requesting party
b. Date
c. Name, address and telephone number of party/entity to whom the information is to be released
d. Specific information to be released
e. Reason for the release of information
f. Notarized signature of the client/requesting party
g. Office response section including date request received, action taken and date any information was released.
3.
Non-client request for the release/exchange of confidential information forms will contain the following:
a. Name of requesting party/entity
b. Contact information of requesting party/entity including address, telephone numbers and email address if appropriate/applicable
c. Date of request
d. Reason for requested information
e. Specific information requesting
f. Signature of party or agent if entity
g. Office response section including date request received, action taken and date any information was released.

E.    Procedures for Disclosure of Information
1. All requests for disclosure of information shall be reviewed by FBCSP Office staff to determine if the requested information can be disclosed, with or without the client’s consent, and whether the requested information can be disclosed to the requesting party.

2. If appropriate, FBCSP Office staff will notify the client that a request for information was received and request that the client sign a written consent for the release of the information.

a. If disclosure of the requested information falls within the program duties of the FBCSP Office in the normal course of business, failure of the client to sign/return the release of information request form will not prevent the disclosure of the requested information.

3. All disclosures of information will be documented in the case file and include the date of disclosure, person/entity receiving the information, nature of information disclosed and reason(s) for the release of information.

4. All denials of disclosure of information will be documented in the case file including the reason for denying the request.

F.    Storage of Client Information and Files

1. All client records and files shall be securely stored in order to protect the confidentiality of clients.
a. Files that are not immediately being worked on will be kept in locked fireproof file cabinets

2. All client records will be stored in locked fireproof cabinets in a secure room with a lockable door and which is inaccessible to the public.
3. All client files will be stored in locked fireproof cabinets at the end of each business day.

G.
Breach of Confidentiality of Client Information
All FBCSP staff will follow the applicable Fort Belknap Child Support Program Office and Fort Belknap Tribe’s policies regarding confidentiality as outlined in all FBCSP Office and/or Fort Belknap Tribe policy manuals including but not limited to the Fort Belknap Human Resources and Finance Policy and Procedure manuals.  Personal Policies Manual section 500 attached.
Each FBCSP staff member is also bound by the Confidentially Agreement he/she signed as a condition of employment and which confirms that the employee is fully aware of FBCSP Office and Fort Belknap Tribe polices regarding confidentiality.
CONFIDENTIALITY

1.  All current and future CSP staff members and employees will be required to comply with all safeguarding procedures that are applicable to all confidential information handled by the CSP and that are designed to protect the privacy rights of the parties, as outlined under 45 CFR 309.65 (a)(5).

2.   
All Fort Belknap Tribal CSP staff members and employees will be required to sign the IRS confidentiality Form and strictly abide by any and all IRS confidentiality requirements.
3. Sanctions in an amount not to exceed $500.00 shall be imposed for the unauthorized

use or disclosure of information covered by paragraphs (1) and (2).

FBCSP employees who knowingly violate this policy will be subjected to disciplinary action under the Fort Belknap Personnel Policies and Procedures, including the possibility of employment suspension and termination or civil action under the Fort Belknap Law & Order Code.  Title V Family 2.4.

Any possible breach in confidentiality by a FBCSP employee will be immediately investigated in accordance with the applicable FBCSP Office and/or Fort Belknap Tribe’s policy and procedure manuals.  

If it is determined that there has been a breach of confidentiality by a FBCSP employee, the disciplinary actions as outlined in the FBCSP Office and/or Fort Belknap personnel manual (Sect 300: 310 Confidential Information; 310.1-310.2, pgs 19-20) will be implemented.  Possible disciplinary actions include but are not limited to immediate suspension and termination of employment.
H.
Computer and Workstation Safeguards
All FBCSP staff will comply with the following safeguards in terms of the office computer and workstations:

1. Documentation of User ID and Passwords will be maintained in a master file under control of the FBCSP Director for use in the event the employee is unavailable.
2. No sensitive client information and/or case documentation or files will be left exposed on FBCSP staff desks or in staff workspace when working with clients or non-FBCSP staff.
3. All client-related written documentation of any kind is to be properly filed in the appropriate client file in a timely manner.
4. All discarded/duplicate client documents will be properly disposed of by shredding via a crosscut shredder.  
5. All client case files are to be stored in a locked desk drawer or office if staff is away from his/her desk for other than routine activities during the business day.
6. All client case files are to be stored in locked fireproof file cabinets in a secure room with a lockable door and which is inaccessible to the public at the end of each business day or when all FBCSP office staff are out of the office during normal business hours on a normal business day.

7. Each computer’s screen must be set to automatically lock after a maximum of five (5) minutes.  Anytime an FBCSP employee leaves their desk they will either log off of their computer or lock the computer.

8. Passwords should not be an obvious use of a name associated with the user (own name, family member or pets name, date of birth, address, etc.)

a. If tampering or compromised access is suspected, immediately inform the FBCSP Director, who shall contact IT (Information Technology) support.

b. IT support should use all necessary means to obtain as much information about the incident (date, time, workstation used, missing files, and altered files), and submit a detailed report.

9. Workstation locations should not be within main entrances or high traffic areas.  The workstation location should always allow the user to maintain control of his/her workstation.

a. No personal files will be kept on any workstation.

b. Games will not be installed on any computers.

10. FBCSP is prohibited from using the internet for personal or inappropriate purposes.  Internet searched should be limited to work related tasks and research.

a. Accessing streamline media is prohibited, including downloading of music, videos, illegal software, questionable software, pornographic material, or any other files not ethical, professional, or legal.

11. If it is necessary to transport vital information through removable media (thumb drives, floppy disks, CD’s, etc) staff must obtain approval from the FBCSP Director.  The Director shall track the date and person making the request, review and approve the confidential IV-D information on the removable medium.

45 CFR 309.65(a) (5) Safeguarding procedures as specified under §309.80.
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