Synthetic Persona
Engineering

Balancing **Data Utility** and **Privacy Risk** through **PIl Obfuscation**
strategies for compliance and robust analytics.

The PIl Threat Map: Direct vs. Indirect Identifiers

Understanding the nature of the data is the first step in effective anonymization. Pll is categorized by its capacity to
immediately or contextually reveal the identity of an individual.
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Direct Identifiers Indirect Identifiers

Data points that, by themselves, link directly to an individual. Data points that, when combined with other public data, can
These require the **highest level of obfuscation** or lead to re-identification. The risk is **contextual**.

removal.

e Zip Code, Birth Date, Gender

e Name, Full Address, Social Security Number « Occupation and Salary Range

* IP Address, License Plate Number e Rare Attribute Combinations (e.g., age 92 in town of 500)
e Biometric Data

The Persona Composition:
Synthetic Data Blend

A fully synthetic persona retains statistical integrity but eliminates all original
Pll. The model below represents the ideal distribution of data types to maximize
utility while minimizing re-identification risk (k-anonymity score > 50).

o **Real Core Data (55%):** Transactional data and non-PIl attributes retained as-is to
preserve analytical value.

PY **Qbfuscated PIl (45%):** Direct and Indirect identifiers transformed using techniques
below.
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Obfuscation Strategy Matrix

Three core methods transform PII into synthetic data, each offering a different balance of reversibility and data
persistence.

Hashing & N & Data Masking

Tokenization Generalization & (Substitution)
High Security, Low Reversibility Agg regatlon High Utility, Medium Risk
Replaces PIl with a non-invertible, Preserves Distribution Replaces PII with realistic, randomly
fixed-length code (**token**). Reduces Detail ' generated data (e.g., fake names,
Maintains referential integrity but random addresses). Useful for
destroys original data value. Ideal for Replaces specific values with a testing/development environments
replacing IDs and account numbers. wider range or average. Maintains but requires strict access control.
Example: ‘JaneDoe@email.com’™ - statistical patterns but increases the Example: '201-555-0123" - '555-555-

"8c6fdelb’ **k-anonymity** of the data set. 9876" (valid format)
Ideal for birth dates and salary data.

Example: 'Age 34" — 'Age Group: 30-39°

Method Performance by Score
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Every obfuscation technique operates on a trade-off 90

curve. Higher **Anonymity Score** (better privacy) a0 A

inherently leads to a lower **Data Utility Score** (reduced = 20 u
analytical accuracy). The goal is to find the **sweet % 60
spot** for your specific use case. '§ 50
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**|deal Persona:** Maximizes anonymity while keeping utility = 3
above the baseline (score 65). .% 2
@® **Raw PII:** 100% Utility, 0% Anonymity. 10
**Differential Privacy:** Highest Anonymity, lowest guaranteed 0 4
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