The Briefing Room

A Leader's Guide to Crisis Communication: How to distill complex investigative
findings into a high-impact strategic summary that drives decisive action.

The Executive Briefing: The "So What" Conversation

Executive attention is the most valuable resource in a crisis. Your briefing must be concise, focused
on quantifiable business impact, and immediately actionable.
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1. Context (5%) 2. Consequence 3. Course of Action
State what happened. "On N (65%) — (30%)
e ey, 1E CIEEEER £l Quantify the business Present the solution. "We
unauthorlzgd data impact. "This triggers need immediate budget
exfiltration.” mandatory GDPR notification approval for MFA rollout
and a potential \$10M fine." within 90 days."

The Power of One Slide

Your entire briefing should be distilled into a single,
high-impact summary. Avoid technical jargon and focus
on translating forensic details into business risk. This
forces clarity and drives the conversation toward a
decision.

Context: The problem.
Consequence: The financial and legal risk.

Course of Action: The required investment.
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Crisis Communication Strategy

During a crisis, a unified and controlled message is essential to manage perceptions and maintain
trust. Internal and external communications must be planned in parallel.

Internal Communication

Goal: Control rumor and empower employees.

What, Who, When Rule

State only confirmed facts, designate a single spokesperson, and set
clear expectations for the next update.

Confidentiality Mandate
Remind all employees of their legal duty not to discuss the incident
externally. Make penalties clear.

&) External Communication

Goal: Control the narrative and satisfy legal duties.

Regulatory First
Prioritize mandatory breach disclosures to agencies like the SEC or
GDPR authorities within required deadlines.

Stakeholder Messaging

Develop tailored messages: focus on data protection for customers
and financial stability for investors.

Principle of Candor
Be transparent and accountable in public statements. Vague
messages accelerate reputational damage.

Post-Crisis: The Path to Accountability

The final report must provide a clear root cause and establish measurable goals for
remediation to ensure accountability and prevent recurrence.
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Root Cause Analysis Establish Remediation KPIs Define Accountability
Formally isolate the technical or Set measurable targets, such as Internally, clearly define which
procedural failure (e.g., "Failure to "Reduce Mean Time to Detect by department was responsible for the
patch server 123"). 80% in Q4." failure to ensure future compliance.
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