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Unified Cyber
Resilient Platform

Streamlining Cybersecurity &
Risk Management for a Connected World



Cyber
Proteccion

Cyber Proteccidn is a provider of proprietary
and aggregated best-in-class cyber, privacy,
and data protection solutions for the home and
business.

As a Certified Minority Business Enterprise,
our team leverages our professional network
and strategic alliances to assess, identify,
deploy, and implement risk reduction
strategies and regulatory compliance.

Cyber Proteccion is committed to servicing
stakeholders based on a foundation of trust,
honesty, and integrity.




Unified Cyber Platform

A modular SaaS platform combining cybersecurity, access management,
3rd party data risk assessment & compliance management.

e Built on a Microservices architecture
» Highly-scalable
» Independently deployable

* Filed Patents:

System and method for monitoring data disclosures

Advanced telemetry analysis for enterprise digital twins

System and method for ensuring compliance and preventing data breaches
System and method for identifying and predicting risk

System for continuous compliance and regulatory audits

YVVVYVYYVY

Cyber

Proteccion

Powered by Cytex



Unified Cyber Platform

Cybersecurity Compliance

Gamified

Single Dashboard access supporting: Sybes il

Data Supply
Chain

* Traffic Monitoring & threat Blocking phishing
* Cyber Risk Score SRt
* Data Supply Chain Security

* Cloud Security Posture Management (CSPM)

» Extended Detection Response (XDR)

* Data Loss Prevention (DLP)

» Zero Trust Network Access

* Phishing Simulator

* Framework Automation: SOC 2, CIS, CCPA, PCI,
FINRA, GDPR, HIPAA, Smart City Framework,
NIST CSF, ISO 27001, OFDSS, CMMC

IAM DLP
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DNS

MDM Security

Vulnerability

VPN Assessment

I|Ii|' “You have made a very complex area extremely easy to manage”

naae® Dr. Keri Pearison, Executive Director Cybersecurity

Institute of
Technology



Features

Compliance Audify

Data Supply Chain framework automation on-demand

Security SOC 2, CCPA, PCI, FINRA, GDPR, compliance
HIPAA, Smart City Framework, NIST

CSF, 1SO 27001, OFDSS, CMMC attestation

DNS firewall XDR/EDR

Gamified Phishing &
Training

"Single-vendor solutions provide significant operational efficiency and security efficacy,
compared with best-of-breed, including reduced agent bloat, tighter integration, fewer Cyber
consoles to use” Gartner Predicts 2022 Proteccion
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Eliminates Application Sprawl & Under-utilized Applications

DNS Threat Defense Data Loss Prevention (DLP) Cloud Security Posture Mgt (CSPM)
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The Platform Advantages

Visibility

Awareness

Time Savings

o] Cost Savings

Actionable Data

Manage data and 3rd party risk

Build a cybersecurity awareness culture

50% reduction in time spent

30% cost reduction vs disparate apps

Turn trust and resilience into a competitive advantage
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Poised for ” » Global insurance broker Marsh has selected the Cytex

Platform as a preferred solution provider for its

Ra p i d Marsh business customers

Dep|0 ment r\\’ . » Strategic partnership with telecom stalwart & EIS
y \C:l;;anlte contractor, Granite Telecommunications

* Provided at NO COST to - « MIT’s Cyber Defense Clinic is using the platform to
university programs that I||" conduct cyber-risk assessments for municipalities
promote cybersecurity to and healthcare facilities
local communities & train the [hassachusetts
next generation of Technology Deploved bv Purdue Universitv's Canter for Educatt

: : » Deployed by Purdue University’s Center for Education
@REISecurity professionals and Research in Information Assurance and Security
(CERIAS)

EIS contract reduces cost
and implementation time

» Univ. of Georgia deployed the platform for the CyberArch
program and Archway Partnership Service

r.1 Small Business _ _ _
BBl DpevelopmentCenter « Univ. of Georgia’s Small Business Development Center
W& UNIVERSITY OF GEORGIA g yging the platform to help small businesses protect

against the cyber threats.
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Network Traffic
Management

cytex.iojnetwork_traffic.htm!

=8 M Dashboard  Network Dashboard @ o

Cytex
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Uncategorized @ Business Arts & entertainment . Hol bbies & interests {55 Hobbies & interests 104
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Specify and enforce
organization specific policies
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Alert
Management

Al powered detection

|[dentify network traffic
anomalies

Sensitive information

Cyber threats/Indicators of
Compromise sourced from
different data sources

S8 0 Dashboard -~ Alerts ©

Please select time frame

Network

" —— B e . e

% DNS -+ Network Traffic Refused Ratio uopr

S

Cyber Intelligence

Blocked Domains
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telemetry.dropb... ~

Sensitive Info

Dates” Zip Code
Ensil Master card 1pya
ICD-9 URLs
Slack @ Dropbox Google Drive Dri

.~ mobile.pipe.ania..
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Data Supply
Chain Security

» Scan for known exploits

* |ldentify open ports

* Identify CVE-linked
vulnerabilities on data = i S

i

- Inventory data supply exchange partners s
chain partners and - Compute trust score for the
network application data partner
: . . * Notify partners to create a more = R\ -
. i _fi 1 proegy ey | 15%
Audit applications and secure data supply chain i Al =T
devices for conformance o SR | e -
with organizational » Collaborate audits with data = e -
partners — o - =

policies
» Workflow engine automates
routine audit tasks

» |dentify high impact and at-risk
data partners




Cloud Security
Posture

Management
(CSPM)

=8 ) AWS  AssetAudit @ 0

Cnmphance g |

O BB (G CIs

Check if root user access keys are disabled @ 0 '9_

Check If the strong password policy s set for an AWS account @ 0 @

Identify 1AM users (bots) who are Inactive for more than 180 days @ 0 -

Identify if IAM usars (bots) whose activa access keys ara not being rotated for every 180 days @ 1 I’E,‘

|dentify & audit cloud threat o e e : B

S u rfa CeS a C rOSS AWS 3 AZ u re ) (dentify 1AM users (humans) who are Inactive for more than 180 days @ 3 &

a n d G O O g I e C | O u d Identify IAM users (humans) whose active accass keys are not being rotated for every 45 daye @ A m

D g d d g Check If the MFA is ena; bled for IAM users (humans) @ 17 |B
|[dentify misconfigurations in

Identify all the permissive policies attached to the roles @ 17 IB

IAM and cloud workloads

Showing 1 to 5 of 9 entries

Setup continuous monitoring
for increased protection

CIS compliance crosswalk
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Endpoint
Detection &
Response
(EDR)

Threat hunting, detection &
continuous monitoring

Enforce corporate policies and
identify devices with outdated or
unauthorized software

Threat hunting for malware,
APT, and investigate
suspicious activity

Integration with our other
functionalities provides a
comprehensive 360° security
posture
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0 :

Data Loss el ==
Prevention e :
(DLP)

|dentify shared files across:

v' Google drive, GitHub,
Dropbox, Amazon S3,
Slack, One Drive,
Office 365

Built-in support for Pll, PHI,
and.Credit card numbers

Easily develop new
identification patterns
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Cytex Secure b=

@ Configuration
n Report

> Q Tunnel Configuration

= Security Configuration @ O $
Cytex

Security Configuration A Create User !o User Configuration

o Zero Trust Network el R e
Access Management shiin

« MFA: iOS & Android SR ik Bk
« VPN tunnels <D

Smart Defense

Time

Max session duration @ Al nif m

Inactivity threshold @
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Regulatory
Compliance

-

Audit for compliance with
SOC-2, CIS, CMMC, CCPA,
FINRA, GDPR, HIPAA,
SmartCity, NIST CSF, ISO
27001, OFDSS

Data discovery of assets

Audit progress tracking
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“Audify”
Real-Time
Trust Attestation

» Secure partner-to- vendor
attestation

Solves deficiencies in
“self-reporting” and ‘point-in-
time’ audits

Framework controls can be
customized
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Geo-Location
Awareness

=3}l Data Destinations @ O :
X
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Identify geo-locations and an S N .

data destinations of partners T i T
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Monitor and block risky o A,

aaaaaaaaaaaaaa

geo-locations o

Ensure compliance with
GDPR, HIPAA, EU & UN T
embargo requirements
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Phishing
Simulation with
Employee

Training
mpaign Imvaniory Be >
Build human firewalls and — - s
train staff to identify s N

phishing emails

Pre-built email templates
to quickly launch phishing
education campaigns

Pre-built-in educational
content on a wide range
of topics

Gamified learning
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Cyber Proteccion

Consulting B I[TRiskManagement B Compliance

For more information, please contact:

Eduardo Cancela

President
| Mobile: (305) 606-0191 | '.0“
Email: ecancela@cyberproteccion.net ﬂ’

A Florida State
Minority Supplier
Development Council



