Organized Evidence Flow

Flow Diagram of Findings

This flowchart maps out the sequence of events in a logical, structured way:
1. Initial Discovery

» Identification of Suspect IP: The investigation began with the identification
of Robert's IP address: 172.59.179.142. This IP was detected during initial
monitoring of suspicious activities on the website Nyi585.com.

2. Vulnerability Scans

» Nmap Scan: Conducted to identify open ports and services running on the
server. Results indicated several open ports, which posed security risks.

» Nikto Scan: Follow-up scans revealed insecure configurations and potential
vulnerabilities in web applications hosted on the server, indicating a lack of
necessary security measures.

3. Analysis of Impact

Potential Consequences: The findings from the vulnerability scans suggest significant risks,
including:

» Unauthorized Access: Open ports and vulnerabilities could allow
malicious actors to gain access to sensitive data.

» Tracking: The presence of insecure configurations could enable
tracking of users or data leakage.

4. Recommended Actions

» 1P Blocking: Immediate recommendation to block the identified IP address
(172.59.179.142) to prevent further unauthorized access.

» Securing HTTP Headers: Implementation of security headers (such as
Content Security Policy, X-Frame-Options, etc.) to enhance protection against
attacks.

» Strong SSL/TLS Protocols: Recommend enforcing strong SSL/TLS
configurations to secure data transmission and protect against man-in-the-
middle attacks.



4. Prosecution-Focused Adjustments

The report includes adjustments designed to support the standards of criminal law, enabling
law enforcement and prosecutors to effectively use the report in court:

« Emphasis on Critical Findings: The report highlights the most critical
vulnerabilities—such as open SMTP ports and suspicious access patterns from IP
172.59.179.142—that indicate potential criminal activity.

« Evidence Structured for Specific Charges: Evidence is organized to support
specific charges, including unauthorized access. Findings, such as DNS-based
blocklisting and the lack of PTR records, are used to demonstrate suspicious activity.

« Alignment with Prosecutorial Standards: Each finding is presented to meet the
needs of prosecutorial review, making it easier to understand the technical aspects and
assess evidence for potential charges.

5. Additional Legal Considerations for Civil Case

While the report’s primary focus may be prosecution, adjustments are included to support
potential civil litigation, particularly in relation to compensation claims:

« Highlighting Client D and Impact: Unauthorized access and tracking
activities that caused harm to the client are emphasized, supporting compensation
claims.

« Framing for Civil Liabilities: The report frames findings, such as tracking attempts
and security vulnerabilities, to support possible negligence or privacy violation
claims.

« Dual-Use Evidence Structure: The evidence presentation is structured to support
both criminal and civil cases, enabling dual-purpose use in legal proceedings.

6. Consolidated Findings and R d

This section integrates evidence from the reports to present a comprehensive summary of the
findings:

Suspect Identification and IP Activity: IP 172.59.179.142 is closely associated with Robert

vith suspicious access attempts identified on Nyi585.com. Patterns of abnormal
activity, such as email tracking and unauthorized access attempts, support the conclusion that
this IP is a significant suspect in unauthorized tracking activities.

Key Vulnerabilities and Implications:

e Open SMTP Port (Port 25): The open port enables potential unauthorized
email tracking, aligning with client reports of tracking attempts.

* DNS Blocklisting and Lack of PTR Records: Blocklisting suggests a history
of suspicious activities, while the lack of PTR records indicates an attempt to
conceal the IP’s origin.

e SSL/TLS Configuration Issues: Weak configurations expose the client’s
assets to data breaches and man-in-the-middle attacks.

o Insecure Cookies: Cookies lack Secure and HttpOnly flags, increasing the
risk of unauthorized access.



