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DON'T LET BAD WIRES GET YOU FIRED

Written by David Devinger, InsClaim Solutions, LLC

Wire fraud is becoming increasingly complex and frequent in the lawyer’s practice space as
the electronic transfer of funds is becoming a norm in society. Consequently, it is critical to
have sound practices and protocols in place to protect private information and funds from
unintended parties and fraudsters who have developed a number of schemes to steal funds
through the wiring process.

A typical scenario recently played out with a Real Estate attorney (the Insured) who
inadvertently wired funds to a fraudulent party after receiving bogus wire instructions. The
way the scam worked, in this case, was that an e-mail system was hacked on the client’s end.
The bad actor was then able to block legitimate e-mails coming from the Insured from
getting through to the client. A false e-mail address closely resembling the Client's was
created by the fraudster who began emailing the Insured regarding the real estate
transaction, for which the Insured was holding his funds. The Insured then received false
instructions from the fraudster and then wired a significant sum of money to a wrongful
party. Knowing that time is of the essence to recoup or claw back wired funds, the fraudster
also sent e-mails to the client in order to create more time before the diversion could be
discovered. Specifically, the fraudster e-mailed the client (who never requested a wire of
funds) stating that “the check was in the mail”.

Experts in the financial and real estate industry will opine that the party wiring funds has the
responsibility to verify that the party to whom the funds are being sent is legitimate before
wiring occurs. This minimally means using a phone number from the initial inception of the
relationship to validate the details of the wire.

In addition to the above, there are often many clues that would raise flags concerning the
propriety of the wire request being made. Indeed, in the situation referenced above, the
email addresses were closely similar but incorrect. Business logos that previously had been
on e-mails were no longer there. In addition, some of the phrases and salutations were out
of character coming from a client with whom they had a long-term relationship.

In sum, extreme caution and sound protocols are called for when being asked to wire funds.
Additional tools to confirm the wiring process is safe include: proper security software,
regular software updates, computer system reviews, multi-factor authentication, and
employee training, etc. As the schemes to defraud are becoming more complex, so too must
the defenses be established to avoid a situation that could devastate a client, and/or a Law
Firm's Practice.
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