Check Adviser Register and
credentials

Check banned/disqualified
register

Ensure everything is in your
name.

Get a statement of advice

Ensure you have logins

Stay in a regulated
environment

TALK about MONEY

TOOLS, TIPS, TAKEAWAYS

Use WHQOis Domain Lookup

Don’t click on links directly
from emails or SMS

Independently verify

Warning - proactive &
unsolicited contact

Google.
Check Scamwatch or ACMA

Be cautious of money or
data requests

Watch for urgency.
"Do you feel rushed?"

Do a reverse image search
here, here or here

Check for a digital footprint

Meet family & friends

Moving to an encrypted
platform ie WhatsApp

Never read out your
“ONE TIME CODE"

Check for situational
vulnerabilities

Be mindful of heightened
emotions

Switch voicemail to default
setting

Do NOT verify with voice

Family password

Two factor (biometric)
authentication

Use a password manager &
strong passwords

Al - look for static
movements or lip syncing

Crypto investments or
payments - check AUSTRAC
VASP Register



https://www.whois.com/whois/
https://facecheck.id/
https://tineye.com/
https://socialcatfish.com/reverse-image-search/?utm_source=googleads&utm_medium=cpc&utm_campaign=10308928765&utm_adgroup=109515213504&gad_source=1&gclid=CjwKCAjwhIS0BhBqEiwADAUhc3NNpaiQkMUH5e5pVnKJe4dqub6B1FPzucOQSzib6TVWSK3T3LAo_xoC63sQAvD_BwE
https://moneysmart.gov.au/financial-advice/financial-advisers-register
https://connectonline.asic.gov.au/RegistrySearch/faces/landing/SearchRegisters.jspx?_adf.ctrl-state=jmnvdd7ub_4
https://www.scamwatch.gov.au/
https://www.acma.gov.au/scams-spam-and-telemarketing
https://online.apps.austrac.gov.au/vaspr
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