
CFMA Rocky Mountain

Wi-Fi Network Login

Network:Hyatt-meeting

Password: Digitek_Solutions
#CFMARM2019

Fraud - The Nexus of Insiders, Outsiders and 
Cyber



 Introductions

Overview

By the Numbers

Common Threads

What We Can Do

Key Activities

Agenda

2



Rob Rudloff, CISSP-ISSMP, PMP – Partner

Beth Womersley, CPA, CRMA – Partner

Introductions
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What Nexus?
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Overview
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External Fraud

• Cyber Threats
• Dishonest Vendors
• Cyber Criminals
• Theft of IP

• Financial Fraud
• Corruption
• Asset Misappropriation
• Financial Statement Fraud

Cyber ThreatsFraud Threats NEXUS
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Internal control
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Behavioral Red Flags
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 Weak internal controls

 Too much trust

 No segregation of duties

 Poor management oversight

 Poor Communications

 Lack of financial audit

 No background checks

 Lack of independent checks

 Culture

Common threads – Fraud 
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Breach Snapshot - Actors
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Breach Snapshot – Tactics & Methods

13

48%

30%

17%

17%

12%

11%

0% 10% 20% 30% 40% 50% 60%

Hacking

Malware

Social Attacks

Errors

Privilege Misuse

Physical Actions

Tactics Used in a Breach

Verizon Enterprise
2019 Data Breach Investigations Report



“Big 3” Issues Now
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Third Parties

People

Assess

Implement

DesignOperate

“Security Hygiene”



High Profile Stories from the “Big 3”
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 Fraud & Extortion

 Intelligence Gathering

 Highly Lucrative



 Weak security posture

 Lack of awareness

 Too much trust

 Poor change control

 Too many privileged account users

 Poor management oversight

 Poor Communications

 Lack of monitoring and reporting

 Lack of independent checks

 Culture

Common threads – Cyber 
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 Segregation of Duties

Validation and Verification

Additional Approvals for High Value Actions

 Inspection and Review

Exception Handling

Periodic Risk Assessments

 Independent Review

Intersection of Fraud Controls –
External, Internal, Cyber
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 Training – Internal Controls and Vigilance

 Culture – Reporting & Response

 Technical Controls – designed into the process

 Internal Controls – use your people & processes

 Preparation – risk assessments, planning and controls

What we can do – Key Areas to Address
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I may have clicked on something….

Use the capabilities included in your technology.

Processes designed to support proper controls and approvals.

Policies, processes and awareness



 Risk assessment includes management’s assessment of the risks relating to 
the fraudulent reporting and safeguarding of the entity’s assets.

 As part of the risk assessment process, you should identify the various ways 
that fraudulent reporting can occur, considering:

 Degree of estimates and judgments in external reporting

 Fraud schemes and scenarios common to the industry sectors and markets in 
which the entity operates

 Geographic regions where the entity does business

 Incentives that may motivate fraudulent behavior

 Nature of technology

 Unusual or complex transactions subject to significant management influence

 Vulnerability to management override and potential schemes to circumvent 
existing control activities

Fraud and Risk Assessment
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 Incentives, pressures, and opportunities

 Risk of management override of controls

 Population of fraud risks

 Fraudulent financial reporting

 Misappropriation of assets

 Corruption

 Information technology

 Regulatory and legal misconduct

 Reputation risk

Brainstorming Fraud Risks
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 Anti-fraud training

 Evaluating compensation and advancement programs

 Mandatory vacations

 Conflicts of interests

 Hotlines

 Conducting exit interviews

 Background checks

Brainstorming Controls - People
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What we can do – Design Better Security
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Drivers & 
Requirements

▪ Confidentiality

▪ Integrity

▪ Availability

Resources &
Capabilities

▪ People

▪ Process

▪ Technology

Assess

Cyber Security Program



What we can do – Applied to the Nexus
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Cyber Risk 

▪ Threats 

▪ Capabilities

▪ Requirements

Fraud Risk 

▪ Inherent Risks

▪ Capabilities

▪ Threats

Common
Concerns

Cyber ThreatsFraud Threats NEXUS



 Identify fraud risks

Assess likelihood and significance 
of fraud risks

Respond to fraud risks

Modify processes and 
procedures

 Integrate people, process and 
technology controls

Key Activities to Reduce Fraud Risk
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Questions

Beth Womersley, CPA, CRMA
Internal Audit Services

RubinBrown LLP
720.209.5986

Beth.Womersley@rubinbrown.com

Rob Rudloff, CISSP-ISSMP, PMP
Cyber Security Services

RubinBrown LLP
303.590.8770

Rob.Rudloff@rubinbrown.com



 ONLY REFERENCE SLIDES BEYOND THIS POINT

END OF PRESENTATION 
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The “Fraud Tree”
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Cyber Attacks – Path of Attack
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Web App Firewall Remote Access

Services in 
the Cloud i

Customers / 
Clients

3rd Parties

Employees

Web App Firewall Remote Access

Customers / 
Clients

3rd Parties

Employees
Services in 
the Cloud



Cyber Attacks – Anatomy of a Breach
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Web App

Firewall

Remote Access

Discovery Capture

Internal Attacks

Exfiltration



How Occupational Fraud Is Committed
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Duration of fraud schemes
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Cited internal controls
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 Accounting and finance

 Business unit and operations

 Risk management 

 Legal and compliance

 Internal audit

 Management

The Risk Assessment Team
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 Proper segregation of duties is key:

Receiving and recording payments

Use of lockbox

Daily deposits

“For deposit only” accounts

Bonded employees 

Compare deposits to cash receipts journal

Controls: Cash receipts
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 Check writing and signing considerations

 ACH and Wire Transfer Approval Requirements

 Check requisitions and other support

 Vendor master files

Controls: Cash disbursements
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 Reconciliation should be independent from cash receipts and cash disbursements 
functions

 Review of bank statement – Receipt of bank statement should be independent from 
person reconciling

 Review of cancelled checks

 Review of reconciliation

Controls: The bank statement
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 Analytical review

 Reporting requirements

 Document policies and procedures

 Officer and Board responsibilities

Controls: Other considerations
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Effectiveness of Controls
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 Get Started!

 Perform a Cyber Security Assessment

 Identify Threats, Vulnerabilities and Risks

 Understand Risk Areas to Address them

 Perform Internal Process Reviews

 Identify and Address Control Issues

 Identify areas for Process Improvement

Key Takeaways & Action Items
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 Fake Employees
 Fake Vendors
 Fraud Schemes
 Fake Purchases
 Fake Returns
 Theft
 Skimming
 Payroll
 Billing
 Expense Reimbursement
 Check Tampering
 Register Disbursement

Nexus of Fraud and Cyber
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▪ Vendor Impersonation
▪ BEC/Wire Fraud
▪ Fake/Modified invoices
▪ Redirected Funds
▪ Fake Delivery
▪ Theft



Understand Our Environment – Data Flow
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On Premise 
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Mod to internal 
controls?  Does 
this help the flow 
and lead into 
Fraud Assessment


