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What Nexus?




Overview

Cyber Threats
Dishonest Vendors

Cyber Criminals
Theft of IP

Financial Fraud

* Corruption

* Asset Misappropriation
Financial Statement Fraud
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INTERNAL CONTROL WEAKNESSES
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Internal control

FIG. 23 How do internal control weaknesses vary by scheme type?
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Asset misappropriation

I Corruption

B Financial statement fraud




Behavioral Red Flags

FIG. 38 How often do perpetrators exhibit behavioral red flags?

Living beyond means

Financial difficulties

Unusually close association with vendor/customer
No behavioral red flags

Control issues, unwillingness to share duties
Divorce/family problems

“Wheeler-dealer” attitude

Irritability, suspiciousness, or defensiveness
Addiction problems

Complained about inadequate pay
Excessive pressure from within organization
Social isolation

Past legal problems

Refusal to take vacations

Past employment-related problems
Complained about lack of authority
Excessive family/peer pressure for success

Other

Instability in life circumstances
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Common threads — Fraud

» Weak internal controls
» Too much trust

» No segregation of duties

y-

Poor management oversight
Poor Communications
Lack of financial audit
No background checks

Lack of independent checks
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Culture




Username & Passwords

Once hacked, cyber criminals can install programs on
your computer that capture all your keystrokes, including
your username and password. That information is used
to log into your online accounts, such as:

® Your bank or financial accounts, where they can
steal or transfer your money.

® YouriCloud, Google Drive, or Dropbox account where
they can access all your sensitive data.

® Your Amazon, Walmart or other online shopping
accounts where they can purchase goods in your name.

@ Your UPS or Fedex accounts, where they ship stolen
goods in your name.

Email Harvesting

Once hacked, cyber criminals can read your email for
information they can sell to others, such as:

@ All the names, email addresses and phone
numbers from your contact list.
® All of your personal or work email.

Virtual Goods

Once hacked, cyber criminals can copy and steal any
virtual goods you have and sell them to others, such as:

@® Your online gaming characters, gaming goods
or gaming currencies.

® Any software licenses, operating system license
keys, or gaming licenses.

Botnet

Once hacked, your computer can be connected to an
entire network of hacked computers controlled by the
cyber criminal.- This network, called a botnet, can then be
used for activities such as:

@ - Sending out spam to millions-of people.
® _Launching Denial of Service attacks.

You may not realize it, but you are a target for cyber
criminals. Your computer, your mobile devices, your
accounts and your information all have tremendous
value. This poster demonstrates the many different
ways cyber criminals can make money by hacking
you. Fortunately, by taking some simple steps, you
can help protect yourself and your family. To learn
more, subscribe to OUCH!: a security newsletter
designed to help people just like you.

NN

wwwisecuringthehumantorg/ouch

't Do

— ldentity Hijacking
Once hacked, cyber criminals can steal your online

identity to commit fraud or sell your identity to others,
such as:

® Your Facebook, Twitter or LinkedIn account.
@ Your email accounts.
® Your Skype or other IM accounts.

~Web Server
Once hacked, cyber criminals can turn your computer
into a web server, which they can use for the following:

@ Hosting phishing websites to steal other people’s
usernames and passwords.

@ Hosting attacking tools that will hack people’s
computers.

@ Distributing child pornography, pirated videos
or stolen music.

Financial
Once hacked, cyber criminals can scan your system
looking for valuable information, such as:

@ Your credit card information.
@ Your tax records and past filings.
® . Your financial investments and retirement plans.

= Extortion

Once hacked, cyber criminals can take over your
computer and demand money. They do this by:

@ Taking pictures of you with your computer
camera and demanding payment to destroy
ornot release the pictures.

@ Encrypting all the data on your computer
and demanding payment to decrypt it.

® Tracking all websites you visit and threatening
to publish them.

This poster is based on the original work of Brian
Krebs. You can learn more about cyber criminals
at his blog at http://krebsonsecurity.com




Breach Snapshot - Actors
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Breach Snapshot — Tactics & Methods

Tactics Used in a Breach

Physical Actions H 11%

Privilege Misuse |GGG 12%
Errors [ 17%

Social Attacks NG 17%
Malware | 30%
Hacking |, 48%
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“Big 3” Issues Now

“Security Hygiene”

ﬁ Assess ﬁ

Operate Design

L Implement J

Third Parties



High Profile Stories from the “Big 3”
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Home > News > News Releases
Crime > IRS, States and Tax Industry Warn Employers to Beware of Form W-2 Scam; Tax Season Could Bring New Surge in Phishing Scheme

City of El Paso dug IRS, States and Tax Industry Warn Employers to Beware of

tf;in;:’;:!:n?a'_‘s;a?nh'i Form W-2 Scam; Tax Season Could Bring New Surge in Phishing

Posted: Nov 02, 2016 03:39 M c0T  Scheme
Updated: Nov 02, 2016 07:54 PM CDT

‘

. . English | Espafiol
Public Service A glish | Espafiol

FEDERAL BUREAU OF INVESTI(

IR-2018-8, Jan. 17,2018

What's Hot
June. 14,2016 BUSINESS E-MAIL WASHINGTON - The Internal Revenue Service, state tax agencies and the tax industry today urged all
Alert Numbear DOLLAR SCAM News Releases employers to educate their payroll personnel about a Form W-2 phishing scam that made victims of
I-061416-PSA This Public Service Annot . .
E-mail Compramise (BEC) hundreds of organizations and thousands of employees last year.

Questions regarding this PSA Announcements (PSA) 1-012215-PSA and 1-082715a-PSA. This PSA
should be directed to your local includes new Internet Crime Complaint Center (IC3) complaint information In an alert posted to its site, the FBI said that since January 2015, the agency has seen a 270
FBI Field Office. and updated statistical data.

percent increase in identified victims and exposed losses from CEO scams. The alert noted
that law enforcement globally has received complaints from victims in every U.S. state, and

in at least 79 countries.



Common threads — Cyber

» Weak security posture

» Lack of awareness

» Too much trust

» Poor change control CYBER FRAUD

» Too many privileged account users

» Poor management oversight

» Poor Communications

» Lack of monitoring and reporting
» Lack of independent checks
» Culture




Intersection of Fraud Controls — f
External, Internal, Cyber

» Segregation of Duties

» Validation and Verification
» Additional Approvals for High Value Actions
» Inspection and Review

» Exception Handling

» Periodic Risk Assessments

» Independent Review




What we can do — Key Areas to Address

» Training — Internal Controls and Vigilance

Policies, processes and awareness

» Culture — Reporting & Response

I may have clicked on something....

» Technical Controls — desighed into the process

Use the capabilities included in your technology.

» Internal Controls — use your people & processes

Processes designed to support proper controls and approvals.

» Preparation — risk assessments, planning and controls




Fraud and Risk Assessment

» Risk assessment includes management’s assessment of the risks relating to
the fraudulent reporting and safeguarding of the entity’s assets.

» As part of the risk assessment process, you should identify the various ways
that fraudulent reporting can occur, considering:

>
>
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Degree of estimates and judgments in external reporting

Fraud schemes and scenarios common to the industry sectors and markets in
which the entity operates

Geographic regions where the entity does business

Incentives that may motivate fraudulent behavior

Nature of technology

Unusual or complex transactions subject to significant management influence

Vulnerability to management override and potential schemes to circumvent
existing control activities



Brainstorming Fraud Risks

Incentives, pressures, and opportunities
Risk of management override of controls
Population of fraud risks
Fraudulent financial reporting
Misappropriation of assets
Corruption

Information technology

Regulatory and legal misconduct

vV v v vV vV vV vV VY

Reputation risk




Brainstorming Controls - People

» Anti-fraud training

» Evaluating compensation and advancement programs
» Mandatory vacations

» Conflicts of interests

» Hotlines

» Conducting exit interviews

» Background checks




What we can do — Design Better Security

Resources &
Capabilities

= People
" Process

= Technology

Cyber Security Program
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What we can do — Applied to the Nexus

Fraud Risk Common
= Inherent Risk Concerns

= Capabilities

yvber Risk
= Threats

= Capabilities

= Threats = Requirements




Key Activities to Reduce Fraud Risk

» Identify fraud risks

> Assess likelihood and significance ===
of fraud risks ..

» Respond to fraud risks

» Modify processes and
procedures

» Integrate people, process and
technology controls




Questions

Beth Womersley, CPA, CRMA Rob Rudloff, CISSP-ISSMP, PMP
Internal Audit Services Cyber Security Services
RubinBrown LLP RubinBrown LLP
720.209.5986 303.590.8770

Beth.Womersley@rubinbrown.com Rob.Rudloff@rubinbrown.com




END OF PRESENTATION

» ONLY REFERENCE SLIDES BEYOND THIS POINT
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Fraud Tree”
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Cyber Attacks — Path of Attack




Cyber Attacks — Anatomy of a Breach
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How Occupational Fraud Is Committed

FIG. 3 How is occupational fraud committed?
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Duration of fraud schemes
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Cited internal controls

FIG. 17 What anti-fraud controls are most common?

Code of conduct

External audit of financial statements

Internal audit department

Management certification of financial statements

External audit of internal controls over financial reporting

Management review

Hotline

Independent audit committee

Employee support programs

Anti-fraud policy

Fraud training for employees

Fraud training for managers/executives

Dedicated fraud department, function, or team

Formal fraud risk assessments

Surprise audits

Proactive data monitoring/analysis

Job rotation/mandatory vacation

Rewards for whistleblowers
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The Risk Assessment Team

Accounting and finance
Business unit and operations
Risk management

Legal and compliance

Internal audit

vV v v . v v Y

Management




Controls: Cash receipts

» Proper segregation of duties is key:
» Receiving and recording payments
» Use of lockbox
» Daily deposits
» “For deposit only” accounts
» Bonded employees

» Compare deposits to cash receipts journal




Controls: Cash disbursements

Check writing and signing considerations
ACH and Wire Transfer Approval Requirements

Check requisitions and other support

vV v v Vv

Vendor master files




Controls: The bank statement

» Reconciliation should be independent from cash receipts and cash disbursements
functions

» Review of bank statement — Receipt of bank statement should be independent from
person reconciling

» Review of cancelled checks

» Review of reconciliation




Controls: Other considerations

» Analytical review

» Reporting requirements

» Document policies and procedures
>

Officer and Board responsibilities




Effectiveness of Controls

Control Percent Control Control not Percent
of cases in place in place reduction
Code of conduct 80% $110,000 $250,000 56%
Proactive data monitoring/analysis 37% $ 80,000 $165,000 52%
Surprise audits 37% $ 75,000 $152,000 51%
External audit of internal controls over financial reporting 67% $100,000 $200,000 50%
Management review 66% $100,000 $200,000 50%
Hotline 63% $100,000 $200,000 50%
Anti-fraud policy 54% $100,000 $190,000 47%
Internal audit department 73% $108,000 $200,000 46%
Management certification of financial statements 72% $109,000 $192,000 43%
Fraud training for employees 53% $100,000 $169,000 41%
Formal fraud risk assessments % $100,000 $162,000 38%
Employee support programs 54% $100,000 $160,000 38%
Fraud training for managers/executives 52% $100,000 $153,000 35%
Dedicated fraud department, function, or team 41% $100,000 $150,000 33%
External audit of financial statements 80% $120,000 $ 170,000 29%
Job rotation/mandatory vacation 19% $100,000 $130,000 23%
Independent audit committee 61% $120,000 $150,000 20%
Rewards for whistleblowers 12% $110,000 $125,000 12%
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Key Takeaways & Action Items

» Get Started!
» Perform a Cyber Security Assessment
» Identify Threats, Vulnerabilities and Risks
» Understand Risk Areas to Address them
» Perform Internal Process Reviews
» Identify and Address Control Issues

» Identify areas for Process Improvement




Nexus of Fraud and Cyber

» Fake Employees = Vendor Impersonation
» Fake Vendors = BEC/Wire Fraud

» Fraud Schemes = Fake/Modified invoices
» Fake Purchases = Redirected Funds

» Fake Returns = Fake Delivery

» Theft " Theft

» Skimming

» Payroll

» Billing

» Expense Reimbursement

» Check Tampering

» Register Disbursement




Understand Our Environment — Data Flow
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