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Preface
This report presents the results of Navy Federal Credit Union’s 2025 FFIEC Authentication Risk Assessment. The assessment provides reasonable assurance that authentication-related controls are designed and operating effectively across NFCU’s technology environment in alignment with FFIEC guidance, internal standards, and industry best practices.
The report reflects testing conducted during the 2025 ABA evaluation period and is intended for NFCU leadership, Information Security Risk Management, Internal Audit, and regulatory stakeholders.

Executive Summary
Navy Federal Credit Union maintains a strong authentication control posture, with results demonstrating both high levels of automated enforcement and effective manual authentication controls across key technology assets.
A total of 330 control tests were performed across 22 assets, each mapped to the FFIEC Authentication Framework. Of these:
· 207 tests (62.7%) were validated through Automated Control Monitoring (ACM)
· 33 tests (10.0%) were supported by sufficient evidence to be rated Compliant
· 87 tests (26.4%) were classified as Completed but Not Assessed (CBNA) due to missing evidence at the time of review
· 3 tests (0.9%) resulted in control exceptions, representing isolated design or performance deviations
From an FFIEC standpoint, the results indicate that:
· Authentication controls are mature,
· Enforcement is consistent,
· Failures are isolated—not systemic, and
· The largest improvement opportunity is documentation completeness, not control effectiveness.
Using the Option 2 (Industry-Normalized) evaluation approach, all FFIEC Authentication Questions were rated PASS with Observations or PARTIAL, depending on documentation completeness, with no systemic failures identified.
Residual authentication risk is assessed as Low, with a moderate maturity opportunity in evidence retention and documentation processes.

1. Overview of the FFIEC Authentication Assessment
The FFIEC Authentication Framework establishes expectations for the identification and authentication of users and devices, enforcement of multi-factor authentication, protection of privileged accounts, and logging and monitoring requirements. NFCU conducts this assessment annually to ensure alignment with regulatory expectations and to evaluate the effectiveness of internal authentication controls.
Each FFIEC Authentication Question (1–12) was mapped to:
· NFCU Simplified Standards
· Tech PRC Key Controls
· Control Attribute Language
· NIST SP 800-53 r5 references
Testing evaluated both control design and operating effectiveness, supported by manual evidence review and automated monitoring data.

2. Scope and Approach
Asset Population
The assessment covered 22 assets comprising applications, platforms, infrastructure components, authentication services, and logging systems in scope for 2025 ABA testing.
Each asset was evaluated against 15 authentication control requirements, producing 330 total test entries.
Methodology
Testing consisted of:
· Control identification using FFIEC requirements and NFCU mapping documents
· Asset classification (manual vs. ACM vs. retired)
· Retrieval of evidence (Lead Sheets, logs, configurations, interviews)
· Documentation of CDA (Control Design Assessment) and CPA (Control Performance Assessment) results
· Roll-up to FFIEC question-level scoring using Option 2 normalization
Automated Control Monitoring (ACM)
ACM results accounted for 62.7% of tests, indicating a robust automated authentication control environment. Automated results were accepted when evidence confirmed consistent, systemic enforcement.
Completed but Not Assessed (CBNA)
Controls with missing evidence were placed into CBNA. This classification reflects evidence availability, not control failure. CBNA results represent documentation gaps rather than systemic authentication deficiencies.

3. Summary of Testing Results
Overall Results Across All Controls (330 Total Tests)
	Result Category
	Count
	Percentage

	ACM
	207
	62.7%

	Compliant
	33
	10.0%

	Completed but Not Assessed
	87
	26.4%

	Failed (CDA or CPA)
	3
	0.9%


Interpretation
· The high ACM percentage demonstrates strong automation and standardized control enforcement.
· Manual controls showed high effectiveness, with only 3 isolated failures.
· Documentation gaps represent the largest opportunity for improvement.
· Authentication control failures are not systemic, indicating a stable and mature control environment.

4. Detailed Testing Results by FFIEC Authentication Question (Option 2 Roll-Up)
Roll-Up Method Used (Industry-Normalized)
· If results were largely ACM or Compliant → PASS
· If evidence gaps (CBNA) existed → PARTIAL (Documentational)
· If failures occurred in isolated assets → PASS with Observation
· No FFIEC questions were scored FAIL, as failures were not systemic.

FFIEC Q1 — Unique Identification & Authentication
Result: PASS with Observation
Rationale: Isolated evidence gaps (CBNA), but automation and compliant tests show consistent enforcement.
FFIEC Q2 — Multi-Factor Authentication
Result: PASS
Rationale: MFA enforcement confirmed across all applicable assets; no systemic gaps identified.
FFIEC Q3 — Directory Service Reliance
Result: PARTIAL
Rationale: Evidence for AD/Entra ID dependency was incomplete for certain assets (CBNA), though no failures were found.
FFIEC Q4 — Account Lockout Controls
Result: PASS with Observation
Rationale: One isolated failure (CDA) but strong ACM coverage across remaining assets.
FFIEC Q5 — Role-Based Access Control
Result: PASS
Rationale: Controls consistently enforced; no failures observed.
FFIEC Q6 — Session Timeout
Result: PARTIAL
Rationale: Some assets lacked evidence confirming session timeout enforcement; no direct failures observed.
FFIEC Q7 — Device Identification & Authentication
Result: PASS
Rationale: Strong ACM enforcement; no issues observed.
FFIEC Q8 — Logging & Monitoring
Result: PARTIAL
Rationale: Evidence gaps in event logging documentation for some assets; no failure of logging processes identified.
FFIEC Q9 — Password Standard Compliance
Result: PASS with Observation
Rationale: One isolated CPA failure, but overall enforcement is consistent.
FFIEC Q10 — Member-Facing Password Controls
Result: PASS
Rationale: Evidence sufficient; no exceptions identified.
FFIEC Q11 — Privileged Access & PAM
Result: PASS
Rationale: PAM integration effective; no systemic gaps.
FFIEC Q12 — Data Aggregator Authentication
Result: PASS
Rationale: OAuth 2.0 and key-based authentication requirements confirmed.

5. Key Observations & Opportunities
Strengths
· Robust automated authentication controls (ACM 62.7%).
· Low failure rate (0.9%) demonstrates well-designed and effective controls.
· MFA, lockout, and password controls operate consistently across the environment.
· Privileged account authentication is centrally managed and effective.
Opportunities
1. Evidence Documentation Consistency (Primary Opportunity)
· 87 CBNA entries (26.4%) indicate inconsistent evidence retention.
· Recommendation: Centralize evidence location and standardize Lead Sheet completion.
2. Isolated Control Failures
· 3 isolated exceptions require follow-up but do not indicate systemic weakness.
3. Directory Service Dependency Evidence
· Documentation for FFIEC Q3 (AD/Entra ID dependence) should be strengthened.
4. Logging Evidence Maturity
· FFIEC Q8 documentation varied across assets; recommendation to unify logging validation artifacts.

6. Conclusion
Overall, NFCU demonstrates a strong authentication control environment aligned with FFIEC expectations. Controls are predominantly automated, consistently enforced, and effective.
While documentation completeness requires improvement, especially for assets classified as CBNA, the assessment found no systemic authentication weaknesses.
Residual risk is assessed as LOW, with improvement opportunities focused on evidence rigor, not control design or performance.

Appendix A – FFIEC Control Mapping
(This section includes full mapping between FFIEC Q1–12, NFCU Tech PRC Controls, Simplified Standards, and NIST references. This will be formatted in your final deliverable.)

Appendix B – Asset List & Testing Method
(22 assets, with ACM vs Manual classification.)

Appendix C – Evidence Summary
(Summary of Lead Sheets, ACM outputs, and missing documentation.)

Appendix D – Methodology
(As previously drafted.)

