Standard Operating Procedure (SOP)

Policy Exception (PE) Process – Archer Platform

Purpose
This SOP defines the standardized process for submitting, reviewing, approving, documenting, monitoring, renewing, and closing Policy Exceptions (PEs) in the Archer Policy Exception Management System. It ensures consistent governance, compliance alignment, risk transparency, and timely remediation or acceptance decisions across business segments.

Scope
Applicable to all business areas submitting Policy Exceptions for applications, processes, platforms, or controls that cannot meet mandatory policy requirements within required timelines.



FREQUENT USED TERMS THAT HAVE CHANGED 


Risk Professional Teams - Risk Acceptance Manager
TRS-Policy Management, Policy Sub Section Owners/Validators - Risk Acceptance Reviewer
PE Number - Risk Acceptance ID (RA-ID)
Risk Rating Justification - Risk Acceptance Rationale 
Policy sub section - Exception Type 
PE Rejected- PE Returned
PE Returned -Sent back for more info; owner gets 10 days to fix and resubmit.
PE Rejected - Considered Closed (workflow ends).



New Process vs Old Process  – Policy Exception Process, SLA & Reviewer Timelines

 New Process:

 New Policy Exception
· A new PE must be submitted within 15 days while in Draft status.
· If it’s returned for more information, the owner gets 10 days to resubmit.
· QC (Quality and Governance Review) takes 7 days.
· Policy Validator (Approval or Rejection) has 23 days, including QC time.
· If returned, QC has 4 days, and Policy Validator has 6 days for re-review.
· Once approved, the record can move to either Risk Accepted or Remediation in Progress status 

Renewed / Extended Policy Exception
· Renewal now begins proactively on Day 335 (30 days before the PE expiration).
· Teams have 30 days (Day 335–366) to complete renewal or extension actions.
· The SLA breaches on Day 366 if the renewal isn’t approved by then.
· If returned, there are 10 days to resubmit — the clock no longer resets to 30 days.
· QC has 4 days, and Policy Validator has 6 days in case of a return.


Old Process:
· The PE opened automatically on Day 366, starting the renewal process after the previous record expired.
· Teams had 30 days (Day 366–396) to submit the renewal or extension.
· SLA breached after 30 days (post Day 396) if no submission occurred. If the PE was returned for more information, the 30-day timer reset, giving a fresh 30 days again.


Policy Exception/ Risk acceptance Status

· Draft: Record newly created and saved and we 15 days window to submit it.
· Ready for QC Review: Record submitted for Quality Control, pending completeness check.
· Pending Policy Validation: Passed QC; awaiting review by the policy owner or delegate.
· Policy Validation Returned: Record passed QC but requires owner/delegate edits and approval.
· Approved – Risk Accepted: Exception fully approved and flagged for acceptance (no remediation within a year).
· Approved Remediation in progress: Fully approved for remediation to be completed within 365 days.
· Renewal in progress for Risk accepted: Exception automatically reopened because more than 335 days have passed since last approval; requires update and re-approval.
· Renewal in progress for remediation in progress: Exception automatically reopened for remedial action due to 30 days before remediation date; update and re-approval required.
· Pending Closure Review: Record approved and marked for remediation; evidence provided, awaiting confirmation of completed remediation.
· Exception Cancelled: Exception cancelled (no longer needed, duplicate, or resolved prior to full approval).
· Policy Exception Remediated: Exception non-compliance fully resolved and corrected; marked as remediated post approval.
· Policy exception Rejected – PE has been closed.
· QC Approved: Quality Control complete; Performance Management team has added an additional approver as needed before owner/delegate review.



Roles and Responsibilities
· Requestor: Submits PE requests with required details and justifications.
· Risk Manager: Manages PE creation, documentation, and ongoing tracking in the PE system.
· Quality Check Team: Validates PE submissions for accuracy and completeness.
· Risk Reviewer: Assess policy compliance and associated risks, approving or rejecting PEs.
· Manager / LOB Risk Owner: Handles escalations, compliance oversight, and mitigation approval.
· Chief Information Officer (CIO): Approves vulnerability-related PEs before creation and renewal all Pes

Procedure

1. Submitting a Risk Acceptance / Policy Exception Request

1.1 Access the System
· Log in to Archer using your PNC network credentials.
· Navigate to the Risk Acceptance / Policy Exception module.
· Select Create New Record to start a new Policy Exception request.
1.2 Enter Risk Acceptance Name / PE Title
· In the Risk Acceptance Name field, enter the Policy Exception Title.
· The title should clearly describe the exception in a concise format.
1.3 Risk Acceptance Description
Provide a clear and structured explanation of the policy exception by dividing the description into three required components:

Criteria
· Describe the specific policy requirement or control that is not being met.
· Reference the exact policy statement or control expectation that defines the requirement.
Condition
· Explain the current state or behaviour causing the non-compliance.
· Describe why the requirement is not being achieved (e.g., system limitations, third-party dependency, project timeline, architectural constraints).
· This section must provide sufficient detail to justify the need for a Policy Exception.
Concern
· Outline the potential risks or business impacts if the non-compliance remains unresolved.
· Highlight impacts related to security, regulatory exposure, operational disruption, financial impact, or customer experience.
· Focus on the risk implications and urgency for evaluation.

1.4 Risk Acceptance Rationale
a/ Risk Rating Justification (Mandatory):
· Provide a clear, concise explanation of why the chosen risk rating is appropriate for this Policy Exception.
· The justification must reference:
· Nature and sensitivity of data involved
· Exposure level (internal / external / third-party)
· Strength of any compensating controls in place
b/ Acceptance Justification
Use this section to clearly define whether the PE is being raised for risk acceptance or remediation, and to document the rationale.

Planned Outcome Selection
· Specify whether the Policy Exception request is for:
· Acceptance – when immediate remediation is not feasible due to technical, business, or dependency constraints.
· Remediation – when there is a commitment to resolve the non-compliance within an agreed timeframe.
Acceptance Justification (if Acceptance is chosen)
· Explain why immediate remediation is not practical, including:
· Technical limitations, vendor constraints, architectural dependencies, or project timelines
· Business priority or impact of change
· Highlight the compensating controls that will mitigate risk during the acceptance period.
· Indicate:
· Expected acceptance duration
· Any conditions or checkpoints (e.g., review at renewal, dependency on project go-live)
Remediation Justification and Plan (if Remediation is chosen)
When Remediation is selected as the outcome:
· Justify why remediation is feasible and necessary, including:
· How remediation will reduce risk and strengthen compliance
· Any regulatory, audit, or policy drivers
· Clearly document the remediation plan, including:
· Specific actions or tasks to be performed
· Responsible owners/teams for each task
· Milestones and target completion dates aligned with Archer target dates / SLA
· Any dependencies, constraints, or risks that could affect timely completion.
1.5 Risk Rating
· Review the risk elements displayed in Archer for the associated mnemonic or business area.
· Evaluate the type of data involved, such as:
· PII (Personally Identifiable Information)
· PHI (Protected Health Information)
· Sensitive PII or other critical / regulated data
· Align the evaluation with Performance Management risk classification guidance to ensure consistency and standardization.
· Select an appropriate risk rating (e.g., Low / Medium / High) that reflects the potential impact of the policy exception.

1.6 Compensating Controls
· Document any controls in place to reduce or monitor the risk caused by the non-compliance.
· Use the drag-and-drop Compensating Controls section in Archer to select the controls.

1.7 Owning Business Segment / Risk Selections
· In Owning Business Segment / Unit, choose the appropriate business segment from the hierarchy.
· This field is not auto-populated — select it manually based on the Data.
Example path:
Presidents CIO → CIB and Capital Markets Technology → CIB
Risk Selection Fields
Select the below fields manually based on exception details:
· Significant Risk – high-level risk area being impacted.
· Detailed Risk – the specific granular risk type under the significant risk.
· Risk Category / Domain – the broader risk domain impacted.

1.8 Enter Mnemonic
· Input the application identifier (Mnemonic), as provided by the Requestor or Application Owner.
· This is the key field that triggers multiple auto-filled fields.

1.9 Policy Exceptions Section 
1.8 Policy Exceptions Section (Archer – ITS2 Screen)
Complete the Policy Exceptions section as follows:
· Policy Name
Select the applicable policy (example: TEC-TRM-100 – Information Security Supporting Policy).
· Exception Type / Policy Section
Select the specific section or control that the exception relates to.
· Related Policy Name
Select if another related policy applies (optional if not applicable).
· Identified Through 2LOD Challenge
Select Yes if raised due to a 2nd Line of Defense challenge; otherwise select No.
· Second Line Area
Select the appropriate 2LOD oversight group if 2LOD identified the issue.
· Owning Policy and Governance Group
Select the correct governance group responsible for the related policy.
· EA Exception ID
Enter if related to an EA Exception; leave blank if not applicable.
· Third Party?
Select Yes if related to external vendor controls; otherwise, No.
· Can this Policy Exception be Remediated?
Select Yes or No depending on feasibility.
· Remediation Date
Enter the target remediation completion date will be auto filled from plan after it get approved.
· Vulnerability ID
Enter the associated vulnerability identifier if linked to a vulnerability; otherwise leave blank.

1.10 Risk Acceptance Submission
· Use this section to submit the Policy Exception for review or renewal.
· Submit for Review?
Select Yes when the record is complete and ready to be routed through the approval workflow. Once selected, Archer will automatically populate the Date Submitted for Review.
· Submit for Renewal?
Select Yes only when you are submitting an existing Policy Exception for renewal after the previous acceptance period has expired or is nearing expiration.

1.11 Risk Acceptance Manager (Risk Pro)
This is who created the record for the policy exception and is auto populated. Additional managers can be added that are associated with the OBS to make edits to the record.

SLA Breach Dashboard 

The SLA Breach Dashboard provides a real-time snapshot of Policy Exceptions (Risk Acceptances) that are approaching or have exceeded their required SLA timelines. It is used to quickly identify delays across workflow stages.


What the Dashboard Shows
1. SLA Breached Count (Summary View)
This section displays the total number of PEs that have breached the SLA across key workflow checkpoints. Typical categories include:
· Draft (Returned) – 10-Day Check
Indicates PEs that were returned for corrections but not resubmitted within the required timeframe.
· Pending Approval
Shows renewal records that were sent for validation but have exceeded their resubmission or approval window.
· Renewal in Progress 
Highlights renewal records that have passed the allowable timeframe without approval.
· Grand Total
Represents the overall count of SLA-breached PEs across all categories.
These categories help pinpoint where delays are occurring  whether with the Requestor, QC, or Validator.


2.Filtering the Dashboard
When filtering the dashboard by a specific CIO or leadership area:
· Only PEs associated with that leadership group are displayed.

Validation working meeting

A Validation Review Working Session is a scheduled meeting used to review Policy Exceptions (PEs) that are pending validation or need clarification. These sessions allow us to resolve issues directly with the validator, eliminate back-and-forth delays, and ensure the PE is ready for approval.

1. Purpose of the Working Session
These sessions are used to:
· Review PEs currently pending validator review
· Clarify missing, unclear, or inconsistent information
· Resolve questions live instead of through multiple returns
· Document specific changes needed for each PE

2. How the Meeting Is Structured
Before the meeting, we receive an agenda listing:
· All PEs that will be discussed
· Validator comments or concerns
· Items requiring clarification
· Any issues identified during QC or validator review
We must review this ahead of time so we come prepared.

3. What Happens During the Session
During the working session:
· Validators walk through each PE listed on the agenda
· They explain what is unclear or needs correction
· We provide clarification directly during the discussion
· Missing details, wrong selections, or evidence gaps are addressed live
· Notes are captured so the PE can be updated afterwards
4. Our Responsibilities During the Session
We are expected to:
· Join the meeting prepared with full knowledge of the PEs we own
· Understand the issue, the justification, and the remediation details
· Explain why certain decisions were made
· Provide clarity on risk exposure, account usage, or technical limitations
· Capture all feedback so updates can be made correctly afterward
· Ask questions if any validator requirement is unclear
This ensures the PE is accurately updated and ready for approval.
5. After the Session
Once the session ends, we must:
· Update the PEs based on the feedback provided
· Correct descriptions, justifications, and remediation details
· Add or replace evidence where required
· Adjust timelines or milestones if instructed
· Resubmit the record if it was returned
Validators then continue with approval or follow-up as needed.


Mitigating / Compensating Controls 

1. Why Mitigating / Compensating Controls Must Be Documented
Most Policy Exceptions fall under non-compliance and carry inherent risk. Because of this, we must always document the type of risk involved and the compensating or mitigating controls that help ensure the system remains secure until compliance is restored. These controls are a critical part of the risk-assessment portion of a PE and must never be omitted during review or submission. They demonstrate how the risk is being managed, what protections are in place, and how exposure is reduced while active.


2. Expected Controls for Every Mnemonic
Every mnemonic is expected to have some form of controls in place because each application carries inherent functionality and risk. Access Management controls are often the most common controls documented in PEs, as they govern how access is managed and help reduce exposure. These controls serve as baseline protections and are typically required for production systems to ensure ongoing security and governance.

3. Determining Whether Controls Are Automated or Non OIM
Before documenting controls, it is important to identify whether the application is onboarded into OIM as this determines the type of access governance in place.

3.1 If Onboarded in OIM 
· Access certification is automated.
· Controls are documented using the OIM-based access governance structure.
3.2 If Not Onboarded in OIM
· The application relies on manual access certifications.
· Non-OIM access controls must be documented accordingly.
This is common for applications that are not yet in production or have not been integrated with OIM.

4. How to Look Up Controls 
Controls can be located and reviewed through the Controls Library within Archer.

Controls Library
Within this module, we can:
· Search for controls using the mnemonic
· Confirm whether existing controls are already documented
This step ensures we are selecting accurate and active controls that apply to the specific application





