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Disclaimer and Copyright

While the DLA endeavours to ensure the quality of this publication, it does not accept
any responsibility for the accuracy, completeness or currency of the material included
in this publication and will not be liable for any loss or damage arising out of any use of,
or reliance on, this publication.

© The Digital Law Association (DLA)

This work is licensed under the Creative Commons Attribution 2.0 Australian Licence.

(CC BY 3.0). This licence allows you to copy, distribute and adapt this work, provided
you attribute the work and do not suggest that the DLA endorses you or your work. To
view a full copy of the terms of this licence, visit
https://creativecommons.org/licences/by/3.0/au/
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ABOUT THIS SUBMISSION

The Digital Law Association is an organisation dedicated to the promotion of a fairer,
more inclusive, and democratic voice at the intersection of law and technology.

Our mission is to encourage leadership, innovation, and diversity in the areas of
technology and law by:

bringing together the brightest legal minds in the profession and in academia to
collaborate; and

developing a network that promotes digital law, and particularly female leaders
in digital law.

This document was created by the Digital Law Association in consultation with its
members. In particular, the compilation of this submission was led by:

>

>
>
>

Joni Pirovich
Natasha Blycha
Susannah Wilkinson
Sarah Jacobson

This submission has been contributed to by the following Digital Law Association
members:

VVV VY VY VY VY

Greg Dickason
Jenny Leung
Jono Lim
Kirsten Green
Louis De Koker
Louis Zetlin
Michael Bacina
Michael Daw
Ravi Nayyar
Soraya Pradhan
Steve Vallas

In addition, the following have endorsed this submission:

Holley Nethercote Lawyers
Mycelium
Piper Alderman
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Submission Process

In developing this submission, our members have engaged through email correspondence,
regular video calls, and worked in teams to conduct research and prepare briefing papers
about the issues dealt with in the third issues paper.
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Recommendation #1

The Australian Government engage an independent body to properly and
comprehensively assess the economic benefit of the opportunity within
Australia of a digital asset policy framework.

Recommendation #2

The Australian Government prioritise and expedite the design and
implementation of an Australian digital identity system that incorporates
elements of decentralised digital identity (DID), also called self-sovereign
identity (SSI'), and zero-knowledge proofs (ZKPs?) or the use of any other
relevant technologies that balance security with individual consent and control
(Privacy Enhancing Technologies - PET).

Recommendation #3

The introduction of a new authorisation class(es) within the Australian Financial
Services licence explicitly designed to cater for digital assets and digital asset
businesses as Financial Products & Services, and if required any changes to Pt
7 Corporations Act 2001 (Cth) to facilitate this new authorisation class. In
addition, consideration of a Token Safe Harbour SEC style proposal for
Australia.

Recommendation #4

As an interim measure before a digital asset policy framework is legislated, the
Australian Treasury lead the preparation and release of a multi-agency working
taxonomy of Digital Assets that sets out the Australian legal and tax
implications of digital asset businesses and transactions, with input from
multiple Australian regulators.

Recommendation #5

The Australian Treasurer instruct the Board of Taxation to undertake a
comprehensive review of the federal, state and territory tax systems to
recommend amendments required so the tax law does not produce anomalous
outcomes to the economic intention of digital transactions, and for
recommendations to be made by 1 April 2022.

Recommendation #6

The Australian Government consider the design and introduction of an opt-in
micro tax for digital transactions that allows a tax amount to be collected from
all digital transactions and automatically remitted to the Australian Taxation
Office (ATQ). Existing corporate tax, individual tax, GST regimes would then
switch off.

Recommendation #7

The Australian Government consider introducing an opt-in designated service
in the AML/CTF Act to capture the exchange of one digital asset for another
digital asset, where a condition of opting in is that customer due diligence and
KYC procedures are undertaken using PET.

Recommendation #8

The Australian Government consider introducing an opt-in designated service
in the AML/CTF Act to capture custodial, depositary or agency services that
involve the safeguarding of private cryptographic keys on behalf of a person to

1 88! promotes individual ownership and control of their digital identity.

2 A ZKP is a cryptographic method to prove to a party that you possess some knowledge without actually
revealing the underlying information.
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hold, transfer and deal with digital assets where a condition of opting in is that
customer due diligence and KYC procedures are undertaken using PET.

Recommendation #9

The Australian Government consider introducing an opt-in designated service
in the AML/CTF Act to capture selling a hardware wallet to a person, where a
condition of opting in is that customer due diligence and KYC procedures are
undertaken using PET.

Recommendation #10

The Australian Government consider introducing an opt-in designated service
in the AML/CTF Act to capture digital asset reward pools, where a condition of
opting in is that customer due diligence and KYC procedures are undertaken
using PET.

Recommendation #11

The Australian Government devise a national ransomware strategy, including
mandatory notification to the Australian Federal Police upon a ransomware
event occurring, as part of its current Cyber Security Strategy and as a public-
private collaboration.

Recommendation #12

The Australian Government and the Australian Prudential Regulation Authority
(APRA) consider expanding and adapting the scope of CPS-234° to address
digital asset businesses.* This necessitates extending the regulatory scope of
APRA? to encompass and classify certain digital asset businesses as APRA-
regulated entities, and to provide for the creation of tailored information security
guidelines. Further, where an APRA-regulated entity's information assets are
managed by a third party, measures for communicating and enforcing these
standards upon digital asset businesses must be established.

Recommendation #13

The Australian Government legislate a requirement for directors and senior
executives of digital asset businesses to undertake annual training
programmes in organisational cyber resilience that are tailored to their
organisational cyber risk profiles and that embody internationally recognised
standards in assuring organisational cyber resilience like ISO/IEC 27032, the
NIST Cybersecurity Framework and the Essential Eight.

Digital asset businesses must be required to disclose whether their directors
and executives have completed said programmes on their websites.

Recommendation #14

The ASD and ACSC, in conjunction with industry, author and institute a set of
voluntary guidelines, directed toward improving the cyber resilience of digital
asset businesses in relation to the development and use of Decentralized
Applications (dApps), centring upon the underlying blockchain technologies
dApps are commonly developed to interact with (e.g. smart contracts).® The
contents of such guidelines should stress the adoption of a security-by-design
approach within the development process - focused upon encouraging broad

3 Australian Prudential Regulation Authority, Prudential Standard CPS 234 - Information Security (APRA, 2019)
<https://www.apra.gov.au/sites/default/files/cps_234_july_2019_for_public_release.pdf>.

4 Department of Internal Affairs, ‘Virtual Asset Service Providers’ on Department of Internal Affairs (November 2019)
<https://www.dia.govt.nz/AML-CFT-Virtual-Asset-Service-Providers>.

5 Kate Marshall and Carl Buhariwala, * CPS 234: the intersection of information security and data privacy’ on KPMG (12 June 2019)
<https://docs.google.com/document/d/1-L7mHQI9cIL 8fi2gzeFqzJyBGQd6Dizo TgbD4KxJd74/edit>.

6 Nikita Savchenko, ‘Decentralized Applications Architecture: Back End, Security and Design Patterns’ on freeCodeCamp (2 April 2019)
<https://www.freecodecamp.org/news/how-to-design-a-secure-backend-for-your-decentralized-application-9541b5d8bddb/>.
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adherence with recognised information security standards, and advancing due
diligence measures.”

Recommendation #15 The Australian Government establish mechanisms, to be led by ASD and
ACSC, for the real-time sharing of threat intelligence between Commonwealth
agencies and digital asset businesses that serve Australian customers,
whether or not they have a physical presence or other facilities in Australia.
These mechanisms should be led by ASD and ACSC. The specific form of said
mechanisms should be explored by the Committee in partnership with ASD,
ACSC, the Department of Home Affairs and the Parliamentary Joint Committee
on Intelligence and Security.

Recommendation #16 The Committee consider and make recommendations on how regulators and
supervisors can best ensure that banks undertake appropriate and
comprehensive risk assessments in relation to individual customers, before an
account opening application or banking services is denied based on AML/CTF
risk, and how information about risk management expectations of banks can
best be conveyed to current and prospective customers.

Recommendation #17 The Australian Government introduce a new type of legal entity in the
Corporations Act 2001 - DAO Limited, informed by, but not a wholesale
adoption of the COALA DAO Model Law.

Recommendation #18 ASIC update Regulatory Guide 172 to provide guidance about the licensing
regime and regulatory obligations for DAO-run financial markets like Uniswap.

7 Andre Kudra, ‘Smart Contract Security — Expect and Deal with Attacks’ on dotmagazine (July 2018)
<https://www.dotmagazine.online/issues/blockchain-e-government/blockchain-security/smart-contract-security-expect-and-deal-with-attacks>.
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Regulation of Cryptocurrencies and Digital Assets

Valuing the economic benefit of the opportunity within Australia of a
digital asset policy framework

Recommendation #1

The Australian Government engage an independent body to properly and
comprehensively assess the economic benefit of the opportunity within
Australia of a digital asset policy framework.

Intended outcomes

. A comprehensive and robust valuation of the economic benefits of a digital asset
policy framework would assist government and policy-making departments in
understanding and prioritising policy-making resources to the areas that will derive
most economic benefit for Australia.

Reasons

Our preliminary research shows that digital asset policy -- in either or both of new and
amended legislation -- should be made in the following areas, in order of priority of
potential economic benefits:

Asset Class Global Opportunity

Stablecoins and financial Opportunity at least $2 trillion USD, based on 10% of the
services based on stablecoins / | existing financial industry's size.
central bank digital currencies

Digital assets generally Centralised exchanges alone process $1.1 trillion USD per
annum of digital asset transactions, plus other markets are
evolving for customer due diligence and custodianship.

Blockchain based security Small current market at $700 million but projected to reach

tokens (natively digital assets) $8 trillion USD by 2025.

Tokenised real world assets Small existing market but with real estate value in the

(tangible and intangible) Australian market alone, already over $8 trillion AUD, has
potential to grow rapidly

Non-fungible tokens NFT market is $2 billion in Q1 2021. A much larger

opportunity exists to enable the programmatic and atomic
transfer of real world assets.

Our fuller research is available at Appendix A. Industry bodies and industry members
have volunteered an enormous amount of time and effort over the last 5 years to assist
government and policy-makers. However, the lack of a single, consolidated and
comprehensive assessment has meant government and policy-makers have not had
an accessible resource from which to understand and prioritise policies in this area.
Such an important and severely overdue assessment should be funded by the
Australian Government and undertaken by an independent body.
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1.2. Digital identity

Recommendation #2

The Australian Government prioritise and expedite the design and
implementation of an Australian digital identity system that incorporates
elements of decentralised digital identity (DID), also called self-sovereign
identity (SSP), and zero-knowledge proofs (ZKPs®) or the use of any other
relevant technologies that balance security with individual consent and
control (Privacy Enhancing Technologies - PET).

Intended outcomes

. Australia will be a leading technology and financial centre in its design and
implementation of a digital identity system that incorporates SSI, ZKPs and/or
other PET.

o Australia’s digital identity system will be ‘fit for the digital economy’, ‘private by
design’ and provide a reliable and independent source of electronic data for
AML/CTF purposes, where personal information is not received, stored and
managed by multiple parties and is shared with read only access on a
permissioned basis.

. Australia’s digital identity system would propel the attractiveness of Australia as a
centre from which to launch and operate technology and financial businesses.

. Australian commercial banks will be strategically positioned to adapt their service
offering to ‘digital identity and data custodian and consent management services’,
where Australian commercial banks performing this service would have cyber
security standards and practices expected of national critical infrastructure
providers and to protect against stolen or fraudulent digital identities. If Australians
initially choose an Australian commercial bank to assist with their digital identity
and consent management, high cyber security requirements will contribute to a
broader national culture of cyber resilience.

o Contextualised and practical scrutiny of the Australian Consumer Data Right
regime as a temporary measure until an Australian digital identity system that
includes SSI, ZKPs and/or other PET is implemented.

Reasons
Digital identity will be the most important digital asset in the digital economy.

Digital identity should not repeat or inherit the mistakes of our legacy (centralised)
identity systems because SSI and ZKPs and other PET have introduced a paradigm
shift to traditional trade offs that needed to be made between privacy and
transparency. The recently released proposed legislation by the Digital Transformation

8 SSI promotes individual ownership and control of their digital identity.

9 A ZKP is a cryptographic method to prove to a party that you possess some knowledge without actually
revealing the underlying information.
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Agency does not clearly address decentralised identity (or SSI) or ZKPs, and in its
current form will leave Australia lagging behind.

We strongly recommend that the design of Australia’s digital identity system take
reference from latest research on SSI and ZKPs, including Pieter Pauwels’ paper
“zkKYC: A solution concept for KYC without knowing your customer, leveraging self-
sovereign identity and zero-knowledge proofs” (July 2021).

Suggested changes to existing laws/implementation of new laws

Recommendation #3

The introduction of a new authorisation class(es) within the Australian
Financial Services licence explicitly designed to cater for digital assets
and digital asset businesses as financial products and services, and if
required any changes to Pt 7 Corporations Act 2001 (Cth) to facilitate this
new authorisation class. In addition, consideration of a Token Safe
Harbour SEC style proposal for Australia.

Intended outcomes

. Signal clarity and certainty from regulators to anyone who would like to do
business involving digital assets in Australia.

o Meet s760A Corporations Act objectives including for confident and informed
decision making by consumers of Financial Products and Services, while
promoting efficiency, flexibility and innovation in the provision of those products
and services.

Reasons

Our member legal practitioners are reporting an increasingly frustrated cohort of
otherwise law-abiding digital asset client businesses unwilling to become embroiled in
regulatory test cases, but crying out for clear direction and legal processes.

Notwithstanding that ASIC has issued Information Sheet Info 225 which makes clear
that digital assets are not exempt from regulatory oversight and will be subject to
regulatory action if non-compliant, it is currently unclear how to practically license and
register digital asset products and services. This is because increasingly complex, new
and creative methods of economic interaction, from fractionalised fundraising to yield
farming, or from tethering and stable coins to wrapped non-fungible tokens (NFT), are
yet to be successfully reconciled neatly to the traditional regulatory process and in
particular the current Financial Product & Service classes of security, managed
investment scheme, derivative or non-cash payment scheme.

The flow on effects arising from the introduction by ASIC of a bespoke digital asset
friendly classification category for financial products and services, would be greater
certainty for those requiring market licences that need to extend to cover digital asset
financial products and services, as well as positive impacts on both traditional stock
exchanges and digital exchanges, where there is considerable uncertainty as to the
regulatory implications of listing tokens or platform providers that are not licensed.
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If Recommendation #3 or something similar to it is not instituted within the next 12
months, a “safe harbour” provision similar to that currently being discussed in the US by
the SEC may need to also be instituted in Australia given the increasing number of digital
asset financial products & services that are currently not being regulated or prosecuted
for lack of clear regulation. In addition, practical issues such as the lack of availability of
insurance or licenced digital asset custody providers will need to be considered and
accounted for so that compliance with such a license is not rendered impossible. This
could be achieved by, for example making clear that custody of digital assets may be
provided by existing licensed custodians.

Recommendation #4

As an interim measure before a digital asset policy framework is legislated,
the Australian Treasury lead the preparation and release of a multi-agency
working taxonomy of Digital Assets that sets out the Australian legal and
tax implications of digital asset businesses and transactions, with input
from multiple Australian regulators.

We begin with a number of caveats in developing any useful taxonomy. These include:

(a) The most useful taxonomy of Digital Assets will be one that is developed
after the development of new and clear authorisation classes for Digital
Asset Financial Products (see #Recommendation 3 above). This is a key
and pivotal step that will have waterfall implications across the digital
landscape.

We should not mistake what are currently commonly issued token
features, (or combinations of features) to be demonstrative of the types of
tokens business would like to deal in. Rather they are very often
demonstrative of development undertaken to avoid regulatory oversight
(e.g attempts to stay within the feature setlist often identified as a “Utility
Token”). If regulatory oversight was simplified and ASIC could provide
clear categories of acceptable licensed behavior, we anticipate that token
businesses would evolve their products to meet those authorisation class
requirements.

(b) Tokens can change characterisation over time. The analysis of whether a
digital asset is offered or sold for example as a security is not static.

(c) There is a great deal of overlap between classification classes. Modifying
a token’s function (even in a small way) may move a Digital Asset from
one classification category into another classification category, and/or
dictate that it straddles more than one category.

(d) How a token should be classified and therefore regulated, is also a
product of the relationship that token has with other digital assets, or its
milieu of operation. For example an NFT in isolation is its own class set
out below, if however it is wrapped or tethered to a security token, that
will likely change the nature of the NFT such that it also should be a
regulated token.
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If a taxonomy of digital assets is required now without changes as per the above
caveats, the following classification schema is useful. We do not recommend the use
of this list as a long term solution, as we anticipate many of these categories will
collapse for regulatory purposes.

(e)

Cryptocurrency (other terms include payment tokens, exchange tokens),
which is natively digital and can be used like money but can be held as a
speculative asset.

Crypto(graphic)-assets (other terms include virtual assets, digital assets),
which may be natively digital or tokenised representations of real money
or property. Categories include:

(i)

(ii)

(i)

(iv)

(vii)

(viii)
(ix)

Utility tokens, which represent a right to access goods, services or
information and may be ‘closed loop’ (i.e. only exchangeable
within its own network) or without restrictions, and can be held as
a speculative asset.

Tokenised securities, where the equity, debt or property is
registered with the traditional legal system and the interest exists
in parallel as a ‘tokenised’ asset.

Security tokens, which are natively digital assets and where the
features, rights or obligations of the token mean the token is
classified as a security or other financial product (examples could
include governance tokens, liquidity provider tokens and certain
non-fungible tokens).

Stablecoins, which may be fiat-, crypto- algorithmic- or hybrid-
collateralised.

Non-fungible tokens, which may represent the original or licenced
literary and artistic works of an author or authors or the unique
contractual terms between parties.

Sovereign digital currencies, including central bank digital
currencies and government-issued or government-mandated
cryptocurrencies.

Privacy coins, which may display one or more features of the
categories of digital assets above but also conceal the sender
and/or recipient details to a digital asset transaction.

Credentials, including digital identity and verifiable credentials.
Vaults, including curated data vaults and tokenised data.

Smart legal contracts, legal documents that are machine readable
and include natural language and coded instructions.
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(xi) Multi-characteristic tokens, which include features from one or
more categories of digital assets above and where there may be
multiple concurrent intentions and uses of the token.

(xii) Multi-tiered token economies, whereby the second tier token is
only accessible by holding a first tier token.

Intended outcomes

. Signal clarity and certainty from regulators to Australians and Australian
businesses to operate with the benefit guidance whilst a policy is being formulated.

. A working document to allow for ease of updating to reflect the fast pace of
developments in emerging technology.

o Develop a common language and understanding to facilitate discussions among
and between business and government.

. Make a clear distinction between the digital asset and the information required to
access and deal with the digital asset (i.e. the private keys).

Reasons

There is no globally agreed taxonomy or set of definitions for digital assets and this
creates confusion for policy-makers, regulators, investors and consumers. A multi-
agency working taxonomy of Digital Assets will allow for prompt guidance from
regulators, attraction of business and investment to Australia, and clear delineation of
what matters require involvement from policy-makers.
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1.4. Tax

Recommendation #5

The Australian Treasurer instruct the Board of Taxation to undertake a
comprehensive review of the federal, state and territory tax systems to
recommend amendments required so the tax law does not produce
anomalous outcomes to the economic intention of digital transactions, and
for recommendations to be made by 1 April 2022.

Intended outcomes

. Australian tax system that is fit for purpose in a digital and decentralised economy,
which does not disincentivise digital asset business models which will include
fractional security and fractional real property interests -- and the trading of those
interests -- in the near future.

. Update ESVCLP'", CSEF"", AMIT'? regimes to clearly include digital asset
businesses.

Reasons

Australia’s tax settings are outdated, are not fit for purpose in the digital and
decentralised economy and are not technology neutral. The current Australian tax
settings do not make Australia an attractive jurisdiction to launch, undertake or
participate in digital asset businesses. The ATO is not sufficiently resourced to
produce timely guidance that deals with the complexities of digital asset transactions,
particularly DeFi transactions.

Since early 2019, multiple tax recommendations have been made to the Treasury and
the Senate Select Committee in relation to the tax issues of issuing, holding and
transacting with digital assets but the issues and recommendations have not
progressed to legislative amendments at a cost to the attractiveness of Australia as a
place for digital asset business activity. These tax issues and recommendations can
be found in the following submissions (which do not reflect the tax issues related to
DeFi which have become apparent since January 2021):

. Submission to Treasury’s consultation on initial coin offerings, dated 1 March
2019, available at: https://treasury.gov.au/sites/default/files/2019-
07/attachment - hw_submission - treasu.pdf

o Submission to Second Issues Paper, dated 14 December 2020, available at:
https://www.millsoakley.com.au/wp-content/uploads/2020/12/Mills-Oakley-
submission-to-2nd-Issues-Paper-SSC-on-FinTech-RegTech-14-Dec-2020-.pdf.

10 Early Stage Venture Capital Limited Partnership
1n Crowd-sourced Equity Funding

12 Attribution Managed Investment Trust
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Recommendation #6

The Australian Government consider the design and introduction of an opt-
in micro tax for digital transactions that allows a tax amount to be collected
from all digital transactions and automatically remitted to the Australian
Taxation Office (ATO). Existing corporate tax, individual tax, GST regimes
would then switch off.

Intended outcomes

. Signal tax certainty and simplicity to global markets to attract founders working on
digital business models to Australia, as well as investment capital.

o Learn from and transition to a tax model fit for the digitalised and decentralised
global economy.

. Certainty of tax revenue collection and amount of tax paid by taxpayers.

. ATO compliance efforts become proactive to ensure micro-tax is implemented
correctly into technology design, rather than reactive identification of non-
compliance which is costly and time consuming to enforce.

Reasons

As countries move to connect digital identity with digital money, digital micro-taxing will
become a necessary mechanism to collect taxes effectively, efficiently and fairly in a
digital economy.

Australia’s tax settings are neither competitive nor simple to administer. In addition,
international tax settings are struggling to keep pace with the digital economy and
digital and decentralised business models. The work being undertaken as part of the
OECD’s BEPS Action 1 (Addressing the Tax Challenges of the Digital Economy)
project is ongoing, is highly political and does not deal with a number of taxation issues
that arise because of the digitalisation and decentralisation of business models.
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1.5. AML/CTF

Recommendation #7

The Australian Government consider introducing an opt-in designated
service in the AML/CTF Act to capture the exchange of one digital asset for
another digital asset, where a condition of opting in is that customer due
diligence and KYC procedures are undertaken using PET.

Intended outcomes

o The blockchain and digital asset industry is still maturing therefore opt-in regulation
or self-regulation should be encouraged to support the protection of consumers
and investors while encouraging innovation.

. Regardless of the regulatory classification, decentralised exchanges (DEXs) and
other dApps that permit trading or exchange of digital assets and operate
autonomously through self-executing smart contracts could opt-in to AML/CTF
obligations that are appropriate and adapted for the pace, scale, decentralised and
autonomous nature of their operation.

o Smart contract standards that handle the zkKY C obligations and report directly to
the regulator should be developed by industry in close consultation with regulators
like AUSTRAC and regularly reviewed by AUSTRAC to ensure the smart contracts
are working appropriately. DeFi services that are no longer operated by an entity
or individual(s) should be dealt with in this way because the entity or individual(s)
no longer have control or admin keys to the smart contracts or have ceased to
maintain or operate the DEX or dApp.

o Where there is an operator or person involved in the oversight of the DEX, this
measure could capture peer-to-peer, non-custodial, DeFi services where an entity
or individual(s) is providing an ongoing service of facilitating digital asset to digital
asset transactions and where that entity or individual has actual control over the
digital asset exchange.

Reasons

Some of our members noted that regulating digital asset to digital asset exchanges
and transactions would bring Australia in line with other jurisdictions such as the U.S.
and one step closer to FATF’'s Recommendations and thatthis would reduce the effect
of regulatory arbitrage which is an unavoidable consequence of decentralized and
distributed technologies. Following on from a period of self-regulation, we note that this
issue and approach may need to be revisited.

Most consumers, investors and businesses might understandably think that digital
assets are unregulated due to the lack of enforcement action taken by ASIC and
AUSTRAC against issuers of digital assets that are characterised as securities or other
financial products or where customer due diligence and KYC procedures have not
been undertaken. Providing an opt-in regulatory regime for digital asset to digital asset
exchanges and transactions would bring Australia a step closer to FATF’s
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Recommendations and reduce the effect of regulatory arbitrage, while allowing the
industry to mature in its understanding of risks, risk mitigation and best practices.

Per the Pauwels paper referred to above, “With no central party in full control of a DeFi
service, the set of smart contracts of a DAO could perform the role of Verifier... The
zkKYC [zero-knowledge KYC] concept could also facilitate undercollateralised or even
uncollateralised lending, given the DAO could verify a zero-knowledge proof of a credit
score from a trusted Issuer.”

Recommendation #8

The Australian Government consider introducing an opt-in designated
service in the AML/CTF Act to capture custodial, depositary or agency
services that involve the safeguarding of private cryptographic keys on
behalf of a person to hold, transfer and deal with digital assets where a
condition of opting in is that customer due diligence and KYC procedures
are undertaken using PET.

Intended outcomes

. The blockchain and digital asset industry is still maturing therefore opt-in regulation
or self-regulation should be encouraged to support the protection of consumers
and investors at the same time as encouraging innovation.

. Clear recognition of the lack of possessability of digital assets and that the service
being provided involves the safeguarding of private keys that allow for the control,
access and dealing with digital assets.

. Regardless of regulatory classification, custodial, depositary or agency service
providers could be subject to AML/CTF obligations that are appropriate and
adapted for digital assets.

Reasons

Digital currency custodians can be a significant source of systemic risk, are not subject
to the Financial Claims Scheme, and are notoriously difficult and expensive to insure.
The consequences of a cyber-attack, money laundering and employee fraud can be
quite significant given the large values that are typically custodied at digital currency
custodians around the world and the irreversible nature of such transactions.

Because of their role in the storage and movement of digital currencies, digital
currency custodians are in a position to collect, request, and store valuable
information. In other words, they represent a point in the digital currency ecosystem
that could provide significant visibility of the ecosystem for governments as well as
high “honeypot” risk for cyber-attacks. For this reason, privacy enhancing technologies
such as zkKYC are extremely important before bringing digital currency custodians
into the AML/CTF regime.

Providing an opt-in regulatory regime for digital asset custodians would bring Australia
in line with other jurisdictions such as the E.U. and one step closer to FATF’s
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Recommendations, while allowing the industry to mature in its understanding of risks,
risk mitigation and best practices.

Recommendation #9

The Australian Government consider introducing an opt-in designated
service in the AML/CTF Act to capture selling a hardware wallet to a
person, where a condition of opting in is that customer due diligence and
KYC procedures are undertaken using PET.

Intended outcomes

. The blockchain and digital asset industry is still maturing therefore opt-in regulation
or self-regulation should be encouraged (including involving industry group level
accreditation) to support the protection of consumers and investors at the same
time as encouraging innovation.

. Provide AUSTRAC with greater visibility within digital asset ecosystems.

. Through interagency data sharing arrangements, AUSTRAC can provide the ATO
with information about taxpayers that have purchased hardware wallets to
facilitate the ATO’s collection of information when assessing whether all
income and gains have been reported by taxpayers.

Reasons

Since issuing an open-loop stored value cards to a person is a designated service
under item 21 of table 1 at section 6(2) of the AML/CTF Act, and hardware wallets
mimic open-loop SVCs in the way they enable users to transfer value internationally,
the Australian government should consider providing an opt-in regulatory regime for
the sale of hardware wallets.
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Recommendation #10

The Australian Government consider introducing an opt-in designated service in
the AML/CTF Act to capture digital asset reward pools, where a condition of
opting in is that customer due diligence and KYC procedures are undertaken
using PET. The amendments may involve the following:

insert the proposed definitions at section 5:

‘digital asset reward recipient’ means a person who receives digital
assets as a reward or consideration for performing a specific activity
or activities required to validate digital asset transactions in
accordance with a software protocol.

‘digital asset reward recipient pool’ means a network operated by a
person or persons (the relevant operator or relevant operators) and
where the network:

(a) is comprised of digital asset reward recipients that have
organised themselves into that network (the organised recipients),
such as (but not exclusively) by each organised recipient entering
relations (contractual or otherwise) with the relevant operator or
relevant operators; and

(b) exists for the dominant purpose of bringing together the
computational and / or digital asset resources of the organised
recipients in order to increase the likelihood of, collectively, the
organised recipients receiving digital assets as a reward or
consideration for performing a specific activity or activities
required to validate digital asset transactions in accordance with a
software protocol; and,

(c) where the relevant operator or relevant operators may distribute
the digital assets received to one or more of the organised
recipients and their associates.

insert proposed item 50D into table 1 of section 6(2), so that the provision
of a designated service is stated as:

‘if registered with AUSTRAC, operating a digital asset reward recipient
pool where the relevant operator or relevant operators provide digital
asset rewards to one or more organised recipients’,

where the customer of the proposed designated service is the ‘organised
recipient’ or ‘organised recipients’ that may receive digital asset rewards.

The providers of this designated service should be required to:

conduct CDD under part 2 of the AML/CTF Act;

keep records of their CDD procedures under part 10 division 3 of the
AML/CTF Act, including the address or addresses the digital asset
rewards will be or have been sent to; and
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o report suspicious matters under section 41 of the AML/CTF Act.

Intended outcomes

. The blockchain and digital asset industry is still maturing therefore opt-in regulation
or self-regulation should be encouraged to support the protection of consumers
and investors at the same time as encouraging innovation.

. Provide AUSTRAC with greater visibility within digital asset ecosystems and
enable AUSTRAC to identify P2P digital currency transactions when the relevant
units of digital assets were distributed among members of mining or staking pools.

. Further consideration is required with industry as to whether all digital asset reward
recipients should be required to at least register with AUSTRAC.

Reasons

In order to properly risk assess, identify and prosecute criminal and other suspicious
activity, governments need greater understanding and visibility into how digital assets
are created and distributed through consensus mechanisms like Proof of Work and
Proof of Stake as well as tokenomics models that have other means of creating and
distributing new digital assets.

Given the global reach of digital asset mining, active cooperation and information
sharing between industry, governments and agencies is critical before a unified
approach can be legislated in AML/CTF legislation.

Recommendation #11

The Australian Government devise a national ransomware strategy,
including mandatory notification to the Australian Federal Police upon a
ransomware event occurring, as part of its current Cyber Security Strategy
and as a public-private collaboration.

Intended outcomes

. Raise awareness and education in digital asset businesses, whether or not they
provide designated services under the AML/CTF Act, about the risks of digital
assets being abused by criminals and terrorists and risk-mitigation strategies.

. Establish and reinforce existing frameworks for Commonwealth agencies and the
digital asset sector to share intelligence concerning money laundering which
involves digital assets and ransomware.

. Close collaboration and information sharing between the Australian digital asset
sector, law enforcement and the National Intelligence Community to prosecute
cyber and other national security risks stemming from ransomware.

Reasons

The role of the digital asset sector in the fight against the ransomware threat arises
because the ransoms demanded by attackers can be denominated in digital assets."

13 European Union Agency for Law Enforcement Cooperation, Internet Organised Crime Threat Assessment 2020 (Report, 5 October 2020) 17.
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By necessity, the sector must be part of the counter-ransomware policy response.™ As
part of the ransomware strategy, businesses, especially blockchain forensics
providers, should educate government and agencies on how they can better identify
and prosecute financial crime risk in digital asset ecosystems in order to counter the
ransomware threat. NIC agencies like AUSTRAC — given its role as Australia’s
Financial Intelligence Unit and the coordinator of the Fintel Alliance —'®> must take the
lead on such campaigns and build relationships with the digital asset sector. This
would be synchronous with the nature of AML/CTF regulation as a public-private
partnership, as enshrined in AML/CTF Act.

1.6. Comparable/leading jurisdictions and elements which could be leveraged
from in Australia

We have prepared a table of legislation, key definitions used within the legislation, and
commentary with respect to the legislation from jurisdictions leading the way with
blockchain and digital asset policy, or jurisdictions that are comparable with Australia
but more advanced than Australia in their blockchain and digital asset policy.

The table is provided at Appendix B.
1.7. Cyber-resilience

Recommendation #12

The Australian Government and the Australian Prudential Regulation
Authority (APRA) consider expanding and adapting the scope of CPS-234'°
to address digital asset businesses.'” This necessitates extending the
regulatory scope of APRA'® to encompass and classify certain digital asset
businesses as APRA-regulated entities, and to provide for the creation of
tailored information security guidelines. Further, where an APRA-regulated
entity's information assets are managed by a third party, measures for
communicating and enforcing these standards upon digital asset
businesses must be established.

Intended outcomes

° APRA leads a dialogue between digital asset businesses and relevant government
agencies - especially the Australian Signals Directorate (ASD) and the Australian
Cyber Security Centre (ACSC) - in improving board-level awareness of emergent
cyber threats, and undertake adaptive measures concerning the information

14 Combating Ransomware (n ) 14.
15 ‘Fintel Alliance’, AUSTRAC (Web Page, 11 May 2021) [1] <https://www.austrac.gov.au/about-us/fintel-alliance>; ‘Intelligence’, AUSTRAC (Web
Page, 3 September 2020) [1] <https://www.austrac.gov.au/about-us/intelligence>.

16 Australian Prudential Regulation Authority, Prudential Standard CPS 234 - Information Security (APRA, 2019)
<https://www.apra.gov.au/sites/default/files/cps_234_july_2019_for_public_release.pdf>.

v Department of Internal Affairs, ‘Virtual Asset Service Providers’ on Department of Internal Affairs (November 2019)
<https://www.dia.govt.nz/AML-CFT-Virtual-Asset-Service-Providers>.

18 Kate Marshall and Carl Buhariwala, * CPS 234: the intersection of information security and data privacy’ on KPMG (12 June 2019)
<https://docs.google.com/document/d/1-L7mHQI9cIL 8fi2gzeFqzJyBGQd6Dizo TgbD4KxJd74/edit>.
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security role and responsibilities within digital asset businesses. This requires
mandating an information security capability commensurate with the size and
extent of threats to a digital asset business’s information assets, implementing
information security controls to protect information assets, and the timely issuing
of notifications to APRA concerning material cyber security incidents.

° Improved adoption and compliance rates with CPS-234 standard among digital
asset businesses will elevate organisational resilience vi-a-vis information security
incidents, and the maintenance of an information security capability by digital asset
businesses which is commensurate with information security vulnerabilities and
evolving cyber threats.?

e  The formulation of collaborative measures between government and digital asset
businesses to address the growing threat of emergent cyber threats to Australia’s
banking, lending, payments, insurance and superannuation industries, arising
from the continuing absence of defined and targeted information security
guidelines for digital asset businesses. This will contribute to the safety and
soundness of financial institutions and digital asset businesses, and promote
community confidence in their ability to meet financial commitments under all
reasonable circumstances.

° Encouragement of digital asset businesses to undertake proactive measures to
prohibit malicious practices surrounding digital goods and services, to improve the
reporting of significant cyber incidents to relevant authorities, and in reducing the
liability and threat of legal action against compliant digital asset businesses.

. The establishment of tailored and interoperable information security standards
concerning digital asset cyber security for APRA-regulated entities and digital
asset businesses - extending APRA’s supervision and influence to the broader
ecosystem of associated third-party suppliers and providers.

Reasons

APRA'’s supervisory authority, outlined across several legislative instruments,?
encompasses approximately 680 financial entities. Consequently, the developing
intersection between these entities and digital asset businesses necessitates the
broader application of CPS-234 in establishing an information security benchmark, and
safeguarding Australia’s financial system amid the increasing incidence of material
cyber incidents targeting Australia’s critical infrastructure. Financial institutions remain
a key target for malicious actors, with the finance sector being the second largest
source for data breaches.

Consequently, with a growing number of Australians investing in digital assets, this
elicits concerns surrounding organizational information security guidelines existing

19 Abi Tyas Tunggal, ‘How to Comply with CPS 234’ on Upguard (16 June 2021) <https://www.upguard.com/blog/cps-234-compliance>.

20 Banking Act 1959; Insurance Act 1973; Life Insurance 1995; Private Health Insurance (Prudential Supervision) Act 2015; and Superannuation
Industry (Supervision) Act 1993.
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across digital asset exchanges, startups, and projects.?' The requirement for regulated
entities and digital asset businesses alike to demonstrate basic cyber-hygiene, and for
such requirements to extend to associated third parties, is crucial in minimising the
likelihood and impact of incidents on confidentiality, integrity or availability of
information and information systems.?

Recommendation #13

The Australian Government legislate a requirement for directors and senior
executives of digital asset businesses to undertake annual training
programmes in organisational cyber resilience that are tailored to their
organisational cyber risk profiles and that embody internationally
recognised standards in assuring organisational cyber resilience like
ISO/IEC 27032, the NIST Cybersecurity Framework and the Essential Eight.

Digital asset businesses must be required to disclose whether their
directors and executives have completed said programmes on their
websites.

Intended outcomes

. Fluency of directors and senior executives in ‘cyber resilience’.

o Digital asset businesses better able to interrogate their organisations’
management of cyber risk, including by asking proper questions of lower-level
executives responsible for implementing organisational strategies and developing
products and services about the cyber risks.?

o Promotes ‘a strong “cultural” focus [on cyber resilience] driven by the board and
reflected in organisation-wide programs for staff awareness, education and
random testing, including of third parties’.?*

. Competitive advantage for the Australian DASP sector, given the greater
regulatory focus worldwide on user privacy,? the growth in cybercrime (targeting
DASPs)?® and wider acknowledgement of the importance of assuring cyber
resilience during the current pandemic.?’

Reasons

As above, lax cyber resilience of digital asset businesses and poor fluency among
management thereof can be a source of reputational risk for them and undermine the

2 Aleks Vickovich, ‘Four million Aussies set to buy into crypto’ on Australian Financial Review (8 June 2021)
https://www.afr.com/companies/financial-services/four-million-aussies-set-to-buy-into-crypto-20210608-p57z2g.

22 Michale Caplan and Mark Furgeson, ‘CPS 234: 8 things you didn’t know about APRA’s new cybersecurity standard’ on Lexology (25 June
2019) <https://www.lexology.com/library/detail.aspx ?g=75990000-3101-4499-8c9c-4b778bf2a267>.

23 g,

24 \bid [21].

2 Gartner, ‘Gartner Says by 2023, 65% of the World’s Population Will Have Its Personal Data Covered under Modern Privacy Regulations’
(Press Release, 14 September 2020).

26 European Union Agency for Law Enforcement Cooperation, Internet Organised Crime Threat Assessment 2020 (Report, 5 October 2020) 17
('IOCTA 2020).

2 OECD, Dealing with Digital Security Risk during the Coronavirus (COVID-19) Crisis (Paper, 3 April 2020).
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competitiveness of the Australian digital asset sector as a whole. Suboptimal cyber
resilience will undermine ‘the size and scope of the opportunity for Australian
consumers and business from Australia growing into a stronger technology and
finance centre’ and thus the achievement of one of the missions of the Committee.?®

Furthermore, suboptimal cyber resilience encourages a serious category of operational
risk for Australian digital asset businesses because of their business models’
dependence on the security of interconnected computer networks not least because
the digital assets they handle are native to cyberspace.?®

Recommendation #14

The ASD and ACSC, in conjunction with industry, author and institute a set
of voluntary guidelines, directed toward improving the cyber resilience of
digital asset businesses in relation to the development and use of
Decentralized Applications (dApps), centring upon the underlying
blockchain technologies dApps are commonly developed to interact with
(e.g. smart contracts).*® The contents of such guidelines should stress the
adoption of a security-by-design approach within the development process
- focused upon encouraging broad adherence with recognised information
security standards, and advancing due diligence measures.®'

Intended outcomes

° The imposition of a security-by-design approach will enable organizations to
automate data security controls and formalize the design of infrastructure, thereby
enabling integrating security into its IT management processes. This will help
digital asset businesses and dApp designers anticipate and prevent the
occurrence of material cyber incidents, summarise and apportion responsibilities
for security controls, and automate security baselines based upon reliably coded
security and governance.

) The integration of a security-by-design approach will be founded upon advancing
broad adoption of internationally recognized information security standards by
digital asset businesses, including ISO/IEC-27000 and NIST information security
standards.3? This provides a common and established baseline from which digital
asset businesses may increase the reliability and security of dApps systems and
information, and the effect of which will improve customer and business partner
confidence and spur the wider utilization of dApps for commercial benefit.>

28 ‘Select Committee on Australia as a Technology and Financial Centre’, Parliament of Australia (Web Page, 18 March 2021) [3]
<https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Financial_Technology and_Regulatory_Technology>.

2 See eg Marco lansiti and Karim R. Lakhani, ‘The Truth About Blockchain: It Will Take Years to Transform Business, but the Journey Begins
Now’, Harvard Business Review (Article, 15 January 2017) [43] <https://hbr.org/2017/01/the-truth-about-blockchain>; Primavera De Filippi and
Aaron Wright, Blockchain and the Law: The Rule of Code (Harvard University Press, 2018) 18, 20; Report 429 (n ) 18.

30 Nikita Savchenko, ‘Decentralized Applications Architecture: Back End, Security and Design Patterns’ on freeCodeCamp (2 April 2019)
<https://www.freecodecamp.org/news/how-to-design-a-secure-backend-for-your-decentralized-application-954 1b5d8bddb/>.

31 Andre Kudra, ‘Smart Contract Security — Expect and Deal with Attacks’ on dotmagazine (July 2018)
<https://www.dotmagazine.online/issues/blockchain-e-government/blockchain-security/smart-contract-security-expect-and-deal-with-attacks>.

32 ISO, ‘ISO/IEC 27000:2018’ on ISO (2021) <https://www.iso.org/standard/73906.html>.
33 Manar Abu Talib et al., ‘Guide to ISO 27001: UAE Case Study’ (2012) 7 Issues in Informing Science and Information Technology 335..
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) Emphasis upon due diligence concerns the need for comprehensive analysis in
the design of dApps, including analysis of the dApp technology stack and careful
review of source code.®* This is necessary in cultivating a security-oriented
culture/mindset within digital asset businesses, helping determine the most
suitable blockchain(s) for a dApp, and in minimizing the presence of vulnerabilities
by encouraging responsible and secure coding practices.

Reasons

dApps are digital applications or programs that operate from logic written into a smart
contract, and therefore require careful design and thorough testing to ensure persistent
and continuing intended functionality.3® A security-by-design guideline and process for
dApps provides a preferable preventative path for digital asset businesses and dApps
designers to improve their cyber resilience.

Factors driving the development and implementation of dApps by digital asset
businesses include the zero downtime enabled by a decentralized network, privacy
where Personally identifiable information (PIl) is not required in deploying or interacting
with a dApp, resistance to censorship, data integrity, and trustless computation.® This
underscores the commercial potential for dApps across the digital asset market, gaming
industry, advertising space, transportation sector, and financial industry.”

As digital asset businesses and associated third parties move to embrace the use of
dApps, it is critical to have appropriate monitoring and data leak prevention controls to
ensure that sensitive information and PIl are not at risk if digital identity and privacy
enhancing technologies are not yet available or legislated.

Recommendation #15

The Australian Government establish mechanisms, to be led by ASD and
ACSC, for the real-time sharing of threat intelligence between
Commonwealth agencies and digital asset businesses that serve
Australian customers, whether or not they have a physical presence or
other facilities in Australia. These mechanisms should be led by ASD and
ACSC. The specific form of said mechanisms should be explored by the
Committee in partnership with ASD, ACSC, the Department of Home Affairs
and the Parliamentary Joint Committee on Intelligence and Security.

Intended outcomes

° Commonwealth and the digital asset sector to gain a stronger understanding of
the nature of the threat landscape.

° A better, more targeted response by the Australian government to malicious cyber
activity targeting Australian networks, including ransomware attacks involving

34 Kudra, above n27.
35 Ryan Grunest, ‘Introduction to dapps’ on Ethereum (12 June 2021) <https://ethereum.org/en/developers/docs/dapps/>.

36 Valid Network, ‘Decentralized Applications: The good, the bad, and why should enterprises care?’ on Valid Network (19 August 2020)
<https://valid.network/post/decentralized-applications-the-good-the-bad-and-why-should-enterprises-care>.

37 Lucas Mearian, ‘10 top distributed apps (dApps) for blockchain’ on ComputerWorld (30 December 2019)
<https://www.computerworld.com/article/3510457/10-top-distributed-apps-dapps-for-blockchain.html>.
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digital assets.

° The specific form of threat intelligence sharing mechanisms should be explored
by the Committee in partnership with ASD, ACSC, the Department of Home Affairs
and the Parliamentary Joint Committee on Intelligence and Security.

Reasons

The formation of public-private partnerships to fight cyber risk is best practice in the
counter-cybercrime policy context.® Such partnerships are integral to Australia’s Cyber
Security Strategy, which is built on the joint role of the Commonwealth, private sector
and civil society in tackling cyber risk.* In this regard, threat intelligence sharing is one
of the planks of the Strategy.*°

38 See eg Institute for Security and Technology, Combating Ransomware: A Comprehensive Framework for Action: Key Recommendations from
the Ransomware Task Force (Report, 30 April 2021) 24, 68 (‘Combating Ransomware’); IOCTA (n) 7.

39 Commonwealth, Australia’s Cyber Security Strategy 2020 (Report, 6 August 2020) 8, 18 (‘Strategy’).

40 hig 6.
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2 Issues relating to ‘debanking’ of Australian FinTechs

Recommendation #16

The Commiittee consider and make recommendations on how regulators
and supervisors can best ensure that banks undertake appropriate and
comprehensive risk assessments in relation to individual customers,
before an account opening application or banking services is denied based
on AML/CTF risk, and how information about risk management
expectations of banks can best be conveyed to current and prospective
customers.

Intended outcomes

o Promote a broader perspective on bank risk management practices informing de-
banking and supervisory practices to ensure that the risk management processes
are reasonable, fair and comply with international standards to assess the risks
posed by individual customers.

o Consider the relevance of the solution proposed by the Australian Competition and
Consumer Commission for International Money Transfers (IMTs) in Foreign
Currency Conversion Services Inquiry - Final Report (2019) in relation to the de-
banking of IMTs and progress with the solution to date.

Reasons

Australian banks are very reluctant to provide services to Australian FinTechs in the
blockchain and digital asset space. Large banks have adopted policy decisions not to
have such businesses as customers, and smaller banks and financial institutions have
followed suit.

These policies are presented as positions taken after an assessment of money
laundering, terrorist financing and proliferation financing risk posed by the sector.
There is however no convincing evidence that appropriate risk assessments were
undertaken as required by international standards adopted by the Australian
government.

The FATF is the global inter-governmental body that sets international regulatory and
supervisory standards of money laundering, terrorist financing and proliferation
financing risk. Australia is a member of FATF and the Australian government is
committed to ensure that Australian laws and practices meet the FATF standards.
These standards require banks to perform risk assessments, but they have also
warned consistently, after de-banking practices became evident, that:4!

“Regulators and supervisors should also ensure that financial institutions are
taking a risk-based approach to implementing AML/CTF measures, without
prejudice to rules-based measures such as targeted financial sanctions.

4 FATF, ‘FATF Takes Action to Tackle De-Risking’ Statement, Paris, 23 October 2015.
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Implementation by financial institutions should be aimed at managing (not
avoiding) risks.

What is not in line with the FATF standards is the wholesale cutting loose
of entire countries and classes of customer, without taking into account,
seriously and comprehensively, their level of money laundering and
terrorist financing risk and applicable risk mitigation measures for those
countries and for customers within a particular sector.” (own emphasis)

The experience of smaller FinTechs in Australia is that Australian banks do not comply
with these standards. They generally refer to standing policy decisions that banks will
not engage with businesses involved in cryptocurrency. Individual risk assessments
may be undertaken in relation to large FinTechs but in the majority of cases FinTechs
are not even given an opportunity to provide information about their business model
and risk control measures. The refusal to consider the risk and risk control information
of an individual applicant does not meet the international standards of a serious and
comprehensive risk assessment that should precede a decision to refuse an
application for a bank account. The result is that businesses who genuinely wish to
comply with bank requirements have found their accounts frozen or have been asked
to bank elsewhere.

The Australian Competition and Consumer Commission investigated de-banking of
non-bank providers of International Money Transfers (IMTs) in Foreign currency
conversion services inquiry - final report. The report acknowledged competition
concerns relating to de-banking of competitors:*?

“From a commercial perspective, there can be little incentive for a bank to supply
banking services to an IMT supplier who is possibly going to win IMT business
from that bank. HiFX alludes to this in its submission: .... a residual risk to larger
non-bank providers that banks look to secure a larger % [share] of the overall
market by making it harder for, or refusing to provide services to, non-bank
providers.”

42 Australian Competition and Consumer Commission, Foreign Currency Conversion Services Inquiry - Final Report (2019) 11. In 2017 Louis de
Koker, Supriya Singh and Jonathan Capal, ‘Closure of Bank Accounts of Remittance Service Providers: Global Challenges and Community
Perspectives in Australia’ (2017) 36(1) University of Queensland Law Journal 119 investigated de-banking of Horn of Africa remitters in
Melbourne. As solutions, they authors suggested collaborative public-private management of public policy risks; recognising the legal right to
access the payment services of a bank; and regulatory and supervisory reform in relation to remittance service providers to ensure broader and
more balanced regulation of non-AML/CFT aspects of the remittance industry too.
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Instances of corporate law holding back investments

Recommendation #17

The Australian Government introduce a new type of legal entity in the
Corporations Act 2001 - DAO Limited, informed by, but not a wholesale
adoption of the COALA DAO Model Law.

Intended outcomes

Generate responsible DAO development in Australia, with responsible models of
decentralised governance.

Reasons

DAOs will increasingly feature as a business model in the digital and decentralised
economy and must be given legal recognition, the clear ability to hold property and
contract, as well as limited liability. We note the submission provided by Mycelium,
which sets out key features of the COALA DAO Model Law and the increasing
prevalence and importance of DAOs.

Recommendation #18

ASIC update Regulatory Guide 172 to provide guidance about the licensing
regime and regulatory obligations for DAO-run financial markets like
Uniswap.

Intended outcomes

o DeFi market protocols that observe and uphold security and integrity of financial
market infrastructure that supports transparency, price discovery, etc.

o ASIC should prepare the update in close consultation with industry. In this regard,
we note the submission by Paul Derham of Holley Nethercote Lawyers that calls
for the assembly of the right people to work with government and regulators.

Reasons

RG 172 is not appropriate nor adapted for DAO-run financial markets and should be
updated as soon as possible for ASIC to meet its obligations in ensuring financial
market stability and protection against systemic risks. The longer that DeFi continues
without any or adequate oversight by the financial market regulator and the greater the
amount of value locked and transacted in DeFi the greater the potential systemic risks
to the Australian financial market.
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Appendix A Valuing the economic benefit of regulating digital
assets within Australia

Regulation in the following areas could have significant benefits to the Australian economy, including
but not limited to seeding the growth of a substantial financial industry, the creation of employment
opportunities for highly skilled workers, significant inbound investment, and an increase in the tax
base.

Security token market
KPMG and the WEF predict that the security token market will reach $25 trillion by 2025, as part of
the gradual ‘tokenisation of everything’.

Digital Asset Custody

Opportunity: Custodial services for digital assets that can then be traded in secondary markets.

Digital asset custody allows Australian domiciled institutions to hold custody of assets and to issue
tokens that are then tradeable on exchanges or on public blockchains. An international example
isthe tokenisation of shares held in custody by CM Equity Ag in Germany (https://cm-equity.de/en/).

Note these are not derivatives, they represent the actual asset and can be exchanged for the asset on
demand.

Assets can include physical objects like collectables, automobiles and devices (art, medical devices,
electronic devices, real estate); intangible assets like patents and trademarks, commodities like silver
and gold, financial instruments like securities and fixed income assets, and consumables like food
and pharmaceuticals.

Potential value to Australia

- Dividends and other earnings on the underlying assets pass through the custodian and thus
the Australian economy. KPMG predicts the worldwide market to be worth USD S8 Trillion
by 2025.

- Secondary services such as issuing of insurances, adherence to governance and compliance
processes would be performed in Australia, increasing potential employment.

- Assuming that the employment numbers required are 50% of the number for Perpetual
Mutual for a given asset base (1,000 employees across an asset base of approx. $25 billion),
the total employment opportunity by 2025 for security token custody could be 228,000 jobs.
This assumes $8 Trillion worth of assets will be tokenised by 2025 and a USD / AUD exchange
rate of 0.7.

Exchanges
Opportunity: Simplifying regulation for the setup and management of Digital Asset exchanges, in
particular for cryptocurrencies and Non-fungible tokens (NFTs)

The trading of tokenised assets can be direct on a public blockchain with no intermediaries.
However if the current trading of cryptocurrencies is a guide, many trades will still occur on
centralised exchanges which are themselves businesses that employ staff and pay taxes.


https://cm-equity.de/en/

Exchange volume for the 30 days to the 12" June for Bitcoin is $94 Billion USD (per
https://data.bitcoinity.org/markets/volume/30d?c=e&t=b) :

Exchange 30 Day Volume USD at 37k per BTC

coinbase 1090000 $ 40,330,000,000
kraken 498000 $ 18,426,000,000
bitfinex 421000 S 15,577,000,000
bitstamp 334000 S 12,358,000,000
gemini 114000 $ 4,218,000,000
bitbay 40900 S 1,513,300,000
others 24700 S 913,500,000
cex.io 16500 $ 610,500,000
korbit 15300 $ 566,100,000
btcmarkets 8530 S 315,610,000
Total 2562930| $ 94,828,410,000

This compares to bitcoin blockchain based trades transfers without intermediaries totalling $366
billion in March 20213 of which 25% is between non related parties ($91 billion).*

In the case of Bitcoin, this implies that about 50% of trades occur on an exchange ($94 billion in
exchanges compared to $91 billion directly on chain).

Potential value to Australia
e Extrapolating the employment opportunity to an S8 trillion digital token market and
assuming a similar employment opportunity to what Coinbase has, implies a total
employment opportunity of 15,000 people involved in running exchanges. (Coinbase has
1,200 employees and $66 billion trading volume across $1.5 trillion market cap, Coinbase
with 42% of total exchange volume).

Stablecoins
Opportunity: Current market capitalisation of stable coins is over $100 Billion USD".

Stablecoins form a key component of the latest DeFi applications. Stable coins represent a
mechanism for traditional finance to use the infrastructure built by the crypto community without
the volatility of actual cryptocurrencies. This in turn creates an experimental environment for testing
the impact of Central Bank Digital Currencies in a retail setting: can the cost of delivering financial
services be significantly reduced without increasing risk? Emerging standards, such as the Ethereum
ERC-1400 token standard, indicate that KYC/AML standards need not be compromised in distributed
financial settings.

Potential value to Australia

Opportunities for Australia are in the likely innovation that will be unlocked with DeFi applications
that use stablecoins and CBDCs and the resultant delivery of better financial services and the
potential for Australia to be a leader in digital finance. With the regulation of Australian Dollar or
other private stablecoin issuance and the subsequent audit and management of entities issuing
Australian Dollar Stablecoins, various opportunities arise:


https://data.bitcoinity.org/markets/volume/30d?c=e&t=b

® Assuming a rise in applications and distributed businesses that reach 10% of the current
global financial industry (insurance, banking, derivatives, trading, etc) which currently totals
20.4 trillion Dollars, the digital opportunity is at least $2 trillion Dollars?.

e Demand for Australian Dollars could increase, particularly if Australia was a first mover in
providing secure stable coins backed by verifiable and legislated processes. This could be a
one-off injection of foreign capital as Australian dollar tethered coins become an effective
reserve currency for global cryptocurrency transactions: a stable pool upon which
transactions are pegged.

e Employment opportunities for the issuers of stable coins. Assuming a growth of
cryptocurrency value to $3 trillion by 2025, the total value of stable coins should reach $200
billion by 2025, assuming the same ratio as the market capitalisation of all cryptocurrencies.
Assuming a 0.5% fee for managing the issuance of the stable coins, charged to the holders,
this represents an earning potential of $1 billion p.a. (USD) / $1.425 Billion (AUD).

® Prime brokerage services that include providing stable coin collateral and other facilities to
hedge funds, family offices and other trading desks. Hosting these services in Australia could
materially improve treasury options for corporations.

ICOs / token distribution events

What is it: Initial coin offerings or token distribution events are a mechanism to raise funds through
the distribution of newly created tokens representing a new cryptocurrency, normally but not
exclusively on the Ethereum blockchain through the ERC-20 standard.

ICOs rightfully have a suspect reputation as there was little regulation and a number of the projects
were either scams or were poorly conceived. It is hypothesised that over 70% of ICOs never gained
access to list their tokens on an exchange, eliminating any chance for the initial investor to sell on a
secondary market, although it is hard to track exactly how many ICO’s were held and the totals
raised®’.

Of 223 analysed ICOs that did list on exchanges, 28.7% are no longer operational and a further 39%
have a coin price representing a loss for the original investor. 32% are profitable. (All dates as of
June 10, 2021) . However a balanced investment across all the ICO’s with listed tokens would have
yielded a 5800% return over approximately 3.5 years.

The regulation and management of the financing of blockchain and DLT projects is an ongoing need.
ICOs have been superseded by IEOs (Initial exchange offerings), STOs (Security token offerings) and
other methods of token distribution events using DEXs and DeFi features (such as liquidity mining
and yield farming) as the industry has matured and there is a much higher likelihood of only higher
quality offerings reaching investment stage 7.

ref: ICO Spreadsheet.
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Appendix B

Defined _

Act and related 2021 Wy. SF 38
legislation Enacted, April 21,

2021.

Useful Guidance
Notes and
Articles

1. LB 648 —
Transactions in
Digital Assets Act.

No. 205 - An act

relating to
blockchain business

2.LB 649 —
Nebraska Financial
Innovation Act

1. LB 649 —
Committee
Statement.

2. Brief news article

about LB 648.

3. Brief news article

about LB 649.

development

1. Tokens and Digital Asset 1. Payment

Trusted Business Act 2018 Services Act

Technology Service

Provider Act 2. Notice PSNO2

(unofficial Prevention of

translated English Money Laundering

version) and Countering the
Financing of

2. Tokens and Terrorism — Digital

Trusted Payment Token

Technology Service Service.

Provider Act

(German full

version)

2.

Sorgfaltspflichtgese
tz [Due Diligence
Act

1. Liechtenstein: Guide to Bermuda’s 1. Payment
Important Digital Asset Services Act FAQs.
Information Business Requlatory

Regarding the Regime 2. Response to
“Tokens and Feedback on
Trusted Consultation for

Technology Service

Providers Act” aka
“Blockchain Act”

2. Summary of
Tokens and

Trusted
Technology Service

Providers Act.

3.
Sorgfaltspflichtgese
tz [Due Diligence
Act] (Liechtenstein)
11 December 2008,

LGBI, 2009, 952.1.

4. The Regulatory
Framework for a

Tokenized
Economy

Virtual Financial
Assets Act

2. Malta Digital
Innovation Authority

Act

Malta Financial
Services Authority —

Comparable/leading jurisdictions and elements which could be leveraged from in Australia

Note: the
information below is
extracted from non-
parliamentary
publications and
should be viewed as
a guide only.

1. CSA Staff Notice

Money Laundering,

Federal Act on the

Terrorist Financing

Adaptation of

and Transfer of
Funds
(Information on the

Federal Law to

Developments in
Distributed Ledger

Payer) Requlations

Technology

2017. (This is in French).

1. Guidance on

21-327 - Guidance

Cryptoassets

Virtual Financial

on the Application of

Feedback and Final

Asset Act. Securities
Frequently Asked Legislation to
Questions. Entities

Proposed
Amendments to

Payment Services
Act.

Facilitating the
Trading of Crypto

Guidance to CP
19/3 -July 2019.

2. Coinfirm Report
on Crypto

Assets.

2. CSA Staff Notice
21-329 - Guidance

Regulations in the
UK - March 2021.

3. Tax Treatment of

for Crypto-Asset

Crypto Assets for

Trading Platforms:

Individuals.

Compliance with
Regulatory
Requirements.

3. Consultation

Paper 21-402 -
Proposed
Framework for

Crypto-Asset
Trading Platforms.

4. Canada, Joint
Canadian Securities
Administrators/Inves
tment Industry
Regulatory

Organization of
Canada

Consultation Paper
21-402 Proposed
Framework for
Crypto-Asset

Trading Platforms
(Victoria: Canadian

Securities




Defined usA Lichtenstein Bermuda Singapore Canada

Blockchain

as defined in W.S. Blockchain means a
distributed digital

34-29-106(qg)(i)
record of

“Blockchain” means | controllable

a digital ledger or electronic record
database which is transactions.
chronological,

consensus-based, LB 649.
decentralized and

mathematically

verified in nature;

§ 4171. Definitions
(1) "Blockchain
technology" has the
same meaning as in
12 V.S.A. § 1913.
[Source: 11 V.S.A.

§ 4171]

§ 1913. Blockchain
enabling
(a) As used in this
section:

(1) "Blockchain"
means a
cryptographically
secured,
chronological, and
decentralized
consensus ledger or
consensus
database
maintained via
Internet, peer-to-
peer network, or
other interaction.

(2) "Blockchain
technology" means
computer software
or hardware or
collections of
computer software
or hardware, or
both, that utilize or
enable a
blockchain.
[Source: 12 V.S.A.

§ 1913]

“TT Systems”: Not used.
Transaction
systems which
allow for the secure
transfer and
storage of Tokens
and the rendering
of services based
on this by means of
Trustworthy
Technology.

“Trustworthy
Technology (TT)”:
Technologies
through which the
integrity of Tokens,
the clear
assignment of
Tokensto TT
Identifies and the
disposal over
Tokens is ensured.

Note: the
Lichtenstein
government chose
to adopt an
abstract and
technology-neutral
definition of the
term “Blockchain”
to avoid possible
future technological
changes limiting
the scope of its
application. This
was explained in
detail at cl 2.5 of
the Government’s

Not used.

See “Distributed
Ledger Technology”.

Administrators

2019).

5. Canada, Joint
Canadian Securities
Administrators/Inves
tment Industry
Regulatory
Organization of
Canada, Staff
Notice 21-329
Guidance for
Crypto-Asset
Trading Platforms:
Compliance with
Regulatory
Requirements
(Victoria: Canadian
Securities
Administrators

2019).

See “Distributed
Ledger Technology”.

Not used.

Not used.



Defined usA Lichtenstein Bermuda Singapore Canada

Consensus
Mechanism

Convertible
Virtual Currency
(Us)

DAO

Decentralised or
Sufficiently
Decentralised

Not used. Not used.
Not used. Not used.
“Decentralized Not used.
autonomous

organization”
means a limited
liability company
organized under
this chapter
“Limited liability
autonomous
organization” or
“LAO” means a
decentralized
autonomous
organization.

Not used. Not used.

Not used.

Not used.

Not used.

Not used.

report to the
Parliament of
Liechtenstein.

See ‘Unofficial
Translation of the
Report and
Application of the
Government to the
Parliament of the
Principality of
Liechtenstein
concerning the
Creation of a law
on Tokens and TT
Service Providers
(Tokens and TT
Service Provider
Act; TVTG)
(Blockchain Act)’,
Impuls
Liechtenstein (Web
Document, 2019)
<https://impuls-
liechtenstein.li/wp-
content/uploads/20
21/02/Report-and-
Application-TVTG-
extract.pdf>.

Not used. Not used. Not used. Not used. Not used. Not used. Not used.
Not used. Not used. Not used. Not used. Not used. Not used. Not used.
Not used. Not used. Not used. Not used. Not used. Not used. Not used.
Not used. Not used. Not used. Not used. “Decentralized Not used. Not used.

exchange” — refers
to a marketplace
where trades occur
directly between
users (peer-to-peer)



Defined usA Lichtenstein Bermuda Singapore Canada

Digital Asset

as defined in W.S.
34-29-101(a)(i):

"digital asset" as “a
representation of
economic,
proprietary or
access rights that is
stored in a
computer readable
format, and includes
digital consumer
assets, digital
securities and
virtual currency.”
34-29-102.
Classification of
digital assets

as property;
applicability to
Uniform
Commercial Code.

a. Digital
assets are classified
in the following
manner:

.Digital consumer

assets are
intangible personal
property and shall
be considered
general intangibles,
as defined in W.S.
34.1-9-102(a)(xlii),
only for the
purposes of article 9
of the Uniform
Commercial

Code, title 34.1,
Wyoming statutes;

.Digital securities are

intangible personal
property and shall
be considered
securities, as
defined in W.S.
34.1-8-102(a)(xv),
and investment
property, as
defined in W.S.
34.1-9-102(a)(xlix),
only for the
purposes of articles
8 and 9 of the
Uniform

Digital Asset means
a representation of
economic,
proprietary, or
access rights that is
stored in a
computer readable
format and includes
digital consumer
assets, digital
securities, and
virtual currency.

LB 648.

§ 3552. Definitions
(9) "Digital asset"
means an electronic
record in which an
individual has a
right or interest. The
term does not
include an
underlying asset or
liability unless the
asset or liability is
itself an electronic
record.

[Source: 14 V.S.A.

§ 3552]

“Token”: a piece of
informationona TT
System which:

1. can represent
claims or rights
of
memberships
against a
person, rights
to property or
other absolute
or relative
rights; and

2. is assigned to
one or more
TT Identifiers.

Note: See
“Blockchain” for
definition of TT
System. See also
“Public Key” for
definition of TT
Identifier.

“digital asset” means
anything that exists
in binary format and
comes with the right
to use it and
includes a digital
representation of
value that—

(a) is used as a
medium of
exchange, unit of
account, or store of
value and is

not legal tender,
whether or not
denominated in legal
tender;

(b) is intended to
represent assets
such as debt or
equity in the
promoter;

(c) is otherwise
intended to
represent any assets
or rights associated
with

such assets; or

(d) is intended to
provide access to an
application or
service or product by
means of distributed
ledger technology;

but does not
include—

(e) a transaction in
which a person
grants value as part
of an affinity or
rewards program,
which value cannot
be taken from or
exchanged with the
person for legal
tender, bank credit
or any digital asset;
or

() a digital
representation of

Not used.

Not used.

through an
automated process.

SN 21-329.

“Digital assets” or
“crypto assets” differ
in their functions,
structures,
governance and
rights and include:

- “utility tokens”: are
created to allow
holders to access or
purchase goods or
services on a DLT
network being
developed by the
creators of the
token;

and

- other assets that
are tokenized forms
of traditional
securities or
derivatives and may
represent an interest
in assets or have
their value based on
an underlying
interest. If crypto
assets that are
securities and/or
derivatives are
traded on a
Platform, the
Platform would be
subject to securities
and/or derivatives
regulatory
requirements.

CP 21-402.

Regulations define Not used.
“cryptoasset” as

a cryptographically
secured digital
representation of
value or contractual
rights that uses a
form of distributed
ledger technology
and can be
transferred, stored
or traded
electronically;



Defined
Term

Commercial Code,
title 34.1, Wyoming
statutes;

.Virtual currency is

intangible

personal property
and shall be
considered money,
notwithstanding
W.S. 34.1-1-
201(b)(xxiv), only
for the purposes of
article 9 of the
Uniform
Commercial Code,
title 34.1, Wyoming
statutes.

(b) Consistent with
W.S. 34.1-8-
102(a)(ix), a

digital asset may be
treated as a
financial asset
under

that paragraph,
pursuant to a
written agreement
with the owner

of the digital asset.
If treated as a
financial asset,

the digital asset
shall remain
intangible personal
property.

(c) A bank providing
custodial services
under W.S. 34-29-
104 shall be
considered to meet
the requirements
of W.S. 34.1-8-
102(a)(xiv).

(d) Classification of
digital assets under
this section shall be
construed in a
manner to give the
greatest effect

to this chapter, but
shall not be
construed to apply
to any other asset.

Comment:

Mutually Exclusive
Rule

Section 101(b)
states simply, "[t]he
terms [digital
consumer assets,

value issued by or
on behalf of the
publisher and

used within an
online game, game
platform, or family of
games sold by the
same publisher or
offered on the same
game platform.

PSA



Defined usA Lichtenstein Bermuda Singapore Canada

Digital Consumer
Asset

digital securities,
and virtual currency]
are mutually
exclusive." This
presumably means
that a digital asset
must either be a
digital consumer
asset, digital
security, or virtual
currency under the
Act, but cannot
satisfy two of those
definitions at any
one time. The
phrase was
seemingly inspired
by Official Comment
4a to section 9-102
in Article 9, which
states that
"consumer goods,"
"equipment," "farm
products," and
"inventory" are
mutually exclusive
types of goods
under Article 9.

In both Article 9 and
the Act, it is
important to
delineate clear
borders between
the various types of
assets because
Article 9 and the Act
provide specific
rules based on the
type of asset.

"digital consumer
asset" as "a digital
asset that is used or
bought primarily for
consumptive,
personal or
household purposes
and includes:

(A) An open
blockchain token
constituting
intangible personal
property as
otherwise provided
by law

(B) Any other digital
asset which does
not fall within [the
definitions of digital
security or virtual
currency]."

Digital consumer Not used.

assets are
intangible personal
property and shall
be considered
general intangibles,
as defined in
section 9-
102(a)(42), Uniform
Commercial Code.

LB 648.

Note: U.C.C. § 9-
102(a)(42)

"General intangible"
means any personal
property, including
things in action,
other than
accounts, chattel

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.



Defined usA Lichtenstein Bermuda Singapore Canada

Digital Payment
Token

Comment:

Commentary:
Because "digital
consumer assets"
do not need to be
"consumer" in
nature, Wyoming
should have used a
different term to
avoid confusion.
The term "general
digital asset," a nod
to Article 9's
"general
intangibles," would
have been more
effective.

Digital consumer
assets are
intangible personal
property and shall
be considered
general intangibles,
as defined in W.S.
34.1-9-102(a)(xlii),
only for the

purposes of article 9

of the Uniform
Commercial Code,
title 34.1, Wyoming
statutes.

Not used.

paper, commercial
tort claims, deposit
accounts,
documents, goods,
instruments,
investment
property, letter-of-
credit rights, letters
of credit, money,
and oil, gas, or
other minerals
before extraction.
The term includes
payment intangibles
and software.

Not used.

See “Digital Asset”.

Not used.

“digital payment
token” means any
digital
representation of
value (other than an
excluded digital
representation of
value) that —

(a) is expressed as
a unit;

(b) is not
denominated in any
currency, and is not
pegged by its issuer
to any currency;

(c) is, oris intended
to be, a medium of
exchange accepted
by the public, or a
section of the
public, as payment
for goods or
services or for the
discharge of a debt;

"virtual token"
means a form of
digital medium
recordation whose
utility, value or
application is
restricted solely to
the acquisition of
goods or services,
either solely within
the DLT platform on
or in relation to
which it was issued
or within a limited
network of DLT
platforms;

Provided that the
term "DLT platform"
referred to in this
definition shall
exclude DLT
exchanges;

Provided further that
a virtual token which
is or may be

See “Digital Asset”. Not used.

Not used.



Defined usA Lichtenstein Bermuda Singapore Canada

Digital Security

"a digital asset
which constitutes a
security, as defined
in W.S. 17-
4-102(a)(xxviii), but
shall exclude digital
consumer assets
and virtual
currency."

Digital securities are
intangible personal
property and shall
be considered
securities, as
defined in section 8-
102(a)(15), Uniform
Commercial Code,
and investment
property, as defined
in section 9-
102(a)(49), Uniform
Commercial Code.

LB 648.

Note: U.C.C. § 8-
102(a)(15)

(15) "Security,"
except as otherwise
provided in section
8-103, means an
obligation of an
issuer or a share,
participation, or
other interest in an
issuer or in property
or an enterprise of
an issuer:

(i) which is
represented by a
security certificate
in bearer or
registered form, or
the transfer of which
may be registered
upon books
maintained for that

See “Digital Asset”.

(d) can be
transferred, stored
or traded
electronically; and

(e) satisfies such
other characteristics
as the Authority
may prescribe.

Not used.

converted into
another DLT asset
type shall be treated
as the DLT asset
type into which it is
or may be
converted.

Note:

"DLT exchange"
means any trading
and, or exchange
platform or facility,
whether in Malta or
in another
jurisdiction, on
which any form of
DLT asset may be
transacted in
accordance with the
rules of the platform
or facility.

Not used. "Security Tokens”
are crypto assets
that are securities.

SN 21-329.
See “Digital Asset”

for definition of
“crypto asset”.

Not used.

Code of Obligations,
Article 973d

1. A ledger-based
security is a right
which, in
accordance with an
agreement between
the parties:

1. is registered in a
securities ledger in
accordance with
paragraph 2; and

2. may be exercised
and transferred to
others only via this
securities ledger.

2. The securities
ledger must meet
the following
requirements:

1. It uses
technological
processes to give
the creditors, but not
the obligor, power of
disposal over their
rights.

2. Its integrity is
secured through
adequate technical
and organisational
measures, such as
joint management
by several
independent
participants, to
protect it from



purpose by or on
behalf of the issuer;
(ii) which is one of a
class or series or by
its terms is divisible
into a class or
series of shares,
participations,
interests, or
obligations; and

(iif) which:

(A)is, oris of a
type, dealt in or
traded on securities
exchanges or
securities markets;
or

(B) is a medium for
investment and by
its terms expressly
provides that itis a
security governed
by this article.

U.C.C. § 9-
102(a)(49)
"Investment
property" means a
security, whether
certificated or
uncertificated,
security entitlement,
securities account,
commodity contract,
or commodity
account.

Defined usA Lichtenstein Bermuda Singapore Canada

unauthorised
modification.

3. The content of the
rights, the
functioning of the
ledger and the
registration
agreement are
recorded in the
ledger or in linked
accompanying data.
4. Creditors can
view relevant
information and
ledger entries,

and check the
integrity of the
ledger contents
relating to
themselves without
intervention by a
third party.

3. The obligor must
ensure that the
securities ledger is
organised in
accordance with its
intended purpose. In
particular, it must be
ensured

that the ledger
operates in
accordance with the
registration
agreement

at all times.

Financial Market
Infrastructure Act of
19 June 2015, Art. 2
lit. a no. bbis

For the purposes of
this Act, the
following terms have
the following
meanings:

(bbis) DLT
securities: securities
in the form of:

1. Ledger-based
securities (Art. 973d
CO); or

2. other
uncertificated
securities that are
held in distributed
electronic registers
and use
technological
processes to give



Defined usA Lichtenstein Bermuda Singapore Canada

Distributed
Ledger
Technology

Not used.

Not used.

Not used.

See “Blockchain”.

“distributed ledger
technology” means a
database system in
which—

(a) information is
recorded and
consensually shared
and synchronised
across

a network or multiple
nodes; and

(b) all copies of the
database are
regarded as equally
authentic.

Not used.

"Distributed Ledger
Technology" or
"DLT" means a
database system in
which information is
recorded,
consensually
shared, and
synchronised across
a network of multiple
nodes as further
described in the
First Schedule of the
Innovative
Technology
Arrangements and
Services Act,
whether the same is
certified under that
Act or otherwise.

Note: term also
defined in the Malta
Digital Innovation
Authority Act as
follows:

"DLT", "distributed
ledger technology",
"decentralised
ledger technology"
means a database
system in which
information is
recorded,
consensually
shared, and
synchronised across
a network of multiple
nodes, or any
variations thereof,
as further described
in the First Schedule
of the Innovative
Technology
Arrangements and
Services Act, and
the term "node"
means a device and
data point on a
computer network.

Note: Please refer to
the citation below for
reference to the
First Schedule.

“Crypto Asset
Trading Platforms”
or “CTPs” are
platforms that
facilitate or propose
to facilitate the
trading of:

- crypto assets that
are securities
(Security Tokens),
or

- instruments or
contracts involving
crypto assets, as
indicated in CSA
Staff Notice 21-327
Guidance on the
Application of
Securities
Legislation to
Entities Facilitating
the Trading of
Crypto-Assets (CSA
SN 21-327) (Crypto
Contracts).

SN 21-329.

Not used.

the creditors, but not
the obligor, power of
disposal over the
uncertificated
security.

Not defined.



Defined usA Lichtenstein Bermuda Singapore Canada

e-money or virtual
currency or where
definition
excludes crypto

"virtual currency" as
"a digital asset that
is:

(A)Used as a
medium of
exchange, unit of
account or store of
value; and

(B) Not recognized
as legal tender by
the United States
government."

Comment:

This definition
includes
cryptocurrencies
such as Bitcoin and
the various "alt-
coins" which are
used as a medium
of exchange, unit of
account, or store of
value.

Virtual currency
means a digital
asset that is:

(i) Used as a
medium of
exchange, unit of
account, or store of
value; and

(ii) Not recognized
as legal tender by
the United States
Government.

LB 648.

§ 4171. Definitions
(4) "Virtual
currency" means a
digital
representation of
value that:

(A)is used as a
medium of
exchange, unit of
account, or store of
value; and

(B) is not legal
tender, whether or
not denominated in
legal tender. (Added
2017, No. 205 (Adj.
Sess.), §7.)
[Source: 11 V.S.A.

§ 4171]

§ 2500. Definitions
(13) "Virtual
currency" means a
digital
representation of
value that:

(A) can be a
medium of
exchange, a unit of
account, or a store
of value;

(B) has an
equivalent value in
money or acts as a
substitute for
money;

(C) may be
centralized or
decentralized; and
(D) can be
exchanged for
money or other
convertible virtual
currency. (Added
2001, No. 55, § 1,
eff. Jan. 1, 2002;
amended 2009, No.
137 (Adj. Sess.), §
1b; 2011, No. 78
(Adj. Sess.), § 14,
eff. April 2, 2012;
2017, No. 22, § 11,

"Virtual Currency":
a digital
representation of
value that is not
issued or
guaranteed by any
central bank or
public entity and is
not necessarily
linked to a legally
established
currency and does
not have the legal
status of currency
or money, but is
accepted by natural
or legal persons as
a medium of
exchange and can
be transmitted,
stored, and traded
electronically.

Note: this is a direct
translation of the
original text found
in the Due
Diligence Act using
DeepL Translator
(cannot locate
English translation).

Not used.

‘e-money” means
any electronically
stored monetary
value that —

(a) is denominated
in any currency, or
pegged by its issuer
to any currency;

(b) has been paid
for in advance to
enable the making
of payment
transactions
through the use of a
payment account;

(c) is accepted by a
person other than
its issuer; and

(d) represents a
claim on its issuer,
but does not include
any deposit
accepted in
Singapore, from any
person in
Singapore.

Innovative
Technology
Arrangements and
Services Act
(Malta), Act XXXIII
of 2018, 1
November 2018
<https://legislation.m
t/eli/cap/592/eng>.

"electronic money"
shall have the same
meaning assigned
to it under the Third
Schedule to the
Financial Institutions
Act.

Note: Please refer to
the citation below for
reference to the
Third Schedule and
other relevant
provisions.

Financial Institutions
Act (Malta), Act XXII
of 1994, 15
November 1994
<https://legislation.m
t/eli/lcap/376/eng>.

Not used.

(b) “money”
means— (i) money
in sterling, (ii)
money in any other
currency, or (iii)
money in any other
medium of
exchange, but does
not include a
cryptoasset; and (c)
in sub-paragraphs
(a), (b) and (c) of
paragraph (1),
“cryptoasset”
includes a right to,
or interest in, the
cryptoasset.

Swiss Federal Act

on Currency and

Payment
Instruments

Article 2 Legal
tender

The following
payment
instruments are
considered to be
legal tender:

a. the coins issued
by the
Confederation;

b. the banknotes
issued by the Swiss
National Bank;

c. Swiss franc sight
deposits at the
Swiss National
Bank.

Comment:

In Switzerland,
cryptocurrencies are
not considered legal
tender.
Consequently, they
are not considered
‘money’ in a narrow
sense.
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Hosting

Multi-signature
arrangement

Open Blockchain

Private Key

Not used.

"Multi-signature
arrangement"”
means a system of
access control
relating to a digital
asset for the
purposes of
preventing
unauthorized
transactions relating
to the asset, in
which two (2) or
more private keys
are required to
conduct a
transaction, or any
substantially similar
analogue.

means a blockchain
as defined in W.S.
34-29-106(q)(i) that
is publicly
accessible and its
ledger of
transactions is
transparent.

Comment: Need to
obtain a copy.

"Private key" means
a unique element
of cryptographic
data, or any

Not used.

Not used.

Not used.

Private Key means
a unique element of
cryptographic data,
or any substantially

eff. May 4, 2017;
2019, No. 20, § 40.)

[Source: 8 V.S.A. §
2500]

Not used.

Not used.

Not used.

Not used.

Not used. Not used.
Not used. Not used.
Not used. Not used.

Note: referred to but
not defined.

“TT Keys”: a key
that allows for
disposal over
Tokens.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

“Multi signature
wallet’ — a wallet
that requires
multiple keys to
authorize a
transaction.

SN 21-329.

Note: “Wallet/Hot
Wallet (or Hot
Storage)/Cold
Wallet (or Cold
Storage)” — a crypto-
asset wallet is an
address, defined by
its public key, which
can send and
receive related
crypto assets. It is
secured by a private
key which may only
be known by the
wallet owner and
must be used to
sign a transaction
before it can be
sent. Hot storage (or
a hot wallet) is
connected to the
internet, while
assets stored in cold
wallets have no
online connectivity.

Not used.

Note: referred to but | Not used.

not defined.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.
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Public Key

Smart Contract

substantially similar
analogue, which is:

A. Held by a
person;
B. Paired with

a unique, publicly
available element of
cryptographic data;
and

C. Associated
with an algorithm
that is necessary to
carry out an
encryption or
decryption

required to execute
a transaction.

Not used.

means an
automated
transaction, as
defined in W.S. 40-
21-102(a)(ii), or any
substantially similar
analogue, which is
comprised of code,
script or
programming
language that
executes the terms
of an agreement
and which may
include taking
custody of and
transferring an
asset,
administrating
membership
interest votes with
respect to a
decentralized
autonomous
organization or
issuing executable
instructions for
these actions,
based on the
occurrence or
nonoccurrence of
specified conditions.

similar analogue,
which is:

(i) Held by a person;
(i) Paired with a
unique, publicly
available element of
cryptographic data;
and

(iii) Associated with
an algorithm that is
necessary to carry
out an encryption or
decryption required
to execute a
transaction.

LB 648

Not used.

Smart Contract
means a transaction
conducted or
performed, in whole
or in part, by
electronic means or
electronic records,
in which the acts or
records of one or
both parties are not
reviewed by an
individual in the
ordinary course of
forming a contract,
performing under an
existing contract, or
fulfilling an
obligation required
by the transaction
or any substantially
similar analogue,
which is comprised
of code, script, or
programming
language that
executes the terms
of an agreements,
and which may
include taking
custody of an
transferring an
asset, or issuing
executable
instructions for
these actions,
based on the
occurrence or non-

Not used.

Not used.

“TT Identifier”: an
identifier that allows
for the clear
assignment of
Tokens.

Not used.

Note: referred to but
not defined.

Not used.

Not used.

Not used.

Not used. Not used.

"smart contract"
means a form of
technology
arrangement
consisting of -

not defined.

(a) a computer
protocol;

or
(b) an agreement
concluded wholly or
partly in an
electronic form,
which is
automatable and
enforceable by
computer code,
although some parts
may require human
input and control
and which may be
also enforceable by
ordinary legal
methods or by a
mixture of both.

Note: term also
defined in Malta
Digital Innovation
Act as follows:

"Smart Contract"
means a form of
innovative
technology
arrangement
consisting of:

Not used.

Note: referred to but | Not used.

Not used.

Not used.
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occurrence of
specified conditions.

Unique Identifier

Virtual Asset (EU)

See “Digital Asset”.

LB 648.

Not used.

Not used.

§ 2101. Definitions Not used. Not used.
(21) "Unique
identifier" means a
number or other
identifier assigned
by protocols
established by the
Nationwide
Multistate Licensing
System and
Registry.

[Source: 8 V.S.A. §
2101]

Not used. See “Digital Asset”. | Not used.

“unique identifier”
means a
combination of
letters, numbers or
symbols used by a
payment service
user to identify
unambiguously
either or both of the
following for the
purposes of a
payment
transaction:

(a) any payment
service user that is
a party to the
payment
transaction;

(b) any payment
account.

Not used.

(a) a computer
protocol; and,

or
(b) an agreement
concluded wholly or
partly in an
electronic form,
which is
automatable and
enforceable by
execution of
computer code,
although some parts
may require human
input and control
and which may be
also enforceable by
ordinary legal
methods or by a
mixture of both.

Not used. Not used. Not used.

"virtual financial Not used. Not used.

asset" or "VFA"
means any form of
digital medium
recordation that is
used as a digital
medium of
exchange, unit of
account, or store of
value and that is not
(a) electronic
money;
(b) afinancial
instrument;

or
(c) avirtual token.

Not used.

Not used.



Defined usA Lichtenstein Bermuda Singapore Canada

Crypto Asset
Exchange
Provider

Custodian Wallet
Provider

Not used.

Not used.

Not used.

Not used.

Not used.

Not used.

Subject to section
4(5), in this Act,
“digital asset
business” means the
business of
providing any or all
of the following
digital asset
business activities to
the general public—
(a) issuing, selling or
redeeming virtual
coins, tokens or any
other form of digital
asset;

(b) operating as a
payment service
provider business
utilising digital
assets which
includes the
provision of services
for the transfer of
funds;

(c) operating as an
electronic exchange;
(d) providing
custodial wallet
services;

(e) operating as a
digital asset services
vendor.

Note: section 4(5) —
this Act shall not
apply to any entity
owned by the
Bermuda
Government.

“custodial wallet
provider” means
provision of the
services of storing or
maintaining digital
assets or a virtual
wallet on behalf of a
client.

Not used.

“custodian wallet
service” means the
service of
safekeeping and
administration of
digital payment
tokens or
instruments
enabling control
over digital payment
token.
Note: definition from
MAS Notice PSNO2.

Not used. See “Distributed
Ledger Technology”.
Not used. Not used.

“cryptoasset Not used.
exchange provider”
means a firm or sole
practitioner who by
way of business
provides one or
more of the
following services,
including where the
firm or sole
practitioner does so
as creator or issuer
of any of the
cryptoassets
involved, when
providing such
services—

(a) exchanging, or
arranging or making
arrangements with a
view to the
exchange of,
cryptoassets for
money or money for
cryptoassets,

(b) exchanging, or
arranging or making
arrangements with a
view to the
exchange of, one
cryptoasset for
another, or

(c) operating a
machine which
utilises automated
processes to
exchange
cryptoassets for
money or money for
cryptoassets.

(2) In these Not used.
Regulations,
“custodian wallet
provider” means a
firm or sole
practitioner who by
way of business
provides services to
safeguard, or to
safeguard and
administer—

(a) cryptoassets on
behalf of its
customers, or

(b) private
cryptographic keys
on behalf of its
customers in order
to hold, store and
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General
Commentary

LB 648:

Outlines
requirements for
banks providing
custodial services
and a classifications
of digital assets and
related technology
such as smart
contracts and
private keys.

Banks seeking to
offer custody
services would
need to give 60
days’ notice to
Nebraska's Director
of Banking and
Finance and comply
with the provisions
of the bill.

They would also
need to comply with
state and federal
laws on money
laundering, as well
as following
information
technology best
practices for
securing digital
assets.

Custodied digital
assets would not be
depository liabilities
or assets of the
bank.

Source:

Tanzeel Akhtar,
‘Nebraska
Lawmaker
Introduces Bills
That Would Permit
Banks to Custody
Crypto’, CoinDesk
(Web Page, 21
January 2021)
<https://www.coinde
sk.com/nebraska-
lawmaker-
introduces-bills-that-
would-permit-
banks-to-custody-
crypto>.

Tokens and
Trusted
Technology Service
Providers Act
(referred to as
“TVTG”):

TVTG establishes
certain registration
requirements for
Trusted
Technology service
providers and
minimum standards
for token issuance
that are unique to
Liechtenstein.

A technologically
neutral and all-
encompassing
framework
designed to capture
all aspects of
tokenization. In
particular, capturing
the functions of
tokens such as
legitimization (for
the benefit of the
beneficiary or
creditor), liberation
(in favour of the
debtor, and
transportation
(transfer of the
underlying right.

The “Token

Container Model,”
or TCM, lies at the
heart of the TVTG.

Within this
framework, a token
serves as a
container with the
ability to hold rights
of all kinds,
whether that be the
right to something
represented —
examples including
real estate, stocks,
bonds, and gold; or
nothing —
encompassing
digital code, the
most notable

transfer
cryptoassets, when
providing such
services.

Swiss law does not
define most of the
terms. However, the
Swiss federal
government had to
address the topic of
virtual currencies in
a special report
dated 25 June
2014. In this report,
the following
definition was used:

“A virtual currency
is a digital
representation of a
value which can be
traded on the
Internet and
although it takes the
role of money - it
can be used as
means of payment
for real goods and
services - it is not
accepted as legal
tender anywhere. ...
Virtual currencies
exist only as a
digital code and
therefore do not
have a physical
counterpart for
example in the form
of coins or notes.
given their
tradability, virtual
currencies should
be classified as an
asset”.

The above definition
has been used by
the Swiss Financial
Market Supervisory
Authority (FINMA),
when the relevant
AML regulations
were amended and
the term ‘virtual
currency’ is also
mentioned in the
Swiss AML
Ordinance.

As there is no
statutory definition
and no case law,
currently the best



LB 649:

The Nebraska
Financial Innovation
Act creates a new
state bank charter
for digital asset
depository
institutions. The
banks would offer
the same type of
service as Avanti
bank, a Wyoming-
approved special-
purpose depository
institution (SPDI).

The Blockchain
fintech firm Telcoin
drafted the
legislation.

Explaining the role
of the banks under
the new charter,
Telcoin CEO Paul
Neuner said: “At its
heart, this new
charter represents
an alternative type
of bank that does
not have the right to
loan your money to
somebody else.
Institutions under
this new charter will
use blockchain
technology to
empower users to
self-custody digital
assets and put their
money to work for
their own benefit.”

The SPDIs in
Nebraska will not be
able to accept fiat
currencies. They
will have a minimum
reserve requirement
of $10 million and
will have to hold all
of their assets in
reserve. The bill
also requires the
institutions to
mention “digital
assets” before
“bank.”

Source:
Sal Hassen,
‘Nebraska Enacts

example being
Bitcoin.

This progressive
model provides
legal certainty
surrounding pre-
existing rights that
are tokenized, as
well as rights to
digital information
on blockchain
based systems.

The approach of
the regulation is
twofold:

- On one hand, the
act clarifies pre-
existing law —
providing a civil law
basis for ensuring
that the underlying
right represented
by the token is
effectively
transferred from
party A to party B.

- On the other
hand, the act
provides regulatory
and supervisory
rules regarding
those interacting
with TT Systems —
including
consumers, TT
service providers,
and intermediaries.

The TVTG provides
that transfer of a
tokenona TT
system constitutes
a binding transfer
of the underlying
right, whether that
be arightto a
physical object or a
digital asset.

Regarding physical
assets, this calls for
a need to bridge
the gap between
the “offline” and
“online” world, and
assurance that the
underlying right
embodied by the
token actually
exists.

Defined usA Lichtenstein Bermuda Singapore Canada

approach is to rely
on token categories
introduced by
FINMA in its ICO
Guidelines.
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New Law for Crypto

Banking’, This is
Securities.io (Web accomplished
Page, 26 May 2021) through regulatory
<https://www.securit aspects of the act
ies.io/nebraska- creating the role of
enacts-new-law-for- the “Physical
crypto-banking/>. Validator” who

ensures that the
party tokenizing the
right to something
represented
“online” is in fact
the person who
possesses that
right “offline.”

Therefore, this
confirmation by the
physical validator
allows for
tokenization of a
pre-existing legal
right and its
subsequent valid
transferona TT
system.

Source:

Thomas Nagele,
‘Summary of the
Liechtenstein
Blockchain Act’,
Naegele Law (Web
Document, 12 July
2019)
<https://www.naeg
ele.law/files/Downlo
ads/TTTL_Summar
y.pdf>.



