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 Why Should Police Leaders Care About Privacy (Shawna)

Privacy Theory (Don)

Legal Protections (Shawna & Don)

Case Study of Approaches in Toronto & Chicago (Shawna & Jonathan)

Emerging Technology Applications (Shawna & Jonathan)

Mitigation Strategies (Tony)
Tools (Shawna & Don)

 Discussion

#IACPTech




Privacy Theory

Westin’s Four States of Privacy
* Solitude

ALAN F. WESTIN

PRIVACY

AND * Intimacy
FREEDOM

* Anonymity

e Reserve
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Legal Protections

Statutory and Legal Protections for
Privacy

* Centralized & Comprehensive Approach in
Canada

 Decentralized & Sectoral Approach in the U.S.

* Growing Interest in Privacy Protections (Brussels
Effect)
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Legal Protections-Canada

Solitude Anonymity

* Protections for persons in their * Protections for the right of individual
homes and persons. anonymity in public areas.

Intimacy Reserve

* Protection for family and personal * Protections against government collection
relationships. and use of data
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Legal Protections-U.S.

Solitude Anonymity

* Protections for persons in their * Very limited protections for the right of
homes and persons—Fourth individual anonymity in public areas--First
Amendment. Amendment.

Intimacy Reserve

* Protection for family and personal * Limited Protections against government
relationships— First, Fourth, and collection and use of data-Fourth and
Fourteenth Amendment Fourteenth Amendment.
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Legal Protections-Comparative

e Canadian Approach- Solitude

e Canadian Charter of Rights and Freedomes,
Section 8, The Constitution Act, 1982, Schedule
B to the Canada Act 1982, Section 8 (UK)

 Semayne’s Case [1558-1774] All E.R. Rep. 62,
63 (1604).
* R.v. Silveira, 1995 CanL.ll 89 (SCC).

* U.S. Approach-Solitude

 Olmstead v. United States, 277 U.S. 438 (1928).
* Katz v. United States, 389 U.S. 347 (1967).

* Kyllo v. United States 533 U.S. 27 (2001).

e Terryv. Ohio, 392 U.S. 1 (1968).
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e Canadian Approach-Intimacy

R. v. Keegstra, [1990] 3 S.C.R. 697
R. v. Duarte, [1990] 1 S.C.R. 30, para. 8
R. v. Ahenakew, 2005 SKCA 93 (CanLIl)

* U.S. Approach-Intimacy

Roe v. Wade, 410 U.S. 113 (1973).

Kyllo v. United States, 533 U.S. 27 (2001).

City of Dallas v. Stanglin, 490 U.S. 19 (1989).
Roberts v. United States Jaycees, 468 U.S. 609
(1984).
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Legal Protections-Comparative

* Canadian Approach-Anonymity * Canadian Approach-Reserve

* R.v. Ward, 2012 ONCA 660 (CanLll). Pro Swing Inc. v. Elta Golf Inc., 2006 SCC 52.
* R.v.Rudiger, 2011 BCSC 1397(CanlLll). Personal Information Protection and Electronic
Documents Act, SC 2000, c 5.

e U.S. Approach-Anonymity * R.v.Spencer, 2014 SCC 43 (CanlLll).

* Hiibel v. Sixth Judicial Circuit Court, Humboldt R.v. Mahmood, , 2016 ONCA 75 (CanLll).
County, 542 U.S. 177 (2004).
e NAACPv. Alabama, 357 U.S. 449 (1957).

* U.S. Approach-Reserve

e Carpenter v. United States, 585 U.S.___, No. 16-
402 (June 22, 2018).

 Whelan v. Roe, 429 U.S. 589 (1977).

* Jones v. United States, 565 U.S. 400 (2012).

IACP
ON DEN Milwaukee, Wi
#IACPTech




Legal Protections-Brussels Effect

'+ Guidelines
&)

Guidelines 3/2019 on processing of personal data
through video devices

Adopted on 10 July 2019
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\§;n%\ The impact of
. the General Data
Protection
Regulation
(GDPR) on
artificial
intelligence

EN

Growing Influence of Legal
Developments Abroad

* Limits on video use

* Limits on Al use

» Safeguards for data collection and sharing

* X %
o General

*

Data
x a ol Protection
w

* Regulation
* 4 X
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Legal Protections

Common Legal Concerns

* Developing technologies outpacing the legal
system ability to respond.

* Need for legislative input.

e Standardization of technology & interoperability
of systems.

* Changing understandings of privacy and privacy
threats.

#IACPTech




Case Studies

Chicago Highlights

e 2003 start now a centralized 30,000+ federated camera network.
e Public and private cameras.

* Realtime and investigative use of video

* All patrol officers issued body cameras.

« LPR (expanding to address growing problems of
carjacking and expressway shootings).
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Emerging Technologies

COLLECTION TOOLS

City Operated Camera Networks
Private Networks

Body Worn Cameras
* Doorbell Cameras
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Emerging Technologies

DISTRIBUTION
* Aggregating Platforms
e Differing Data Formats . L AT
* Smartphones & Tablets o E 35t Ave
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Emerging Technologies
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Government and Compliance

Accountability
Accountability for ethical and legal
compliance
Ethical and legal basis for legitimate
processing
Data is protected

Respon5|b|I|ty
Processing systems have defined and
documented responsibilities
Policies are shared and approved at

strategic/ board level .
Processing activities are defined and
documented

Privacy and Data Protection

Privacy data available for dccess requests

Data is necessary, proportlonate and—
stored for a reasonable amount oftlme

Available and published data protectlnn

policy e
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Discussion

 How should “Purpose” be defined and
what is its relation to trust?

* What is the relationship between “Privacy”
and Trust?

* How are Transparency and Privacy
balanced to prevent erosion of Trust?

* Does Security undercut Trust relationships?
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