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1.0 Abstract – Executive Summary  

The main purpose of this project was to conduct a Penetration Test on a target computer system, 

with the purpose of exploiting the vulnerabilities found during the Scanning and Enumeration and 

Vulnerability Scanning phases. The project consisted of several different tasks, which were aimed at 

testing a computer system on a target machine, according to the pre-prepared plan which had been 

developed within Assignment 2. The pre-prepared plan created within Assignment 2, followed 

specific SOP(Standard operating procedure) steps, which were identical to the PTES methodology 

however, the methodology had been modified to make it relevant to the tasks that were carried out 

within this penetration testing project report.  

The results of the vulnerability scans on the target exposed many vulnerabilities that could 

potentially be exploited. Some of the vulnerabilities found consisted of open ports, software 

vulnerabilities and weak security. However, five vulnerabilities were chosen to be exploited using 

the Metasploit framework and other methods. The result of the exploits and the mitigation for each 

of them were mostly successful.  

The conclusions that could be drawn from this penetration project were that not all the 

vulnerabilities found were all easily exploitable. Overall, most of the exploits performed on the 

target machine were successful. 
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Testing the security of a Linux computer system 

 

1.0 Introduction 

This penetration testing project report had been completed in response to the assignment 

requests, for determining and evaluating the target system using the most up-to-date 

methods, within vulnerability scanning and exploitation. The first part of the project involved 

the preparation for it, in the form of an SOP and an Attack Tree developed previously in 

Assignment 2. The second part consisted of conducting the tests and analysing the results, 

with the intention to include it as part of the report and including Vulnerability detail and 

Mitigation.   

This report describes the work that was performed using the five exploits, in the Attack 

Narrative section, then explains the five corresponding vulnerabilities from the risk and 

mitigation point of view.  

 

2.0 Attack Narrative 

In the next part of the report it will be discussed the first phase of the attack, Information 

Gathering. The next phase is Scanning and Enumeration then we’ll be discussing about 

Vulnerabilities and exploitations.  

 

2.1 Information Gathering  

The Pen test which has been conducted is considered a grey box test, as the IP 

address of the target machine has been provided but limited to this information 

only. The specific IP addresses were:  

 

Cyber Lab Network 

192.168.1.171 

 

However, if the IP addresses were not provided, it could be said gathering network 

data on the target would be essential. Such as gathering information on domain 

names, TCP and UDP running services, open ports and more. Furthermore, 

Information Gathering tools include Nmap, Traceroute and WHOIS. Furthermore, to 

test if the target machine was alive, a ping was sent to acknowledge if there is a 

response, as shown in the image below:  

 

 

 

 

 

 

 

 

 

The image shows a Ping to the target host machine: 192.168.1.171 and get a valid response! 
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2.2 Scanning and Enumeration  

As part of the scanning phase, the Nmap scanning tool was deployed in order to 

find out as much information as possible on the target machine, using the IP 

address. The scan results exposed the target system was running services such as 

Openssh and Apache. These two ports were interesting because, the open ports  

suggest the target machine is running a webserver. The Nmap parameter that was 

implemented was ‘nmap -sV -T5 -P0 -O 192.168.1.171’. -SV attempts to determine 

which version of the service running on the ports. -T5 attempts a speeds scan; P0 

will attempt to leave the end port in range and makes the scan go through port 

65535. 0 will attempt to remote OS detection using TCP/IP stack fingerprinting.  

    This image shows the Full Nmap scan of all ports which were open. 

These services were analysed using software version found during the Nmap scan, and 

research was undertaken to find out the vulnerabilities that were associated with them. 

Furthermore, before a vulnerability scan could be performed on the target, this was 

performed before, to analyse the results that could be expected in the vulnerability scan, 

which has provided for better clarification. Overall, by understanding the services and 

applications running on the target system, this is essential information before conducting 

the next phase.  

 

Server IP Address Ports Open Service/Banner 

192.168.1.171 TCP: 80 
 
 
TCP: 22 

Apache httpd 1.3.37 ((Unix) 
PHP/4.4.4) 
 
OpenSSH 4.4 (protocol 1.99) 
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It should also be mentioned that a DIRB scan was performed on the target machine IP 

address, as part of the enumeration attack phase. DIRB is a Web Content Scanner which 

searches for existing or hidden web paths and objects. It operates by deploying a dictionary-

based attack against the target’s web server and analysing the response. As a result, DIRB 

has revealed the hidden web directories, which could be potentially exploitable during the 

Attack phase as shown in the images below:  
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2.3 Vulnerability Scanning  

This part of the report is aimed to achieve to expose the vulnerabilities found 

associated with the services running on the target machine. It was decided to use 

the Nessus vulnerability scanner tool, to assess the vulnerabilities that were found 

on the target machine using the target’s IP address. The total time elapsed for the 

scan to complete was 6 minutes, and found a total of 29 Vulnerabilities as shown in 

the image below:  

 

 

    

 

 

 

 

 

This image represents running a scan on the target 192.168.1.171. 

 

 

 

 

 

 

             

               This image shows a total of 29 vulnerabilities have been found. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

This image shows the complete scan details 
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It could be said that once the scanning had been completed, it raised some interest into taking a 

deeper look at the critical and high vulnerabilities found, which could potentially be exploited during 

the attack phase.  

 

One of the vulnerabilities found during the scan were ‘PHP Unsupported Version Detection’, which 

had a Severity rating level as 10.0 as shown in the image below:  

 

 

 

 

 
 

 

 

 

 

This image shows the full description of PHP version 4.4.4 vulnerability, obtain from the Nessus scan. 

The second vulnerability that could potentially be exploited were ‘Microsoft Windows SMB Shares 

Unprivileged Access’, which exposed a severity rating level 7.5 as shown in the image below:  

 

The third vulnerability that could also be potentially exploited that were found during the scan, ‘SSH 

Protocol Version 1 Session Key Retrieval’, which is remote access and could be potentially used to 

connect to the target machine:  

This image shows SSH Protocol Version 1 Session Key Retrieval from the Nessus report . 

 

  

This image shows SSH Weak Algorithms Supported from the Nessus report. 

 

The fourth vulnerability could be found after referring to the Scanning and Enumeration phase. A 

Google search was performed on Apache version 1.3.37, which exposed that it could potentially be 

vulnerable to a Dos attack exploit as shown in the image below:  
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This image shows Apache version 1.3.37 and full Vulnerability Details from cvedetails 

The last vulnerability which could be potentially exploited was Openssh 4.4 exploit. After, referring 

to the Nmap scan and searching Openssh 4.4 in Google, it could be said that a potential exploit has 

been found to Gain root privileges as shown in the image below:  

This image shows Openssh 4.4 exploit full details from cvedetails. 

Overall, a detailed evaluation report of the Nessus vulnerability scanner was completed as part of 

this project, and is provided within Appendix A. Furthermore, the overall vulnerability scanner score 

of the target machine is shown in the image below:  

 

This image shows the overall score of the target machine 192.168.1.171 obtained the Nessus report. 
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2.4 Vulnerability Exploitation 

This phase consisted of exploiting the vulnerabilities found during the Vulnerability 

scanning phase. With that said, it was decided to choose the five most critical 

vulnerabilities found and will describe what happened during each exploitation.  

 

2.4.1 Vulnerability Exploited: Web Directory Browsing Hidden Web Path 1   

System vulnerable: 192.168.1.171 

Vulnerability Description: DIRB scan is a web content scanner which was 

performed on the target system as part of the enumeration phase. 

Furthermore, the DIRB scan goes through a common wordlist and scans to 

see if the target system matches any of the words from the list. As a result, 

4612 words was generated. 

The image shows the DIRB scanner being conducted on the target IP and retrieving 

the hidden web directory http://192.168.1.171/true/.     

Next, after looking at the results from the DIRB scan, it could be said two 

hidden web directories of interest were found, then started to discover the 

vulnerabilities associated with them as shown in the images below:  

http://192.168.1.171/true/
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This image shows the webpage of the target machine 192.168.1.171 – Further Enumeration 

The image above clearly shows “Enter the door!” with that said, after 

hovering the mouse cursor over the door, it gave then option to click, which 

ultimately redirected to another web address as shown in the image below:  

 

This image shows the redirected page after clicking ‘Enter the door!’  

Next, it was decided to take a different approach and refer to the DIRB scan, 

to attempt to access the web address of interest which was the /true/ web 

directory, as appose to following the hints provided within the image and 

URL above as they were too obscure.  
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192.168.1.171/true/ can be seen  from the DIRB scan image 

 

Finally, the User Credentials folder had been found and is one of five exploits that has been 

exploited successfully. 

 

This image shows all the User Credentials from the web directory 

192.168.1.171/true/ 
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2.4.2 Vulnerability Exploited: Web Directory Browsing Hidden Web Path 2  

System Vulnerable: 192.168.1.171 

Vulnerability Description: The DIRB scan results revealed another hidden 

web directory, /phpMyAdmin/. Using the combination of the DIRB scan 

results and Google search, it was able to gain root access into the 

phpMyAdmin panel. 

 The image shows the user gaining access from using the default user credentials found on Google: 

 User: root Password: (blank)  

 

The image shows gaining access into phpMyAdmin was successful using the default credentials and logged in 

as the root user.  
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2.4.3 Vulnerability Exploited: File Access Permissions 

System vulnerable: 192.168.1.171 

Vulnerability Description: By using the credentials acquired from the /true/ 

web directory earlier, able to successfully log in as Samwise, using the SSH 

remote access on port 22. Additionally, whilst logged in as Samwise it was 

discovered that Samwise could also view other user account content. 

Therefore, this exploit has been successful, as Samwise should not be able 

to view other user contents. 

The image reveals Samwise can access/view Frodo’s account contents. 

 

2.4.4 Vulnerability Exploited: Privilege Escalation using SearchSploit and SSH 

System Vulnerable: 192.168.1.171 

Vulnerability Explanation: SearchSploit is an exploit database, which had 

been conducted as part of the attack phase, in order to find the relative 

privilege escalation exploit, specified to the target machine. SearchSploit 

was used to find the exploitation file ‘9479.c’ and then using SCP to transfer 

the file as shown in the images below. Furthermore, it able to transfer the 

9479.c file to the target machine and execute it to gain root privileges.   

 

  

 

 

 

 

The image shows using SearchSploit to search for all privilege exploits in the database.  
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The image reveals the 9479.c file which can be executed on a RedHat Linux 9 system which matches the target 

system, from analysing the Nmap results.  

The image reveals the 9479.c file highlighted in white which could found within the Kali Linux local machine.  

 

After compiling the 9479.c file with GCC compiler into an executable called exploit.c and by using the SCP Linux 

command, it was able to transfer the file to Frodo’s machine by logging on as Frodo using the credentials file 

found in the first exploitation. The file has been successfully transferred and ready to be executed on the 

target machine.  
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After logging into the target machine as Frodo, the exploit.c file had been successfully transferred to the home 

directory.  

 

The image reveals After using the GCC compiler on the exploit.c file to make it become executable. Then used 

the ./exploit command, to execute the exploit to gain root privileges. 
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The image reveals  ‘permission denied’ but after running ./exploit, it shows you could access and read the file 

/etc/shadow, which is restricted to root user only. 

2.4.5 Vulnerability Exploited: Dos Attack using Slowloris.py  

System Vulnerable: 192.168.1.171 

Vulnerability Explanation: Slowloris is a simple python script, which is an 

HTTP Denial of Service attack which affects most web servers. The Slowloris 

script was implemented as part of the project to implement a DOS attack on 

the target IP Address. As a result, the target machine response became 

much longer, or in some cases unresponsive. Furthermore, Wireshark a 

networking tool was used to record the conversation between the attacker 

and target machine to analyse the packets being sent.  

  

 

 

 

 

 

 

Git clone the file to download the script. 
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     The image reveals slowloris.py is downloaded onto Kali Linux host machine. 

The image reveals before running Slowloris Dos Attack on the target machine, the MS response is Average.  

 

 

 

 

 

 

 

 

The image reveals Slowloris is sending keep-alive headers to the target machine 192.168.1.171.  
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The image reveals after running Slowloris Dos Attack on the target IP address, the MS response is extremely 

high.  

 

As a result, after attempting to access the web server of 192.168.1.171. It became unresponsive after running 

the Dos Attack.  
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The image reveals Wireshark capturing the Dos Attack and shows the length of each packet, source and 

destination.  
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3.0 Vulnerability Mitigation 

This part of the report involves the mitigation of each exploitation revealed in this previous 

section. This section also provides information about the vulnerabilities using the Nessus 

report, and from research, detailing the risk associated with them and how each of them  

could be mitigated.  

 

3.1 Mitigating Action: Web Directory Browsing Hidden Web Path 1   

ID Risk description  Likelihood of 
the risk 
occurring  

Impact if the 
risk occurs 

Severity 
Rating based on 
impact & 
Likelihood 

 

Risks associated Mitigating action 
Action to mitigate the 
risk e.g. reduce the 
likelihood  

1 An attack would 
likely need to be 
conducted using the 
DIRB scan which 
comes pre-installed 
with Kali-Linux. 
Additionally, it 
would take Web 
Directory browsing 
in 
192.168.1.171/true/ 
to gain the user 
credentials.  

Medium High High Impact could 
include disclosure 
of user credentials.  
Additionally, the 
/true/ directory 
reveals the Apache 
version and 
server/port status 
information which 
could potentially 
be used to exploit 
further 
vulnerabilities.  

Configure the site 
and webserver 
properly and secure 
with access controls.  
 
Recommended: 
To provide extra 
security to prevent 
the DIRB scan 
revealing hidden web 
directories, it is 
suggested to  
download Fali2ban. 
This is an intrusion 
prevention software 
which protects 
systems from brute 
force attacks and can 
also be configured to 
temporarily ban 
remote IP address if 
it generates too 
many 404 web 
requests.   
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The image is from the Nessus report and reveals another solution to prevent this from happening again. The 

solution is to remove the webserver and to upgrade to a more recent version which is currently supported.  

 

 

 

 

 

 

 

 

 

 

 

FALI2BAN, The Intrusion prevention software to prevent future attacks from web directory intrusion. The 

reference is provided within the references section of this project report.  
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3.2 Mitigating Action: Web Directory Browsing Hidden web path 2   

ID Risk description  Likelihood of 
the risk 
occurring  

Impact if 
the risk 
occurs 

Severity 
Rating based 
on impact & 
Likelihood 

 

Risks associated Mitigating action 
Action to mitigate 
the risk e.g. reduce 
the likelihood  

2 An attack would likely need 
to be conducted using the 
DIRB scan which comes pre-
installed with Kali-Linux. 
Additionally, it would take 
Web Directory browsing in 
192.168.1.171/phpmyadmin/ 
to access the phpmyadmin 
portal, which presents the 
login page.   

Medium High High Impact could 
include exploiting 
many vulnerabilities 
once logged in as 
the root user using 
the default 
credentials as 
follows:  
 
username: root 
Password: blank 
 

With that said, once 
logged in as the 
root user, it will 
allow the root user 
to gain full access of 
the webserver and 
implement any 
changes. 
Furthermore, once 
logged in, we were 
able to import files 
which could 
potentially be 
malicious to any 
users that clicks the 
file, potentially 
causing further 
vulnerabilities to be 
exploited by a 
Blackhat hacker.  
 
 
  
 

Change the user 
credentials 
immediately. The 
current credentials 
are using the 
default user login 
details. 
Additionally, a 
simple Google 
search reveals the 
login credentials 
to access the 
phpMyAdmin 
panel.  
 
Recommended:  
Avoid using 
common word 
phases for a 
password or 
hidden web 
directories as DIRB 
scan uses a 
common word 
dictionary to 
reveal any 
matches. It is 
suggested to use a 
combination of 
password 
manager and 
random password 
generator.  
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The image reveals another remediation regarding PHP, which clearly suggests upgrading to PHP version 

5.3.12/5.4.2 or later. It recommends installing a ‘mod_rewrite’ workaround which is also available to prevent 

further exploitations.  
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3.3 Mitigating Action: File Access Permissions 

ID Risk description  Likelihood of 
the risk 
occurring  

Impact if 
the risk 
occurs 

Severity 
Rating based 
on impact & 
Likelihood 

 

Risks associated Mitigating action 
Action to mitigate the 
risk e.g. reduce the 
likelihood  

3 An attack would most likely 
occur after gaining the 
credentials from the web 
directories mentioned 
previously.  
 
The attack would require the 
user credentials to use it to  
to gain remote access on 
port 22 using SSH.  
 
After login as one of the 
users from the user 
credentials folder, it will 
allow the user to view other 
contents of other users 
without any restrictions.  

Low Medium Medium Once logged in as 
Samwise, able to 
view all other user 
contents and 
browse the target 
system.  
 
No Permissions are 
set on the target 
system, which 
allows any user to 
access or view any 
file.   
 
 
 
 
  
 

Change the Directory 
permissions in Linux 
for the users by using 
chmod option. 
Additionally, by 
putting users in 
specific groups then 
using ‘chgrp 
(groupname) 
(foldername)’ will 
mitigate the risk 
completely.  
 
Recommended:  
Furthermore, Close 
port 22 to prevent 
SSH remote access 
being performed on 
the system.  
 
WARNING: 
Leaving port 22 open 
will allow Blackhat 
hackers to bypass the 
firewall. 
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3.4 Mitigating Action: Privilege Escalation using SearchSploit and SSH 

ID Risk description  Likelihood of 
the risk 
occurring  

Impact if 
the risk 
occurs 

Severity 
Rating based 
on impact & 
Likelihood 

 

Risks associated Mitigating action 
Action to mitigate the 
risk e.g. reduce the 
likelihood  

4 Privilege Escalation exploit 
could most likely occur after 
revealing the version of the 
OS on the target machine.  
 
Once the target OS has been 
identified, it could be said 
that SearchSploit, an exploit 
database, could be used to 
search for a Privilege 
Escalation exploit specified 
for the OS version of the 
target machine.  
 
Once the exploit has been 
identified and matched, the 
exploit could then be 
transferred onto the target 
machine on port 22 using 
SSH remote access.   
 
Once the exploit has been 
transferred onto the target 
machine, it is required to 
execute the file to gain root 
privileges.  
 
 
   
 
 

Medium  High High The impact of this 
exploitation could 
be critical.  
 
After executing the 
exploit file, the user 
will have root 
access.  
 
As the root user, it 
will allow to edit 
any files, change the 
system however  
desired, provide 
and remove 
permissions to 
other user accounts.  
 
 
 
 
  
 
 
 
  
 

Upgrade the Linux OS 
to a more recent 
version which is 
currently supported 
by the developers. 
This will enable 
patches in the form 
of updates to be 
applied to the target 
machine to prevent 
exploits from being 
executed in the 
future.  
 
Recommended:  
Download Anti-virus 
software and firewall 
to prevent further 
attacks from 
unknown incoming 
traffic. It is suggested 
to use Kaspersky 
Total Security 2020 
as it includes a 
vulnerability scanner 
and password 
manager.  
 
Close unused ports 
and limit file access. 
Furthermore, port 22 
is currently open and 
it is suggested to 
close this port to 
prevent exploits 
being transferred 
onto the target 
machine.  
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3.5 Mitigating Action: Dos Attack using Slowloris.py 

 

 

 

 

 

 

ID Risk description  Likelihood 
of the risk 
occurring  

Impact 
if the 
risk 
occurs 

Severity 
Rating 
based on 
impact & 
Likelihood 

 

Risks 
associated 

Mitigating action 
Action to mitigate the 
risk e.g. reduce the 
likelihood  

5 A Denial-of-
Service(DoS) was 
deployed to 
shutdown the 
network of the 
target machine.  
 
The DoS attack was 
accomplished 
using Slowloris 
Python script.  
 

Medium High High The DoS 
attack worked 
successfully 
and managed 
to flood the 
target with 
traffic, by 
overwhelming 
the network 
with loaded 
packets and 
socket-
headers.  
 
As a result, 
the target 
machine is no 
longer 
responsive.  
 
 
 
  
 

To prevent further 
DoS attacks, specify 
an IP range that can 
access the network.  
 
Implement Rate 
Limiting, which is 
good practice of 
limiting the amount 
of traffic available to 
a specific Network. 
This will help mitigate 
the chances of 
preventing Dos 
attacks in the future. 
 
Recommended:  
To further prevent 
another DoS attack, it 
is suggested to 
choose a DDoS 
mitigation service 
such as 
activereach.net, 
which continuously 
monitors traffic and 
keep logs.   
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4.0 Conclusions  

In conclusion, the five exploitations that were carried out did not all work as expected. For 

example, in one instance during the web exploitation, it consisted of a lot of trial and error. 

Eventually, after deploying the DIRB scan, it could be said it further progressed the 

exploitation work and it was much easier to exploit the rest of the exploitation attacks, 

discussed previously. Furthermore, regarding the mitigating actions, it could be said that the 

mitigation methods suggested, will completely mitigate all the risks found as part of this Pen 

Test project report.   

 

 

5.0 Overall Conclusions and Reflections   

Overall, the tasks that were carried out in this report has provided good insight into 

Penetration Testing.  

 

What I have learned from this whole experience is how to conduct a Penetration test. I have 

also learned how to develop a Standard Operating Procedure and an Attack tree prior to the 

Pen test being carried out within this report. In this process, I have learned the stages that a 

pen test goes through, what each stage involves and what tools are used. For example, the 

Scanning and Enumeration phase was a good insight using different tools for gathering 

information. The task consisted of Gathering Information on the target machine using Nmap 

with different parameters. Additionally, Scanning and Enumeration was insightful to using 

different tools such as DIRB which revealed the first major exploitation. 

 

Next, a vulnerability scan had been carried out on the target IP using Nessus, which exposed 

many vulnerabilities to being potentially exploited. This provided good insight to using a 

vulnerability software tool, as well as conducting my own research by referring to the Nmap 

scan results and using search engines. Lastly, the Exploitation and Mitigation phases 

provided such good insight to how vulnerabilities are exposed, but also how to mitigate 

them to prevent further attacks.  

 

In conclusion, I believe I have further developed my current knowledge, and I am now able 

to better analyse problems carefully and sufficiently finding the problems to the solutions. 

Therefore, I understand the importance of being able to adapt in a technological field that is 

changing daily and will be very beneficial to my future working within the Cyber Security 

Industry.  
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