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Um pouco de Historia

* Nos primdrdios da Internet foi atribuido um bloco de enderecos IP (44.0.0.0/8) aos
radioamadores, para uso e experimentacao.

» Estes enderecos foram inicialmente administrados por um grupo de voluntarios
(AMPRNet/44Net).

* A ARDC (Amater Radio Digital Communications) foi fundada em outubro de 2011 por este grupo
de voluntarios, como uma organizacao sem fins lucrativos da California. Esta organizacao assumiu
formalmente a propriedade e a gestao do espaco de enderecos.

* Em meados de 2019 a ARDC vendeu um quarto dos enderecos a Amazon Web Services para uso
na sua nuvem. Essa venda permitiu reunir capital para esta associacao poder concretizar o seu
objetivo de apoiar o radioamadorismo.



O que é a HamNet

* A Hamnet é uma rede de dados Europeia para radioamadores que utiliza
estes enderecos |P.

* E constituida por sites (ou células), normalmente locais onde est3o
instalados repetidores, interligadas por links de RF (WiFi 5Ghz).

e S3o normalmente utilizados equipamentos, e configuracoes normalizadas
para facilitar a sua configuracao e interligacao.

* Os radioamadores podem aceder a esta rede através da Internet, utilizando
uma VPN a um ponto de entrada da rede ou através de um ponto de
acesso Wifi 2.4Ghz numa célula que disponibilize este tipo de acesso.



Site HamNet

* Normalmente constituido por um
router Mikrotik RB750UP

e Um ou mais links Mikrotik ou
Ubiquiti wifi 5Ghz

e Eventualmente um link 2,4Ghz para
acesso a Radioamadores

* Ao router s3ao também ligados
equipamentos (na maioria dos casos
Raspberry Pi), que fornecem
aplicacbes a rede, tais como
servidores web, websdr, repetidores,
webcams, estacdes meteoroldgicas
entre outras.

® 2.3 GHz User Access Antenna

2.3 GHz user access trx
Mikrotik Metal 2SHPnN

g
23dBi L :
- 9 . 300Bi
+ \\‘n
Z | /
i — {L -— e -
o LAN+PoE Y
L LAN+PoE A &l
== T, e
. . . ~ «a" » -
5 GHz mid range link . . :

antenna (MIMO)
+ build-in trx
Mikrotik QRT-5

S GHz trx (MIMO) 5 GHz long range link
Router with 4x PoE out  Mikrotik BaseBox5 antenna (MIMO)

Mikrotik RB750UP Mikrotik mANT30 PA



Custo dos equipamentos

« Router Mikrotik RB750UP -
69€ + portes (novo)

 Link Mikrotik QRT5 - desde
47€ + portes (usado, no eBay)

e Link Mikrotik Metal - desde
68€ + portes (usado, no eBay)




HamServer Pl

Como servidor HAMNET €& normalmente utilizado o RaspberryPi
com o pacote de software HAMServerPi V2.

Este software permite a prestagao de servicos para a HAMNET
com muito pouco esforgo.

Para instalagédo, apenas um arquivo de imagem deve ser copiado
para o cartdo de memoria SD e inserido no slot de cartao do
Raspberry.

A configuragao é relativamente facil de realizar e pode ser
concluida em poucos minutos.




Funcionalidades HamServer P|

Servidor Web para paginas HAMNET (Apache, PHP)
Sistema CMS para design de sites (GetSimple)
Estatisticas do visitante para o servidor web (HitCount)

Widget para conexdo do mecanismo de pesquisa
(YaCy)

Servidor FTP para transferéncia de arquivos
(ProFTPD)

APRS-RX-iGate com stick DVB-T (PyMultimonAPRS)
Servidor de audio para conferéncias de voz (Mumble)
Servidor de video para HAMNET-ATV (lcecast)
TeamTalk 5 para audio, video, chat (TeamTalk)

Servidor de bate-papo para mensagens instantaneas
(Prosody)

Servidor de correio com cliente de webmail (Citadel)

Servidor VoIP para telefonia HAMNET
(Asterisco)

Interface Web para Asterisk (FreePBX)

» Servidor APRS como gateway para APRS-IS

(aprsc)
Servidor SDR com stick DVB-T (OpenWebRX)
Gateway de controle de relé/EchoLink (SvxLink)

Rede de retransmissao via TCP/IP
(SvxReflector)

Servidor Proxy EchoLink (EchoLinkProxy)
Servidor Kiwi IRC (kiwiirc)
Caixa de correio com interface web (OpenBCM)

Gerenciamento de rede com interface web
(Nagios)

LoRa APRS incluindo APRSMAP para exibir as
estacdes (dxIAPRS)



HamNet na Europa

* Alemanha
* Austria

* Holanda

e Polonia

* Republica Checa

* Hungria

* Roménia

e Suica

* Luxemburgo
* Holanda

* Franga

UK

e Italia

e Portugal
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HamNet em Portugal
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44Net nos Estados Unidos

GET CONNECTED BUILD YOUR OWN WHY DONATE BASIC : $20.00 USD - MONTHLY 7 || DONATE

\
)

/ GET CONNECTED BUILD YOUR OWN WHY DONATE BASIC : $20.00 USD - MONTHLY 4| DONATE

: (77N
HamWAN HamWAN
HamWAN

index

Certification

Standards / Certification

TABLE OF CONTENTS

A modern, multi-megabit, IP-based, digital network

H ' A modern, multi-megabit, IP-based, P . . . . . " .
for amateur radlo use! digital network for amateur radio use! HamWAN's first goal is to provide a set of standards for implementing high performance microwave networks. Our second goal is to TABLE OF CONTENTS
create a reference implementation of this network in the Puget Sound region.

HamWAN is a non-profit organization (501c3) developing best practices for high speed amateur radio data networks. HamWAN also runs ~ State of the Puget Sound Data Ring .
Certified Networks

the Puget Sound Data Ring, which is a real-world network implementation of the proposed designs. Other Regions To call your network a HamWAN, you must meet the following certification criteria:
So far, HamWAN networks have been used for things like low-latency repeater linking, real-time video feeds from distant locations, Get Connected . . L . Networks Pending Certification
serving APRS |-gates, providing redundant internet access to emergency operations centers, and more. Any licensed radio amateur in o I'min the coverage area 1. Aham must be able to use the Client Node Configuration instructions to connect to your network. You can use the Sector Non-HamWAN Networks
the service area can connect their shack directly to the network with just a small investment in equipment and no recurring cost. Since o I'mnot in the coverage area Configuration instructions to accomplish this. Here is a summary: )
many traditional uses for Internet at home are not compatible with Part 97 rules, this won't replace your home Internet connection. T o Use the SSID 'HamWAN' o Stercx::lected/routable with
i just li adio Sites " " » am
However, it works and acts just like one. it o Use NV2 TDMA mode (currently only available on Mikrotik hardware)
lailing List . o
- 2 o Use the 10 MHz or 5 MHz in 10 MHz channels frequency plan with 120 degree sectors

Online Chat R o : "
State Of the Puget Sound Data Rlng TR BT 2. Your network must be routable on the Internet. It is important that HamWAN networks are interconnected, and to do this we use

Volunteer

the Internet.
o A convenient/cheap way to accomplish this is by using 44.0.0.0/8 addresses from AMPR
. Your network must be open for use by all hams. The only exclusion permitted is after a documented violation of Part 97.

The HamWAN Puget Sound Data Ring has cells deployed at numerous wide-coverage sites. These sites are interconnected with 5 GHz
modems and routed with OSPF, forming a redundant high-speed backbone to route traffic between sites and to the internet. Examine
the map below to determine if you're within the HamWAN coverage area!

Supporting Organizations

P ]

. Have your network reviewed by the HamWAN organization to confirm that these criteria have been met. Please email psdr@hamwan.org when you are ready to certify your
network.

Certified Networks

Puget Sound Data Ring - HamWAN reference network

British Columbia Interior HamWAN - Kelowna, British Columbia, Canada

MemHamWAN - Memphis, Tennessee.

NM HamWAN - Albuquerque, New Mexico

Tampa Bay HamWAN - a Florida Simulcast Group project covering Tampa, St. Petersburg, and Clearwater, Florida.

. Networks Pending Certification

.\:‘ (0] n;m ] 07 Ve = ; y
hNationallRarky g J N D £ ? J « HamWAN South, Georgia. Are any sectors installed?

Non-HamWAN Networks

Interconnected/routable with HamWAN

These networks have been designed in a way that allows communication with HamWAN, but they use different RF standards.

SoapLake -
Ephrata

+ HamNet - European ham microwave network
+ MiBWAN - Michigan




Como criar um site

* Escolher uma localizacao

* Verificar se esta em linha de vista com algum site existente - Se nao
estiver pode ligar o site através de uma ligacao especial a HamNet via

Internet

* Adquirir os equipamentos necessarios, de preferéncia equipamento
standard

e Configurar IPs no site HamNet e os equipamentos em linha com estes
enderecos.



Configuracao IPs HamNetdb

Sites:
Callsign
cqOelx
1 entry.

Subnets:
Subnet-IP
44.158.146.0/27
44.158.146.0/28
44.158.146.16/28
3 entries.

Hosts:
Host-IP
44.158.146.1
44.158.146.2
44.158.146.3
44.158.146.17
4 entries.

M Location Name
@ Monsanto

Type
Site-Network
Service-Network
User-Network

M Hostname
@ router.cqOelx
@ tetra.cqOelx
@ web.cqOelx
@ gw.cqlelx

Related to the subnets:
Subnet-IP
44.158.147.0/24

1 entry.

Contains the following hosts:
Host-IP

44.158.147.25

44.158.147.26

44.158.147.29

44.158.147.30

4 entries.

These hosts reside on following sites:
Callsign

cqOelx

ct7afy

2 entries.

Type

Service
Service
Service
Service

Type

Hostname

bb-ct7afy.cqOelx
trx-ct7afy.cqOelx
trx-cqOelx.ct7afy
bb-cqOelx.ct7afy

0000 =

M Location Name
& Monsanto
@ Lumiar

Sites:
Callsign M Location Name Mail
ct7afy @ Lumiar ct7a
1 entry.
Subnets:
Subnet-IP Type
44.158.146.64/27 Site-Network
44.158.146.64/28 Service-Network
44.158.146.80/28 User-Network
3 entries.
Hosts:
Host-IP M Hostname Type
44.158.146.65 @ router.ct7afy Service
44.158.146.66 @ web.ct7afy Service
44.158.146.71 @ webcam.ct7afy Service
44.158.146.81 @ gw.ct7afy Service
44.158.146.94 @ ap.ct7afy Service
Own AS
AS-Backbone -

Type

Routing-ISM

Service

Service

Routing-ISM

Maintainer
ct7afy



Configuracao Equipamentos

 CAPSMAN
_ Wireless
W Interfaces Interface | Interface List | Ethernet | EolP Tunnel | IP Tunnel | GRE Tunnel | VLAN | VRRP | Bonding | LTE Interface List

RouterOS v6.49.7 (stable) Quick Set WebFig Terminal ‘ B H =] ‘

s PPP
32 Bridge Add New ¥ || Detect Internet:

8 items

1 4 Name Type Actual MTU L2MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) FPTx FP Rx

FP Tx Packet FP Rx Packet
p/s) /5)

A =B R & bridge-service Bridge 1500 1598 0bps 0 bps
Addresses =B R & bridge-user  Bridge 1500 65535 0 bps 0 bps
ethert Ethernet 1500 1598 0bps 0 bps
ether2 Ethernet 1500 1598 0bps 0 bps
ether3 Ethernet 1500 1598 1640 bps 560 bps 1 1608 bps 528 bps
etherd Ethernet 1500 1598 1640 bps 560 bps 1 1608 bps 528 bps
ethers Ethernet 1500 1598 71.6 kbps 10.3 kbps 10 10 71.3 kbps 10.9 kbps 10 12

-lEl @ 12 L2

0 bps 0 bps
0 bps 0 bps
0 bps 0 bps
0 bps 0 bps

o
=
&

Cloud

o o o o
o oo oo
3

o
F
&

DHCP Client
DHCP Relay
DHCP Server
DNS

o
=
e oooo

koo oozm

o [o
= =

Firewall
Hotspot
TPsec

Kid Control
Neighbors
Packing
Pool

Routes

Services
Settings
Socks
TFTP
Traffic Flow
UPnP.
Web Proxy
MPLS >
J* Routing >
System >
& Queues
b Dot1x
i Files
Log
&7 RADIUS
4 Tools >
3 MetaROUTER
#3 Partition

b Make Supout.rif
4 Undo
& Redo
- Hide Passwords
4 safe Mode
#* Design Skin
© winBox
# Graphs

End-User License



Exemplos de aplicacoes

Web Sites

DBOHGW HamNet in Greifswald s sl

RadioTélescope
de la Villette

RadioTélescope de la Villette

FAKLO fakdo.ampr.org.

Willkommen bei DBOHGW T — Accvihoms
Vit G831 Tomp eelRetine

« Grlfowaid JOB4QC Capteurs/Sensors
Britngrad 54°0543° N

Position GPS : 48.893995 Nord - 2.387856 Est
Mar 26, 2023 21:43:40 UTC

im abor NN jistaciheatier Your IP is: 109.49.133.106

+ Syscp: D¢

FREQUENZEN DBOHGW

Carte du iel/Sky map
Dedlination is working.

Spectrogramme/Spectrogram Authorized users: Use htps://acq,f4klo.ampr.org to control the RT and the acquisition.
La caméra a été replacée par Benard.

Pour visiter FAKLO prendre RDV (voir rubrique contact).

ErlE To visit FAKLO, please contact us (see email in the contact section).

calcul/compute VLSR

WebSOR

1457 L VARV Sun 21:41:43

Reseau/Network status

nder . X ML Rl 49850 Wiz

Contactez nous/Contact us
Ein Bick vom Antennensiandort in Richtung Nord / Ost. HAMNET LINKS

LY

cameraN4




Exemplos de aplicacoes

Web Sites

T o — CT1DRB - Paio Pires

Just Another GetSimple Website

AMNET - CQOELX S

Random text

Bem-vindo LOCALIZARD
Uttllus pretium inesque volutpat malesuada
< Lisbon WSS curabiturconvaliss non i it fing
Tortorconvalis felis pellus curabitur in lorem
i dosite Harl A 230m
 pégina do sito HamNot CQOELX. {urin ot isso curabitucin.

+ Sysop: CT7AY
pretium intesque volutpat malesuada
curabitur convallisis non dul it ring.

Este site esté localizado em Monsanto, em Lisboa e esté ligado ao site CT7AFY no FREQUENCAS
Lumiar, também em Lisboa, através de um link WiFi em 5GHz.

C0ELX: 433,750 MHz

(CQOUHU: 438,950 M.
(CQOVMST: 145,625 Mz

'WEBSITES EM PORTUGAL

Neste site encontram-se frequé .
indicadas & direita. O primeiro trata-se de um repetidor Tetra DMO e o restantes de ¢
repetidores analogicos.

Este servidor encontra-se instalado num Raspberry Pi e utiiza o pacote de software Bem-vindo Localizagdo
HAMServerPi V2. « crmey
« criome da Hamnat do CTIDRB om (Locator). Paio Pires, IM5BKO
Lattude: 38°3636"N
LINKS INTERESSANTES num RaspoerryPi o foram Longitudo: 9°5116" W
vam i
itom do menu HAMServerP Sysop:ctic

pe

Frequéncias

APRS LoRa: 433,775 MHz

HAMNET-Soood Tost

MAIS INFO

Discsimer

Sites de utilizadores
TTAFY

CQOELX

DO4BZ

* Limde

DL5OCD
DOTTNP

DO4IBP.

DL9OBG

Os nossos vizinhos
DBOALC

DKOMAY
DBOUHI
RasPBXen:
Noticis actuais DBONG

DBOFS
DBOPAS

 Pode consultar a estago meteoroisgica aqui.
i 2 " o RO

tion Therme by Capinianss - Powsred by GetSimp ) |




Exemplos de aplicacoes

WEBSDR

OpenWebRX)

Audio buffer [0.1 5] ‘Audio output [42:3 ksps]

INetwork usage [171.3 kbps] Server CPU [28%]

[oenCosuol ({osoon)

Audio stream [42 kbps]

Clients [1]

Loco=lolonrdonotoe nczu I

EECEETIET CHEEIER

N
aodu

T

438,9256 MHz
RTL-SDR USB Stick 70cm Relais %

FM AM LSB USB CW

DMR DStar NXDN YSF
DIG +
) e [ e
S *— t. ——@—

] Q3

Estacdo meteoroldgica

Ham@NET

urrent Conditions
1

SQ2FRB-13

Weather Station

-->> Bydgoszcz - Fordon, Poland

15°C

gl pe
Low Temperature

Apparent
Wind chill 3.9°C

Heat Index / Humidex 3.9°C/3.9°C

Dewpoint [EPBY] -1.1°C [1°C]

Humidity 70%

Barometer QFF 1002.8 hPa

Barometer Trend (3 hours) 0.8 hPa

Altimeter QNH (47 m) [£PBY] 1002.4 hPa (1002 hPa]

Pressure QFE 997.1 hPa

Wind - Wind Gust. 0.4 m/s - 0.7 m/s from 270° (W)
Rain Rate 0.0 mm/hr

Inside Temperature 26.5°C

Cloud Base (calculated) N/A (666 m)

PM2.5 from SQ2RBY N/A pg/m>

High Heat Index

Low Wind chill
High Humidity 76% at 21:24:24
Low Humidity 7% at 08:10:15

High Dewpoint
Low Dewpoint

5.6°C at 15:05:10
-26.3°C at 08:15:00

High Barometer
Low Barometer

1003.4 h
999.8 hPa at 07:06:

5:00
5

Today's Rain

0.7 mm

High Rain Rate

2.6 mm/hr at 07:48:21

High Wind

9.8 m/s from N/A at 11:44:24

Today's Statistics and Plots
2023-03-26 23:40:00

Sunrise: 06:35:38  Sunset: 19:10:28
Moon Phase: Waxing crescent (18% ful)

alico 0300 os:00 1s:00  21:00 alioo 03:00 09:00 18:00  21:00 Ao 03:00 0s:00  13:00  21:00
03/26/23 23:40:00 03/26/23 23:40:00 03/26/23 23:40:00
= ain (owrly tota) " Wind Spand Gust Spesd . Atimter Baromsier EOY
03/26/23 23:40:00 03/26/23 23:40:00 03/26/23 23:40:00




Canal telegram

Para colocar duvidas, partilhar de ideia e conteudos sobre a
HamNet em Portugal podem utilizar o canal telegram

https://t.me/+CUxIN9BTI_4zNW]k



