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The most useful tool in building
customer loyalty and increas-
ing your business is that big

box sitting on your office desk.  The
most potentially damaging tool that
can violate customer privacy and
thrash your business beyond repair is
that big box sitting on your office
desk.  It is the same tool—your com-
puter.  The results coming out of the
computer depend on how you, the
business owner, use, manipulate and
protect the customer data contained
in that storage box.  The simple facts
are businesses that use customer
information databases as focused
marketing tools have happier cus-
tomers and more profitable bottom
lines.

But first it helps to get a grip on
what seem to be widely accepted fair
information practice principles that
apply to the information gathering
and use game.  First, the data collector
should tell the customer how they
intend to use the information.
Second, the customer should consent
to sharing that information with third
parties.  Third, customers should be
able to update the information.
Fourth, the collector must exercise
reasonable efforts to keep the data
secure.

What’s the big deal if you run
afoul of state or federal law and violate
your customer’s privacy?  Let me
count the ways.  Marketing wisdom
relates that every disgruntled cus-
tomer tells his tale of woe by trashing
the retailer to at least five people, a
fact which quickly erodes your cus-
tomer base.  The rash of identity thefts
has forced Congress and state legisla-
tures to pass law after law designed to
make it harder for thieves to get infor-
mation but impose burdens on busi-
nesses to safeguard that information.
The statutes typically create strict lia-
bility—meaning you are guilty even if
the violation is accidental.  Willful vio-
lations usually result in trebling the
fines.  And, the cherry on top, is your
customer can sue for civil damages.

Now, take a deep breathe, relax
and read on.  Here are how two suc-
cessful retailers develop and use cus-
tomer information databases and
steps every business owner should

take to maintain and protect cus-
tomer privacy.

Wayne and Lisa Endicott, owners
of The Bow Rack, a retail archery store
in Springfield, Oregon obtain data
from two sources; one internal, the
other external.  For a nominal fee, the
Oregon Department of Fish & Wildlife
provides a CD containing bow hunt-
ing license application information.
Wayne typically culls that information
to create geographical lists coinciding
with game management units.  He’ll
then prepare targeted public service
mailings designed to alert license
holders of changes in general
statewide game regulations and
changes for specific units.

The biggest source of customer
information directly comes from the
customers themselves, says Lisa
Endicott.  Like every savvy retailer, the
shop keeps a “sign-up list” on the
counter by the cash register, where
customers can opt to receive informa-
tion about upcoming archery-related
events, store sales, or bowhunting
related alerts.  The sign-up sheet dis-
closes to  the customer as to how their
name, address and other contact
information will be used.  If the con-
tact information changes, the cus-
tomer can simply provide correct
information.

The customer contact informa-
tion is entered into the computer
which can generate a mailing list for a
quarterly newsletter, store sales and
seminars, or bowhunter alerts.  Two
other customer information sources,
according to Lisa, are customer lay-

away accounts and TechnoHunt par-
ticipants.

Customer information has no
value if the shop can’t access it.  The
days of maintaining information on
Rolodex or notecards have gone the
way of solid fiberglass hunting bows.
The shop uses QuickSell 2000, a point-
of-sale software that allows retailers to
create, maintain and use customer
information.  The shop presently
maintains contact with customers the
old-fashioned way, by mail and
acknowledges that email offers inter-
esting expense reduction possibilities.
The brochures sent to customers,
designed by Wayne, then farmed out
for professional printing and mailing,
cost between $5,000 and $8,000 per
mailing.  Lisa acknowledged that
designing the customer contact
pieces on the computer, then sending
them by email represented a substan-
tial expense reduction that could be
the wave of the future.

On the other side of the country,
Hall’s Arrow, Inc., in Manchester,
Connecticut maintains a internally
created customer database contain-
ing about 8,000 names.  According to
Mark Hall, one of three owners, their
company uses  FileMaker Pro to accu-
mulate customer data consisting of
name, address, and telephone num-
bers.  Mark notes, “we are trying to
add email addresses as we go along.”
The shop caters to target shooters,
bowhunters and tournament archers.
The FileMaker software allows them
to sort the customer database into
distinct categories by preference, then
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target marketing mailings according
to those individual customer prefer-
ences.

Like The Bow Rack, Hall’s does not
fax marketing materials and that
reduces their potential liability for pri-
vacy violations.  In 1991 Congress
passed the Telephone Consumer
Protection Act which resulted in the
“do not call” lists that dealt with those
infuriating telemarketing calls.
Another provision of the Act made it
illegal to send an unsolicited adver-
tisement to a fax machine.  In
response, fax solicitors simply moved
their operations out of the country
but still sent faxes, so Congress made
it illegal to send unsolicited faxes into
this country from anywhere.  The
most recent law, the Junk Fax
Prevention Act of 2005 imposes a $500
per page fine that can be trebled for
willful violations.  It also creates a
defense if there is an “established
business relationship” with the recipi-
ent of the unsolicited fax.  There are a
couple of other technical compliance
details which you should be aware of
before deciding to send out faxes to all
your customers.

In 2003, the Fair and Accurate
Credit Transactions Act (FACTA)
directed the Federal Trade
Commission to coordinate with other
federal agencies to fashion a regula-
tion “regarding the proper disposal of
consumer report information and
records.”  The final rule, adopted
November, 2004, is designed to
“reduce the risk of consumer fraud
and related harms, including identity
theft, created by improper disposal of
consumer information.”  The key
words here are “disposal” and “con-
sumer information.”

Let’s tackle consumer informa-
tion first.  Consumer information is
“any record about an individual,
whether in paper, electronic, or other
form, that is a consumer report or is
derived from a consumer report.”   It
includes your customer’s or employ-
ee’s name, address, social security
number, driver’s license number,
phone number, physical address,
email address or any other informa-
tion, alone or in combination, that
can identify any individual.  Think of a
jigsaw puzzle which is a collection of

pieces. Each piece may be meaning-
less, but several pieces may be
enough to get a sense of the puzzle.
You need to protect and properly dis-
pose of each piece, not just the ones
that, standing alone, identify an indi-
vidual.

Businesses collect consumer
information so it can be used to fur-
ther their business goals. If that infor-
mation is used for business purposes,
such as sending out direct marketing
materials like sales notices, or indirect

marketing materials like notices of
changes in game laws, then the busi-
ness is a “covered person.”  Every cov-
ered person has a duty to take “rea-
sonable measures to protect against
unauthorized access to or use of the
information.”

The second key word, “disposal,”
covers discarding or abandoning con-
sumer information or “the sale, dona-
tion, or transfer of any medium,
including computer equipment” stor-
ing consumer information.  In other
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words, tossing the credit card receipts,
unused mailing labels or customer
lists into the trash could bring the
heavy arm of the FTC into play. 

Rather than a one-size-fits-all
rigid standard, the FTC opted for a
flexible standard allowing each cov-
ered person to make disposal deci-
sions appropriate to their individual
circumstances.  What this means is a
covered person must first consider the
sensitivity of the consumer informa-
tion, the costs and benefits of disposal
methods, the nature and size of the
covered person’s operation and other
factors.  Then, distill this information
into policies and procedures and con-
duct proper employee training to
ensure the policies and procedures
are followed.

Proper policies and procedures
may include restricting consumer
information on a need to know basis.
It certainly includes using appropriate
security passwords that are changed
on a regular and frequent basis.
Security passwords should be
changed any time an employee quits

or is terminated as statistics demon-
strate that former employees often
retaliate by hacking the employer’s
computer network.  Regular use of a
crosscut shredder is a good idea as
well.

States have also gotten into the
consumer data protection program as
well.  In 2003, California passed
Senate Bill 1386 with far-reaching
implications in the age of internet
product sales.  Don’t pass over this
paragraph thinking that just because
you don’t own a “bricks and mortar”
store in California, you can ignore the
law.  SB 1368 extends its reach to any
person or business that conducts
business in California.  If you main-
tain specified computerized personal
information, you must disclose any
security breach to the affected
California residents.  The specified
personal information consists of the
consumer’s name, address and one
other piece of information like a cred-
it or debit card number—exactly the
information you need to sell your
products online.  The law is not limit-

ed to “normal” computers.  It includes
easily stolen laptops and the ubiqui-
tous cell phone and PDA’s.  SB 1386
includes a civil remedy allowing the
injured consumer to recover damages
and obtain an injunction against the
offending business.

Compliance experts suggest
developing processes and procedures
designed to prevent accidental disclo-
sure of the information as well as rig-
orous training of employees so that
they understand the gravity of disclo-
sure.  Experts also suggest businesses
consider acquiring and using after-
market encryption software.

Recent headlines clearly illustrate
that consumer privacy is a “front
burner” concern of individuals and
business.  In four months of 2005, 50
million customer records were
breached.  Credit card information on
40 million individuals was compro-
mised in a single event.  Some pro-
posed federal legislation would
impose huge fines and require busi-
nesses hire Security Information
Officers.  More and more laws intend-
ed to safeguard consumer informa-
tion are coming down the pike; the
only questions are when and how far-
reaching.

Here is my prediction.  The new
Congress will pass a federal bill pat-
terned after California Senate Bill
1386 with its clear standard that all
affected individuals must be notified
of any un-encrypted data breaches.

The useful and dangerous com-
puter, with its massive hard drive
capable of storing every shred of cus-
tomer information ever obtained, is
indispensable to every modern busi-
ness.  The successful business will
actively manage that information for
specific marketing purposes, closely
monitor access to protect against
security breaches and be prepared to
notify customers if a security breach
occurs.

Editor’s Note: David Williams has
resolved legal issues for small busi-
nesses and their owners since 1979.
He can be reached at The Williams
Lawfirm, P.O. Box 1455, Bellevue, WA
98009. On the web you’ll find him at
DPWLaw@earthlink.net or call (425)
990-8800.
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Nearly three years in
development, the NEW
Phantom CLS™ features TenPoint’s
NEW Compact Limb System
Technology - the maximum
synergy of fit, form, function...
and speed.

This incredibly hunter-friendly,
compact, and maneuverable

crossbow produces a shot that is so
smooth, quiet, and vibration-free
you will find it difficult to believe
it delivers such awesome power

and speed.

 330.628.9245
tenpointcrossbows.com

THE NEXT GENERATION!THE NEXT GENERATION!

™

Shoulder it. Shoot it.
Another TenPoint

high-performance experience
you won’t soon forget.

 350 fps

114.3 fp kinetic energy

      Integrated
   machined riser

 and foot stirrup for
strength and stability.

13" hunter-friendly
power stroke.

Maximum rotation
HP-MR™ cams.

  12," 185-pound
 IsoTaper™

compact limbs.

Compact &
maneuverable

17.5" axle-to-axle
when cocked.

T E C H N O L O G Y

Come see the next
generation for

yourself at:

ATA in Atlanta
(Booth # 2209)

SHOT in Las Vegas
(Booth # 2708)
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