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Introduction

Welcome to SAM™!

SAFLOK’s Security Access Manager (SAM™) is a sophisticated yet
easy-to-use electronic locking system designed to maximize security
for apartment homes, timeshares, student housing, assisted-living
facilities, military family housing and similar dwellings.

The SAM System includes a Windows-based, password-protected
software program that runs on any PC, an electronic key-coding
device, a Utility Device that performs a variety of functions, and a
quantity of electronic keys.

SAM eliminates the need for mechanical key cutting equipment, costly
lock replacement and the risks associated with unauthorized
mechanical keys. In addition, SAM allows you to easily authorize,
control and document multiple levels of access to ensure the highest
level of security for your property.

SAM System Requirements

The SAM system is intended for use on a personal computer (PC).
The system requirements are as follows:

e Windows 95, 98, 2000, ME, XP or NT
e 32 MB RAM Memory

e 5 Megabytes of hard disk space

e CD-ROM drive

e PC Anywhere (recommended)

SAM System Components

The Security Access Manager (SAM) System includes the following
components:

SAM 1.0 software CD

Electronic Key Encoder (Fig. A)

SAM System Utility Device (Fig. B)

Electronic keys - preprogrammed (Construction Keys)
and unprogrammed (Fig. C)

Power source for the Key Encoder (Fig. D)
RS 232 serial cable (Fig. E)
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If any of these components are missing, contact your SAM sales agent
immediately.

Security Access Manager

—— L

—
b —_— Fig. B - SAM System Utility Device

Fig. C - Electronic Keys

Fig. D - Power Source for the Key Encoder

~L Il

Fig. E - RS 232 Serial Cable
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Getting Started
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Section 1: Installing the SAM System

Before beginning the SAM System installation process, it is
recommended that you confirm that all components are present.
(Refer to pages 1-2 for a full component list.)

Installing the SAM System

The first SAM System component to install is the Key Encoder, which
connects to your PC using the RS 232 serial cable. Once the Key
Encoder is connected to your PC, attach the power source to the Key
Encoder and plug it into an electric socket in the wall or onto a power
strip. The Key Encoder will flash the message, “WAIT FOR PC
SIGNAL".

The second component to install is the SAM System software. To
install the software program, simply insert the CD into your CD-ROM
drive. The Setup program will launch automatically and the Welcome
screen will be displayed (Fig. 1.1).

Securnity Access Manager Installation E

Welcome!

This installation program will install zelected components of the
Security Access Manager spstem.

Fress the Mext button to start the inztallation. You can press
the Cancel button now if wou da not want to install S ecurity
Access Manager at thiz time.

< Bach LCancel

Fig. 1.1 - Welcome Screen
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Note: If the Setup program does not auto-start, go to the Start menu
and click Run. Click Browse to find the setup.exe file located on the
CD-ROM and double-click it. Back at the Run dialog box, click OK.

At the Welcome Screen, click Next to continue the installation process.
This will display the Select Components screen (Fig. 1.2).

Security Access Manager Select Components E

Flease select the components you wish ta install

W Install Sk Application files

R ilnstall 5aM Database files

< Back I Mest > I LCancel

Fig. 1.2 - Select Components Screen

At the Select Components screen, the box next to the words, “Install
SAM Application files” will already be checked. You must check the
box next to the words, “Install SAM Database files”. If you do not
check this box, the database information provided from the
manufacturer will not install correctly.

Note: It is extremely important that both boxes on the Select
Components screen are checked before continuing with the
installation process.

When you have checked the box next to the words, “Install SAM
Database files”, click Next to continue the installation process. This
will display the Select Destination Directory screen (Fig. 1.3).
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The SAM System software will automatically install into the default
folder location: C:\Program Files\SAM.

Note: You may choose to install the program into a different folder
location, however, for service purposes, it is recommended that you
keep the location standard for the SAM System. This allows our
technical service associates to better assist you should problems arise.

Security Access Manager Installation [ %]

Select Destination Directory

Fleaze select the directony where Security Access Manager
filez are to be installed.

"Free Dizk Space After Install"' iz bazed on your current
zelection of filez to ingtall. A negative number indicates that
there iz not enough disk space to install the application to the
specified drive.

C:%Program FileshSAM Browse. . |

Current Free Disk Space: 2096832 |k
Free Disk Space After |nstall 2078091 k
< Back LCancel

Fig. 1.3 - Select Destination Directory Screen

When you have selected the destination directory for the SAM program
files, click Next to continue the installation process. This will display
the Select Database Directory screen (Fig. 1.4).

The SAM System database will automatically install into the default
folder location: C:\Program Files\SAM\Data.

Note: You may choose to install the database into a different folder
location, however, for service purposes, it is recommended that you
keep the location standard for the SAM System. This allows our
technical service associates to better assist you should problems arise.

When you have selected the destination directory for the SAM
database files, click Next to continue the installation process. This will
display the Backup Replaced Files screen (Fig. 1.5).
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'y Access Manager Install [ %]

Select Database Directory

Fleaze select the directony where Security Access Manager
database files are to be installed.

"Free Dizk Space After Instal" iz bazed on your current
zelection of files to ingtall. A negative number indicates that
there iz not enough disk space to install the application to the
specified drive.

C:\Program Filesh 584D ata Browse. . |

Current Free Disk Space: 2096832 |k
Free Disk Space After |nstall 2078091 k

< Back LCancel

Fig. 1.4 - Select Database Directory Screen

Click Next at the Backup Replaced Files screen. This will display the
Select Replaced Directory screen (Fig. 1.6).

p Access Manager Install
Backup Replaced Files?

Thiz inztallation program can create backup copies of all files
replaced during the installation. Do wou want to create
backups of the replaced files?

" Yes
Mo

< Back LCancel

Fig. 1.5 - Backup Replaced Files Screen
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Security Access Manager Installation

Select Replaced Directory

Fleaze gelect the directory where the replaced files will be
copied.

C:\Program FileghSakhReplaced Browse... |

< Back Cancel

Fig. 1.6 - Select Replaced Directory Screen

Note: Although this is likely an entirely new installation of the SAM
System, with no files to replace, it is prudent to accept these defaults.

Click Next at the Select Replaced Directory screen. This will display
the Ready to Install screen (Fig. 1.7). Click Next to begin installation.

Security Access Manager Installation
Ready to Install!

Yiou are now ready toinstall Security Access Manager.

Prezz the Mext button to begin the inztallation or the Back
button ta reenter the installation informatiorn.

< Back LCancel

Fig. 1.7 - Ready to Install Screen
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Installing

Copuing file:
C:%Program FileshSAMYSRS_SAM. EXE

] 3%

Fig. 1.8 - Installing Screen

The installation progress will be displayed in the Installing screen (Fig.
1.8). When installation is complete, the Installation Completed screen
(Fig. 1.9) will be displayed. Click Finish at the Installation Completed

screen. The installation process is now complete.

Security Access Manager Installation

successfully completed.

Frezs the Finish button to exit this installation.

Installation Completed!

The installation of Security Access Manager has been

< Back

Fig. 1.9 - Installation Completed Screen

Running the Software

The installation process will have created a shortcut to SAM in the

Start menu. To start the program, go to your computer’s Start menu

and select:

Programs > SAM
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This will display the Initialization screen (Fig. 1.10), or Main SAM
Interface. Like most Windows-based programs, pull-down menus
appear in the upper left area of the interface, and only those features
that are active and accessible will be highlighted. Until you fully log on
to the SAM System, only the File menu will be active. All other features
of the system will be inaccessible.

SMUIV

Security Access Manager

Fig. 1.10 - Initialization Screen/Main SAM Interface

Logging on to SAM

To start the log-on process, click File and select Log On from the
pull-down menu (Fig. 1.11). The USER LOGON screen will then
appear (Fig. 1.12).

nSecurily Access Manager < Nobody > is logged on

|_F_ie reeys Uity evice W Enagement s Heporis Help

Must Log On

‘ I\" “
) \
ﬁ. A 4 \ T

Fig. 1.11 - File Pull-Down Menu

10
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When the SAM System is started for the first time, both the User ID
and Password are the same: ADMIN. Type ADMIN in the User ID field
as well as the Password field and click OK (or press the <Enter> key).

Wersior: 1.00

SI

Security Access Manager

USER LOGON
User 1D Password
DMIN
g | X Cancel |

Fig. 1.12 - User Logon Screen

Once you are logged on to the SAM System, all drop-down menus will
be active (Fig. 1.13), allowing you full access to all the program’s
features. The name of the person who is currently logged on to the
SAM System is displayed at the top of the screen.

ﬂEetunty Access Manages ADMIN, C55 X iz logged on
Ele Feys LtityDevice Managemeni Reporls Helbp

¥
Sty

Security Access Manager

Fig. 1.13 - Main SAM Interface with Active Menus

Note: SAM will automatically log off the current user if the system
remains idle for more than 5 minutes. The user will then have to log
back on to the system using his or her user ID and password.

1"
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Once you have full access to all the program’s features, you can
configure the SAM System specifically for your property. Although this
takes some time, once it is configured, the information contained in the
system will require only minor changes in the future.

Configuring the SAM System entails the following:

- Adding New SAM System Users, in other words, employees who
will have access to and be using the SAM System. SAM allows
you to assign varying levels of access to the system’s many
features.

- Setting Up Zones that represent individual buildings or other
areas within your property.

- Inputting Unit Numbers either individually or by group.

- Setting Up Any Common Access Locks such as for the pool
gate or laundry doors.

- Setting Up Any Suite Doors that provides access to up to 10 unit
doors.

The next section of this manual discusses the process of adding
System Users and assigning access, or authorization, levels. The other
steps listed above are discussed in Section 3, The Site Design
Process.

12
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Section 2: Registering System Users

The first step in configuring the SAM System is registering the people
who will be using the system, or System Users, and assigning their
respective levels of authority or access. To register System Users, go
to the Management pull-down menu and select:

Maintenance - Staff

[3 5ccuity Access Manager (Beta) ——ADMIN, C55 X i logged on |
_ Ele Keys UtiityDevice | Management | Bepots Help

Maintenan

ce k Authonization Groups.
Site Design =
Work Ordess. .. ;endms_
Teminal Settings... Property Areas. N
Backup..

o ﬁ\ ¥V,

This will display the Staff List dialog box (Fig. 2.1).

Staff List

Last Name | First Name | i
ADMIN CsS X

Fig. 2.1 - Staff List Dialog Box

13
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Assigning the System Administrator

Within the Staff List dialog box, you will see one person already
registered: ADMIN, CSS. This is the default setting that comes from
the factory.

Assuming that you will be the System Administrator, your first step is to
register yourself in the SAM System and assign yourself the authority
of the System Administrator. To register yourself in the SAM System,
click Add to display the Staff Form — ADD Mode dialog box (Fig. 2.2).

Staff Form - ADD Mode

Lazt Mame First Hame iddle Mame
[smiTh [sonN |a

Fozition

|MANAGER

- Syztem duthorization Information
User Mame Pagsword

|JSMITH -----

A

. o save |
_ X Corcel |

x Cancel

Fig. 2.2 - Staff Form - ADD Mode Dialog Box

At the Staff Form — ADD Mode dialog box, simply click in each field
and start typing. At the top of the box, enter your Last Name, First
Name and Middle Name or initial (optional) in the appropriate fields. In
the Position field, enter the word “Admin” or “Manager” or some other
appropriate descriptor.

The next area of the Staff Form — ADD Mode dialog box is for entering
the System Authorization Information. At this time, you will create a
User Name and Password for yourself.

14
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Note: A User Name cannot be more than 15 characters and a
Password cannot be more than 10 characters. This information will
become the User ID and Password that you will use each time you log
on to the SAM System, so make it something you can easily remember
and/or be sure to write it down for future reference.

Once you have created your User Name and Password, go to the area
beneath the User Name and Password fields to the box labeled
Administrator. The System Administrator is the person who will be
setting up and maintaining the SAM System. Assuming that is you,
click on the Administrator box such that a check mark appears in it.
This will give you full authority to operate all aspects of the SAM
System. Click Save to return to the Staff List dialog box (Fig. 2.1).

Note: If someone else will ultimately be the System Administrator, you
can register them using these instructions. You may still want to
register yourself with full System Administrator authority if you will be
performing a number of administrative functions.

Removing the Default System Administrator

Now that you have registered yourself (and/or someone else) as the
System Administrator, it is highly recommended that you remove the
default System Administrator, ADMIN, CSS, from the SAM System.

To delete the default System Administrator, go back to the
Management pull-down menu and select:

Maintenance - Staff

| ﬂSeculily Access Manager [Beta) ADMIN, CS5 X iz logged on

 Fle Keys UtiityDevice | Management | Repots Help

Maintenance » Authonzation Groups...
She Design * ™ Residents...
Work Drders... Vendors...
. Teminal Settings... . Property freas...
Backup...
| N

This will once again display the Staff List dialog box (Fig. 2.3), now
showing at least one additional person listed.

15
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Stalf List |

Last Hame | First Mame | il |

Fig. 2.3 - Staff List Dialog Box

Within the Staff List dialog box, click on ADMIN, CSS to highlight it,
and then click Delete.

A Delete Confirmation dialog box will appear, asking, “Do you wish to
delete ADMIN, CSS?” Click Yes to confirm the deletion. This will return
you to the Staff List dialog box.

Back at the Staff List dialog box, you can click Close to return to the
Main SAM interface, or stay in the Staff List dialog box to register SAM
System Users as discussed below.

Adding System Users

System Users are loosely defined as the people who will be using the
SAM System. However, it is recommended that you register all staff
members whether they will be directly using the SAM System or not.
This will make performing such functions as creating staff keys or
assigning work orders an easier process. You can register System
Users now or at any time in the future.

To register System Users, go back to the Management pull-down
menu and select:

16
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Maintenance -> Staff

! ﬂSeculily Access Manager [Beta) ADMIN, CSS5 X iz logged on

| Eile Keys Utiity Device | Management Hepotts Help

Tetminal Settings... Property Areas. .

ﬁ’ *‘ £ “L [ §

This will once again display the Staff List dialog box (Fig. 2.4).

Staff List

Lazt Name | First Mame | ill |

Fig. 2.4 - Staff List Dialog Box

Within the Staff List dialog box, click Add to display the Staff
Form — ADD Mode dialog box (Fig. 2.5), and follow the step-by-
step instructions listed below.

17
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Staff Form - ADD Mode

Last Mame First Mame Middle MName
|poE [JANE P
Fasition

|[MAINTENANCE

—Systern Autharization Infarmation——————————
Llser Marme Password

ppoE ==

[~ Administrator

o save |
_ X conce |

XK Cancel

Fig. 2.5 - Staff Form - ADD Mode Dialog Box

Enter the person’s name. At the top of the form are fields for
inputting each person’s last, first and then middle name (optional).

Enter information about his/her position. In the Position field,
type in a word or two that identifies this person’s position or
responsibility at your site, such as “Manager” or “Maintenance.”

Enter the System Authorization Information. Create a User
Name and Password for this person.

Note: A User Name cannot be more than 15 characters and a
Password cannot be more than 10 characters. Keep in mind that
this information will become the User ID and Password that each
user will type in when logging on to the SAM System; be sure it is
something they can easily remember.

It is recommended that you employ an easily identifiable system
for assigning User Names, such as the person’s first initial and last
name. For example, John Smith’s user name would be “jsmith”.

As the Administrator, you will have access to User Name and
Password information in the future. This will be useful in cases
where you need to add or remove users from the system or
change passwords.

18
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4. Assign the authority level. It is highly recommended that you not
give administrator privileges to any other users of the SAM
System. In other words, leave the Administrator box unchecked.

Below the Administrator box is a larger box that is currently empty,
but may eventually contain the names of Authorization Groups that
you can set up. An Authorization Group is essentially a label that
represents access to a specific (and limited) list of SAM System
functions, such as assigning work orders or creating new keys,
rather than allowing access to the entire system.

Once you have set up Authorization Groups in the SAM System,
you can go back into and Edit the authority level of certain staff
members by selecting one of the Authorization Groups that will
then appear in the System Authorization Information box. Creating
Authorization Groups is discussed below.

5. Click Save to return to the Staff List dialog box. Click Add to add
the next user and follow the process once again. When you have
registered all staff members in the SAM System, click Close to
return to the main SAM interface.

Creating Authorization Groups

Assigning a staff member to a specific Authorization Group allows
that person access to a limited list of SAM System functions rather
than allowing access to the entire system.

Considering the amount of time you will have spent in setting up the
information in the SAM System, it is recommended that you be very
careful in determining how much access to give to other users of the
system.

To create Authorization Groups, go to the Management pull-down
menu and select:

Maintenance - Authorization Groups

File Keys Utiity Device | Management HRepoits Help

Maintenance Authorization Groups...

5 Staif...
Site Design 2 Besidents...
Work Orders. . Vendors...
Teminal Settings... Property &reas...
Backup...

19
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This will display the Authorization Groups dialog box (Fig. 2.6).

E LCloze |

Fig. 2.6 - Authorization Groups Dialog Box

At this point, there will be no Authorization Groups listed in the box.
To create new Authorization Groups, click Add. This will display the
Authorization Group — ADD Mode dialog box (Fig. 2.7).

Authorization Group - ADD Mode

Mame: «" Save

| X Cancel

System Authorizations I Key Authorizations |

._I
I
[
@
a
Fad
.
L

Rename Unit

Change Active State of Unit

Add Unit

Maove Unit from Zone

Move Unit from Suite

Change Switch Mode of Unit
FRename Common Access Lock
Change Active State of Common Ac
Change Stant/Stop Time of Commor
Rename Zone

Change Active State of Zone

Edit VYendor Company

Delete Vendor Company

Add Vendor Company

Edit Vendor Employes "|

il Twm T | >

1 o o o o o o

Fig. 2.7 - Authorization Group - ADD Mode Dialog Box (System Authorizations)

20
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The first step in creating a new Authorization Group is to type in a
name for the Authorization Group in the Name field at the top of the
dialog box. It is recommended that the name be something that is
easily identifiable, such as Maintenance or Work Order Access.

Below the Name field are two tabs — System Authorizations and Key
Authorizations — each with a list of options to choose from.

System Authorizations

System Authorizations options are listed below with short definitions of
each. To select options, simply click in the small box next to the option
such that a check mark appears in it.

Read Key - allows the user to use the Key Encoder to read a key

Rename Unit - allows the user to go into the Site Design section and
change the names of units

Change Active Status of Unit - allows the user to go into the Site
Design section and edit the active status of a unit

Add Unit - allows the user to go into the Site Design section and add
additional units to the system

Move Unit from Zone - allows the user to go into the Site Design
section and change a unit’'s zone assignment

Move Unit from Suite - allows the user to go into the Site Design
section and change a unit’s suite assignment

Change Switch Mode of Unit - allows the user to go into the Site
Design section and change a unit’s switch mode

Rename Common Access Lock - allows the user to go into the Site
Design section and change the names of common access locks

Change Active Status of Common Access - allows the user to go
into the Site Design section and edit the active status of a common
access lock

Edit Vendor Company - allows the user to go into the Maintenance
section and edit information about a vendor company

Delete Vendor Company - allows the user to go into the Maintenance
section and delete a vendor company from the SAM System

Add Vendor Company - allows the user to go into the Maintenance
section and add a vendor company to the SAM System

21
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Edit Vendor Employee - allows the user to go into the Maintenance
section and edit information about a vendor employee

Delete Vendor Employee - allows the user to go into the Maintenance
section and delete a vendor employee from the SAM System

Add Vendor Employee - allows the user to go into the Maintenance
section and add a vendor employee to the SAM System

Edit Resident - allows the user to go into the Maintenance section and
edit information about a resident

Delete Resident - allows the user to go into the Maintenance section
and delete a resident from the SAM System

Add Resident - allows the user to go into the Maintenance section and
add a resident to the SAM System

Edit Staff - allows the user to go into the Maintenance section and edit
information about a staff member

Delete Staff - allows the user to go into the Maintenance section and
delete a staff member employee from the SAM System

Add Staff - allows the user to go into the Maintenance section and add
a staff member to the SAM System

Edit Property Settings - allows the user to go into the Site Design
section and edit information regarding default settings and more

Edit Work Order - allows the user to go into the Work Order section
and edit a Work Order

Delete Work Order - allows the user to go into the Work Order section
and delete a Work Order

Add Work Order - allows the user to go into the Work Order section
and add a Work Order

Rename Suite - allows the user to go into the Site Design section and
change the names of suites

Change Active Status of Suite - allows the user to go into the Site
Design section and edit the active status of a suite lock

Add Suite - allows the user to go into the Site Design section and add
additional suites to the system

Move Suite from Zone - allows the user to go into the Site Design
section and change a suite’s zone assignment in the SAM System

22
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Change Switch Mode of Suite - allows the user to go into the Site
Design section and change a suite’s switch mode

Edit Area - allows the user to go into the Property Areas section and
edit information about a common access area in the SAM System

Delete Area - allows the user to go into the Property Areas section to
delete a common access area from the SAM System

Add Area - allows the user to go into the Property Areas section and
add additional common access areas to the SAM System
Key Authorizations

Under Key Authorizations (Fig. 2.8), nearly every key that can be
created is listed along with the following three options:

e Make New Key
e Make Duplicate Key

e Erase Key

Authorization Group - ADD Mode
Mame: o Save |

x Cancel

System Authorizations  Key Authorizations |

Kep Types Autharizations

akey [T Make Mew Key
Configure Unit Key [T Make Duplicate Key
Configure Conmmon Acc [T EraseKey
Configure Suite Key
Resident / Unit Key
Inkibit Resident Kep
Zone Key
Inkibit Zone Key
Master Key
Inkibit Mazter Kay
Limited Uze Key
Query Key
Cansztruction Key
Maintenance Keay

4 ] o

Fig. 2.8 - Authorization Group - ADD Mode Dialog Box (Key Authorizations)

23
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To select any or all of these options, click on the name of the specific
key and then click in the small box next to the option such that a check
mark appears in it.

Note: If one of these three options appears dark, that option is not
available for that particular key.

Once you have set up your system users, your next task is to register
information pertaining to your property, such as its common access
areas, zones, suites and units, into the SAM System.

24
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Section 3: The Site Design Process

The Site Design Process refers to entering information about your
property into the SAM System. This information generally includes the
actual units and their designations (e.g., 1A, Apartment 211, Building
A, Unit 101, etc.), any common access areas such as a pool or laundry
room, any zones or suites and more.

It is important to be careful and thorough when entering information
about your property into the SAM System; the way the locks are
configured and the keys programmed are both dependent upon
accurate site design information. Although it may take considerable
time to perform the Site Design Process, once completed, changes to
this information will not likely be required in the future.

Entering Zone Information

The Site Design Process begins by entering information about any
zones your property may have. If your property is like many, it is
divided up into a number of zones that represent separate buildings or
groups of buildings. A Zone Key is the key that will be given to
employees to allow them to gain access only to those units (and any
common access areas) within the zone or zones for which they are
responsible.

If your property is only a single building, you may set up each floor as a
different zone, or you can choose not to set up zones at all. In this
case, go to the next subsection entitled Suite Locks.

Setting Up Zones

To set up zone information in the SAM System, go to the Management
pull-down menu and select:

Site Design > Zones

nScculily Access Manager [Beta) ADMIN, CSS X iz logged on

File Keps Utly Device | Management Bepoits Help

Maintenance > |
Froperty Settings...
Comon Access Locks..,
‘Woik Dicers... Sulle Locks..
Tarminal Settings. .. Unit Locks...
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This will display the Zone Configuration dialog box (Fig. 3.1). In this
dialog box, you will immediately see a series of numbered rows

starting with

1: ZONE 01 and going up to 50: ZONE 50.

Zone Configuration

<+ Sort By ID
" Sort By Name

= @ 0: NO ZONE
@ @ 1: ZONE 0
= @ 2: ZONE 02
= @) 3: ZONE 03
= @ 4: ZONE 04
® @ 5 ZONE 05
c3 6 ZONE 06

7: ZONE 07 =
8 ZONE 08
9: ZONE 09
10: ZONE 10
11: ZONE 1
12: ZONE 12
13: ZONE 13
14: ZONE 14
15: ZONE 15

@ 16 ZONE 16 Save
@ 17: Z0NE17 —'/-—'
@ 182:Z0NE 18 ~| € Cancel |

0000060060

Fig. 3.1 - Zone Configuration Dialog Box

To begin entering zone information for your property, click on 1: ZONE
01 and then click Edit. This will display the Zone Edit dialog box (Fig.

3.2).

1T LUNE Ul ‘
|

[ Vo | X coea |

Fig. 3.2 - Zone Edit Dialog Box
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In the Name field, highlight over 1: ZONE 01 and type in an
appropriate name for your first zone, such as “Building A” or “Floor 1”.
Make sure that the Active box is checked, and then click OK.

Note: If you are using numbers, be sure to use only two-digit numbers
by including a “0” in front of any single-digit numbers. For example, use
Building 01 (not “Building 1”), Building 02 (not “Building 2"), Building
10, 11, 12, etc. This will ensure that the zones are listed in the proper
order later in the Site Design Process.

Saving Zone Information

Back at the Zone Configuration dialog box, the changes you just made
to 1: ZONE 01 will appear in boldface type (Fig. 3.3). Continue
entering zone information for your property by clicking on 2: ZONE 02
and then clicking Edit. This will again display the Zone Edit dialog box
(Fig. 3.2).

In the Name field, highlight over 2: ZONE 02, type in an appropriate
name for that next zone, confirm that the Active box is checked, and
click OK.

Zone Configuration

@ 0 ND ZONE
@ 1: POOL
@ 2: LAUNDRY ROOM
@ 3: BLG 01 FRONT DOOR
4 ZOME 04
@ 5 ZONE 05
@ £ ZOME 05
@ 7 zOME 07
@ % Z0ME 08

@ % Z0ME 03 —
{@ 10 ZONE 10
@ 11 ZONE 11

@ 12 Z0NE 12

@ 13 ZONE 13

@ 14 ZONE 14

@ 1% ZONE 15

@ 16: Z0NE 16 o Save
@ 17 Z0NE 17

@ 15 20NE 18 | X Cancel

i+ Sort By ID
" Saort By Mame

|

Fig. 3.3 - Zone Configuration Dialog Box (showing changes)
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Back at the Zone Configuration dialog box, these changes made to

2: ZONE 02 will also appear in boldface type (Fig. 3.3). Continue
renaming zones in the same manner. All changes made will appear in
bold in the Zone Configuration dialog box until you save them in the
SAM System.

When you have finished designating the appropriate number of zones
for your property, click Save to store the information in the SAM
System. To confirm that all zone information has been saved, go back
into the Zone Configuration dialog box. The names of the zones you
just registered should no longer appear in boldface type.

Entering Suite Information

The next step in the Site Design Process is to input information about
any suites your property may have. Suites are smaller groupings of
units where up to ten units are accessed through a common door as
well as their own individual doors. When you eventually make unit
keys, the keys for any units within suites will be programmed to open
both the suite door as well as their own individual unit doors, not all the
unit doors within the suite.

Suites are more common in college dormitories than in apartment
complexes or similar dwellings. If your property does not have suites,
go on to the next subsection entitled Unit Locks.

Setting Up Suites

To set up suite information for your property, go to the Management
pull-down menu and select:

Site Design - Suite Locks

[]Secunily Access Maagel (Beta) ADMIN, C55 X is logged on
File Keys Uty Device | Management Beports Help
Maintenance » 1
Site Design Propety Seltings...
LComon Access Locks..

Work Orders... im =
Suite Locks
Teminal Seltings... Unit Locks...
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This will display the Suite Configuration dialog box (Fig. 3.4).

Suite Configuration

5} Edit

*+% Delete I

" Save l
€ Cancel I

&+ Sort By ID
i Sort By Name

Fig. 3.4 - Suite Configuration Dialog Box

Unlike in the Zone Configuration dialog box, no suites are pre-listed.
To begin entering suite information into the SAM System, click Add.
This will display the Suite Add dialog box (Fig. 3.5).

Suite Name:
| 35 Add

Add Mame Range |
= None " Prefiz " Postfix |

Zone for Suites
|0: NO ZONE =]

+3% Remove

= MNone
" Passage
" Privacy

Switch Mode ‘

Fig. 3.5 - Suite Add Dialog Box

29



SAM™ System 1.0 Operations Manual

In the top field labeled Suite Name, type in the designation for your first
suite, for example, “Suite 01”, “Suite A”, “West Wing, Suite 101” or
whatever is appropriate for your property, then click Add. The suite
you just named will appear in the list box below the Suite Name field.

Adding a Range of Suites

You can continue adding additional suites in this manner, or you may
add a range of suite numbers to the system, as long as they are all in
the same zone.

To add a range of suite numbers from the same zone into the system,
type the word “SUITE” (or another appropriate name such as “Building
A, Suite”) in the Suite Name box, then go to the Add Name Range
area.

To add numeric information BEFORE the information entered into the
Suite Name box, click the circle in front of Prefix; to add the numeric
information AFTER the information entered into the Suite Name box,
click the circle in front of Postfix. Enter the range of suite numbers,
such as 01 to 20, and click Add. The range of suites you just
designated will appear in the list box below the Suite Name field.

Note: If you are using numbers, be sure to use only two-digit numbers
by including a “0” in front of any single-digit numbers. For example, use
Suite 01 (not “Suite 1”), Suite 02 (not “Suite 2”), Suite 10, 11, 12, etc.
This will ensure that the suites are listed in the proper order later in the
Site Design Process.

If the information in the suite list box does not appear as you had
intended, you can delete the entries individually by clicking on a single
entry and clicking Remove. To delete all the entries at one time, click
on the first entry, holding down the <shift> key and clicking on the last
entry to highlight everything in the list box. Then click Remove and
start over.

Indicating the Zone for Suites

Once you have created the appropriate list of suites, go to the Zone for
Suites drop-down box to indicate in which zone this suite (or range of
suites) is located. Because you have already set up all the zones for
your property, the appropriate zone (such as Building A) should
already be in the drop-down box. Click on the zone name. It will then
appear in the field directly under Zone for Suites.
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Selecting the Switch Mode

The next step is to indicate the switch mode for this suite (or range of
suites). In most cases, the locks you received as part of the SAM
System have a switch with a large knob on the backside. Depending
on the locks ordered, the switch will either have a label marked
“‘PRIVACY” with an arrow pointing in a counter-clockwise direction, or
a label marked “OPEN” in one position and “LOCK” in the other
position.

Back at the Suite Add dialog box (Fig. 3.5), down toward the bottom of
the screen, there is a section entitled Switch Mode that has three
options:

- None

- Passage

- Privacy

If your locks have a switch labeled “OPEN” and “LOCK”:

You can select one of two options for the Switch Mode: Passage or
None. By selecting Passage, when the suite door lock is eventually
programmed, any time the switch is turned to the OPEN position, the
lock will remain open (i.e., in an unlocked condition). As long as the
switch remains in the OPEN position, the lock motor will not activate
and all keys will be ignored.

In addition, any time the switch is turned to the LOCK position, the lock
will remain closed (i.e., in a locked condition). As long as the switch
remains in the LOCK position, the lock motor will be engaged. All keys
programmed for that lock will be able to unlock it, but the lock motor
will reengage within five seconds.

By selecting None, the switch on the lock will have no function
whatsoever.

If your locks have a switch labeled “PRIVACY”:

You can select one of two options for the Switch Mode: Privacy or
None. By selecting Privacy, when the suite door lock is eventually
initialized, any time the switch is turned to the PRIVACY position, only
the Resident or Master Key will be able to unlock the door. Other keys,
such as Limited Use Keys or Zone Keys, will be ignored.

By selecting None, the switch on the lock will have no function
whatsoever.

Note: You will be given a number of switch labels to change door
switches as needed. If the locks had originally been configured with
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PRIVACY switches, they can be relabeled and reconfigured to become
OPEN and LOCK switches and vice versa.

Saving Suite Information

When you are satisfied that all information for this suite or range of
suites is accurate, click OK. Back at the Suite Configuration dialog
box, the suite or range of suites you just added will appear in boldface
type. Continue adding individual suites or ranges of suites in the same
manner as described above. All suites added will appear in bold in the
Suite Configuration dialog box until you save them in the SAM System.

When you have finished creating and designating the appropriate
number of suites for your property, click Save to store the information
in the SAM System. To confirm that all suite information has been
saved, go back into the Suite Configuration dialog box. The names
of the suites you just registered should no longer appear in boldface

type.

Entering Unit Information

The next step is to input information for all the units, or apartments,
within your property into the SAM System. To do this, go to the
Management pull-down menu and select:

Site Design > Unit Locks

File Keys LUty Device | Management Beports Help
Maintenance 3 |
Site Design Property Seltings. ..
Comon Access Locks...
‘Work Orders... Slialioeke

Temminal Setings..
e Zones.

\:, y *\u '\ R ﬂ

This will display the Unit Configuration dialog box (Fig. 3.6).
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Unit Configuration I

-

~ Sort By ID
" Soit By Mame

Fig. 3.6 - Unit Configuration Dialog Box

Like the Suite Configuration dialog box, the Unit Configuration dialog

box will be empty. To add units, click Add. This will display the Unit
Add dialog box (Fig. 3.7).

Unitadd
Unit Name:

| 37 Add

Add Name Range
@ None € Prefix  C Postix |

Zone for Units
|0: NO ZONE

L

Suite For Units:
|0: NO SUITE

*3% Bemove I

 Switch Mode
= None " 0K
" Passage

 Privacy XMI

Kl

Fig. 3.7 - Unit Add Dialog Box
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In the top field labeled Unit Name, type in the designation for the first
unit, i.e. “Unit 101", “Building A, Unit 101” or whatever is appropriate for
your property, and click Add. The unit you just named will appear in
the list box below the Unit Name field. You can continue adding
additional units in this manner or you can add a range of units to the
system, as long as they are all in the same zone and/or suite.

Adding a Range of Units

To add a range of units from the same zone into the system, type the
word “Unit” (or another appropriate name such as “Building A Unit”) in
the Unit Name box, then go to the Add Name Range area.

To add the numeric information BEFORE the information entered into
the Unit Name box, click the circle in front of Prefix; to add the numeric
information AFTER the information entered into the Unit Name box,
click the circle in front of Postfix. Now enter the range of unit numbers,
such as 101 to 999, and click Add.

Note: If you are using numbers, be sure to use only two- or three-digit
numbers by including a “0” in front of any single- or double-digit
numbers.. For example, use 07 or 001 (not “1”), 02 or 002 (not “2”),
10 or 010 (if three digits are being used), etc. This will ensure that the
units are listed in the proper order later in the Site Design Process.

The units you just named will appear in the list box below the Unit
Name field. If the information in the unit list box is not listed as you had
intended, you can delete the entries individually by clicking on an entry
and clicking Remove. To delete all the entries at one time, click on the
first entry, hold down the <shift> key and click on the last entry to
highlight everything in the list box. Click Remove and start over.

Indicating the Zone and/or Suite for Units

Once you have created the appropriate list of units, go to the Zone for
Units drop-down box to indicate in which zone this unit (or range of
units) is located. Because you have already set up all the zones for
your property, the appropriate zone (such as Building A) should
already be in the drop-down box. Click on the zone name. It will then
appear in the field directly under Zone for Units.

If the units are part of a suite, go to the Suite for Units drop-down box
to indicate which suite these units are in. Because you have already
set up all the suites for your property, the appropriate suite (such as
“Building 1, Suite A”) should already be in the drop-down box. Click
the suite for these units. It will then appear in the field under Suite

for Units.
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Selecting the Switch Mode

The next step is to indicate the switch mode for this unit (or range of
units). Generally speaking, the locks you received as part of the SAM
System will each have a switch with a large knob on the backside.
Depending on the locks ordered, the switch will either have a label
marked “PRIVACY” with an arrow pointing in a counter clockwise
direction, or a label marked “OPEN” in one position and “LOCK” in the
other position.

Back at the Unit Add dialog box (Fig. 3.7), down toward the bottom of
the screen, there is a section entitled Switch Mode with three options:
- None

- Passage

- Privacy

If your locks have a switch labeled “OPEN” and “LOCK”:

You can select one of two options for the Switch Mode: Passage or
None. By selecting Passage, when the suite door lock is eventually
programmed, any time the switch is turned to the OPEN position, the
lock will remain open (i.e., in an unlocked condition). As long as the
switch remains in the OPEN position, the lock motor will not activate
and all keys will be ignored.

In addition, any time the switch is turned to the LOCK position, the lock
will remain closed (i.e., in a locked condition). As long as the switch
remains in the LOCK position, the lock motor will be engaged. All keys
programmed for that lock will be able to unlock it, but the lock motor
will reengage within five seconds.

By selecting None, the switch on the lock will have no function
whatsoever.

If your locks have a switch labeled “PRIVACY”:

You can select one of two options for the Switch Mode: Privacy or
None. By selecting Privacy, when the suite door lock is eventually
initialized, any time the switch is turned to the PRIVACY position, only
the Resident or Master Key will be able to unlock the door. Other keys,
such as Limited Use Keys or Zone Keys, will be ignored.

By selecting None, the switch on the lock will have no function
whatsoever.

Note: You will be given a number of switch labels to change door
switches as needed. If the locks had originally been configured with
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PRIVACY switches, they can be relabeled and reconfigured to become
OPEN and LOCK switches and vice versa.

Saving Unit Information

When you are satisfied that all information for this unit or range of units
is accurate, click OK. Back at the Unit Configuration dialog box, the
unit or range of units you just added will appear in boldface type.
Continue adding individual units or range of units in the same manner
as described above. All units added will appear in bold in the Unit
Configuration dialog box until you save them in the SAM System.

When you have finished creating and designating the appropriate
number of units for your property, click Save to store the information
in the SAM System. To confirm that all unit information has been
saved, go back into the Unit Configuration dialog box. The names
of the units you just registered should no longer appear in boldface

type.

Entering Common Access Area Information

Common Access Areas are areas having locking systems that need
to allow access to a number of people (tenants, maintenance staff,
etc.). Common access areas on your property may include community
pools, garages, laundry rooms and more. In addition, if you have
buildings with doors that provide access to all the units within, the locks
on those doors would be considered common access locks.

To designate the appropriate common access areas for your property,
go to the Management pull-down menu and select:

Site Design > Common Access Locks

nSecmily Access Manager ADMIN. CS5 X iz logged on
Eile  Keys Utiity Device | Management Heports Help

Maintenance  » |

Site Design 4

Work Orders...
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This will display the Common Access Lock Configuration dialog box
(Fig. 3.8).

Common Access Lock Configuration I

&3 2: [COMMON ACCESS LOCK 02]

& @ 3: [COMMON ACCESS LOCK 03]

= @) 4: [COMMON ACCESS LOCK 04] =
= @ 5: [COMMON ACCESS LOCK 05]
@ @ & [COMMON ACCESS LOCK 08)
= @ 7: [COMMON ACCESS LOCK 07)
= @ 8 [COMMON ACCESS LOCK 08]
& @ 9 [COMMON ACCESS LOCK 08)
= @ 10: [COMMON ACCESS LOCK 10]
= @ 11: [COMMON ACCESS LOCK 11]
@ @) 12: [COMMON ACCESS LOCK 12)
@ @) 13: [COMMON ACCESS LOCK 13)
= @ 14: [COMMON ACCESS LOCK 14]
= @ 15: [COMMON ACCESS LOCK 15]
= @ 16: [COMMON ACCESS LOCK 16]

= @ 17: [COMMON ACCESS LOCK 17]  Save I
= @ 18

[COMMON ACCESS LOCK 18]
® @ 19: [COMMON ACCESS LOCK 19] '»| € Cancel ]

& Soit By ID
" Sort By Name

Fig. 3.8 - Common Access Lock Configuration Dialog Box

You will immediately see a number of rows with the designation
“COMMON ACCESS LOCK” with a number beside it starting with
COMMON ACCESS LOCK 01 and going up to COMMON ACCESS
LOCK 64. Each of these entries can be assigned a specific descriptive
name to represent the various common access areas on your property.

To begin entering common access information, click on COMMON
ACCESS LOCK 01 and then click Edit. This will display the Common
Access Lock Edit dialog box (Fig. 3.9).

In the Name field, highlight over COMMON ACCESS LOCK 01, and
type in an appropriate name for this area, such as “Building A - Front
Door” or “Building A Pool” or “Laundry Room”, and click OK.

Note: If you are using numbers, be sure to use only two-digit numbers.
For example, use Building 01 Pool (not “Building 1”), Building 02
Laundry Room (not “Building 2”). This will ensure that the common
access area names are listed in the proper order later in the Site
Design Process.
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Common Access Lock Configuration

# 1: [COMMOM ACCESS LOCK. O
I@ 2 [COMMOMN ACCESS LOCK 02]
@ 2 [COMMON ACCESS LOCK 03]

1] Common Access Lock Edit |

q

i Mame:

i COMMOMN ACCESS LOCE, 01

q

i v dclive

q

i Stark Time: |'|2:EIEI Py ﬂ
q

q Stop Time: |12:EIEI AM

q

q

-

E o 0K I x LCancel | .

g TE [COmTTOTT ACCE ST COGE

O] w
d il [y X Cancel |

' Sort By ID
£ Sort By Name

Fig. 3.9 - Common Access Lock Edit Dialog Box

By default, the Active field will be checked and the Start Time and Stop
Time will be listed as 12:00 AM. This will allow the common access
area to be accessible at any time of day to anyone with an appropriate
key. To limit the number of hours an area is accessible, simply change
the Start Time and Stop Time. For example, to limit entry to the pool
between midnight and 6:00 AM, enter 6:00 AM for the Start Time and
12:00 AM for the Stop Time. During the inactive times, the lock will
ignore all keys except the Master Key.

When you are satisfied with the information, click OK. Back at the
Common Access Lock Configuration dialog box, the common access
area information you just entered will appear in bold. Continue
designating common access areas in the same manner. When you
have finished entering all the common access areas for your property,
click Save to store the information in the SAM System. To confirm that
all common access area information has been saved, go back into the
Common Access Lock Configuration dialog box. The names of the
common access areas you just registered should no longer appear in
boldface type.
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Confirming Property Settings

The next step in the Site Design Process is to confirm or reconfigure
your property settings within the SAM System. These settings include
the default common access options for Unit and Zone Keys that you
just set up, the automatic Daylight Savings Time adjuster, and the
name and identification numbers for your property. To begin this step,
go to the Management pull-down menu and select:

Site Design > Property Settings

This will display the Property Settings dialog box (Fig. 3.10).

Property Settings

General lunn‘t Keys | Zone Keys | DST |

Property Name: [NDRTHWIND APARTMENTS

Distibutor Code [12382
Customer Code: [33576

70K % conce |

Fig. 3.10 - Property Settings Dialog Box

Within Property Settings are four tabs representing four different
screen options:

. General

3 Unit Keys
. Zone Keys
o DST

Click on the General tab. The name of your property should already be
listed in the Name field. The Distributor Code and the Customer Code
fields will also have been filled in by the factory. This information helps
to distinguish one property from another so that keys made for your
property will not open locks at any other property and vice versa.
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Confirm that your property’s name is correct. You can also confirm that
the Distributor Code and the Customer Code are correct by matching
them to your invoice, but this is not absolutely necessary.

Unit Keys

To continue on to the next section, Unit Keys, simply click on the
Unit Keys tab (Fig. 3.11). You will immediately see the common
access area options that you just set up listed in alphanumeric
order. By default, all common access area options should already
be checked.

You can accept the default settings as they are or check/uncheck
different options. For example, you may have set up storage rooms

in each zone as common access areas, but will only allow tenants to
have access to the storage rooms in their own buildings. In this case,
you will want to uncheck the storage rooms for now, and recheck them
later when you make Unit Keys for each particular building or zone.

[Property Setings
General UnitKeys | Zone Keys | DST |

Default common access lock information for resident/unit keys
[COMMON ACCESS LOCK 01] _4-'
[COMMOM ACCESS LOCK 02]
[COMMOM ACCESS LOCK 03] |
[COMMON ACCESS LOCK 04]

[COMMON ACCESS LOCK 05] @ Mark All I

[COMMON ACCESS LOCK 06]
[COMMON ACCESS LOCK 07] @ Clear Al I
[COMMON ACCESS LOCK 08]
[COMMON ACCESS LOCK 0]
[COMMON ACCESS LOCK 10]

[COMMON ACCESS LOCK 11]
[COMMON ACCESS LOCK 12]

ICORARACIM ACCTECC | ACY 10 _"l

TIRAAAAA AN

Fig. 3.11 - Unit Keys Dialog Box

When you are satisfied with the default common access options for
Unit Keys, click OK to save the settings. This will take you back to the
main SAM System menu.
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Zone Keys

To confirm the common access options for Zone Keys, go back to the
Management pull-down menu and select:

Site Design > Property Settings

Click on the Zone Keys tab (Fig. 3.12). Just as with the Unit Keys tab,
you will immediately see the common access options that have already
been set up in the SAM System.

Once again, you can accept the default settings or check/uncheck
different options. When you are satisfied with the default common
access options for Zone Keys, click OK to save the settings.

Property Settings

General | Unit Keys Zone Keys IQST |

Default common access lock information for zone keys
[COMMON ACCESS LOCK 01) | = |

[COMMON ACCESS LOCK 02] _

[COMMON ACCESS LOCK. 03] |

[COMMON ACCESS LOCK 04]

[COMMON ACCESS LOCK 05) @ Mark All I
[COMMON ACCESS LOCK 06]

[COMMON ACCESS LOCK 07] @ Clear All
[COMMOMN ACCESS LOCK 08]

[COMMON ACCESS LOCK 03]

[COMMON ACCESS LOCK 10]

[COMMON ACCESS LOCK 11]

[COMMON ACCESS LOCK 12]

ICORABANM ACCCECT 1 NCY 12

A e e A A R B

Fig. 3.12 - Zone Keys Dialog Box

DST

For most of the U.S., Daylight Savings Time runs from the first
weekend in April to the last weekend in October. Although the SAM
System assigns access time to each key produced, with the default
being 24 hours per day, some keys, such as limited access keys, have
specific expiration times, either by default or by configuration. If the
region in which you live does NOT change the clocks for Daylight
Savings Time, you will need to configure SAM to take that into account
so that expiration times are assigned accurately.
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To confirm that the SAM System will account for Daylight Savings
Time properly for your region of the country, go back to the
Management pull-down menu and select:

Site Design > Property Settings

Click on the DST tab (Fig. 3.13).

The default setting is for U.S. STANDARD. With this setting, you will
not be able to change the time settings under DST Start and DST
Finish. To change the time settings, choose NONE if your area does

not change the clocks, LOCAL STANDARD or NON-STANDARD.
When you have chosen a setting, click OK.

Property Settings

genelafl Unit Keysi Zone Keys DST I

DST Type
fus.stanparD x|
DSTStat ~DST End
s ot
({ecurs
|.' ;I
X Cancel I

Fig. 3.13 - DST Dialog Box

Go back to the DST dialog box. If you had previously chosen NONE,
all the time setting information will have disappeared. If you had
chosen LOCAL STANDARD or NON-STANDARD, you will now be
able to access the time and date information to change the settings.
Enter the new time and date information and click OK to save the
settings.

Now that the Site Design Process is complete, your next step is to
program all the new locks on your property.
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Programming Locks
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Section 4: The Pre-Programming Process

Your SAM System Vendor should have installed the locks on your
property by now. The locks must now be carefully programmed so that
the right keys open them. For instance, if a unit lock is programmed as
a common access area lock, many keys will provide access, and the
security that the SAM System is meant to provide will be compromised.

Before going forward with programming locks, there are several steps
that need to be completed such as creating Programming Keys and
initializing the Utility Device.

Until all of your locks are programmed, you and your staff — along with
any vendors such as construction workers, painters, etc. — will need
an alternate method for gaining access into common access areas,
suites and units. During this time, you will use Construction Keys.

Construction Keys

Construction Keys can ONLY be used on locks that have not yet
been programmed — whether unit locks, suite or zone locks or
common access locks. As soon as a lock is programmed, a
Construction Key will no longer open it.

Construction Keys can be used as Master Keys for you and your staff
to gain access into areas where locks have already been installed, but
construction on your property is still in progress. These keys can also
be given to any vendors that need access to certain areas in order to
complete their work on your property.

Your SAM System came with a certain number of pre-programmed
Construction Keys. If you do not have a sufficient number of
Construction Keys, you may opt to create more.

Note: It is strongly recommended that you limit the number of
Construction Keys for you property.

If you do not wish to create additional Construction Keys, go to the
next subsection entitled The Programming Key.
Creating Additional Construction Keys

To create additional Construction Keys, go to the Keys pull-down
menu and select:
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Create > Construction Key

File | Keys Uity Device Management Reports Help
Besident Key...
Bead . Zone Key...
] Master Key...

Inkibit Resident Key...
Inhib#t Zone Key...
Inhibit Master Key...

Programming Key...

Configure Unit Key...

Configure Common Access Key...
Confi Suite Key...

LConstiuction Key

\‘ \
Limited Use Key \

s NiVi

This will display the Create Construction Key dialog box (Fig. 4.1).

Create Construction Key |

The Key |s Assigned To:
J[ADM[N, CSS X :

STAFF

Fig. 4.1 - Create Construction Key Dialog Box

By default, the Construction Key will be assigned to whomever is
logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” To accept this
default, simply click OK.

Encoding the Construction Key

If a key is not currently in the Key Encoder, you will be prompted to
place a key in the Key Encoder now. Within a few seconds, the key will
be encoded. The Key Encoder will flash the message “KEY CODED
CORRECTLY” and your computer will display the message “The write
operation was successful!” Click OK on the computer message to
return to the main SAM interface.
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Note: It is recommended that you label each key as it is created to
avoid confusion later on.

Assigning Construction Keys

If you wish to assign a Construction Key to a staff member other than
yourself, click the Select button next to the box. (This button has a
hand pointing to the right.) This will display the Select User Type
dialog box (Fig. 4.2).

Select User Type

¢ STAFF

¢ YENDOR

X Cancel

Fig. 4.2 - Select User Type Dialog Box

Note: Construction Keys can be given to either staff or vendors, but
can only be assigned to staff.

Click the radial button next to STAFF and click OK. This will take
you to the Staff List dialog box (Fig. 4.3). Any staff members you
previously entered into the system (Adding System Users, Section 2)
will be listed in this box. Simply click on the name of the person
whom you wish to receive this key and click Select.

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Construction Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:” Click OK.
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STAFF LIST

Last Name | First Name [ i ]
ADMIN CsS bt
CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 4
RICHTER DAN A
SMITH JANE z

Fig. 4.3 - Staff List Dialog Box

Encoding the Construction Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Continue creating Construction Keys in this manner until you

have enough keys to give to both staff and vendors. Again, it is
recommended that you limit the number of Construction Keys to
only those individuals who absolutely need one, and that each key
is carefully labeled.

The Programming Key

The Lock Programming Process can be a lengthy process without
assistance. It requires two special keys: The Configure Key and the
Programming Key. Both keys get inserted into the lock to tell it what
kind of lock it is. The Configure Key will be discussed in the next
section. The Programming Key is discussed below.

The Programming Key is a preprogrammed electronic key that is

inserted into a lock to tell it that it is about to be configured. Each staff
member involved in programming locks will need one. For that reason,
it is recommended that you consider the number of people who will be
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helping with this process, and that you create enough Programming
Keys so that each person has one.

Creating Programming Keys
To create Programming Keys, go to the Keys pull-down menu and
select:

Create > Programming Key

E 3 Secuiity Access Manager (Beta) ADMIN. CSS X iz logged on

File | Keys Uty Device Management Heports Help

et K.

Read.. Zone Key..
Master Key...
Inhibit Resident Key...

Iphibit Zone Key...

Configure Lirit Key...
Configure Common Access Key...
Configure Suite Key...

LConstiuction Key

Limited Use Key \
Duery Key. &
Maintenance Key

L ]

This will display the Create Programming Key dialog box (Fig. 4.4).

Create Programming Key

" New Key ¢+ Duplicate Key

The Key Is Assigned To:
DMIN, CSS X e

STAFF

Fig. 4.4 - Create Programming Key Dialog Box
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Because this will be the first Programming Key you are creating, it is
important to select the New Key option by clicking on the radial button
next to the words “New Key”.

Note: Whenever the New Key option is selected, a Warning dialog
box (Fig. 4.5) will appear indicating that creating a New Key will cancel
any other keys of the same type. If this is indeed the very first key of
this type you are creating, click Yes to proceed. Otherwise, click No to

return to the Create Programming Key dialog box and select the
Duplicate Key option.

Warning '

WARMIMNG: Creating a MEW key will cancel
any current kevs of thiz typel

Do you wizh o continue?

Qus |

Fig. 4.5 - New Key Warning Dialog Box

The default setting for Programming Keys assigns each key to
whomever is logged on to the SAM System, and that person’s name
will appear in the box under the words, “The Key Is Assigned To:” To
accept this default setting, simply click OK.

Encoding the Programming Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Note: It is recommended that you label each key as it is created to
avoid confusion later on. Make sure that this key is labeled as a
Programming Key that is assigned to the System Administrator.

Creating Additional Programming Keys

To create additional Programming Keys to give to staff members who
will be assisting in the Lock Programming Process, go to the Keys
pull-down menu and select:
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Create > Programming Key

E 3 Secuiity Access Manager (Beta) ADMIN. CSS X iz logged on
File | Keys Uty Device Management Heports Help
Besident Key...

Zone Key...

Master Key...

Inkibit Resident Key...
Iphibit Zone Key...
Inhibit Mazter Key...

Programming Eey.

Configure Unit Key...

Configure Common Access Key...
Configure Suite Key...

LConstiuction Key
Limited Use Key

\ \
Query Key N\t \
Maintenance Key \

L ] 1

This will once again display the Create Programming Key dialog box
(Fig. 4.6).

Create Programming Key

" New Key ¢+ Duplicate Key

The Key Is Assigned To:
{ADMIN, CsSs X 3

STAFF
X Cancel |

Fig. 4.6 - Create Programming Key Dialog Box

Because this will now be a duplicate Programming Key, is important to
accept (i.e., do not change) the default setting of Duplicate Key.

Note: Whenever the New Key option is selected, a Warning dialog
box (Fig. 4.5) will appear indicating that creating a New Key will cancel
any other keys of the same type. If this is indeed the very first key of
this type you are creating, click Yes to proceed. Otherwise, click No to
return to the Create Programming Key dialog box and select the
Duplicate Key option.
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Once again, the name of the person currently logged on to the SAM
System will appear in the box under the words, “The Key Is Assigned
To:” To change the key assignment, click the Select button next to the
box. (This button has a hand pointing to the right.) This will display the
Select User Type dialog box (Fig. 4.7).

Select User Type

(" STAFF

| BESIDENT

¢ YENDOR

Fig. 4.7 - Select User Type Dialog Box

Click the radial button next to STAFF and click OK. This will take you
to the Staff List dialog box (Fig. 4.8).

Last Name | First Name | i |
| [AoMIN css X

CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN z

RICHTER DAN A

SMITH JANE z

Fig. 4.8 - Staff List Dialog Box
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Any staff members you previously entered into the system (Adding
System Users, Section 2) will be listed in this box. Simply click on the
name of the person whom you wish to receive this key and click
Select.

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Programming Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:” When you are satisfied with the settings
for this key, click OK.

Encoding the Programming Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the
key will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Continue creating Programming Keys in this manner until you have
enough keys to give to the appropriate number of staff members. Be
sure to label them appropriately. It is recommended that you limit the
number of Programming Keys to only those individuals who absolutely
need one.

The Utility Device

The Utility Device performs a number of functions. For the Lock
Programming Process, the Utility Device assigns an ID number and
programs the correct date and time into the lock so that in the future, if
you “query” the lock to analyze its activity (for instance, to determine
which keys have been inserted and when), all activity will be listed in
correct, chronological order.

Setting the Correct Date/Time

In order for the Utility Device to program the lock with the correct date
and time, the Utility Device itself must be programmed with the correct
date and time. To set the correct date and time in the Utility Device,
you must first verify that your computer is registering the correct date
and time.
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Note: Most PCs display the current time in the lower right-hand corner
of the screen. By double-clicking on this time display, the familiar
Windows Date/Time Properties screen will appear. Confirm that the
time and date settings are correct and click OK.

Once you have verified your PC’s date and time settings, insert the
Utility Device into the Key Encoder, go to the Utility Device pull-down
menu and select:

Set Date/Time in Utility Device

Fie Keys | Uity Device Managemernt Repoits Help

Set Date/Time in Uty Device

Read Date/Time from Ultility Device

Set Date/Time in Lock(s)
Program Passage Lock(s]
Download Audit Trad from Lock(s)

Upload Audit Trail Info From Utiity Device

-

Note: If you have not already put the Utility Device into the Key
Encoder, or it is not positioned correctly, you will be prompted to
insert the Utility Device with messages onscreen as well as on the
Key Encoder.

The Set Date/Time process will take a few moments. When it is
completed, an onscreen message will be displayed (Fig. 4.9) indicating
the date and time in the Utility Device, and the Utility Device itself will
display the correct time. The time that has been set is now
synchronized with your PC.

Utility Device Function

\1) The date/time in the utity device is 05/21/2002 03:51 AM.

Fig. 4.9 - Utility Device Function Confirmation Screen
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Read Date/Time From Utility Device

If ever you need to check the accuracy of the clock in the Utility
Device, insert it into the Key Encoder and go to the Utility Device pull-
down menu and select:

Read Date/Time in Utility Device.

ﬂSeculily Access Manager ADMIN. C55 X iz logged on
Ele Keys | Utiity Device Management Reports Help
Set Date/Time in Utility Device

Read Date/Time from Utility Device

Set Date/Time in Lock(s)
Program Passage Lock(s)
Download Audit Tral from Lock(s)

Upload Audit Trall Info From Utiity Device

L W ﬁ v

An onscreen message (Fig. 4.9) will be displayed indicating the date
and time in the Utility Device, and the Utility Device itself will display
the correct time.

Initializing the Utility Device

Initializing the Utility Device simply means telling it what it is about to
do. For the Lock Programming Process, the Utility Device will be
setting the correct date and time in each lock as it is programmed.
Therefore, to initialize the Utility Device for the Lock Programming
Process, go to the Utility Device pull-down menu and select:

Set Date/Time in Lock(s)

nSeculily Access Manager ADMIN. C5S5 X is logged on

File Keys | Uty Device Management Repots Help
Set Date/Time in Utilty Device
Read Date/Time from Utility Device

Set Date/Time in Lock(s)

Program Passage Lock(s)
Download Audit Trail from Lock(s)

Upload Audit Trail Info From Utility Device

. g f\\. 1\\ I |
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Note: If the Utility Device is not still in the Key Encoder, or it is not
positioned correctly, you will be prompted to insert the Utility Device
with messages onscreen as well as on the Key Encoder.

The Set Date/Time in Locks process will take a few moments. When it
is completed, an onscreen message will be displayed indicating that
“The write operation was successful!” and the Utility Device itself will
once again display the correct date and time.

Once you have created an appropriate number of Programming
Keys, i.e., one for each staff member who will assist in the Lock
Programming Process, and you’ve initialized the Utility Device,
you’re almost ready to program locks.

The last step will be to create Configure Keys — one for each
individual lock. Configure Keys will be discussed in the next section in
conjunction with the Lock Programming Process.
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Section 5: The Lock Programming Process

In order to program a specific lock, along with a Programming Key and
the initialized Utility Device, you will need a Configure Key.

A Configure Key is inserted into a lock right after the Programming Key
is inserted (and removed). Essentially, the Programming Key tells the
lock it is about to be programmed, and the Configure Key programs the
lock by telling it what type of lock it is and what keys should be allowed
to open it. For instance, to program the lock for the pool, you will first
insert your Programming Key, and then you will insert a Configure
Common Access Area Key specifically programmed for that pool’s
lock.

Because only specific Configure Keys program specific locks, it is very
important that you carefully label Configure Keys as you create them.

Creating Common Access Configure Keys

Because there are a limited number of common access areas on
your property (as compared to possibly hundreds of units), it is
recommended that you begin the Lock Programming Process with
the common access area locks on your property.

To create Configure Common Access Keys, go to the Keys pull-
down menu and select:

Create > Configure Common Access Key

File | Keys = Utility Device Management Heports Help
Besident Key...
Zone Kay. .,
Master Key...

Inhibit Residert Key...
Iphibit Zone Key...
Inhibit Mazter Key...

Programming Key...

Constiuction Key
Limited Use Key

a::ei:::\ce Key .“.I\ } j
L ]
o o N | -
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This will display the Create Configure Common Access Key dialog
box (Fig. 5.1).

Create Configure Common Access Key

Common Access: [[RARRNIBCCESS LOCK 0 v

The Key Is Assigned To:
ADMIN, CSS X :

STAFF

< 0K X Cancel |

Fig. 5.1 - Create Configure Common Access Key Dialog Box

Within the Create Configure Common Access Key dialog box will be a
drop-down box that contains the names of all the common access
areas you designated during the Site Design Process. Click on the
name of the common access area you wish to program first. It will then
appear in the field next to the words, “Common Access:”

Assigning Configure Common Access Keys

The default setting for Configure Keys automatically assigns each key
to whomever is logged on to the SAM System, and that person’s name
will appear in the box under the words, “The Key Is Assigned To:” To
accept this default setting, simply click OK.

If someone other than yourself will be programming this particular lock,
it is recommended that you assign the Configure Common Access Key
to that person. To do this, click the Select button next to the box. (This
button has a hand pointing to the right.) This will display the Select
User Type dialog box (Fig. 5.2).

Click the radial button next to STAFF and click OK. This will take
you to the Staff List dialog box (Fig. 5.3). Any staff members you
previously entered into the system (Adding System Users, Section 2)
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will be listed in this box. Simply click on the name of the person to
whom you wish to assign this key and click Select.

Select User Type

(~ STAFF
¢ | RESIDENT

¢ YENDOR

X Cancel |

Fig. 5.2 - Select User Type Dialog Box

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Last Name | First Name | i |
| [AoMIN css X

CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN z

RICHTER DAN A

SMITH JANE z

Fig. 5.3 - Staff List Dialog Box
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Back at the Create Configure Common Access Key dialog box, the
name of the person whom you selected will appear in the box under
the words, “The Key Is Assigned To:” Click OK.

Encoding the Configure Common Access Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Continue creating Configure Common Access Keys in this manner —
one for each specific common access area lock. Be sure to label these
keys carefully so you know which key will program which lock.

Programming Common Access Locks

Once you have created the necessary Configure Common Access
Keys, i.e., one per common access lock, you can take your
Programming Key and your Utility Device and, assuming all the locks
have already been installed, go directly to each common access lock
on your property to complete the programming process.

Note: Although it is possible to program uninstalled locks, it is strongly
recommended that you wait until the locks have been physically
installed to decrease the possibility of installing preprogrammed locks
on the wrong doors.

Once you are in front of the first common access lock, follow this step-
by-step process:

1. Insert the Programming Key. The light above the keyhole will flash
red. You now have 20 seconds to complete Step 2.

2. Remove the Programming Key and insert the Configure Key for
that lock. Be sure to insert the correct Configure Key for that lock.
The light above the keyhole will now flash green.

Insert the Utility Device to set the time and date in the lock.

When the Utility Device beeps and declares “OPERATION
COMPLETED”, remove the Utility Device from the lock.

The lock has now been programmed. Construction Keys will no longer
provide access to this area.
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Go to the next common access lock, for instance, the front door to one
of the apartment buildings through which all residents of that building
will pass to get to their own individual unit. Be sure you have the
correct Configure Common Access Key for that specific lock.

Once again, follow the step-by-step process outlined above. Go to the
next common access lock and continue the process until you have
programmed all the common access locks on your property.

Programming Suite Locks

Programming suite locks is much the same as programming common
access locks. If you do not have any suites on your property, go to the
next subsection entitled Programming Unit Locks.

The first step in programming suite locks is to create a Configure Suite
Key for each of the suite locks on your property. To create Configure
Suite Keys, go to the Keys pull-down menu and select:

Create > Configure Suite Key

ﬂSeculity Access Manager (Beta) ADMIN, CSS X is logged on
File | Keys Utilty Device Management Reports Help
[ Cese [T
Read... Zone Key...
Master Key...
Inhibit Resident Key...
Inhibit Zone Key. .
Inhibit Master Key...
Brogramming Key...
Configure Unit Key...
Configure Common Access Key...

Configure Suite Key.

Construction Key A
Limited Use Key \ \

This will display the Create Configure Suite Key dialog box (Fig. 5.4).

Within this dialog box will be a drop-down box that contains the
designations for all the Suites you set up during the Site Design
Process. Click on the suite you wish to program first. Its designation
(for example, “Suite 01”) will then appear in the field next to “Suite:”
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Create Configure Suite Key

Suite: [T =]

Switch: Pazzage

The Key |z Aszzsigned To:

PDMIN,ESSX = |
STAFF
W OF I X Cancel |

Fig. 5.4 - Create Configure Suite Key Dialog Box

Assigning Configure Common Access Keys

The default setting for Configure Keys automatically assigns each key
to whomever is logged on to the SAM System, and that person’s name
will appear in the box under the words, “The Key Is Assigned To:” To
accept this default setting, simply click OK.

If someone other than yourself will be programming this particular suite
lock, it is recommended that you assign the Configure Suite Key to that
person. To do this, click the Select button next to the box. (This button

has a hand pointing to the right.) This will display the Select User
Type dialog box (Fig. 5.5).

Select User Type

" STAFF
¢ BESIDENT

¢ YENDOR

X Cancel |

Fig. 5.5 - Select User Type Dialog Box
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Click the radial button next to STAFF and click OK. This will take you
to the Staff List dialog box (Fig. 5.6). Any staff members you
previously entered into the system (Adding System Users, Section 2)
will be listed in this box. Simply click on the name of the person to
whom you wish to assign this key and click Select.

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

STAFF LIST

Last Name | First Name [ w1
ADMIN Css b4
CARLSONM AMNNITA

MATHEWS ROGER

PETERSON RYAN z
RICHTER DaN Y
SMITH JANE z

=i Select |

Fig. 5.6 - Staff List Dialog Box

Back at the Create Suite Key dialog box, the name of the person whom
you selected will appear in the box under the words, “The Key Is
Assigned To:” Click OK.

Encoding the Configure Suite Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Note: It is recommended that you label each key as it is created to
avoid confusion later on.
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Continue creating Configure Suite Keys in this manner — one for each
suite lock on you property. Be sure to label these keys so you know
which key will program each specific lock.

Programming a Suite Lock

Once you have created the necessary Configure Suite Keys, i.e., one
per suite lock on your property, you can take your Programming Key
and your Utility Device and go to each suite lock to complete the
programming process.

Let’'s say we are going to start with the lock for Suite 01. Go directly to
the Suite 01 door and follow this step-by-step process:

1. Insert the Programming Key. The light above the keyhole will flash
red. You now have 20 seconds to complete Step 2.

2. Remove the Programming Key and insert the Configure Key for
Suite 01. Be sure to insert the correct key. The light above the
keyhole will now flash green.

Insert the Utility Device to set the time and date in the lock.

When the Utility Device beeps and declares “OPERATION
COMPLETED?”, remove the Utility Device from the lock.

The lock has now been programmed. Construction Keys will no longer
provide access to this area.

Go to the next suite lock, for instance, Suite 02. Be sure you have the
correct Configure Suite Key for that lock. Once again, follow the step-
by-step process. Continue the process until you have programmed all
the suite locks on your property.

Programming Unit Locks

Because you likely have a great number of units on your property, it is
recommended that you create batches of Configure Unit Keys, or that
you carefully label them and group them based on who will be doing
the actual lock programming.

To create Configure Unit Keys, go to the Keys pull-down menu and
select:

Create > Configure Unit Key
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4 Security Access Manager (Beta) JOHM, SMITH 0 is logged on =] B3
Fie | Keys UsiityDevice Management Heporls Help
Resident Key

Read... Zone Key.
T MasterKey

Inbitit Riesident Key..
Inhibit Zone Key.
Inbicit Master Key.

Programing Key

nKey

Lon \
Limited Use Key ‘;\
Query Key \ [
Maintenance Key
e
] . A AN &

This will display the Create Configure Unit Key dialog box (Fig. 5.7).

Create Configure Unit Key

" New Key (¢ Duplicate Key

Unit: l =]

Switch: Privacy

The Key |s Assigned To:
'[QD MIN, CSS X o
STAFF

< OK X Cancel |

Fig. 5.7 - Create Configure Suite Key Dialog Box

Within this dialog box will be a drop-down box that contains the names
of all the units you designated during the Site Design Process. Click on
the unit you wish to program first. Its designation (for example, “Unit
101”) will then appear in the field next to “Unit:”

Assigning Configure Unit Keys

The default setting for Configure Keys automatically assigns each key
to whomever is logged on to the SAM System, and that person’s name
will appear in the box under the words, “The Key Is Assigned To:” To
accept this default setting, simply click OK.
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If you wish to assign a Configure Unit Key to a staff member other than
yourself, click the Select button next to the box. (This button has a
hand pointing to the right.) This will display the Select User Type

dialog box (Fig. 5.8).

Select User Type

" STAFF
¢ BECIDENT

£ VENDIE

X Cancel |

Fig. 5.8 - Select User Type Dialog Box

Click the radial button next to STAFF and click OK. This will take
you to the Staff List dialog box (Fig. 5.9). Any staff members you
previously entered into the system (Adding System Users, Section 2)
will be listed in this box. Simply click on the name of the person to
whom you wish to assign this key and click Select.

STAFF LIST

Last Name | First Name [ w1
ADMIN Css b4
CARLSONM AMNNITA

MATHEWS ROGER

PETERSON RYAN z
RICHTER DaN Y
SMITH JANE z

Fig. 5.9 - Staff List Dialog Box
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Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Configure Unit Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:” Click OK.

Encoding the Configure Unit Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Note: It is recommended that you label each key as it is created to
avoid confusion later on.

Continue creating Configure Unit Keys in this manner — one for each
unit lock on your property. Be sure to label these keys so you know
which key will program each specific lock.

Programming a Unit Lock

Once you have created the necessary Configure Unit Keys, i.e., one
per unit lock on your property, you can take your Programming Key
and your Utility Device and go to each unit lock to complete the
programming process by following this step-by-step process:

1. Insert the Programming Key. The light above the keyhole will flash
red. You now have 20 seconds to complete Step 2.

2. Remove the Programming Key and insert the Configure Key for
that lock. Be sure to insert the correct key. The light above the
keyhole will now flash green.

Insert the Utility Device to set the time and date in the lock.
When the Utility Device beeps and declares “OPERATION
COMPLETED”, remove the Utility Device from the lock.

The lock has now been programmed. Construction Keys will no longer
provide access to this area.
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Go to the next unit lock and follow the step-by-step process. Be sure
you have the correct Configure Unit Key for that lock. Continue the
process until you have programmed all the unit locks on your property.

Once all of the locks have been programmed, your construction keys
will no longer provide access. It is now time to create keys for you and
your staff.
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Section 6: Staff Keys

If you have programmed all of the locks on your property, the
Construction Keys that came with your SAM System will no longer
provide access; you must now create Master Keys. Master Keys are
programmed to open any lock on your property including unit, suite
and common access area locks.

Note: Electronic Construction Keys can be reused to create new keys.

Master Keys are strictly for you and your staff; they are not to be given
to residents or even vendors who need access to a number of areas
on your property.

Creating keys involves the SAM System software, the Key Encoder
and the Electronic Keys. Master Keys are discussed below.
Subsequent sections in this manual discuss keys for residents and
keys for vendors.

Creating Master Keys

To create Master Keys for yourself and your staff, go to the Keys pull-
down menu and select:

Create > Master Key

File | Keys LUtiity Device Management Repots Help
Resident Key...
Zone Key...

Inhibit Rresident Key...
Iphibit Zone Key...
Inhibit Master Key...

Erogramming Key...

Configure Lini Key...

Configure Common Access Key...
Configure Suite Key...
LConstruction Key

Limited Use Key

\ \
GQuery Key \ £ \
Maintenance Key \ ’

L ) |

This will display the Create Master Key dialog box (Fig. 6.1).
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Create Master Key

" NewKey « Duplicate Key

Start Hour: |;2:mm
The Key Is Assigned To:

jADMlN,tssx ' ‘?'l StopHou: [12:00aM

STAF [ Key Expires
VO | X cancel |

Fig. 6.1 - Create Master Key Dialog Box

Master Key Options

Because this will be the first Master Key you are creating, it is
important to select the New Key option by clicking on the open circle
next to the words “New Key”.

Note: Whenever the New Key option is selected, a Warning dialog
box (Fig. 6.2) will appear indicating that creating a New Key will cancel
any other keys of the same type. If this is indeed the very first key of
this type you are creating, click Yes to proceed. Otherwise, click No to

return to the Create Master Key dialog box and select the Duplicate
Key option.

Warming

WARMNIMG: Creating a MEW kep will cancel
any curment keys of thiz typel
Do you wish o continue?
S |

Fig. 6.2 - New Key Warning Dialog Box

The SAM System designates every New Key created Key ID 1. Each
subsequent key created as a Duplicate Key will be designated Key ID
2, Key ID 3, etc., up to Key ID 64. Carefully assigning Key IDs will
increase the level of security the SAM System provides by allowing
you to know exactly who has which keys, and to make sure that any
lost or stolen keys no longer provide access.
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Your next task is to determine the hours of operation for this key. The
default settings for Master Keys assign each key for a full 24 hours
each day with no expiration date. If you wish to limit the number of
hours per day that this key will provide access, or enter an expiration
date, you can do so now. Otherwise, leave these settings as they are.

Like all keys in the SAM System, Master Keys will by default be
assigned to whomever is logged on to the SAM System, and that
person’s name will appear in the box under the words, “The Key Is
Assigned To:” To accept this default setting, simply click OK.

Note: Key ID 1 should belong to the System Administrator. Creating
additional Master Keys for other staff members is discussed below.

Encoding the Master Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is 1.

Click OK on the computer message to return to the main SAM
interface.

Note: It is recommended that you label each key as it is created to
avoid confusion later on.

Creating Additional Master Keys
To create additional Master Keys to give to other staff members, go
back to the Keys pull-down menu and select:

Create > Master Key

E d Secuiity Access Manager [Beta) ADMIN, CSS X iz logged on

Ede | Keys Uliity Device Management Bepors Help
Besident Key...
Bead . Zone Key,..

Inhibt Resident Key...

Iphibit Zone Key...

Inhibit Master Key..

Configure Linit Key...

Confgure Common Access Key..
Conligure Suste Key...
Construction Key

Limited Uze Key

\ \
Query Key \ I 1\.
Maintenance Key \ ‘
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This will once again display the Create Master Key dialog box (Fig.
6.1).

Because this will not be the first Master Key you are creating, it
is important to accept (i.e., do not change) the default setting of
Duplicate Key.

If you wish to limit the number of hours per day that this key will
provide access, you can do so now. To assign an expiration date, for
example, during the time a new hire is on probation, click the open
circle next to the words “Key Expires”. A date field will appear beneath
these words. Simply enter an appropriate date in the date field.

By default, the name of the person currently logged on to the SAM
System appears in the box under the words, “The Key Is Assigned To.”
To change the key assignment to another staff member, click the
Select button next to the box. (This button has a hand pointing to the
right.) This will display the Select User Type dialog box (Fig. 6.3).

Select User Type |

~ STAFF
¢ BESIDENT
¢ YENDGR

X Cancel |

Fig. 6.3 - Select User Type Dialog Box

Note: Master Keys can only be assigned to staff members.

Click the open circle next to STAFF and click OK. This will take you to
the Staff List dialog box (Fig. 6.4). Any staff members you previously

entered into the system (System Users, Section 2) will be listed in this
box. Simply click on the name of the person whom you wish to receive
this key and click Select.
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Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Master Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To:”

When you are satisfied with the settings for this key, click OK.

STAFF LIST

Last Name | First Name [ w1
| ADMIN Css b4

CARLSONM AMNNITA

MATHEWS ROGER

PETERSON RYAN z

RICHTER DaN Y

SMITH JANE z

Fig. 6.4 - Staff List Dialog Box

Encoding the Master Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is 2.

Click OK on the computer message to return to the main SAM
interface.

Continue creating Master Keys in this manner until you have enough
keys to give to the appropriate number of staff members. Be sure to
assign them as Duplicate Keys (so as to create a new Key ID for each
staff member) and to carefully label them as Master Keys for each
specific staff member.
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Creating Zone Keys

Assuming your property has zones, you may decide that zone
managers should only have keys for the specific zone they are
responsible for instead of a Master Key that will give them access
to all other zones (including residential units within those zones).

Zone Keys will open any lock within a specific zone including common
access area locks that you designated during the Site Design Process,
unit and suite locks. In other words, they are essentially a Master Key
for a specific zone.

If your property does not have zones, or you chose not to set up
zones in the Site Design Process, or you do not wish to create Zone
Keys, go to the next subsection entitled Adding New Staff to the
SAM System.

To create Zone Keys, go to the Keys pull-down menu and select:

Create > Zone Key

ﬂScculitg Access Manager [Beta) ADMIN. CSS X iz logged on
File | Keys Utiity Device Management Heports Help

Configure Suite Key. .

LConstruction Key
Limited Uze Key

Query Key
Maintenance Key
L]
o o PN | LA

This will display the Create Zone Key dialog box (Fig. 6.5).

Zone Key Options

Since this will be the first Zone Key you are creating, as with Master
Keys, it is important to select the New Key option by clicking on the
open circle next to the words “New Key”.
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Create Zone Keyp

" New Key + Duplicate Key
t Hour:
e - Statt Hour: [72:00 AM

Stop Hour: [12:00 &M
Key vall work in selected Common Access Lock

[¥ [COMMON ACCESS LOCK. 01)  [=] ™ Key Expires
[¥ [COMMON ACCESS LOCK 02] |
[ [COMMON ACCESS LOCK 03]
[ [COMMON ACCESS LOCK 04)
[¥ [COMMON ACCESS LOCK 05)
[¥ [COMMON ACCESS LOCK 08)
¥ [COMMON ACCESS LOCK 07)
[¥ [COMMOM ACCESS LOCK 08] &
The Key |5 Assigned To
ADMIN, CS5 % :

STAFF
[ Vo | % conca|

Fig. 6.5 - Create Zone Key Dialog Box

Note: Whenever the New Key option is selected, a Warning dialog
box (Fig. 6.6) will appear indicating that creating a New Key will cancel
any other keys of the same type. If this is indeed the very first key of
this type you are creating, click Yes to proceed. Otherwise, click No to
return to the Create Zone Key dialog box and select the Duplicate Key
option.

W arning '

WOARMIMG: Creating a MEW key will cancel
any current keys of thiz tppel
Do wou wish o continue?
S |

Fig. 6.6 - New Key Warning Dialog Box

Your next task is to go to the drop-down box and confirm that you are
creating a key for the appropriate zone. If you set up zones correctly in
the Site Design Process, all zones within your property will appear in
the drop-down box. In fact, the first zone should already be selected
and appearing in the box.
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Now confirm the default settings for the common access areas for this
zone. These default settings were set up in the Site Design Process
(Section 3) and will not likely require any changes.

Like Master Keys, Zone Keys will by default be assigned to whomever
is logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” The assignment is
for a full 24 hours each day with no expiration date. To accept these
default settings, simply click OK.

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is 1.

Click OK on the computer message to return to the main SAM
interface.

Creating Additional Zone Keys

To create additional Zone Keys for other staff members, go to the
Keys pull-down menu and select:

Create > Zone Key

ﬂSccuutg Access Manager [Beta) ADMIN. CSS X iz logged on
File | Keys Utiity Device Mmagcmnnl Beports  Help

Configure Suite Key. .

LConstruction Key
Limited Uze Key

Query Key
Maintenance Key
L]
o o PN | LA

This will once again display the Create Zone Key dialog box (Fig. 6.5).
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Because this will now be a duplicate Zone Key, it is important to accept
(i.e., do not change) the default setting of Duplicate Key.

By default, the name of the person currently logged on to the SAM
System will appear in the box under the words, “The Key Is Assigned
To:” To change the key assignment, click the Select button next to the
box. This will display the Select User Type dialog box (Fig. 6.7).

Select User Type

(~ STAFF
¢ | BESIDENT

& VENDEH

X Cancel |

Fig. 6.7 - Select User Type Dialog Box

Like Master Keys, Zone Keys can only be assigned to staff members.
Click the open circle next to STAFF and click OK. This will take you to
the Staff List dialog box (Fig. 6.8). Click on the name of the person
who will be assigned this key and click Select.

Back at the Create Zone Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key
Is Assigned To.”

Once again, the default settings assign each key for a full 24 hours
each day with no expiration date. If you wish to limit the number of
hours per day that this key will provide access, you can do so now.
If you wish to assign an expiration date, for example, during the time
a new hire is on probation or during a staff member’s “off” hours,
click the open circle next to the words “Key Expires”. A date field will
appear beneath these words. Simply enter an appropriate date in
the date field.
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STAFF LIST

Last Name | First Name [ ]
| ADMIN CsS bt

CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 4

RICHTER DAN A

SMITH JANE z

Fig. 6.8 - Staff List Dialog Box

Encoding the Zone Key

When you are satisfied with the settings for this Zone Key, click OK.
If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successfull
The key ID for this key is 2.

Click OK on the computer message to return to the main SAM
interface.

Continue creating Zone Keys in this manner until you have enough
keys to give to the appropriate number of staff members. Be sure to
assign them as Duplicate Keys so as to create a new Key ID for
each staff member. Be sure also to choose the appropriate zone
for each person.

Adding New Staff to the SAM System

You can register additional System Users now or any time in the
future such as when a new staff member joins your team. Only the
System Administrator has authorization to add or remove System
Users from the system.
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To register additional System Users, go to the Management
pull-down menu and select:

Maintenance - Staff

! ﬂSeculily Access Manager [Beta) ADMIN, CSS5 X iz logged on

| Eile Keys Utiity Device | Management Hepotts Help

Maintenance Authonzation Groups...

MeDeson > T Besiderts..

Work Drdess... Vendors...

Tetminal Settings... Property Areas...
Backup...

\ 1
| =~ ' ﬁ X

This will display the Staff List dialog box (Fig. 6.9).

Staff List |

Lazt Mame | First Hame | Il |
A0 CsS

J0HM MITH 0

Fig. 6.9 - Staff List Dialog Box

Within the Staff List dialog box, click Add to display the Staff
Form — ADD Mode dialog box (Fig. 6.10), and follow the step-by-
step instructions listed below.
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Staff Form - ADD Mode

Last Mame First Mame Middle MName
|poE [JANE P
Fasition

|[MAINTENANCE

—Systern Autharization Infarmation——————————
Llser Marme Password

ppoE ==

[~ Administrator

o save |
_ X conce |

XK Cancel

Fig. 6.10 - Staff Form - ADD Mode Dialog Box

Enter the person’s name. At the top of the form are fields for
inputting each person’s last, first and then middle name (optional).

Enter information about his/her position. In the Position field,
type in a word or two that identifies this person’s position or
responsibility at your site, such as “Manager” or “Maintenance.”

Enter the System Authorization Information. Create a User
Name and Password for this person.

Note: A User Name cannot be more than 15 characters and a
Password cannot be more than 10 characters. Keep in mind that
this information will become the User ID and Password that each
user will type in when logging on to the SAM System; be sure it is
something they can easily remember.

It is recommended that you employ an easily identifiable system
for assigning User Names, such as the person’s first initial and last
name. For example, John Smith’s user name would be “jsmith”.

As the Administrator, you will have access to User Name and
Password information in the future. This will be useful in cases
where you need to add or remove users from the system or
change passwords.
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4. Assign the authority level. It is highly recommended that you not
give administrator privileges to any other users of the SAM
System. In other words, leave the Administrator box unchecked.

Below the Administrator box is a larger box that is currently empty,
but may eventually contain the names of Authorization Groups that
you can set up. An Authorization Group is essentially a label that
represents access to a specific (and limited) list of SAM System
functions, such as assigning work orders or creating new keys,
rather than allowing access to the entire system.

Once you have set up Authorization Groups in the SAM System,
you can go back into and Edit the authority level of certain staff
members by selecting one of the Authorization Groups that will
then appear in the System Authorization Information box. Creating
Authorization Groups is discussed on page 19.

5. Click Save to return to the Staff List dialog box. Click Add to add
the next user and follow the process once again. When you have
registered all staff members in the SAM System, click Close to
return to the main SAM interface.

When Staff Members Leave

When staff members leave your employment, it highly recommended
that you delete them from the SAM System and change any existing
passwords for current staff. This will prevent them from accessing the
information contained in the system or possibly creating new keys.

Deleting Staff Members from the SAM System

To delete staff members from the SAM System, go to the
Management pull-down menu and select:

Maintenance -> Staff

| ﬂSeculily Access Manager [Beta) ADMIN, CSS5 X iz logged on
| Eile Keys Utiity Device | Management Beports Help
Maintenance Authonzation Groups...

Besidents. ..
Vendois...

Property Areas...
Backup...
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This will once again display the Staff List dialog box (Fig. 6.11).

Stalf List

Last Mame | Firzt M amne | il |

Fig. 6.11 - Staff List Dialog Box

Within the Staff List dialog box, click on the person’s name whom you
wish to delete, and click Delete.

A Delete Confirmation box will appear asking if you are sure about
deleting that person. Click Yes to confirm deletion and then click
Close at the Staff List dialog box to return to the main SAM interface.

Preventing Access

Merely deleting staff members from the SAM System is not enough
to ensure the security of your property. It is also very important that
you collect whatever keys they might have in their possession. If
former staff members do not relinquish their keys, they can continue
to gain access to common access areas, or worse, to your residents’
units.

To ensure the security of your property whether or not you have
collected any keys in former staff members’ possession, you can
reprogram the locks that these staff members previously had access
to. To reprogram these locks, you need an Inhibit Key.
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The Inhibit Key

An Inhibit Key is programmed to tell a lock to ignore keys with specific
Key IDs. As long as you assigned Key IDs carefully in the key creation
process, the inhibiting process will be easy.

Assuming you gave your staff members either Master Keys or Zone
Keys, you will create either an Inhibit Master Key or an Inhibit Zone
Key.

Creating an Inhibit Master Key

To create an Inhibit Master Key, go to the Keys pull-down menu and
select:

Create - Inhibit Master Key

ﬂSeculily Access Manager [Beta) ADMIN. CSS X is logged on
Eile | Keys Uty Device Management Heports Help
Besident Key...

Zone Key...

Master Key...

Inhibit Resident Key...

Inhibit Zone Key..,

Inhibit Master Key...

Programming Key...

Configure Lnit Key...

Configure Common Access Key. .
Configure Suite Key..,

Construction Key
Limited Use Key

\
Query Key K \",
Maintenance Key \
L ] \
\J -

This will display the Create Inhibit Master Key dialog box (Fig. 6.12).

Inhibit Master Key Options

Beneath the words, “Select IDs to Inhibit” is a box listing all the Master
Key IDs created along with the name of the staff member each key is
assigned to. Simply click in the box to the left of the staff member(s)
whose key(s) you wish to inhibit and click OK.

Once again, the name of the person currently logged on to the SAM
System will appear in the box under the words, “The Key Is Assigned
To:” You can accept this default, or, to change the key assignment,
click the Select button next to the box. This will display the Select User
Type dialog box.
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Create Inhibit Master Key

Select ID= to Inhibit:

[~ 01: MATHEWS. DAVE
[~ 02: KONIG.JOHN Z
[T 03 MATHEWS. DAVE

The Key Is Assigned To
ADMIN, CSS X =

|
STAFF
| « OK I X Cancel I

Fig. 6.12 - Create Inhibit Master Key Dialog Box

Like Master Keys, Inhibit Master Keys can only be assigned to staff
members. Click the open circle next to STAFF and click OK. This will
take you to the Staff List dialog box. Click on the name of the person
who will be assigned this key and click Select.

Back at the Create Inhibit Master Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To.”

Encoding the Inhibit Key

When you are satisfied with the settings for this Inhibit Master Key,
click OK. If a key is not currently in the Key Encoder, you will be
prompted to insert a key into the Key Encoder now. Within a few
seconds, the key will be encoded. The Key Encoder will flash the
message “KEY CODED CORRECTLY” and your computer will display
the message “The write operation was successful!” Click OK on the
computer message to return to the main SAM interface.

Reprogramming Locks

Now that you have created an Inhibit Master Key for a specific staff
member (or members) who will no longer be allowed access to your
property, it is necessary to go to each and every unit, suite and
common access lock on your property and insert the Inhibit Master
Key. This will reprogram the locks to no longer provide access to any
of the Key IDs selected.
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Note: Depending upon the size of you property, you may wish to
create several Inhibit Master Keys and enlist the support of other staff
members to help you reprogram these locks.

Creating an Inhibit Zone Key

If you had previously assigned a Zone Key to someone who is no
longer a member of your staff, you will need to create an Inhibit Zone
Key to reprogram all of the locks within that zone to no longer provide
access to that person’s key.

To create an Inhibit Zone Key, go to the Keys pull-down menu and
select:

Create > Inhibit Zone Key

‘]Scculily Access Manager [Beta) ADMIN, CSS X iz logged on
File | Keys Uty Device Management Repoits Help
Besident Key...
Bead... Zone Key...

Configure Linit Key...
Configure Common Access Key...
Configure Suite Key...

Construction Key
Limited Use Key

Query Key \'-. i \,
Maintenance Key X
= ‘ }j

This will display the Create Inhibit Zone Key dialog box (Fig. 6.13).

Inhibit Zone Key Options

Your first task is to go to the drop-down box and confirm that you are
creating an inhibit key for the appropriate zone. If you set up zones
correctly in the Site Design Process, all zones within your property will
appear in the drop-down box. Select the appropriate zone in the drop-
down box.

In the box beneath the words, “Select IDs to Inhibit” will be a listing of
all the Zone Key IDs created for that particular zone along with the

name of the staff member each key is assigned to. Simply click in the
box to the left of the staff member(s) whose key(s) you wish to inhibit.
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Create Inhibit Zone Key

Zone: (R[N =~

Select IDs to Inhibit:
[~ 01:VARGAS,TIM O

The Key s Assigned To:

ADMIN, £S5 % o |
STAFF
[ ok | % cencel |

Fig. 6.13 - Create Inhibit Zone Key Dialog Box

Once again, the name of the person currently logged on to the SAM
System will appear in the box under the words, “The Key Is Assigned
To:” To change the key assignment, click the Select button next to the
box. This will display the Select User Type dialog box.

Like Zone Keys, Inhibit Zone Keys can only be assigned to staff
members. Click the open circle next to STAFF and click OK. This will
take you to the Staff List dialog box. Click on the name of the person
who will be assigned this key and click Select.

Back at the Create Inhibit Zone Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To.”

Encoding the Inhibit Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.
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Reprogramming Locks

Now that you have created an Inhibit Zone Key for a specific staff
member (or members) who will no longer be allowed access to your
property, it is necessary to go to each and every unit, suite and
common access lock in that particular zone (as well as common
access locks outside that zone) and insert the Inhibit Zone Key. This
will reprogram the locks to no longer provide access to any of the Key
IDs selected.

Note: Depending upon the size of you property, you may wish to
create several Inhibit Zone Keys and enlist the support of other staff
members to help you reprogram these locks.
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Section 7: Resident Keys

By now, you should have created Master Keys for you and your staff to
provide access to any lock on your property. At this point you can
create Resident Keys, i.e., keys that will only open specific unit locks,
as well as any associated suite and common access locks.

Note: It is recommended that you wait until residents move into a unit
before creating keys for that unit. In this way, you can register each
resident in the SAM System and assign him or her a specific Resident
Key ID.

Adding Residents to the SAM System

To register residents in the SAM System, go to the Management pull-
down menu and select:

Maintenance > Residents

n".:‘cculity Access Manager [Beta) ADMIN. C55 ¥ iz logged on

File  Keyz Utilly Device | Management Beports Help
»

Authorization Groups...

.ﬁi‘to Design D Stal...

Work Orders.... endol\?

Temminal Settings... ,Elovellym
Backup...

SiAlV

This will display the Unit/Resident List dialog box (Fig. 7.1).

If you set up units correctly during the Site Design Process, all units
within your property will appear in the Unit/Resident List.

To register a new resident, click on the unit the resident is moving into,
and click Add. The system will now display the Resident Form - ADD
Mode dialog box (Fig. 7.2).
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Unit/Resident List

1024,
1028
1038,
1038
1044,
104B
1054
1058
1064 *% Delete
1068

1078, ['1
1078

1088
1088
103,
1098

F

FH-F-FH-H

| 1

Fig. 7.1 - Unit/Resident List Dialog Box

Enter as much information as you can about the resident, including his
or her name, work phone and home phone numbers. There is also
space to record some notes about the resident.

Resident Form - ADD Mode

Last Name First Name Middle Name
| | |

C \ Home Phone No: Work Phore No: a g
|Ll_-_ li_]_-_  — .
Notes:

/5m|
X Cancel |

Fig. 7.2 - Resident Form - ADD Mode Dialog Box
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When you have entered as much information as you can about that
resident, click Save. This will return you to the Unit/Resident List dialog
box (Fig. 7.1).

If more than one resident will be moving into the same unit, click on
that specific unit once again at the Unit/Resident List dialog box and
enter information about the next person moving in. Continue
registering additional residents moving into that same unit — or into a
different unit — following the same process. Click Close at the
Unit/Resident List dialog box to return to the main SAM interface.

Creating Resident Keys

Once you have entered residents into the system, creating keys for
them is a simple process. To create Resident Keys, go to the Keys
pull-down menu and select:

Create > Resident Key

‘]Soculily Access Manager [Beta) ADMIN, CSS X iz logged on

File | Keys Uity Device Management Reports  Help

Fesident Key..
Head... Zone Key...
T MasterKey..

Inhibit Resident Key...

Inhibit Zore Key,..

Irihibit Master Key...
Programming Key...

Configure Lnit Key...

Configure Common Access Key..
Configure Suite Key...

Construction Key
Limited Use Key

\ \
Quety Key g \
Mairtenance Key \‘ r
L w ] 1
o o | il

This will display the Create Resident/Unit Key dialog box (Fig. 7.3).

Resident/Unit Key Options

In the Create Resident/Unit Key dialog box, your first task is to select
either the New Key option or the Duplicate Key option. As with Master
Keys, you must choose the New Key option each time you create the
first key for a specific unit, and the Duplicate Key option for
subsequent keys created for the same unit.
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Create Resident / Unit Key
 New Key & Duplicate Key
Unit: =

Key will woik in selected Common Access Lock

[~ [COMMON ACCESS LOCK.01] =] ™ Key Expites
[V [COMMON ACCESS LOCK 02]

¥ [COMMON ACCESS LOCK 03]

™ [COMMON ACCESS LOCK 04]

¥ [COMMON ACCESS LOCK 05)

¥ [COMMON ACCESS LOCK 06]

[V [COMMON ACCESS LOCK 07)

[V [COMMON ACCESS LOCK 08] &

B hayleetoned |0
ADMIN, C55 X ol

STAFF
,/mcl x[‘.almll

Fig. 7.3 - Create Resident/Unit Key Dialog Box

Note: Whenever the New Key option is selected, a Warning dialog
box (Fig. 7.4) will appear indicating that creating a New Key will cancel
any other keys of the same type. If this is indeed the very first key of
this type you are creating, click Yes to proceed. Otherwise, click No to
return to the Create Resident/Unit Key dialog box and select the
Duplicate Key option.

Warning '

WARMIMNG: Creating a MEW key will cancel
any current kevs of thiz typel
Do you wizh o continue?
o |

Fig. 7.4 - New Key Warning Dialog Box

The next step is to go to the drop-down box next to the word “Unit” and
select the appropriate unit. Once again, if you set up units correctly in
the Site Design Process, all units within your property will appear in the
drop-down box.
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Your next step is to confirm the default settings for the common access
areas for this unit. These default settings were also set up in the Site
Design Process and are not likely to require any changes. If the unit
was correctly configured in the Site Design Process, the key created
will automatically open any zone or suite doors as well as the unit
itself.

Like all keys in the SAM System, Resident Keys will by default be
assigned to whomever is logged on to the SAM System, and that
person’s name will appear in the box under the words, “The Key Is
Assigned To:” If there are no tenants to assign this key to, you can
click OK to accept these default settings.

Assigning Resident Keys

To assign this Resident Key to an actual resident, click the Select
button next to the box under the words, “The Key Is Assigned To:”
(This button has a hand pointing to the right.) This will display the
Select User Type dialog box (Fig. 7.5).

Note: Resident Keys can be assigned to either staff members or
residents.

Select User Type |

" STAFF

" BESIDENT

& WENDIH

x Cancel I

Fig. 7.5 - Select User Type Dialog Box

Click the open circle next to RESIDENT and click OK. This will take
you to the Resident List dialog box (Fig. 7.6). Any residents you
registered into the system for that particular unit will be listed in this
box. Simply click on the name of the person whom you wish to receive
this key and click Select.
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RESIDENT LIST

Last Name | First Name I MI |
MAYES MNANCY L

Fig. 7.6 - Resident List Dialog Box

Note: If the resident you wish to assign the key to is not in the
Resident List, go to the subsection Adding Residents to the SAM
System on page 88 for instructions on adding that person to the list.

Back at the Create Resident Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To:”

When you are satisfied with the settings for this key, click OK.

Encoding the Resident Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is 1.

Click OK on the computer message to return to the main SAM
interface.

Continue creating Resident Keys in this manner until you have enough
keys to give to the appropriate number of residents. Be sure to assign
additional keys created for the same unit as Duplicate Keys (so as to
create a new Key ID for each resident), and to carefully label them for
each specific resident.
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When Residents Move Out

When residents move out of your property, it is highly recommended
that you delete them from the SAM System.

To delete residents, be sure you are in the Unit/Resident List dialog
box (Fig. 7.1). To access this dialog box, go to the Management pull-
down menu and select:

Maintenance - Residents

ngcculity Access Manager [Beta) ADMIN. C55 ¥ iz logged on
File  Keyz Utilly Device | Management Beports Help

Site Design L
Waork Orders...
Temminal Settings...

- I‘ * \“'\.. 1 \ i

Within the Unit/Resident List dialog box, click on the person’s name
whom you wish to delete, and click Delete.

A Delete Confirmation box will appear asking if you are sure about
deleting that person. Click Yes to confirm deletion and then click Close
at the Unit/Resident List dialog box to return to the main SAM
interface.

Repeat the process until all residents vacating a unit are removed from
the SAM System.

If you have new residents to register, follow the process described on
page 88 under Adding Residents to the SAM System.

Preventing Access

Merely deleting residents from the SAM System is not enough to
ensure the security of your property. It is also very important that
you collect whatever keys they might have in their position. If former
residents do not relinquish their keys, they can continue to gain
access to common access areas, or worse, to their former units.
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To ensure the security of your property AND the security of the new
residents of that unit, it is important to make sure that any keys in a
former resident’s possession will no longer provide access.

To prevent access, you must reprogram the locks that the residents
previously had access to. To reprogram these locks, you need an
Inhibit Resident Key.

The Inhibit Resident Key

An Inhibit Resident Key is programmed to tell a lock to ignore keys
with specific Key IDs. As long as you assigned Key IDs carefully in
the Resident Key creation process, the inhibiting process will be
easy.

Creating an Inhibit Resident Key

To create an Inhibit Resident Key, go to the Keys pull-down menu
and select:

Create - Inhibit Resident Key

File | Keys Utlily Device Management Reports Help
Besident Key...
Zone Key...
Master Key. .

Inhibit Resident Key,

Inhibit Zone Key...
Inhibit Master Key...

Programming Key...

Configure Linit Key...

Configure Common Access Key...
Configure Suite Key...

Constiuction Key
Limited Uze Key

.ﬂ“ﬁﬂ’ Key \ " II\',y
=)
o o N ___ | |

This will display the Create Inhibit Resident Key dialog box (Fig. 7.7).

Inhibit Resident Key Options

Your first task is to go to the drop-down box and confirm that you are
creating an inhibit key for the appropriate unit. If you set up units
correctly in the Site Design Process, all units within your property will
appear in the drop-down box. Select the appropriate unit in the drop-
down box.
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Create Inhibit Resident Key

Unit: ~]1

Select ID= to Inhibit:
[T D1: ADMIN, CSS X =
[F 02: MAYES. NANCY L

- |

The Key |s Assigned To:

ra.o MIN, CSS X =1 I
STAFF
| « OK I X Cancel I

Fig. 7.7 - Create Inhibit Resident Key Dialog Box

In the box beneath the words, “Select IDs to Inhibit” will be a listing of
all the Resident Key IDs created for that particular unit along with the
names of the residents each key is assigned to. Simply click in the box
to the left of the resident(s) whose key(s) you wish to inhibit.

Inhibit Resident Keys will by default be assigned to whomever is
logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” To change the key
assignment, click the Select button next to the box. This will display the
Select User Type dialog box.

Inhibit Resident Keys can be assigned to staff members or to
residents. To assign the key to a staff member, click the open circle
next to STAFF and click OK. This will take you to the Staff List dialog
box. Click on the name of the person who will be assigned this key and
click Select.

Back at the Create Inhibit Resident Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To.”

Encoding the Inhibit Key
When you are satisfied with the settings for this Inhibit Resident Key,
click OK. If a key is not currently in the Key Encoder, you will be
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prompted to insert a key into the Key Encoder now. Within a few
seconds, the key will be encoded. The Key Encoder will flash the
message “KEY CODED CORRECTLY” and your computer will display
the message “The write operation was successful!” Click OK on the
computer message to return to the main SAM interface.

Reprogramming Locks

Now that you have created an Inhibit Resident Key for a specific
resident (or residents) who have moved away from your property, it is
necessary to go to that resident’s unit, suite and all common access
locks on your property and insert the Inhibit Resident Key. This will
reprogram the locks to no longer provide access to any of the Key IDs
selected.
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Section 8: Vendor Keys

Vendors are those product and service companies that help keep your
property running smoothly. A vendor might provide pool-cleaning
services, sending one or more employees to your property on a regular
basis. A vendor might also provide one-time service, such as a
plumber replacing a broken pipe in a resident’s shower.

Rather than provide a Master Key to a vendor, giving him or her
access to more areas than necessary, you can create a Vendor Key,
also known as a Limited Use Key. Limited Use Keys provide access for
a specific vendor to a designated area (or areas) for a finite period of
time, up to 24 hours.

Before creating Limited Use Keys, it is highly recommended that you
register the specific vendor, as well as that vendor’s employee(s), in
the SAM System. This will allow you to assign Limited Use Keys
appropriately, and to track these keys if necessary later on.

Adding Vendors to the SAM System

To register vendors, go to the Management pull-down menu and
select:

Maintenance - Vendors

nSeculin Access Manager [Beta) ADMIN. C55 X iz logged on

Eile Keys Uity Device | Management Repots Help
1 ]

Maintenance Authorization Groups...
z 2 Staff...
Site Design > Residents..
Work Orders...
Teminal Settings. . Property Areas. .
Backup...

This will display the Vendor Company List dialog box (Fig. 8.1).
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Yendor Company List |

Mame |

AsbwWINDOY BLINDS
ACE PLUMBING

# Emplapees

E LCloge

Fig. 8.1 - Vendor Company List Dialog Box

Within the Vendor Company List dialog box, click Add. The system will
now display the Vendor Company Form - ADD Mode dialog box (Fig.

8.2).

Yendor Company Form - ADD Mode |

Company Mame Yendor Type

I |

Street 1 Street 2

| |

City State

| [ALABAMA =]
Zip Code

Phaone Ma: Fa Mo Mobile Mo
[ -

o Save | X Cancel |

Fig. 8.2 - Vendor Company Form - ADD Mode Dialog Box
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Input as much information as possible about the vendor company in
the fields provided including:

e The vendor company’s name

e The vendor type, such as “Plumber”, “Painter”, etc.

e Address and phone number information

Click Save to return to the Vendor Company List dialog box. If you
would like to add another vendor to the system right away, click New
and follow the process once again.

Registering Vendor Employees

To register employees of a specific vendor company, be sure you are
in the Vendor Company List dialog box. Click on the vendor for which
you will be registering employees and click Employees. This will
display the Vendor Employee List dialog box (Fig. 8.3).

Yendor Employee List - AdA WINDOW BLINDS

Lazt Mame | Firzt Hame | [l |

7§ hdd

_ Pa |
[ e |

Edit

i LClose |

Fig. 8.3 - Vendor Employee List Dialog Box

To register a new vendor employee, click Add. This will display the
Vendor Employee Form - ADD Mode dialog box (Fig. 8.4).

Enter as much information as you can about the employee, including
his name, position and the phone number that he or she uses most
often. When you have entered as much information as possible, click
Save. This will return you once again to the Vendor Employee List
dialog box (Fig. 8.3).

100



SAM™ System 1.0 Operations Manual

Wendor Employee List - ACE PLUMBING
I Lazt Name | First Mame | bl |
I e — =

Yendor Employee Form - ADD Mode

Last Name First Name Middle Name

] | |

Pasition

Phote Mo  Save

Clio—— X Cancel | g
HE Cioze |

Fig. 8.4 - Vendor Employee Form-ADD Mode Dialog Box

Continue registering additional vendor employees by following the
same process, or click Close at the Vendor Employee List dialog box
and again at the Vendor Company List dialog box.

Creating Vendor Keys

Because vendors only need access for a limited time, the SAM System
incorporates Limited Use Keys. These keys can be programmed to
provide access to only a single location, such as a specific common
access area or one specific unit, a number of units on the same floor,
an entire zone, or any combination of locations.

To create a Limited Use Key, go to the Keys pull-down menu and
select:

Create - Limited Use Key

File | Keys Utity Device Management Reports Help
Hosdert Koy,
Head... Zone Key...
Master Key...

Inhibit Resident Key...

Inhibit Zone Key...

Inhibit Mazter Key...
Programming Key...

Configure Linit Key...

Configure Common Access Key...
Confis Suite Key...

Constiuction Key \

Limited Use Key "._. \

ﬂm Key \I\-I 1 \ ‘
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This will display the Create Limited Use Key dialog box (Fig. 8.5).

Create Limited Use Key

The number of hours key will work: ﬁ (0 indicates a one time use.)
Key will work in Unit Locks: Key wall work in Common Access Locks:
r 1A = [ [COMMON ACCESS L = |
1018 ™ [COMMON ACCESS L
™ 102a ™ [COMMOMN ACCESS L-
I~ 1028 ™ [COMMOM ACCESS L
I 10234 ™ [COMMON ACCESS L @ Mark Al
™ 1038 ™ [COMMOM ACCESS L
™ 104a ™ [COMMOM ACCESS L
I~ 1048 I~ [COMMON ACCESS L @QMNF
I~ 1084 ™ [COMMON ACCESS L
™ 1058 [~ [COMMON ACCESS L
™ 1064 [T [COMMON ACCESS L +|
I~ 1088 - 4| i | |
Bold items have open or pending
work orders.
The Key |3 Assigned To:
ADMIN. C55 % | i |
STAFF

Fig. 8.5 - Create Limited Use Key Dialog Box

In the Create Limited Use Key dialog box, the first option you see is
to determine the number of hours this key will function. “0” indicates
that the key will work each lock only once. You can assign the number
of hours for this key up to 24 hours; however, all Limited Use Keys
expire automatically at midnight on the day they are created.
Therefore, if the vendor needs to return the next day, a new key will
need to be created the next day.

The next step is to select the locks that this key will open. You can
choose a single unit, any number of units, as well as common access
areas.

Note: For the common access areas, you can click Mark All to easily
select all common access locks. If you intend to select 8 out of 10 of
these locks, you can Mark All, then click the 2 areas to deselect them.

Limited Use Keys will by default be assigned to whomever is logged on
to the SAM System, and that person’s name will appear in the box
under the words, “The Key Is Assigned To:” Because this key is to be
given to a vendor, you want to make sure this key is assigned to this
person in the system.
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To change the key assignment, click the Select button next to the box.
(This button has a hand pointing to the right.) This will display the
Select User Type dialog box (Fig. 8.6).

Select User Type

" STAFF
" RESIDENT

" VENDOR

X Cancel |

Fig. 8.6 - Select User Type Dialog Box

Click the radial button next to VENDOR and click OK. This will take
you to the Vendor Company List dialog box (Fig. 8.1). Any vendor
companies you previously entered into the system will be listed in this
box. Click on the name of the vendor, and then click Employees. Click
on the name of the vendor employee, and then click Select.

This will take you back to the Create Limited Use Key dialog box. The
name of the vendor employee whom you selected will now appear in
the box under the words, “The Key Is Assigned To:” If you are satisfied
with all the information selected, click OK.

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

If you have more than one vendor or vendor employee needing
access, repeat the process for creating a Limited User Key. Be sure
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to assign each key to a specific vendor employee so as to be able to
track the key if necessary.

Replacing Lost Vendor Keys

Because Limited Use Keys expire at midnight on the day they are
created, it is not necessary to replace lost or stolen vendor keys.

104



SAM™ System 1.0 Operations Manual

Section 9: Replacing Lost Resident Keys

One of the tasks you will perform most often with the SAM System
is replacing keys lost by either staff or by residents. When keys are
lost, replacement keys will need to be created and locks must be
reprogrammed to ensure the security of your property.

Replacing lost resident keys is discussed below. Replacing lost staff
keys is discussed in Section 10.

When there is only one resident in a unit, replacing that person’s key
is a fairly simple process. However, when more than one person
resides in a unit, a key assigned specifically to one of the residents
may end up being used by another. When replacing a lost key in the
case of multiple residents, it is vital that you determine which key is
actually lost.

Reading Resident Keys

The best way to determine exactly which key is lost is to have all the
other residents of that unit bring their keys to the office so that you can
read each key using the Key Encoder. This will provide information as
to each key’s Key ID and whom it is assigned to.

To read a Resident Key, put the key into the Key Encoder. Go to the
Keys pull-down menu and select: Read

SV

Security Access Manager

This will display the Key Read dialog box (Fig. 9.1).
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Key Type: Resident 7 Unit Key
Assigned To: ADMIN, CSS X

STAFF
Status: Current Expiration Date: Never
Unit 101A
Made By: ADMIN. €SS X KeyID: 6

Allowed In Common Access Locks:

[COMMON ACCESS LOCK 02)
[COMMON ACCESS LOCK 03]
[COMMON ACCESS LOCK 05)
[COMMON ACCESS LOCK 06)
[COMMON ACCESS LOCK 07)
[COMMON ACCESS LOCK 08]
[COMMON ACCESS LOCK 03]
[COMMON ACCESS LOCK 10)

Fig. 9.1 - Key Read Dialog Box

Note: If there is not a key in the Key Encoder, you will be prompted to
insert a key with messages both on screen and on the Key Encoder.

The Key Read dialog box displays such information as the type of key
(such as Master Key, Programming Key, Resident/Unit Key, etc.) and
whom the key is assigned to. Additional information is provided based
on the key type. For instance, a Master Key read would provide
expiration information. A Resident/Unit Key read would display the
specific unit, suite and common access area locks that key opens.

Once you have determined which Resident/Unit Keys are accounted
for, you will know exactly which Key ID is missing. However, before
creating a replacement key, it is essential that you first create an
Inhibit Resident Key.

The Inhibit Resident Key

An Inhibit Resident Key is programmed to tell a lock to ignore keys
with specific Key IDs. In the process of making an Inhibit Resident Key,
the SAM System will be programmed with the knowledge that a
specific Resident Key is no longer a valid Key ID.

When you create the replacement key, it will then be programmed with
the knowledge of the invalid Key ID. As the replacement key is used, it
will automatically program each lock to ignore the invalid Key ID. This
is why it is so important to determine which key is actually lost. If you
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are not certain exactly which Key ID is lost, you might invalidate the

wrong Key ID.

Creating an Inhibit Resident Key

To create an Inhibit Resident Key, go to the Keys pull-down menu

and select:

Create - Inhibit Resident Key

n Security Access Manager
File | Keys Uty Device Management Repots Help

Resident Key...

Bead... Zone Key...

Eraze

Master Key...

Inhibit Resident Key.

Inhibit Zone Key...
Inhibit Master Key...

Programeming Key...
Configure Lnit Key...

Configure Common Access Key...

LConstruction Key
Limited Use Key
Query Key

ADMIM, CS5 X iz logged on

._ -

M

This will display the Create Inhibit Resident Key dialog box (Fig. 9.2).

Create Inhibit Resident Key

Unil:]'m

Select IDs to Inhibit:

[~ 01: MAYES. NANCY L
I~ 02: MAYES. NANCY L
[ 03 ADMIN, CSS X

The Key |z Assigned To:

lmu.cssx

STAFF

 OK X Cancel
| | I

ot |

Fig. 9.2 - Create Inhibit Resident Key Dialog Box
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Inhibit Resident Key Options

Your first task is to select the appropriate unit in the drop-down box.
Once you have selected the unit in question, in the box beneath the
words, “Select IDs to Inhibit” will be a listing of all the Resident Key IDs
created for that particular unit, along with the names of the residents
each key is assigned to. Simply click in the box to the left of the
resident whose key was lost and click OK.

Note: If more than one Resident Key is lost, you can select more than
one Key ID to inhibit.

Inhibit Resident Keys will by default be assigned to whomever is
logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” To change the key
assignment to the person who lost the original key, click the Select
button next to the box. This will display the Select User Type dialog
box (Fig. 9.3).

Select User Type

" STAFF
" BESIDENT

& YENDEH

X Cancel I

Fig. 9.3 - Select User Type Dialog Box

Inhibit Resident Keys can only be assigned to staff members or to
residents. To choose a staff member to assign this key to, click the
radial button next to STAFF and click OK. This will take you to the
Staff List dialog box. To choose a resident to assign this key to, click
the radial button next to RESIDENT and click OK. This will take you to
the Resident List dialog box. Click on the name of the person who will
be assigned this key and click Select.
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Note: You can assign and give this key to the resident to inhibit locks.
However, once a replacement Resident Key is created, that new
Resident Key will automatically reprogram all locks it is used in to
ignore the invalid Key ID.

Back at the Create Inhibit Resident Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:”

Encoding the Inhibit Key

When you are satisfied with the settings for this Inhibit Resident Key,
click OK. If a key is not currently in the Key Encoder, you will be
prompted to insert a key into the Key Encoder now. Within a few
seconds, the key will be encoded. The Key Encoder will flash the
message “KEY CODED CORRECTLY” and your computer will display
the message “The write operation was successful!” Click OK on the
computer message to return to the main SAM interface.

Now that you have created the Inhibit Resident Key and thus updated
the SAM System as to which Resident Key IDs are no longer valid, you
can immediately create a replacement Resident Key.

Creating a Replacement Resident Key

To create the replacement Resident Key, go to the Keys pull-down
menu and select:

Create > Resident Key

‘]Soculily Access Manager [Beta) ADMIN, CSS X iz logged on

File | Keys Uity Device Management Reports  Help

Besident Key..
Read... Zone Key...
T MasterKey..

Inhibit Resident Key...
Inhibit Zore Key,..
Irihibit Master Key...

Programming Key...

Configure Uit Key...

Configure Common Access Key..
Configure Suite Key...

Construction Key
Limited Use Key

\ \
Quety Key g \
Mairtenance Key \‘ r
L w ] 1
o o | il

This will display the Create Resident/Unit Key dialog box (Fig. 9.4).
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 Mew Key + Duplicate Key
Unit: Iﬁ .|

Key will work in selected Common Access Lock

[~ [COMMOMN ACCESS LOCK 01] =] I KeyExpires
¥ [COMMON ACCESS LOCK 02) |

¥ [COMMON ACCESS LOCK 03)

™ [COMMOMN ACCESS LOCK 04]

¥ [COMMOMN ACCESS LOCK 05)

¥ [COMMOM ACCESS LOCK 06)

¥ [COMMON ACCESS LOCK 07)

[V [COMMON ACCESS LOCK 08] o

The Keg I Assigned Te:
':EDMIN, £SSX e

STAFF
[ Vo | X conce|

Fig. 9.4 - Create Resident/Unit Key Dialog Box

Resident/Unit Key Options

In the Create Resident/Unit Key dialog box, it is extremely important
to accept the default Duplicate Key option. Selecting the New Key
option will invalidate ALL other Resident Keys for this unit.

The next step is to go to the drop-down box next to the word “Unit” and
select the unit in question so that it appears at the top of the drop-down
box. To assign this Resident Key to the specific resident whose key is
being replaced, click the Select button next to the box under the words,
“The Key Is Assigned To:” This will display the Select User Type
dialog box (Fig. 9.5).

Select User Type

 STAFF
¢ RESIDENT

¢ YENDOR

X Cancel |

Fig. 9.5 - Select User Type Dialog Box
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Click the radial button next to RESIDENT and click OK. This will take
you to the Resident List dialog box (Fig. 9.6). Simply click on the
name of the person who will receive this replacement key and click
Select.

RESIDENT LIST

Last Name | First Name | Mt
MAYES NANCY L

Ii Select |

Fig. 9.6 - Resident List Dialog Box

Back at the Create Resident Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To.”

When you are satisfied with the settings for this key, click OK.

Encoding the Replacement Resident Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is [?].

Note: The SAM System will assign the next available Key ID to this
replacement key; it will not reassign the same ID as before.

Click OK on the computer message to return to the main SAM
interface.
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Reprogramming Locks

To ensure the security of your property, all locks that a lost key once
opened must be reprogrammed to ignore that key from now on. For
Resident Keys, you have two options for reprogramming locks.

One option is to insert the Inhibit Resident Key into that resident’s unit
lock, suite lock (if applicable) and all common access locks on your
property. This will reprogram the locks to no longer provide access to
any of the Key IDs selected.

The other option is to simply allow the resident to reprogram the locks.
Every time the resident inserts the replacement key into a lock
previously opened by the lost key, it will automatically invalidate the
lost key, rendering it useless.
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Section 10: Replacing Lost Staff Keys

If a staff member loses a key, the security risk is far more serious than
when a resident loses a key; after all, staff keys are usually either
Master or Zone Keys, which provide access to more than just a single
unit.

To ensure the security of your property, and especially its residents,
you must carefully reprogram all the locks that the lost key previously
opened. To reprogram these locks, you'll need either an Inhibit
Master Key or an Inhibit Zone Key.

Creating an Inhibit Master Key

To create an Inhibit Master Key, go to the Keys pull-down menu and
select:

Create - Inhibit Master Key

ﬂSeculily Access Manager [Beta) ADMIN. CSS X is logged on
Eile | Keys Uty Device Management Heports Help
Besident Key...

Zone Key...

Master Key...

Inhibit Resident Key...

Inhibit Zone Key...

Inhibit Master Key...

Programming Key...

Configure Lnit Key...

Configure Common Access Key...
Configure Suite Key..,

Construction Key
Limited Use Key

\
Query Key K \",
Maintenance Key \
L ] \
\J -

This will display the Create Inhibit Master Key dialog box (Fig. 10.1).

Inhibit Master Key Options

Beneath the words, “Select IDs to Inhibit” is a box listing all the Master
Key IDs created along with the name of the staff member each key is
assigned to. Simply click in the box to the left of the staff member
whose key was lost and click OK.

Note: If more than one Master Key is lost, you can select more than
one Key ID to inhibit.

113



SAM™ System 1.0 Operations Manual

Create Inhibit Master Key

Select 1Dz to [nhibit:
[~ 01: ADMIN, 55 =

The Key |z Assigned To:

DMIM, £S5 = 3 |
CTAFF B
«F 0K I X Cancel |

Fig. 10.1 - Create Inhibit Master Key Dialog Box

As with all keys, the name of the person currently logged on to the
SAM System will appear in the box under the words, “The Key Is
Assigned To:” To change the key assignment to the person who lost
the original key, click the Select button next to the box. This will display
the Select User Type dialog box (Fig. 10.2).

Select User Type

" STAFF
¢ | BESIDENT

= VENDEE

X Cancel |

Fig. 10.2 - Select User Type Dialog Box
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Click the open circle next to STAFF and click OK. This will take you to
the Staff List dialog box (Fig. 10.3). Click on the name of the person
who will be assigned this key and click Select.

Back at the Create Inhibit Master Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:”

STAFF LIST

Last Name | First Name [ w1
| ADMIN Css b4

CARLSONM AMNNITA

MATHEWS ROGER

PETERSON RYAN z

RICHTER DaN Y

SMITH JANE z

=i Select |

Fig. 10.3 - Staff List Dialog Box

Encoding the Inhibit Master Key

When you are satisfied with the settings for this Inhibit Master Key,
click OK. If a key is not currently in the Key Encoder, you will be
prompted to insert a key into the Key Encoder now. Within a few
seconds, the key will be encoded. The Key Encoder will flash the
message “KEY CODED CORRECTLY” and your computer will display
the message “The write operation was successful!” Click OK on the
computer message to return to the main SAM interface.

Creating an Inhibit Zone Key

If the lost key was a Zone Key, you will need to create an Inhibit Zone
Key to reprogram all of the locks within that zone.

To create an Inhibit Zone Key, go to the Keys pull-down menu and
select:

Create - Inhibit Zone Key
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‘]Scculily Access Manager [Beta) ADMIN. CSS5 X iz logged on
Eie | Keys UliyDevice Management Reports Help
Besident Key...

Zone Key..,

Master Key...

Inkibit Fesident Ksy

rmumm

Programming Key...

Configure Linit Key...

Configure Common Access Key...
Configure Suite Kep..
Construction Key \ \
Lirited Lise Key

I \ } Y
\__.J_F -

This will display the Create Inhibit Zone Key dialog box (Fig. 10.4).

Create Inhibit Zone Key

Zone: =

Select IDs to Inhibit:
™ 01: VARGAS. TIMQ

_TLB__Key Iz Assigned To:
BDMIN, CSS X

STAFF
VoK | X cancel |

Fig. 10.4 - Create Inhibit Zone Key Dialog Box

Inhibit Zone Key Options

Your first task is to go to the drop-down box and select the appropriate
zone in the drop-down box for this key. Once you have selected the
correct zone, the box beneath the words, “Select IDs to Inhibit” will
contain a listing of all the Zone Key IDs created for that particular zone,
along with the name of the staff member each key is assigned to.
Simply click in the box to the left of the name of the staff member who
lost the key.
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Note: If more than one Zone Key is lost, you can select more than one
Key ID to inhibit.

Once again, the name of the person currently logged on to the SAM
System will appear in the box under the words, “The Key Is Assigned
To:” To change the key assignment, click the Select button next to the
box. This will display the Select User Type dialog box (Fig. 10.5).

Select User Type |

~ STAFF
¢ FESIDENT

¢ WENDOH

X Cancel |

Fig. 10.5 - Select User Type Dialog Box

-

Like Inhibit Master Keys, Inhibit Zone Keys can only be assigned to
staff members. Click the open circle next to STAFF and click OK. This
will take you to the Staff List dialog box (Fig. 10.6). Click on the name
of the person who will be assigned this key and click Select.

Back at the Create Inhibit Zone Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To.”

Encoding the Inhibit Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.
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STAFF LIST

Last Name | First Name [ mi |
ADMIN css X
CARLSON ANNITA,

MATHEWS ROGER

PETERSON RYAN z
RICHTER DAN A
SMITH JANE Z

Fig. 10.6 - Staff List Dialog Box

Reprogramming Locks

Now that you have created either an Inhibit Master Key or an Inhibit
Zone Key, it is necessary to go to each and every unit, suite and
common access lock on your property (or in that particular zone) and
insert the Inhibit Key. This will reprogram the locks to no longer provide
access to the lost Key ID.

Note: Depending upon the size of you property, you may wish to
create several Inhibit Master (or Zone) Keys and enlist the support of
other staff members to help you reprogram these locks.

Creating a Replacement Master Key

To create a replacement Master Key, go to the Keys pull-down menu
and select:

Create > Master Key

ﬂSec:ulily Access Manager [Beta) ADMIN. C55 X iz logged on
Fde | Keys UliilyDevice Management Hepods Help

EEDTED et

Bead.. Zone Key...

Inhibit Resident Key...
Iphibst Zone Key...
Inhibit Master Key. .
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This will display the Create Master Key dialog box (Fig. 10.7).

Create Master Key

Clily G Duensy
StattHour: [12:0 AM
TheKeyIsAss_ig'ledTo: .
o st | Stop Hour: {1209 4
o [~ KeyExpies
Vo | X caenl |

Fig. 10.7 - Create Master Key Dialog Box

Master Key Options

Because this will be a replacement Master Key, it is extremely
important to select the Duplicate Key option by clicking on the open
circle next to the words “Duplicate Key”. Selecting the New Key option
will invalidate ALL other Master Keys.

Your next task is to determine the hours of operation for this key.
The default settings for Master Keys assign each key for a full 24
hours each day with no expiration date. If you wish to limit the
number of hours per day that this key will provide access, or enter
an expiration date, you can do so now. Otherwise, leave these
settings as they are.

Like all keys in the SAM System, Master Keys will by default be
assigned to whomever is logged on to the SAM System, and that
person’s name will appear in the box under the words, “The Key Is
Assigned To:” To change the key assignment to the staff member who
lost the original key, click the Select button next to the box. This will
display the Select User Type dialog box (Fig. 10.8).

Click the open circle next to STAFF and click OK. This will take you to
the Staff List dialog box (Fig. 10.9). Simply click on the name of the
person who lost the original key and click Select.
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Select User Type |

" STAFF

¢ BESIDENT

¢ YENDOE

X Cancel |

Fig. 10.8 - Select User Type Dialog Box

Back at the Create Master Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is

Assigned To.”

When you are satisfied with the settings for this key, click OK.

STAFF LIST

Last Name | First Name TN
| [ADMIN Css X

CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 2

RICHTER DAN A

SMITH JANE z

= Select

Fig. 10.9 - Staff List Dialog Box
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Encoding the Master Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is [?].

Note: The SAM System will assign the next available Key ID to this
replacement key; it will not reassign the same ID as before.

Click OK on the computer message to return to the main SAM
interface.

Creating a Replacement Zone Key

To create a replacement Zone Key, go to the Keys pull-down menu
and select:

Create > Zone Key

‘]Scculily Access Manager [Beta) ADMIN, CSS X iz logged on

File | Keys Utilty Device Management Reports  Help
Besident Key...

Master Key,..

Inhibit Fesident Key...
Inhibit Zore Key,..
Irihibit Master Key...

Programming Key...

Configure Lnit Key...

Configure Common Access Key..
Configure Suite Key...

Construction Key
Limited Use Key

A
Quety Key g \
Mairtenance Key \‘ r
L w ] 1
o o | il

This will display the Create Zone Key dialog box (Fig. 10.10).

Zone Key Options

Because this will be a replacement Zone Key, it is extremely important
to select the Duplicate Key option by clicking on the open circle next
to the words “Duplicate Key”. Selecting the New Key option will
invalidate ALL other Zone Keys.
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" Hew Key # Duplicate Key
: Start Hour: [12:00 AM

Stop Hour: [12:00 &M
K.ey vall work in sslected Common Access Lock

[¥ [COMMON ACCESS LOCK 01]) | =] I KeyExpires
[¥ [COMMON ACCESS LOCKk 02)

¥ [COMMON ACCESS LOCK 03)

[ [COMMON ACCESS LOCK 04)

[¥ [COMMON ACCESS LOCK 05)

[¥ [COMMON ACCESS LOCK 08]

[V [COMMON ACCESS LOCK 07)

¥ (COMMON ACCESS LOCK 08) 5

The Key |5 Assigned To
Fﬁﬁllﬁj'ﬁs@'}i" - | 1

STAFF
[Vox | % concel |

Fig. 10.10 - Create Zone Key Dialog Box

The next step is to go to the drop-down box next to the word “Zone”
and select the zone in question such that it appears at the top of the
drop-down box.

Like Master Keys, Zone Keys will by default be assigned to whomever
is logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” To change the key
assignment to the staff member who lost the original key, click the

Select button next to the box. This will display the Select User Type
dialog box (Fig. 10.11).

Select User Type

~ STAFF
¢ | BESIDENT

¢ YENDGR

X Cancel |

Fig. 10.11 - Select User Type Dialog Box
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Click the open circle next to STAFF and click OK. This will take you to
the Staff List dialog box (Fig. 10.12). Simply click on the name of the
person who lost the original key and click Select.

STAFF LIST

Last Name | First Name [ ]
| ADMIN CsS bt

CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 4

RICHTER DAN A

SMITH JANE z

Fig. 10.12 - Staff List Dialog Box

Back at the Create Zone Key dialog box, the name of the person whom
you selected will appear in the box under the words, “The Key Is
Assigned To.”

When you are satisfied with the settings for this key, click OK.

Encoding the Zone Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message:

The write operation was successful!
The key ID for this key is [?].

Note: The SAM System will assign the next available Key ID to this
replacement key; it will not reassign the same ID as before.

Click OK on the computer message to return to the main SAM
interface.
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Note: If you have not done so already, be sure to take either the Inhibit
Master Key or the Inhibit Zone Key to each and every unit, suite and
common access lock on your property (or in that particular zone) and
insert the key. This will reprogram the locks to ignore the invalid Key
ID.
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Section 11: The Query Key

Querying a lock refers to downloading information saved in the lock
and uploading that information to the SAM System. This information,
also known as the audit trail, would show how the lock was
programmed and which keys have been inserted in it — whether
successfully or unsuccessfully.

A Query Key can hold information for one unit lock at a time. If you
need to retrieve information from more than one unit lock, you can
either use multiple Query Keys or the Utility Device, which can retrieve
the audit trails of up to six common access locks or 60 unit locks at one
time. Querying a single unit lock using the Query Key is discussed
below. Querying multiple locks using the Utility Device is discussed in
Section 12, Querying Several Locks.

Creating the Query Key

To create a Query Key to query a single unit lock, go to the Keys
pull-down menu and select:

Create > Query Key

E]Scrculily Accesz Manager [Beta) ADMIN, CSS X iz logged on
File | Keps Utiity Device Management Heports Help

Besident Key...

Zone Key...

Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

Erogramming Key...

Configure Linit Key. ..

Configure Common Access Key...
Configure Suite Key, ..

Construction Key
Limited Uze Key

ue _-, - ‘
- \

This will display the Create Query Key dialog box (Fig. 11.1).

By default, the Query Key will be assigned to whomever is logged on
to the SAM System, and that person’s name will appear in the box
under the words, “The Key Is Assigned To:” To accept this default,
simply click OK.

126



SAM™ System 1.0 Operations Manual

Create Query Key

The Key |s Assigned To:
ADMIN, £S5 X 1
n =

STAFF

Fig. 11.1 - Create Query Key Dialog Box

If you wish to assign the Query Key to a staff member other than
yourself, click the Select button next to the box. (This button has a
hand pointing to the right.) This will display the Select User Type
dialog box (Fig. 11.2).

Select User Type |

" STAFF

¢ | BESIDENT

¢ YENDGR

Fig. 11.2 - Select User Type Dialog Box

Query Keys can only be assigned to staff. Click the radial button next
to STAFF and click OK. This will take you to the Staff List dialog box
(Fig. 11.3). Any staff members you previously entered into the system
(System Users, Section 2) will be listed in this box. Simply click on the
name of the person whom you wish to receive this key and click
Select.
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STAFF LIST

Last Name | First Name [ ]
ADMIN CsS bt
CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 4
RICHTER DAN A
SMITH JANE z

Fig. 11.3 - Staff List Dialog Box

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Query Key dialog box, the name of the person
whom you selected will appear in the box under the words, “The Key Is
Assigned To:” Click OK.

Encoding the Query Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

Querying the Lock

When your Query Key is encoded, take it directly to the lock in
question and insert it into the lock. The lock will beep once and then
flash. The download process will take several moments. The lock will
beep again when the download is complete. At that point, remove the
Query Key and bring it back to the SAM System.
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Reviewing the Audit Trail

In order to review the audit trail, you’ll need to read the Query Key. To
read the Query Key, insert the Query Key into the Key Encoder, go to
the Keys pull-down menu and select: Read

[d 5ecuiity Access Manager [Beta) JOHM, SMITH @ is logged on
Sile | Keys Utility Device  Management Heports Help

Create  »

« MAALY
o r—

(] + A

This will display the Key Read dialog box (Fig. 11.4).

Key Type: [Query Key

Agsigned To: ADMIN, C55 X
STAFF
Status: [Current

Made By: EDMIN, CSS X

50 Audit Records

§aveAudits | @ Eraze |

Fig. 11.4 - Key Read Dialog Box
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Note: If there is not a key in the Key Encoder, you will be prompted to
insert a key with messages both on screen and on the Key Encoder.

The Key Read dialog box displays such information as the type of key
(such as Master Key, Programming Key, Resident/Unit Key, etc.) and
the name of the person the key is assigned to. Since this is a Query
Key, there will be a Save Audits button in the lower left-hand side of
the dialog box.

Viewing the Audit Trail

To view the audit trail, click the Save Audits button in the lower left-
hand side of the dialog box. This will display a Confirmation
Requested dialog box (Fig. 11.5).

Key Read

Fep Type: |ﬂuery Key

Azsigned To: ADMIN, CSS X
STAFF

Confirmation Requested

Mac There are 50 audit records. Do pou wish ta
zave the records far later repart viewing?

S |

5

50 Audit Records

ime | _gom |

Fig. 11.5 - Confirmation Requested Dialog Box

The Confirmation Requested dialog box will report the number of audit
records held in the Query Key and ask if you want to save these audit
records for later viewing.

To save these audit records for later viewing, click Yes. Within a few
moments, the raw audit data will be displayed in a Display Test dialog
box (Fig. 11.6).
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Dizplay Test

1: 50,1, 16, 0, 08/01/2002 11:16 Ak, 12/30/1899 |

1200 &M
~»04, 255, 285, 07/31/2000 11:25 4M. 0
~»03, 255, 285, 07/31/2000 11:27 &4M. 0
~+30,1,1, 07/26/2000 10:28 AM, 50
->04, 255, 266, 07/25/2000 10:28 AM,
~»03, 255, 285, 07/25,/2000 10:23 &M,
~»04, 255, 285, 07/25/2000 10:15 &M,
~»03, 255, 285, 07/25/2000 10:17 &M,
-+60,1, 7, 07/26/2000 10:05 &AM, 0
-»04, 255, 2566, 07,/21/2000 03:59 AM,
~»03, 255, 285, 07/21,/2000 03:53 &M,
~»04, 255, 285, 07/21/2000 0353 &M,
~»03, 255, 285, 07/21/2000 09:.01 &M,
-»04, 255, 266, 07,/18/2000 03:03 PM,
-»03, 255, 256, 07,/18/2000 03:03 PM,
~»04, 255, 285, 07/18,/2000 02:03 PM.
-»[03, 255, 285, 07/18/2000 03:03 PM.
~»30, 1. 5, 07/18/2000 01:51 PM. 50
~+30,1, 5, 07/18/2000 11:38 &AM, 50
-»04, 255, 266, 07,/18/2000 11:28 AM. 0
~»03, 255, 285, 07/18/2000 11:28 4M. 0
-»04, 255, 285, 07/18/2000 11:134M. 0
-»03, 255, 285, 07/18/2000 11:134M. 0

E LClose |

Sooo O

oo oooOoo O

Fig. 11.6 - Display Test of Raw Audit Data

Creating a Report

Raw audit data is difficult to interpret. To view the data in an easy-to-
read report format, click Close in the Display Test dialog box. A
Success dialog box will be displayed to let you know that the audits
were successfully saved. Click OK to return to the main SAM interface.

Go to the Reports pull-down menu and select: Lock Interrogations

[4 S ecuiity Access Manager (Beta) ADMIN, CSS X is logged on [i[=] E]
Zle  Keys Utiity Device Management | Reports Help
Unit Key History.
User Key Histary...

Limited Use Audts.
Transactions
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This will display the SAM Lock Interrogation Report dialog box (Fig.
11.7).

Al SAM - Lock Interrogation Report v.1.00 (O] %]
Auvadable Intemogations
Added To System | Lock Name [ Lock Type | Lock Date/Tine |
06/11/2002 0351 AM 1028 UNIT LOCK 06/11/2002 06:22 AM
06/12/2002 07:37 PM 1024 UNIT LOCK, 06/12/2002 04:40 PM

£ Dol e [Blventepn] _fowe |

Fig. 11.7 - SAM Lock Interrogation Report Dialog Box

Reports will be listed in chronological order according to when the
reports were created, with the most recently created report appearing
at the bottom of the list. Also displayed are: the names of the locks
queried (such as “Pool” or “Unit 101”); the Lock Type; and the
Time/Date the of the queries. If you performed several lock
interrogations on the same day, you can find the desired report

using one of these other criteria.

Viewing a Report
To view a report, click on the report you wish to view and click View
Report. This will display the Output Options dialog box (Fig. 11.8).

At the top of the Output Options dialog box, your default printer will be
listed. Beneath that will be a box labeled Report Destination along
with three options:

Printer: The report can be printed out as a hard copy

Preview: The report can be viewed on screen

File: The report can be saved to your hard drive or to disk

To view the report on screen, confirm that the Preview option is
selected and click OK. (Printing and Saving reports are discussed in
Section 13, SAM System Reports.)
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Output Options |

—=elected Printer

Canon S600 on USBPEMO1

—Report Destination

" Prirter

% Prexview

" File |

Format: IRave Snapshot File (NEj

—option
Copies ™ Callate
I1 [T Duplex

Cancel |
Setup |

Fig. 11.8 - Output Options Dialog Box

Within a few moments, the Lock Interrogation Report (Fig. 11.9) will
open up in a new window that can be maximized or minimized (like any
Windows-based window).

File Page Zoom Help

S| 99 »elF

Date created

Zone:

Lock Software
Wersion:

Status:

Lock DatefTime:

Utility Device
DaterTime:

Nurnber of
Transactions:

DatedTime

of2 | 8 A = B Zoom
T

age [
U200 T
ZONE 01

16

08/071/2002 11:16 A

Ni& (Query Key)

50
Key Type

Key User

User Type

07/31/2000 11:25 AM
07/31/2002 11:27 AM
07/25/2002 10:28 AM
07/25/2000 10:23 AM
07/26/2002 10:28 A
07/25/2000 10:15 AM
07/26/2002 10:17 A
07/25/2002 10:05 AM
07/21/2000 08:58 Ah
07/21/2002 08:53 AM
07/21/2000 08:58 AM
07/21/2002 09:01 AM
07/18/2000 03:03 P
07/18/2002 03:03 PM
07/18/2000 03:03 PM
07/18/2002 03:03 PM
07/18/2002 01:51 PM
07/18/2002 11:38 AM

Utility Device Update Clack
Lock Time Before Update
Resident / Unit Key

Utility Dewice Update Clock
Lock Time Before Update
Utility Dewice Update Clock
Lock Time Before Update
Master Key

Utility Device Update Clack
Lock Time Before Update
Utility Device Update Clock
Lock Time Before Update
Utility Device Update Clack
Lock Time Before Update
Utility Dewice Update Clock
Lock Time Before Update
Resident / Unit Key
Resident / Unit Key

KEY NOT FOUND

KEY NOT FOUND

KEY NOT FOUND
KEY NOT FOUND

Fig. 11.9 - Lock Interrogation Report
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The Lock Interrogation Report displays the name of the lock you
queried (such as “Pool” or “Unit 101”), the type of lock and the time the
report was generated. In addition, the report will display the date and
time the lock was queried, how it was queried (whether via Query Key
or Utility Device), and the number of Transactions, i.e. the number of
times any activity took place, such as a key being inserted or the lock
being programmed.

The Lock Interrogation Report then displays a list of all transactions
with details as to what happened. For instance, if a key was inserted,
the report shows the type of key, whose key it was and the actual time
the key was inserted. Reviewing this report can provide valuable
information as to any suspicious activity related to that lock.

If there are several pages to the report, the Lock Interrogation Report
provides tools for going from one page to another using either the
buttons at the top of the box or via the Page menu. There are also
options for zooming in on the report and for zooming out using either
the Zoom box or the Zoom menu.

The File menu provides options for saving the report, opening another
report or for printing the report to your default printer. These options
are discussed in more detail in Section 13, SAM System Reports.

To exit the Lock Interrogation Report, go to the File menu and click
Exit. This will return you to the SAM Lock Interrogation Report
dialog box (Fig. 11.7). Click Close to return to the main SAM interface.
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Section 12: Querying Several Locks

As discussed in the previous section, Querying a lock refers to
downloading information saved in the lock and uploading that
information into the SAM System. This information, or audit trail,
shows how the lock was programmed, what keys have been inserted
in it — whether successfully or unsuccessfully — and more.

Whereas a Query Key can hold information for only one unit lock at a
time, the Utility Device can retrieve the audit trails of up to six common
access locks or 60 unit locks at one time.

Programming the Utility Device

To program the Utility Device to download audit trails using the Key
Encoder, go to the Utility Device pull-down menu and select:

Download Audit Trail from Lock(s)

nSecurily Access Manager ADMIN. C55 X is logged on
_ Eie Keys | Utiity Device Management Heports  Help

Set Date/Time in Utilty Device

Bead Date/Time from Utility Device

Set Date/Time in Lock(s)
Program Passage Lock(s)
Download Audit Tral from Lock(s)

Upload Audt Trad Info From Utity Device

\% y D

SMIV]

Note: If you have not already put the Utility Device into the Key
Encoder, or it is not positioned correctly, you will be prompted to insert
the Utility Device with messages on screen as well as on the Key
Encoder.

The programming process will take a few moments. When it is
completed, a Utility Device Function Confirmation screen (Fig. 12.1)
will be displayed indicating, “The write operation was successful!” The
Key Encoder will display the message “UTD WRITES SUCCESS”".
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Key/Utility Write |

The write operation was successfull

Fig. 12.1 - Utility Device Function Confirmation Screen

Querying the Lock

When your Utility Device is programmed to download information from
one or more locks, take it directly to the locks in question and insert it
into the locks one at a time. The download process will take several
moments, during which time the Utility Device will display the message
“Retrieving”.

When the Utility Device is finished retrieving the audit trail from the first
lock, the lock will beep twice and the Utility Device will display the
message “Operation Completed”.

You can now remove the Utility Device and insert it into the next lock in
question. Once you have queried all the locks in question, bring the
Utility Device back to the SAM System.

Uploading the Audit Trail

To upload the audit trail from the Utility Device, go to the Utility Device
pull-down menu and select:

Upload Audit Trail Info from Utility Device

Eile Keys | Ulity Device Management Reports Help
Set Date/Time in Utiity Device
Read Date/Time from Utiity Device

Set Date/Time in Lock(s)
Program Passage Lock(s)
Download Audit Trail from Lock(s]

Upload Audit Trail Info From Utity Device
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Note: If you have not already put the Utility Device into the Key
Encoder, or it is not positioned correctly, you will be prompted to
insert the Utility Device with messages onscreen as well as on the
Key Encoder.

Viewing the Audit Trail
Once the audit trail has been successfully uploaded from the Utility

Device, the Confirmation Requested dialog box will be displayed
(Fig. 12.2).

Confirmation Requested |

There are audit records for 2 locks. Do pou wigh to zave
the records of each lock for later report viewing?

Quo |

Fig. 12.2 - Confirmation Requested Dialog Box

At the Confirmation Requested dialog box, click Yes to save these
audit records for later viewing. Within a few moments, the raw audit
data will be displayed in a Display Test dialog box (Fig. 12.3).

Display Test

1: 60,116, 0, 08/01/2002 11:16 Ak, 12/30/1839 2

12:00 A
04, 265, 255, 07/31/2000 11:25 AM,
03, 255, 255, 07/31/2000 11:27 AM,
=»30,1, 1, 07/25/2000 10:28 &M, 50
04, 265, 255, 07/25/2000 10:28 &AM,
-»03, 255, 255, 07/25/2000 10:28 AM,
04, 255, 255, 07/25/2000 10:15 AM,
03, 265, 255, 07/25/2000 10:17 AM,
60,1, 7, 07/25/2000 10:05 &M, 0
04, 255, 255, 07/21/2000 03:53 AM,
-»(03, 255, 255, 07/21/2000 08:53 AM,
04, 265, 255, 07/21,/2000 D2:58 &AM,
03, 265, 255, 07/21,/2000 0301 AM,
04, 255, 255, 07/15/2000 03:03 PM,
03, 255, 255, 07/18/2000 03:03 PM,
04, 265, 255, 07/18/2000 03:03 PM,
-»03, 255, 255, 07/15/2000 03:03 PM,
-»30,1. 5, 0741872000 01:51 P, 50
-»30,1, 5, 07/18/200011:38 &M, 50
04, 265, 255, 07/18/200011:28 &M, 0
-»03, 255, 255, 07/15/2000 11:28 &AM, 0
>[04, 255, 2585, 07/18/2000 11:19 &AM, O
03, 265, 288, 07/18/200011:19 &M, 0

E Cloze |

Fig. 12.3 - Display Test of Raw Audit Data

oooo oo

ocooooooo
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Creating a Report

Raw audit data is difficult to interpret. To view the data in an easy-to-
read report format, click Close in the Display Test dialog box. A
Success dialog box will be displayed to let you know that the audits
were successfully saved. Click OK to return to the main SAM interface.

Go to the Reports pull-down menu and select:

Lock Interrogations

[A Secuiity Access Manager (Beta) ADMIN, CSS X is logged on
Zie  Keys Utiity Device Management | Reports Help

Uit Key History.

Transactions. ..

SL]

Security Access Manager

This will display the SAM Lock Interrogation Report dialog box (Fig.
12.4).

Al SAM - Lock Interrogation Report v.1.00 _ 0] x|
Auvadable Intemogations
Added To System | Lock Name [ Lock Type | Lock Date/Tine |
06/11/2002 0351 AM 1028 UNIT LOCK 06/11/2002 06:22 AM
06/12/2002 07:37 PM 1028 UNIT LOCK, 06/12/2002 04:40 PM

4 Delete Record ViewRepot | ] Close |

Fig. 12.4 - SAM Lock Interrogation Report Dialog Box
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Reports will be listed in chronological order according to when the
reports were created, with the most recently created report appearing
at the bottom of the list.

Also displayed are: the Lock Name you queried (such as “Pool” or
“Unit 101”); the Lock Type; and the Time/Date the lock was queried.
Because you can perform several lock interrogations at once using the
Utility Device, each lock interrogated will have a separate report.

Viewing a Report

To view a report, simply click on the report you wish to view and click
View Report. This will display the Output Options dialog box (Fig.
12.5).

Output Options |

. [=elected Printer
Canon =600 on USBPRMO1

—Report Destination - -
" Printer :
% Preview Cancel
- Eilel =l — |
Format: IRave Snapshat File (Nl:j Setup |

—option

Copies [T Gallste

I1 I | Dples

Fig. 12.5 - Output Options Dialog Box

At the top of the Output Options dialog box, your default printer will be
listed. Beneath that will be a box labeled Report Destination along
with three options:

Printer: The report can be printed out as a hard copy

Preview: The report can be viewed on screen

File: The report can be saved to your hard drive or to disk

To simply view the report on screen, confirm that the Preview option is
selected and click OK. (Printing and Saving reports will be discussed in
Section 13.) Within a few moments, the Lock Interrogation Report
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preview screen (Fig. 12.6) will open up in a new window that can be
maximized or minimized (like any Windows-based window).

Fle Page Zoom Help

SE |49 > » page |1 of2 | % S\ = B Zoom [ % | B

Dale created BT 00 TZ57 FM
Zone: IONE™
Lock Software
Wersion: 18
Status:
Lock Date/Time: 08/01/2002 11:16 AM
Utility Device
Date/Time N/A (Query Key)
Number of
Transactions: &0
Date/Time Key Type Key User User Type
07/31/2000 11:25 AM Utility Device Update Clock
07/31/2002 11:27 AM Lock Time Before Update
07/25/2002 10:28 AM Resident / Unit Key KEY MOT FOUND
07/26/2000 10:28 A Utility Dewice Update Clock
07/25/2002 10:28 AM Lock Time Before Update
07/25/2000 10:15 AM Utility Dewice Update Clock
07/26/2002 10:17 AM Lock Time Before Update
07/26/2002 10:05 A Master Key KEY NOT FOUND
07/21/2000 08:53 A Utility Device Update Clock
07/21/2002 08:59 A Lock Time Before Update
07/21/2000 08:58 Ah Utility Dewice Update Clock
07/21/2002 09:01 AM Lock Time Before Update
07/18/2000 03:03 P Utility Device Update Clock
07/18/2002 03:03 P Lock Time Before Update
07/18/2000 03:03 P Utility Dewice Update Clock
07/18/2002 03:03 PM Lock Time Before Update
07/18/2002 01:51 PM Resident / Unit Key KEY NOT FOUND
07/18/2002 11:33 AM Resident / Unit Key KEY MOT FOUND

Fig. 12.6 - Lock Interrogation Report Preview Screen

The Lock Interrogation Report displays the name of the lock you
queried (such as “Pool” or “Unit 101”), the type of lock, the time the
report was generated. In addition, the report will display the date and
time the lock was queried, how it was queried (Query Key or Utility
Device), and the number of Transactions, i.e. the number of times any
activity took place with the lock, such as a key being inserted, or the
lock being programmed.

The Lock Interrogation Report then displays a list of all transactions
with details as to what happened. For instance, if a key was inserted,
the report shows the type of key, whose key it was and the actual time
the key was inserted. Reviewing this report can provide valuable
information as to any suspicious activity related to that lock.

If there are several pages to the report, the Lock Interrogation Report
provides tools for going from one page to another using either the
buttons at the top of the box or the Page menu. There are also options
for zooming in on the report and for zooming out using either the Zoom
box or the Zoom menu.
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The File menu provides options for saving the report, opening another
report, or for printing the report to your default printer. These options
will be discussed in more detail in Section 13, SAM System Reports.

To exit the Lock Interrogation Report, go to the File menu and click
Exit. This will return you to the SAM Lock Interrogation Report
dialog box (Fig. 12.4). Click Close to return to the main SAM interface.
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Section 13: SAM System Reports

The SAM System provides a high degree of security by allowing you to
reprogram (rather than completely change out) locks as well as
electronically program keys and locks. In addition, SAM provides a
number of Reports to help you monitor activities around your property.
The reports, along with the page number on which they are discussed,
are as follows:

¢ Unit Key History Report — Page 145
e User Key History Report — Page 147
o Keys Made Report — Page 150

e Lock Interrogation Report — Page 152
(See also: Section 11, The Query Key, or
Section 12, Querying Several Locks)

o Limited Use Audits Report — Page 152
e Transaction History Report — Page 153

Common SAM System Report Functions

Because SAM System reports have many similar functions, rather than
describe each function repeatedly when discussing each report, the
most common report functions are discussed below.

Selecting a Date Range

Almost all SAM System reports allow you to select a range of dates for
the report desired. The default settings provide a time range of just one
day. There are several options for changing the date range:

1. Click on the large down arrow (w) next to the Beginning Date or
the Ending Date to display the Date Range Calendar (Fig. 13.1).

The double arrow buttons (44 »») will change the date range from
year to year, while the single arrow buttons (4 ») will change the
date range from month to month.

There are also four buttons near the bottom of the calendar that
allow you to quickly clear the date, choose the current date, accept
or cancel the settings.
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B eginning D ate Ending Date

FIFEA 5|~  [o0s/07/2002  +|
o] 4] Junzmz p | »]

Sun Mon Tue Wed Thu Fri Sat |

26 2F 28 23 30 A
2 3| 4|5 7
9010 11| 12|13 | 14| 15

16 [ 17| 18| 19 20| 21 | 22

230 24| 25| 26| 27| 23| 29

a1 2 3 4 5 B

1
g8

.ﬂ V’-‘*‘-CCEF'EI x Eancell

Wiew Beport | j-'L Cloze |

Fig. 13.1 - Sample Date Range Calendar

2. Click on a specific day in the Date Range Calendar. This will
automatically enter the desired numbers into the Beginning Date
fields.

3. Once you have opened up a Date Range Calendar, small up/down
arrows appear right next to the date. These buttons allow you to
quickly change the month field; clicking the up arrow moves the
date up a month, while clicking the down arrow moves the date
back a month.

4. Highlight over the individual number field (month/day/year) you
wish to change and type in the desired number(s).

Previewing Reports

Once you have selected the date range — along with any other
necessary settings — for a desired report, your next step will be to
click the View Report button, usually located at the bottom of a report
dialog box (Fig. 13.1). This will display the Output Options dialog box
(Fig. 13.2).
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Output Options

—=elected Printer
Canon SE00 on USBEPRRMO1

—Report Destination

" Printer

{* Preview -
- Eilel =

Farmat: IRave Snapshot File [N[:j Setup

—iption
Copies T Callste

I*I [ Cplex

Fig. 13.2 - Output Options Dialog Box

At the top of the Output Options dialog box, your default printer will be
listed. Below that will be a box labeled Report Destination along with
three options:

Printer: The report can be printed out as a hard copy

Preview: The report can be viewed on screen before printing

File: The report can be saved to your hard drive or to disk

Note: Although you have the option to print or to save the report to file,
it is highly recommended that you first preview the report on screen.
You will once again have the option to print or save from the preview
screen.

To view the report on screen, confirm that the Preview option is
selected and click OK. Within a few moments, the Report Preview
Screen (Fig. 13.3) will open up in a new window that can be
maximized or minimized (like any Windows-based window).

If there are several pages to the report, the preview screen provides
tools for going from one page to another using either the buttons at the
top of the box or the Page pull-down menu. There are also options for
zooming in on the report and for zooming out using either the Zoom
box or the Zoom pull-down menu.
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+ Report Preview
Fle Page Zoom Help
I F 144 p Page |1

(=] E}

ol | A m B Ioomlﬁ% B

Northwind Aparments

UNIT KEY HISTORY REPORT
Date Range: 2002-01-01 06:00 to 2002-04-29 18:00

Unit 101A
Zone:  Zone 1

Fig. 13.3 - Sample Report Preview Screen

Date/Time Key Type Key User Operator
2002-04-28 14:00 Master Mathews, Dawnd Gresha, Brad
2002-04-28 14:00 Master Konig, John Gresha, Brad
2002-03-01 19:30 Resident Mays, Nancy Gresha, Brad
2002-01-01 19:30 Resident Mays, Nancy Gresha, Brad

The File menu provides options for saving the report, opening another
report or for printing the report to your default printer. To exit the
preview screen, go to the File menu and click Exit. This will return you
to the report dialog box that you started with. Click Close to return to

the main SAM interface.

Unit Key History Report

The Unit Key History Report provides data on any keys created during
a specified date range that would open a specific unit lock. This would
include any Resident Keys, Master and Zone Keys. To view this
information, go to the Reports pull-down menu and select:

Unit Key History

[A5ecuiity Access Manager (Beta) ADMIN, C55% X is logged on
Gle Keys UiiityDevice Management | Reparls

Kepe Made..
Lock Interogations.
Linited Use Auits...
Transactiors.

=1 E

SLIV]

Security Access Manager
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This will display the Unit Key History Report dialog box (Fig. 13.4).

AF SAM - Unit Key History Report v.1.01 _ (O] x|

U nits: Beainning Date Ending Date

13}%\ 2| Jossoeszooz | fossosz002 x|
1028,
1028
1038
1038
1048,
1048
1054,
1058
1064,
1068
oz
1078
1084,
1038
1098,
1098

e L]

loze

Eu

Fig. 13.4 - Unit Key History Report Dialog Box

In the Unit Key History Report dialog box, you can view the key history
of any of the units on your property for any range of time.

To choose a unit, simply find the unit in the list box beneath the word
“Units” and click on it. (You may have to scroll down to see all the units
listed.)

Once you have chosen a unit, select the date range. For instructions
on choosing a date range, see Selecting a Date Range, page 142.

When you are satisfied with the settings, i.e. you have chosen the right
date range for the desired unit, click the View Report button. This will
display the Output Options dialog box.

Previewing the Unit Key History Report

To view the Unit Key History Report on screen, confirm that

the Preview option is selected and click OK. Within a few moments,
the Unit Key History Report preview screen (Fig. 13.5) will be
displayed.
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i Report Preview M=
fle Poge Zoom Heb = S S—
S|4 < > Pagei ofl |8 A B zoom [l % B

Morthwind Apartments

UNIT KEY HISTORY REPORT
Date Range: 2002-01-01 06:00 to 2002-04-29 18:00

Unit: 101A =
Zone:  Zone 1

DatefTime Key Type Key User Operator
2002-04-28 14:00 Master Mathews, Dawvid Gresha, Brad
2002-04-28 14:00 Master Konig, John Gresha, Brad
2002-03-01 19:30 Resident Mays, Nancy Gresha, Brad
2002-01-01 19:30 Resident Mays, Nancy Gresha, Brad

Fig. 13.5 - Unit Key History Report Preview Screen

The Unit Key History Report lists the date range requested, the specific
unit number and its zone (if any). In addition, the report displays the
following information:

Date/Time: When the key was created for the unit

Key Type: Whether Resident Key, Master or Zone Key, Vendor Key
Programming Key, etc.

Key User: The person whom the key was assigned to

Operator: The person who made the key (or the person who was
logged on to the system when the key was made)

Status: Whether the key is: Current; Expired (i.e., a specific expiration
date had been assigned and is now past); O/d (i.e. a newer key has
invalidated it); Canceled (i.e., the key was intentionally inhibited by
creating an inhibit key); or Returned (i.e., the key was erased after
being read)

User Key History Report

The User Key History Report provides data on any keys created during
a specified date range for a specific individual. This would include any
Resident Keys, Master or Zone Keys as well as Programming Keys,
Construction Keys, etc. To view this information, go to the Reports
pull-down menu and select:

User Key History
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[35ecuiity Access Manager (Beta) JOHN. SMITH Q is logged on [
Gle Keys UliltyDevice Management | Reports Help

Lock Intenogations...
Limited Use Audits.
Transactions...

- ? 1w

This will display the User Key History Report dialog box (Fig. 13.6).

4 SAM - Uszer Key Historp Report v.1.01 Hi=] E3
Lser Types: Beginting Date Ending D ate
[ - |ossoereo02  +| fosso7izonz x|
Users:

Name | Tupe [=
A0MIN, 55 STAFF

DOE, JAME RESIDEMT

DOE, JaME STAFF

DOE. JOHM RESIDEMT

DOE. JOHKM STAFF —
EE. MATT RESIDEMT

EF. Pt RESIDEMT
GORSHA, BRAD STAFF

GORSH&, SCOTT WEMDOR
HASSELBECK., MARK. YEMDOR

JOMES, DiawEY RESIDENT ﬂ
INKES KIkd RECINERT

View Feport | j-'L LCloze |

Fig. 13.6 - User Key History Report Dialog Box

In the User Key History Report dialog box, you can choose to view the
key history of any single individual that has ever been assigned a key.

To narrow the list of users, you can go to the drop-down box under the
words User Types and choose from ALL users, RESIDENT, STAFF or
VENDOR.

Once you have chosen a user category, simply find the individual user
in the list box under the word Users: and click on it. (You may have to
scroll down to see all the users listed.)

The last step is to select a date range. For instructions on choosing a
date range, see Selecting a Date Range, page 142.
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When you are satisfied with the settings, i.e., you have chosen the
right date range for the specific user, click the View Report button.
This will display the Output Options dialog box.

Previewing the User Key History Report

To view the User Key History Report on screen, confirm that the
Preview option is selected and click OK. Within a few moments, the
User Key History Report preview screen (Fig. 13.7) will be displayed.

+[' Report Preview (O] %]
Fie Fage Zoom Hep

S G CCr Pl ot [ Am B zoom [T % B

Northwind Apartments

USERKEY HISTORY REPORT
Date Range: 2002:01-01 06:00 to 2002-04-29 16:00

User.  Mathews, David

Date/Time Key Type Unit/Zone/Common Access Operator
2002-04-28 14:00 Master Gresha, Brad
2002-01-01 19:35 Resident 103A Gresha, Brad
2002-01-01 12:23 Master Gresha, Brad

Fig. 13.7 - User Key History Report Preview Screen

The User Key History Report lists the date range requested along
with the specific User. In addition, the report displays the following
information:

Date/Time: When the key was created for the unit

Key Type: Whether Resident Key, Master or Zone Key, Vendor Key
Programming Key, etc.

Unit/Zone/Common Access: What specific locks the key will open.
(Because Master Keys open all locks, none will be specifically listed.)

Operator: The person who made the key (or the person who was
logged on to the system when the key was made)

Status: Whether the key is: Current; Expired (i.e., a specific expiration
date had been assigned and is now past); Old (i.e. a newer key has
invalidated it); Canceled (i.e., the key was intentionally inhibited by
creating an inhibit key); or Returned (i.e., the key was erased after
being read)
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Keys Made Report

The Keys Made Report provides data on any keys created during a
specified date range based on user, key type and/or status. To view
this information, go to the Reports pull-down menu and select:

Keys Made

[d5ecuiity Access Manager (Beta) ADMIN, CSS X is logged on M= E
Sle Keys UlityDevice Management | Reports Help
Unit Key History.

L gatiors
Limited Use Audits.
Transactions...

This will display the Keys Made Report dialog box (Fig. 13.8).

A SAM - Keys Made Report v.1.01 |- [O] %]
Uger Tupes: Key Tupes:

[ALL] - [ [~

Uszers:

Name | Type | — Status

[ALL] JlaLLy =l

ADMIM, C55 STAFF

BN E e e SIDEH Beginning D ate Ending D ate

DOE, JAME STAFF

DOE, JOHN RESIDENT |ossoe/2002 =] @nwzuozj ~|

DOE, JOHN STAFF —

EK, MATT RESIDENT

EK. P& RESIDENT

GORSHA, BRAD STAFF

GORSHA, SCOTT YENDOR

HASSELBECK, MARK.  WENDOR

JOMES, DAVEY RESIDENT = =

JONES. KIM RESIDENT ichliicnon | Jf1 Close |

Fig. 13.8 - Keys Made Report Dialog Box

In the Keys Made Report dialog box, you can choose from many
combinations of criteria based on User Type, Key Type, Key Status
and date range.

Note: The Keys Made Report allows you to choose all or any group of
users (STAFF, RESIDENT or VENDOR), as opposed to the User Key
History Report, which only reports on one individual user at a time.

The last step is to select a date range. For instructions on choosing a
date range, see Selecting a Date Range, page 142.
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Once you have chosen the specific criteria and are satisfied with the
settings for this report, click the View Report button. This will display
the Output Options dialog box.

Previewing the Keys Made Report

To view the Keys Made Report on screen, confirm that the Preview
option is selected and click OK. Within a few moments, the Keys Made
Report preview screen (Fig. 13.9) will be displayed.

L - 1
File Page Zoom Help
EEE IR ofl |8 S = B Zoom I % | B

MORTHWIND APARTMENTS 08/09/2002 3:03 PM

KEYS MADE REPORT Page 1 of 1

060872002 to 0B/10/2002

Date/Time Key Type Key User UnitfZone Operatar Status

08/02/2002 07:52 PM Master Key ADMIN, CS5 ADMIN, CS5 Current

08/02/2002 07:57 PM - Configure Unit Key  ADMIN, CS8 A ADMIN, CE5 Current

08/02/2002 07:51 PM Programming Key — ADMIN, C55 ADMIN, C55 Current

08/02/2002 0748 PM - Master Key ADMIN, CES ADMIN, CE5 Qld

08/02/2002 07:48 P Configure Unit Key  ADMIN, C53 104 ADMIN, CS5 Current

08/02/2002 07:47 PM Programming ey — ADMIN, CSS ADMIN, CSS5 Current

08/02/2002 0747 PM Master Key ADMIN, CES ADMIN, CE5 Qld

080172002 11:13 AWt Query Key DOE, JANE ADMIN, CS5 Current

0B/26/2002 10:32 AW Limited Use Key TELLES, MARK 014, 101E, ADMIN, CE5 Expired

1024, 1058

Kl ol
[

Fig. 13.9 - Keys Made Report Preview Screen

The Keys Made Report lists the date range requested along with the
following information:

Date/Time: When the key was created

Key Type: Whether Resident Key, Master or Zone Key, Vendor Key
Programming Key, etc.

Key User: The person whom the key was assigned to

Unit/Zone: What specific locks the key will open. (Because Master
Keys open all locks, none will be specifically listed.)

Operator: The person who made the key (or the person who was
logged on to the system when the key was made)

Status: Whether the key is: Current; Expired (i.e., a specific expiration
date had been assigned and is now past); Old (i.e. a newer key has
invalidated it); Canceled (i.e., the key was intentionally inhibited by
creating an inhibit key); or Returned (i.e., the key was erased after
being read)
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Lock Interrogations Report

Querying a lock refers to downloading information saved in the lock
and uploading that information into the SAM System. This information,
or audit trail, shows how the lock was programmed, what keys have
been inserted into it — whether successfully or unsuccessfully — and
more.

Once the audit trail has been successfully uploaded to the SAM
System, Lock Interrogation Reports can be created. For more
information on creating and viewing Lock Interrogation Reports, go to
Section 11, The Query Key, or Section 12, Querying Several Locks.

Limited Use Key Audits Report

The Limited Use Key Audits Report provides information on any or
all Limited Use or Vendor Keys created. To view the Limited Use Key
Audits Report, go to the Reports pull-down menu and select:

Limited Use Audits

|15 ecurity Access Manager (Beta) ADMIN_ C55 X is logged on =]
Sile Keps Uty Device Management | Beports  Help

Unit Key History..
User Key Histary...
Keys Made...

Lock Intsmogations. ..
Lirnited Use: Audts

Transactions

This will display the SAM Limited Use Key Report dialog box
(Fig. 13.10).

4" SAM - Limited Use Key Report v.1.01 [_ O] =]
Limited Use Keys
Date Created | Assigned To | User Type I Units/Locks I
06/10/2002 05:32 PM VARGAS, TIM STAFF 1014, 1018, 1024 and Comman Acc..
0B/26/2002 10:35 &AM TELLES. MARK YENDOR 1014, 1018, 1024, 105B and Cormne. .
3 Delete Hecurdl [gj Wigw Feport | i'L Close |

Fig. 13.10 - SAM Limited Use Key Report Dialog Box
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Limited Use Key Audits Reports will be listed in chronological order
according to when the Limited Use Keys were created, with the most
recently created key appearing at the bottom of the list.

Also displayed is the person whom the key was Assigned To and his or
her User Type (STAFF or VENDOR) along with a listing of the locks to
which the key provided access.

Viewing a Limited Use Key Audits Report

To view the Limited Use Key Audits Report for any of the keys listed,
simply click on the report you wish to view and click View Report. This
will display the Output Options dialog box.

Confirm that the Preview option is selected and click OK. Within a few
moments, the Limited Use Key Report preview screen (Fig. 13.11) will
be displayed.

File Page Zoom Help
S|4 e e page i ol | A A e B Zoom I % B
MNORTHWIND APARTMENTS
LIMITED USE KEY REPORT
Date created: 06/26/2002 10:35 A
Asggigned to TELLES, MARK
Status: Expired
Units: 101A, 1018, 1024, 1058
& A
e PP PARKING GARAGE, DANI, LAUNDRY ROOM
Tirne Lock Type Lock Mame
10:41 AM UNIT LOCK 1024,
al 1 ;lﬂ

Fig. 13.11 - Limited Use Key Report Preview Screen

The Limited Use Key Report displays the same information as listed
above, with the addition of any audit data from previous lock
interrogations performed on any of the locks this key might have
opened.

Transactions Report

The term Transactions refers to any action taken with the SAM
System, both keying transactions, such as when new keys are made,
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and non-keying transactions, such as when a new resident or staff
member is added to the system.

To view a Transaction History Report, Go to the Reports pull-down
menu and select:

Transactions

Gle Keys Uity Device Management | Reparts Hel )
Urit Key History.
User Key History.
Keys Made.
Lack Interrogations.
Linited Use Auis...

This will display the SAM Transaction History Report dialog box
(Fig. 13.12).

s SAM - Tranzaction History Report ».1.01 !EIE

Beginning Date Ending [ ate
|os/o8s2002 =] [08/09/2002  w)

Tranzaction Types
|ALL TRANSACTIONS =

: j-'L Cloze |

Fig. 13.12 - SAM Transaction History Report Dialog Box

For the Transaction History Report, you can choose to view ALL
TRANSACTIONS within a given date range, all KEYING
TRANSACTIONS, or all NON-KEYING TRANSACTIONS for a specific
date range. For instructions on choosing a date range, see Selecting a
Date Range, page 142.
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Once you have chosen the specific criteria and are satisfied with the
settings for this report, click the View Report button. This will display
the Output Options dialog box.

Previewing the Transaction History Report

To view the report on screen, confirm that the Preview option is
selected and click OK. Within a few moments, the Transaction History
Report preview screen (Fig. 13.13) will be displayed.

il Report Preview [ E3
Fie Page Zoom Hep

S|4 9 5 >l page i oft | & A = B Zoom [[E % B

Northwind Apartments

TRANSACTION HISTORY REPORT
Date Range: 2002-04-27 18:00 to 2002:04-29 18:00

Date/Time Log D Descrption Addl Data
2002:04-29 1543 1461 Move Unit 104A to 104B
2002:04-29 14:21 1460 Add Unit 3054
20020429 14:21 1459 Add Unit 304A
2002:04-29 14:21 1458 Add Unit 303A
2002:04-29 14:21 1457 Add Unit 3024
2002:04-29 14:21 1456 Add Unit 3MA
2002:04-29 14:08 1455 Delete Vendor Company  Baywire Skylight

Fig. 13.13 - Transaction History Report Preview Screen

The Transaction History Report displays the following information:

Date/Time of the Transaction
Log ID - an identifying number for the Transaction

A short Description of the Transaction, such as Make Key or Add
Resident

Any Additional Information that is available about the Transaction
such as the unit number a key is made for or the name of the resident
that was added.
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Section 14: Work Orders

Not only does the SAM System provide enhanced security for your
property, it also enhances the level of service you can provide to your
residents, specifically through the use of computer-generated Work
Orders for property maintenance.

The SAM System allows you to create new Work Orders, assign them
to specific staff members or vendors, and track and edit them as they
are processed.

Viewing Work Orders

To view existing Work Orders, go to the Management pull-down menu
and select:

Work Orders

[ 5 ecuiity Access Manager (Beta) ADMIN, C55 X is logged on M= E]
Sle Keys UtiityDevice | Management Repors Help
»

Maintenance

Site Design ,

Terminal Settings...

‘ - f i l\'\ i |

This will display the Work Order List dialog box (Fig. 14.1).

Work Order List

—waork Order Typ Pending
£+ Unit " Property Open Show Uzers: e |
4% Fiefiest
[SLL UNITS] =l B Closed JleLL users) =l
‘Work, Order | Lnit/Property | Status | Azzigned To
2002043041 U-ma OFEM SVARGAS, TIM i
20020430-2 U1me OPEMN W-HASSELBECK, MARE
20020430-3 L1024 FEMDING S-ADMIN, C55 = Edt |
*+% Delete |
Bepoart

al | _’I H LClaze |

Fig. 14.1 - Work Order List Dialog Box
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The Work Order List dialog box provides a number of viewing options
for existing work orders. For instance, under Work Order Type, you
can choose the Unit option to view all Work Orders for all units or just
for a single unit. Alternatively, you can choose the Property option,
which will list any Work Orders for common access areas around your
property.

Next, you can choose to review only Pending Work Orders, only Open
Work Orders, only Closed Work Orders or any combination of the
three. You can also choose to review Work Orders based on the staff
member they were assigned to by selecting a specific user.

Note: Whenever you make changes to the viewing options, it is

important to click the Refresh button at the top right corner of the
dialog box to update the screen.

Creating New Work Orders

To create a new Work Order, click Add to display the Work Order -
ADD Mode dialog box (Fig. 14.2).

Work Order - ADD Mode
ok Order Typ
‘whork Order Mumber: & Lnit " Property Requested By:

200207212 o| e &5 |
STHFF

Drate/Time Requested: Fhone Mao: Aszszigned To

[orezivznz = [roteeM | LR, T35 = |

STAFF
PFricrity: Statuz:

|NORMAL =l [penoine ]

Job Description:

[ |

H
Special Circumstances [~ Pemission To Enter

ﬂ o Save |
ﬂ x Cancel |

Fig. 14.2 - Work Order - ADD Mode Dialog Box

The SAM System automatically assigns a Work Order Number for later
identification. In addition, the Date/Time Requested fields will be
automatically filled in with the current date and time.
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The first step in creating a new Work Order is to select the Work Order
Type by clicking the small circle next to either Unit or Property. If the
Work Order is for a unit, you will then select the unit number using the
drop-down box below.

Recording Who Requested the Service

Service requests can be made by either a staff member or a resident.
By default, the name of the person currently logged on to the SAM
System will appear in the box under the words, “Requested By:” To
change this information, click the Select button. (This button has a

hand pointing to the right.) This will display the Select User Type
dialog box (Fig. 14.3).

Select User Type

¢ STAFF
 RESIDENT

= VENDIH

X Cancel |

Fig. 14.3 - Select User Type Dialog Box

If a resident requested the service, click the open circle next to
RESIDENT and click OK. This will take you to the Resident List dialog
box (Fig. 14.4). Any residents you registered into the system for that
particular unit will be listed in this box. Click on the name of the person
who reported the problem and click Select.

Note: If the resident who requested the service is not in the Resident
List, go to the subsection entitled Adding Residents to the SAM
System on page 78 for instructions on adding that person to the list.

If a staff member requested the service, click the open circle next to
STAFF and click OK. This will take you to the Staff List dialog box.
Click on the name of the staff member who reported the problem and
click Select.
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RESIDENT LIST

Last Name I First Name | MI |
MAYES NANCY L

Fig. 14.4 - Resident List Dialog Box

Note: If the staff member who requested the service is not in the Staff
List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Work Order List dialog box, the name of the person whom
you selected will appear in the box under the words, “Requested By:”

Assigning the Work Order

Work Orders can be assigned to either a staff member or a vendor. By
default, the name of the person currently logged on to the SAM System
will appear in the box under the words, “Assigned To:” To assign the
Work Order to someone else, click the Select button next to the box
under the words, “Assigned to:” (This button has a hand pointing to the
right.) This will display the Select User Type dialog box (Fig. 14.5).

If the Work Order is being assigned to a staff member, click the open
circle next to STAFF and click OK. This will take you to the Staff List
dialog box. Click on the name of the staff member who will be assigned
the Work Order and click Select.

If the Work Order is being assigned to a vendor, click the open circle
next to VENDOR and click OK. This will take you to the Vendor
Company List dialog box. Any vendors you previously registered into
the system will be listed in this box. Click on the name of the vendor
you wish to assign this Work Order to and click Select.
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Select User Type

(" STAFF
¢ BEGIDENT

" VENDOR

X Cancel |

Fig. 14.5 - Select User Type Dialog Box

If you would like to assign this Work Order to a specific vendor
employee, click on the name of the vendor and then click Employees.
This will display the Vendor Employee List dialog box (Fig. 14.6).

Note: If the vendor company or vendor employee you wish to assign
the Work Order to is not in the Vendor Company List, go to the
subsection entitled Adding Vendors to the SAM System on page 98
for instructions on adding that vendor (or vendor employee) to the list.

Yendor Employee List - ACE PLUMBING

Lazt Mame | First Marme | kdl |
GORSHA SCOTT F
H&SSELBECK. A RE. H

1
= 'E '33
= (o'

5 Delete

E Cloze

Fig. 14.6 - Vendor Employee List Dialog Box
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Back at the Work Order - ADD Mode dialog box (Fig. 14.2), the name
of the person or vendor company you selected will appear in the box
under the words, “Assigned To:” If known, type that person’s phone
number into the Phone No. field next to the “Assigned To:” box.

If you wish to assign a date to this Work Order other than the current
Date/Time, you can also do so in this dialog box. For detailed
instructions on changing the date, go to the subsection entitled
Selecting a Date Range on page 142.

The next task is to select the Priority for this Work Order — whether
LOW, NORMAL or HIGH — with NORMAL being the default. And
because this is a new Work Order, you can accept the default Status of
the Work Order as PENDING.

The Work Order - ADD Mode dialog box has additional fields for
recording a full description of the service problem as well as any
additional information, such as whether or not permission to enter has
been granted, if there is a pet on the premises, etc.

When you are satisfied with all the settings for this Work Order, click
OK.

Editing Existing Work Orders

To keep accurate records, it may be necessary to make changes to
existing Work Orders. For instance, if a work order is being reassigned
to a different staff member or to a vendor, or when a Work Order’s
Status goes from OPEN to CLOSED, that information should be
recorded.

To edit an existing Work Order, go to the Management pull-down
menu and select:

Work Orders

[ 4 5ecuiity Access Manager (Beta) ADMIN, CSS X is logged on

Zle Eeps Lty Device | Management Beports Help
Mai ance 3
Si
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This will once again display the Work Order List dialog box (Fig. 14.1).

Click on the Work Order you wish to update and then click Edit. This
will display the Work Order - EDIT Mode dialog box (Fig. 14.7).

Work Order - Edit Mode
ok Order Tpp
“whork, Order Murnber: 1 Writ £ Froperty Requested By

200204301 Imm j |MAYES, NANCT L i |
RESIDENT
Diate/Time Requested: Phane Mo: Azzigned Ta:
[04s30/2002 =] [04:23 PM [ie00)5551234 |JDHN, SMITHQ = |
STAFF
Fricrity: Status:
|noRMAL | [oPen =l
Job Description:
Broken garbage disposal in kitchen sink | d
Special Circumstances I Permission To Enter
Biig dog. | o Save |
Warks nights.
LI x Cancel |

Fig. 14.7 - Work Order - EDIT Mode Dialog Box

Editing Who Requested the Service

Service requests can be made by either a staff member or a resident.
To change this information, click the Select button. (This button has a
hand pointing to the right.) This will display the Select User Type
dialog box.

To change this information to a resident, click the open circle next to
RESIDENT and click OK. This will take you to the Resident List dialog
box. Any residents you registered into the system for that particular
unit will be listed in this box. Click on the name of the person who
reported the problem and click Select.

Note: If the resident who reported the problem is not in the Resident
List, go to the subsection entitled Adding Residents to the SAM
System on page 88 for instructions on adding that person to the list.

To change this information to a staff member, click the open circle next
to STAFF and click OK. This will take you to the Staff List dialog box.
Click on the name of the staff member who requested the service and
click Select.
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Note: If the staff member who requested the service is not in the Staff
List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Work Order List dialog box, the name of the person whom
you selected will appear in the box under the words, “Requested By:”

Reassigning the Work Order

Work Orders can be reassigned to either a staff member or a vendor.
To change the Work Order assignment, click the Select button next to
the box under the words, “Assigned to:” (This button has a hand
pointing to the right.) This will display the Select User Type dialog box.

If the Work Order is being reassigned to a staff member, click the open
circle next to STAFF and click OK. This will take you to the Staff List
dialog box. Click on the name of the staff member who reported the
problem and click Select.

If the Work Order is being reassigned to a vendor, click the open circle
next to VENDOR and click OK. This will take you to the Vendor
Company List dialog box. Any vendors you previously registered into
the system will be listed in this box. Click on the name of the vendor
you wish to assign this Work Order to and click Select.

If you would like to assign this Work Order to a specific vendor
employee, click on the name of the vendor company and then click
Employees. This will display the Vendor Employee List dialog box.

Note: If the vendor you wish to assign the Work Order to is not in the
Vendor Company List, go to the subsection entitled Adding Vendors
to the SAM System on page 98 for instructions on adding that vendor
to the list.

Back at the Work Order - EDIT Mode dialog box (Fig. 14.7), the name
of the person or vendor company you selected will appear in the box
under the words, “Assigned To:” If known, type that person’s phone
number into the Phone No. field next to the “Assigned To:” box.

If you wish to assign this Work Order a new Date/Time, you can also
do so in this dialog box. For detailed instructions on changing the date,
go to the subsection entitled Selecting a Date Range on page 142.

Other changes that can be made in the Work Order - EDIT Mode
dialog box are: changing the Priority (LOW, NORMAL or HIGH), its
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Status, (PENDING, OPEN or CLOSED) and adding more information
to the Job Description and Special Circumstances fields.

When you are satisfied with all the changes to this Work Order, click
Save.

Distributing Work Orders

Although you have created and assigned a Work Order using the SAM
System, it does not necessarily mean the person the Work Order is
assigned to actually is aware of it. Somehow, that person needs to be
informed that the Work Order exists and action needs to be taken.

There are essentially two ways to do this: 1) Print the work order out
and hand it to the staff member it is assigned to (call/fax it to the
vendor); 2) Provide access to the SAM System Work Orders functions
for responsible staff members to retrieve and edit Work Orders
themselves.

Printing Work Orders

To print an existing Work Order, go to the Management pull-down
menu and select:

Work Orders

ADMIN, CSS X is logged on

e Keys Uity Device | Management Hepants Help
Mairtenance ,

Security Access Manager

This will once again display the Work Order List dialog box.

Click on the Work Order you wish to print and then click Report. This
will display the Output Options dialog box (Fig. 14.8).
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Output Options |

. =elected Printer
Canon 5600 on USBPRMO1

—Report Destination
" Printer

" Preview
" File |

Farmat: IRave Snapshot File (Nl:j Setup |

—option:
Copies = Gallte

I1 = Duplex

Cancel

Fig. 14.8 - Output Options Dialog Box

At the top of the Output Options dialog box, your default printer will be
listed. Below that will be a box labeled Report Destination along with
three options:

Printer: The report can be printed out as a hard copy

Preview: The report can be viewed on screen before printing

File: The report can be saved to your hard drive or to disk

Note: Although you have the option to print or to save the report to file,
it is highly recommended that you first preview the report on screen.
You will once again have the option to print or save from the preview
screen. Also, unless you specifically delete a Work Order, it will remain
in the SAM System indefinitely.

Previewing the Work Order Report

To Preview the Work Order Report on screen, confirm that the
Preview option is selected and click OK. Within a few moments, the
Report Preview Screen (Fig. 14.9) will open up in a new window that
can be maximized or minimized (like any Windows-based window).

If there are several pages to the Work Order Report, the preview
screen provides tools for going from one page to another using either
the buttons at the top of the box or the Page pull-down menu. There
are also options for zooming in on the report and for zooming out using
either the Zoom box or the Zoom pull-down menu.
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e |

Ein Esgn Zoom Hep
SEH G 1 E page 1 of 1 A A sy B Zoom [ % E

NORTHWIND APARTMENTS CAALRO02 1022 AM
WORK ORDER REPORT

‘Work Order Mumber 200204301

Unit. ma

Ruquestind By MAYES, HANCY
BOD5S51234

Dates esled MR D4:73 PR

Diate, Coempleted

Asgigned To: VARGAS, TIM
Fuicnity NORMAL
Status: OPEN

Job Description;

Skylight installation in liing room.

Fig. 14.9 - Work Order Report Preview Screen

To print the Work Order Report, go to the File pull-down menu and
select Print. This will open up the printing dialog box for your default
printer. Simply select the various options and click OK to commence
printing.

To exit the preview screen, go to the File menu and click Exit. This will
return you to the Work Order List dialog box. Click Close to return to
the main SAM interface.
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Section 15: Lock Maintenance

SAM System locks are built for endurance and efficiency, especially in
terms of the batteries that power them. Although it is impossible to
predict exactly how long a lock’s battery pack will last, a SAM System
lock is designed to open (and close) over 100,000 times on one set of
batteries; in other words, based on average use, you can expect to get
several years of lock operation per battery pack.

Low Battery Indication

Every time an access key, such as a Resident Key, Zone Key, Master
Key or Vendor Key (i.e., Limited Use Key), is used in a lock, the lock
will do a self-check on its battery condition. A Low Battery Indication
will occur when the battery voltage drops below 4.6 volts.

The Low Battery Indication is identified by the red light flashing two
times and the beeper sounding six times. This is followed by the lock
motor turning on to unlock (and subsequently relock) the door in the
usual fashion.

After the lock first senses a low battery voltage condition and initiates
the Low Battery Indication, you can expect the lock to open (and close)
at least 100 more times before the battery pack is depleted to the point
that it will no longer operate the lock properly. Nonetheless, it is highly
recommended that the lock batteries be changed sooner rather than
later.

Rather than waiting for a Low Battery Indication, it is recommended
that you perform periodic Preventive Lock Maintenance. Just as
checking the batteries in your property’s smoke alarm systems is done
twice per year, it is recommended that you perform regular Preventive
Lock Maintenance at least twice per year. Preventive Lock
Maintenance is performed by inserting a Maintenance Key into each
lock on your property and analyzing the resulting Maintenance Key
Report.

The Maintenance Key

The Maintenance Key gathers such information as battery voltage,
the total number of openings each lock has experienced, its current
Date/Time and more. After gathering this information, the Maintenance
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Key is read using the SAM System Key Encoder into the PC running
the SAM System software and a Maintenance Key Report is produced.

Note: The Maintenance Key can be inserted into no more than 60
locks. If you have more than 60 locks to check, it is recommended

that you create enough Maintenance Keys to check all locks at once.
A separate Maintenance Key Report is produced for each Maintenance
Key used.

Creating Maintenance Keys

To create a Maintenance Key, go to the Keys pull-down menu and
select:

Create > Maintenance Key

Uﬁecufi!y Accesz Manager [Beta) ADMIN, C55 X is logged on
File | Keys LUtlty Device Management Repoits Help
Residert Key.
Bead.. Zone Key...
T—————— Master Key...

Inhibit Resident Key...
Iphibit Zone Key...
Iribibit Master Key...

Programming Key...

Configure Link Key. .

Configure Common Access Key...
Configure Suite Key...

Construction Key
Limited Lise Key
Query Key \

T \ } j
i F_F A H

This will display the Create Maintenance Key dialog box (Fig. 15.1).

Create Maintenance Key l

The Key |z Azzigned Ta:
}JEIHN, SHITH O z

STAFF
x Cancel |

Fig. 15.1 - Create Maintenance Key Dialog Box
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By default, the Maintenance Key will be assigned to whomever is
logged on to the SAM System, and that person’s name will appear in
the box under the words, “The Key Is Assigned To:” To accept this
default, simply click OK.

If you wish to assign the Maintenance Key to a staff member other
than yourself, click the Select button next to the box. (This button has a
hand pointing to the right.) This will display the Select User Type
dialog box (Fig. 15.2).

Select User Type I

" STAFF
5 HESIDEN

& YENDIH

X Cancel |

Fig. 15.2 - Select User Type Dialog Box

Maintenance Keys can only be assigned to staff. Click the radial button
next to STAFF and click OK. This will take you to the Staff List dialog
box (Fig. 15.3). Any staff members you previously entered into the
system (Adding System Users, Section 2) will be listed in this box.
Simply click on the name of the person whom you wish to receive this
key and click Select.

Note: If the staff member you wish to assign the key to is not in the
Staff List, go to the subsection entitled Adding New Staff to the SAM
System on page 78 for instructions on adding that person to the list.

Back at the Create Maintenance Key dialog box, the name of the
person whom you selected will appear in the box under the words,
“The Key Is Assigned To:” Click OK.
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STAFF LIST

Last Name | First Name [ w1
| ADMIN Css b4

CARLSONM AMNNITA

MATHEWS ROGER

PETERSON RYAN z

RICHTER DaN Y

SMITH JANE z

I=: Select |

Fig. 15.3 - Staff List Dialog Box

Encoding the Maintenance Key

If a key is not currently in the Key Encoder, you will be prompted to
insert a key into the Key Encoder now. Within a few seconds, the key
will be encoded. The Key Encoder will flash the message “KEY
CODED CORRECTLY” and your computer will display the message
“The write operation was successful!” Click OK on the computer
message to return to the main SAM interface.

As noted above, a single Maintenance Key can hold information from
up to 60 locks. Continue creating Maintenance Keys in this manner
until you have enough keys to check all the locks on your property.

Gathering Lock Information

Once you have encoded the appropriate number of Maintenance Keys,
take the first key directly to the first lock on your property and insert the
key into the lock. The lock will flash green once to indicate that the key
has gathered the information needed. Remove the key and insert the
same Maintenance Key into the very next lock.

Note: It is highly recommended that you use the same key for as many
locks as possible (up to 60 locks) in as short a period of time as
possible. Doing so will allow you to more accurately analyze the
Time/Date settings on each lock.
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When a Maintenance Key has reached 60 records, the lock it is
inserted into will flash red three times and beep three times. At that
point, begin using the next available Maintenance Key.

When you have inserted a Maintenance Key into all the locks on your
property, bring the keys back to the SAM System.
Reading the Maintenance Key(s)

In order to review the information gathered by each Maintenance Key,
you'll need to read each Maintenance Key one at a time using the Key
Encoder.

To read a Maintenance Key, insert it into the Key Encoder, go to the
Keys pull-down menu and select:

Read

nSecurily Access Manager ADMIN, CSS X is logged on
File | Keys Uliity Device Management Reports Help

This will display the Key Read dialog box (Fig. 15.4).

Note: If there is not a key in the Key Encoder, you will be prompted to
insert a key with messages both on screen and on the Key Encoder.

The Key Read dialog box displays such information as the type of key
(i.e. Maintenance Key) and the name of the person the key is assigned
to. Because the Key Encoder is reading a Maintenance Key, there will
also be a Report button in the lower left-hand side of the dialog box,
with the number of Lock Records contained on the key shown above
the button.
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Key Read

Key Type: Maintenance Key
Assigned To: ADMIN, CSS X
STAFF
Status: Current

Made By: ADMIN, CSS X

A Erase I

Fig. 15.4 Key Read Dialog Box

Viewing the Maintenance Key Report

To view the Maintenance Key Report, click the Report button in the
lower left-had side of the dialog box. This will display the Output
Options dialog box (Fig. 15.5).

T N~ |

—=elected Printer
Canon S600 an USBPRMO1

—Report Destination
" Printer

% Preview

" Eile | =

Cancel

Furtriat: IRave Srapahot File (Nl:j Setup

—Option
Copies [T Gallste

I1 ™ Duplex

Fig. 15.5 Output Options Dialog Box
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At the top of the Output Options dialog box, your default printer will be
listed. Beneath that will be a box labeled Report Destination along
with three options:

Printer: The report can be printed out as a hard copy

Preview: The report can be viewed on screen

File: The report can be saved to your hard drive or to disk

To view the report on screen, confirm that the Preview option is
selected and click OK. Within a few moments, the Maintenance Key
Report (Fig. 15.6) will open up in a new window that can be
maximized or minimized (like any Windows-based window).

Note: For multiple Maintenance Keys, you will need to generate

multiple Maintenance Key Reports, one for each Maintenance Key
used.

AH 144 = opage i oft | 8 S @y B Zoom [N % | W

NORTHWIND ARARTMENTS DHARAAN? 12 41 PM
MAINTEMAMCE KEY REFORT Page 1 ol 1
Mumber of ertnes. 1
Software OpeniClose Diattery
Lock Type Lock Mame CiatedTime Waakday “argion Cycla Low Yoltage

UNIT LOCK 1A TAENIESE (0 0000 Sl 16 16777408 54941

Fig. 15.6 - Maintenance Key Report Dialog Box

The Maintenance Key Report lists the locks that were checked using
that particular Maintenance Key in the order in which the key was
inserted. In addition, the report lists the following information:

Lock Type: Whether UNIT LOCK, SUITE LOCK or COMMON LOCK.
Lock Name: such as “Pool” or “Unit 101”

Date/Time: The date and time setting in the lock itself at the time the
Maintenance Key was inserted.

Note: Be sure to take a close look at the date and time settings of
each lock. If there is a wide variance in the times from one lock to the
next, it is highly recommended that you reset the date and time in the
lock(s) using the Utility Device. Instructions on resetting the Date/Time
in a lock are discussed below.
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Software Version: The version of the SAM System software that the
lock was programmed with

Day: The day of the week the Maintenance Key was inserted

Open/Close Cycle: The number of times the lock has been unlocked
using an access key

Battery Voltage: The actual voltage of the batteries inside the lock

Note: If a lock’s battery voltage is below 4.7, the LOW will appear next
to the voltage number to flag the lock for possible battery change.
Changing battery packs is discussed below.

If there are several pages to the report, the Maintenance Key Report
provides tools for going from one page to another using either the
buttons at the top of the box or the Page menu. There are also options
for zooming in on the report and for zooming out using either the Zoom
box or the Zoom menu.

The File menu provides options for saving the report, opening another
report, or for printing the report to your default printer. These options
are discussed in more detail in Section 13, SAM System Reports.

To exit the Maintenance Key Report, go to the File menu and click
Exit. This will return you to the main SAM interface.

Replacing Lock Batteries

If the Maintenance Key Report indicates any locks with low voltage,
i.e., below 4.7, it is recommended that the battery pack be replaced
immediately. To replace the battery pack, follow these simple steps:

1. Remove the two Philips head screws on the back cover plate.

Note: Be sure to note the position of the knob for the
Passage/Privacy switch so that when you replace the cover,
the switch will be in the same position.

2. Remove the back cover plate from the lock.

Unplug the old battery pack, noting the orientation of the power
connector.

4. Plug in a new battery pack, noting the orientation of the power
connector.
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5. The lock will reinitiate by beeping once, flashing the red light
once and then flashing the green light once.

6. Replace the cover plate, noting the orientation of the
Passage/Privacy switch.

Note: A backup power source is used to power the lock’s internal clock
for over two minutes after the battery pack is removed. If more than
two minutes elapse between removing the old battery pack and
plugging in the new one, you may have to reset the lock’s date and
time using the Utility Device.

Resetting the Date/Time

If a lock’s date and time settings are no longer accurate, they should
be reset using the Utility Device. However, you must first set the
correct Date/Time in the Utility Device using the Key Encoder.

To set the correct Date/Time in the Utility Device, inserted the Utility
Device into the Key Encoder. Go to the Utility Device pull-down menu
and select:

Set Date/Time in Utility Device

File Keys | Utiily Device Management Repoits Help

Set Date/Time in Uty Device

Read Date/Time from Utility Device

Set Date/Time in Lock(s)
Program Passage Lock(s)
Download Audit Trad from Lock(z)

Upload Audit Trai Info From Utifity Device
ﬁ—' a "-: ) \1. |

Note: If you have not already put the Utility Device into the Key
Encoder, or it is not positioned correctly, you will be prompted to insert
the Utility Device with messages onscreen as well as on the Key
Encoder.

The Set Date/Time process will take a few moments. When it is
completed, an onscreen message will be displayed indicating the date
and time in the Utility Device, and the Utility Device itself will display
the correct time. The time that has been set is now synchronized with
your PC.
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The next step is to go back to the Utility Device pull-down menu and
select:

Set Date/Time in Lock(s)

nSeculily Access Manager ADMIN. CSS X iz logged on
Fie Keys | UtityDevice Management Repots Help

Set Date/Time in Utility Device

Read Date/Time from Utiity Device

Set Date/Time in Lock(s)

Program Passage Lock(s)
Downoad Audit Trai from Lock(s]

Upload Audit Trall Info From Utility Device
=, ‘ \ “I |
“ A A |

Note: If the Utility Device is not still in the Key Encoder, or it is not
positioned correctly, you will be prompted to insert the Utility Device
with messages onscreen as well as on the Key Encoder.

The Set Date/Time in Locks process will take a few moments. When it
is completed, an onscreen message will be displayed indicating that
“The write operation was successful!” and the Ultility Device itself will
once again display the correct date and time.

Once the Utility Device has been initialized to set the Date/Time in a
lock, take it to each lock whose internal clock needs to be reset. Insert
the Utility Device into the lock. When the Utility Device beeps and
declares “OPERATION COMPLETED”, remove the Utility Device from
the lock.
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Section 16: Backing Up

As with most computer software programs, regularly backing up the
information in the SAM System is highly recommended. After all, you
have probably spent a great deal of time inputting the data; should
something unforeseen happen to your computer, a backup file of the
data would prevent your having to input that information all over again.

It is recommended that you back up the data in the SAM System at

least once each week. Fortunately, the SAM System has an easy-to-
use backup function built in.

Backing Up Data Files

To backup your SAM System data files, go to the Management pull-
down menu and select:

Maintenance > Backup

nSecurity Access Manager [Beta) ADMIN, CS5 X iz logged on
File Keys Utiity Device = Management Reports Help
[ Manierarce» JRTSSR

Staff...

Site Design 3
Work Orders...

Terminal Seltings. .

This will display the SAM Database Backup dialog box (Fig. 16.1).

L1 5AM Database Backup x|

g :
elfExlracting Database [REErmTe
8 o C:\PROGR

Fig. 16.1 - SAM Database Backup Dialog Box
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The default Backup file name and location (i.e., directory) will already
be listed in the box next to the words Self-Extracting Database
Backup.exe:

C:\PROGRAM FILES\SAM\BACKUP\SAMDBBackup.EXE

In other words, the Backup file will be named “SAMDBBackup.EXE”
and will appear in your C:\ directory (normally your hard drive) in the
Program Files subdirectory. Within the SAM program folder, a sub-
folder named “Backup” will be created with the Backup file housed
within it.

You have the option of changing the directory if you wish, however, it
is recommended that you do not change the default backup location on
your hard drive. However, it IS HIGHLY recommended that you save
the backup data OFF your computer, for instance, onto a floppy disk,

a CD, tape, zip disk or even another computer.

Note: SAM System database files will often exceed the maximum
available disk space on a 3.5.inch floppy disk. It is therefore
recommended that you find some other media to save this file

to, for instance, onto a CD, tape, zip disk or even another computer.

To save the Backup file onto your computer’s hard drive, click
Create Backup File. Within a few moments, the SAM System will
display an Information screen with the following message:

C:\PROGRAM FILES\SAM\BACKUP\SAMDBBackup.EXE has been
successfully created.

Click OK on the Information screen and then click Cancel at the
SAM Database Backup dialog box to return to the main SAM
System interface.

Saving the Backup File Off Your Computer

To backup your SAM System data files off your computer, go to the
Management pull-down menu and select:

Maintenance > Backup

This will once again display the SAM Database Backup dialog box
(Fig. 16.1).
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The default Backup file name and location will already be listed in the
box next to the words Self-Extracting Database Backup.exe. To
change this default information, click the Browse button next to the
box. This will display a familiar Windows Save As dialog box (Fig.
16.2).

Save Az E

i |Jc=|§ = el

Savein

File name: |S;’-‘«MDBBackup.E><E Save I
Save as bype: ISeIf-EHtracting.EXE j Cancel |

i

Fig. 16.2 - Save As Dialog Box

Click the down arrow () to access a different directory such as for a
CD drive, tape drive or zip disk drive. Choose the appropriate location
for saving your Backup file and click Save.

Note: While most computers use the C:\ directory as the hard drive,
other directories, such as for the CD drive, tape or zip drive, will not
necessarily be the same for all computers.

When the file has been saved, you will be returned to the SAM
Database Backup dialog box. The new location for the Backup file
(along with the name of the Backup file) will now appear in the box
next to the words Self-Extracting Database Backup.exe. Click Create
Backup File to proceed.

Within a few moments, the SAM System will display an Information
screen with the following message:

X\PROGRAM FILES\SAM\BACKUP\SAMDBBackup.EXE has been
successfully created.
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Note: “X” indicates the letter of the directory you have chosen for the
Backup file.

Click OK on the Information screen, and then click Cancel at the SAM
Database Backup dialog box to return to the main SAM System
interface.
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