NAC

(Network Access Control)

Cisco ISE: 12 Years Multi-National
integration experience up to +40 Node
deployments; Hybrid On-Prem Cloud
via Multi-OEM Load Balancers

ClearPass: 11 Years Multi-National
experience +40 Node deployments
Hybrid OnPrem/Cloud via F5/Kemp
Citrix & HAProxy Load Balancers
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NAC Services Overview
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bt JMXi has Global Teams of Network & Security Engineers offering a wide range of
Professional & Managed Security Services across all facets of Enterprise IT design
consultation remediation, and implementation. NAC is amongst our key areas of
focus with Network Security Engineers having years of expertise across industry
leading NAC solutions. We are able to combine our NAC expertise with critical
integration points like SASE, XDR CA/PKI design, Wireless/Wired/VPN security
Micro-Segmentation MACSec, Policy Based Groups/Tags, Load Balancers, OT

Multi-Vendor: Forescout
Portnox/AppGate/CloudPath
ExtremeControl, FortiNAC
MetaAccess, PacketFence

Automation: API Script Zy
automation, 3rd Party :
custom AddOns/Plugin
extensions integration

Cisco ISE

integration, UEM, CMDB, SIEM, UEBA Firewall, GeolP, BLE, IPAM and more.
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CISCO

. All code versions ISE design/migration/deployment
HyperCare, remediation, TrustSec, MACsec, |IPsec
RADIUS DTLS, EAP-FAST, Posturing, BYOD
Profiling OT, ICS, lloT, MloT telemetry + controls

. Integrations: InTune/MEM, DigiCert, Okta DUO
Qualys, Tenable, Rapid7, Infoblox, SOTI, Sentinel
CrowdStrike, Splunk, ServiceNow, JAMF, Ivanti

. ISE REST API, ERS customization + automation

. Cisco Expertise: DNAC/DNA Spaces, ACI, Al/CX
Cloud, 5G, Intersight, HyperFlex, WLC, CTA, UCS
Cyber Vision, SecureX, StealthWatch, SEA, SSE
PxGrid, Umbrella, AMP, ASA/FTD, UC & more
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. NAC reporting/logging/alerting, API customization
. TACACS RBAC analysis, change history audits

NAC Compliance

. RBAC Roles + Menu/Data access customization

. Dynamic Enforcement + Access Control policy
elements + endpoint/profiling conditions building
. NAC Security + Compliance Pre-Audit services

. PCI, HIPAA Pre-Audit preparation + consulting

. Pen Testing: NAC, Internal, External, Wireless
WebApp/Onsite Exploits/Physical Access Control

Aruba ClearPass
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Hewlett Packard
Enterprise

arvba
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. All code versions of ClearPass design, migration

deployment/HyperCare/OnGuard/OnBoard/Insight
OnConnect, RadSec, WebHooks, Guest Wireless
monetization, advertising, custom Captive Portals

. REST XML API automation + programmability
. Integrations: Okta, DUO, InTune, JAMF, Rapid7

Tenable, Qualys, Sentinel, CrowdStrike, Palo Alto
Infoblox Splunk ServiceNow Ivanti SOTI DigiCert

. HPE/Aruba Expertise: NetEdit, NAE, UXI, AlOps

NetConductor, Fabric Composer, Aruba Central
SilverPeak, Mobility Master, Indoor/Outdoor WiFi
Meridian/Beacons AOS-CX 9x00/7x00 Controllers
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. 24/7/365 Security Operations Center + IT Support

. Hybrid Cloud NAC Governance, Change Mgmt.

. NAC Migrations To/From any Vendor/OEM product
. Al + Automation via NAC REST API customization
. On-Prem VM, Cloud Node NAC auto-provisioning

. SIEMaa$, Syslog Proxy custom filters, log analysis
. NAC focused SIEM logging keyword alert triggers

. NAC + (any) Load Balancer combined MSP options
. Wired, WiFi, VPN NAC MSP customized solutions

. NACaaS: 24/7/365 NAC proactive monitor/alerting

24/7/365 Pre-Sales Support Line:
866-620-7000

Learn More/Contact Us:  it@jmxi.io

jmxi.io

24/7/365 NOC/SOC Support Line:

855-5-NETSEC




