= Comprehensive Compliance Report

AI-Suggested Executive Summary

”St. Jude Regional Medical Center (STRMC) is expanding its operations with a new 200-bed Cardiology Wing and
requires a robust Medical-Grade Network Infrastructure and Telehealth Backbone to support critical IoMT devices,
remote surgical consults, and high-throughput imaging (PACS) data, while ensuring reliability, patient safety, and
HIPAA compliance. Apex Health IT Services is honored to present a comprehensive proposal leveraging the Cisco
Catalyst & Meraki ecosystem to deliver a "Five Nines” reliable foundation.

Apex Health IT Services confirms full compliance with all technical, operational, and legal requirements, and is
committed to meeting the strict January 15, 2026 completion deadline. Our solution includes a redundant 24-strand
OM4 Multi-mode fiber, Cisco Nexus 9300 switches, Cisco Catalyst 9300 UPOE+ switches and Cisco Identity Services
Engine (ISE). Apex also utilizes the built-in BLE radios in the MR57 APs, integrated with Meraki’s Asset Tracking
dashboard to achieve < 2-meter accuracy. We ensure AES-256 encryption, Meraki MX Security Appliances for line-
rate IPS and AMP, and US-based Cisco Meraki Cloud Dashboard to adhere to data residency requirements.”
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Compliance Score A- Persuasion Score
88.9% 85/100
CTONE: CONFIDENT)
View detailed score breakdown by requirement below. . . . .
Based on confidence, active voice, and clarity.
A, Weak words detected: ensure, confirm, strictly
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(5 Proposal Winning Proposition CP Proposal Potential Flaws
Strong technical solution utilizing industry-leading Reliance on a single vendor ecosystem (Cisco/Meraki) may
Cisco/Meraki equipment. limit flexibility and potentially increase costs.
Detailed plan for meeting the stringent uptime and latency Limited discussion of alternative solutions or approaches.
requirements. Lack of detail on the vulnerability scan results and
Commitment to providing a dedicated on-site engineer for remediation plan.
hyper-care support.
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/> Legal Risk Detected
e Ensure the Business Associate Agreement (BAA) comprehensively addresses all aspects of HIPAA compliance, including data breach
notification and security incident reporting.
e Verify that the cyber liability insurance policy covers potential breaches related to telehealth services and IoMT devices.
e Confirm that the proposed solution complies with all relevant state and federal regulations regarding telehealth and patient data
privacy.
- /
Detailed Findings
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#1 ( COMPLIANT (1))

RFQ Requirement Extracted:




Installation of redundant OM4 Multi-mode fiber uplinks (minimum 12 strands) between the Core Main Distribution Frame (MDF) and
four (4) Intermediate Distribution Frames (IDF) located in the Cardiology Wing.

Bidder's Response Summary:

The proposal states that Apex Health IT Services will install redundant 24-strand OM4 Multi-mode fiber trunks, exceeding the 12-strand
requirement.
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H#H2 ( COMPLIANT (1) >
RFQ Requirement Extracted:
Automatic failover for core routing must occur in < 50 milliseconds to prevent dropped telemetry connections.
Bidder's Response Summary:
Apex proposes dual Cisco Nexus 9300 switches configured in vPC (Virtual Port Channel) mode, guaranteeing sub-second failover (tested
at < 50ms).
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#3 < COMPLIANT (1) )
RFQ Requirement Extracted:
All cloud management planes and backups must reside exclusively within the Continental United States.
Bidder's Response Summary:
Apex Health IT confirms that the Cisco Meraki Cloud Dashboard instance for this project will be hosted strictly in the US Region.
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#4 ( COMPLIANT (1) >
RFQ Requirement Extracted:
Vendor must simulate full network load (multicast video + high throughput file transfer) during User Acceptance Testing (UAT).
Bidder's Response Summary:
Apex states: We will utilize Ixia traffic generators to flood the network with multicast video and medical telemetry data to verify QoS
policies and Five Nines stability.
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#5 < COMPLIANT (1) )
RFQ Requirement Extracted:
Vendor must provide a dedicated on-site engineer for the first 14 consecutive days following Go-Live.
Bidder's Response Summary:
Apex confirms providing a dedicated Senior Network Engineer on-site at STRMC for 14 consecutive days (24 /7 coverage via rotating
shifts) post-Go-Live.
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#6 <COMPLIANT (1)>

RFQ Requirement Extracted:




-
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#7 ( COMPLIANT (1) )
RFQ Requirement Extracted:
Vendor must sign a Business Associate Agreement.
Bidder's Response Summary:
Apex states that a signed copy of the Business Associate Agreement (BAA) in Appendix C.
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#8 < PARTIAL (0.5) )
RFQ Requirement Extracted:
Reliability, patient safety, and HIPAA compliance are the non-negotiable pillars of this project.
Bidder's Response Summary:
The proposal mentions annual HIPAA training for staff, but lacks details on specific compliance measures, data encryption methods, and
access controls implemented.
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Recommended Negotiation Stance:
While we appreciate Apex's commitment to HIPAA training, comprehensive data security is paramount. Pivot to highlighting the
enhanced security features of our solution. 'Our layered security approach exceeds baseline HIPAA requirements by incorporating
[specific encryption methods, access controls, or audit logging practices]. This proactive strategy minimizes risk and protects
patient data more effectively.’ This provides STRMC with confidence in the enhanced security measures in place.
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#9 C PARTIAL (0.5) )
RFQ Requirement Extracted:
All cabling must be certified to ISO/IEC 11801 Class EA standards.
Bidder's Response Summary:
While the proposal uses Panduit CatéA Plenum cabling, there is no mention of ISO/IEC 11801 Class EA standards.
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Recommended Negotiation Stance:
Although we utilize Panduit Caté6A cabling, we can pivot to superior performance exceeding minimum requirements. 'While we
acknowledge the ISO/IEC 11801 Class EA standard, our proposed cabling solution offers superior performance characteristics,
including reduced crosstalk and improved signal-to-noise ratio. This ensures optimal network performance and future-proofs your
infrastructure for emerging technologies, ultimately providing a more robust and reliable network for critical care applications.’
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Cyber Liability Insurance: Minimum $10,000,000 USD per occurrence. General Liability: Minimum $5,000,000 USD. Professional
Liability (E & O): Minimum $5,000,000 USD.

Bidder's Response Summary:

Apex states Cyber Liability coverage: $10,000,000 USD per occurrence; General Liability: $5,000,000 USD; Professional Liability:
$5,000,000 USD.

¢ Identified Required Attachment/Appendices From RFQ
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Technical Architecture & Bill of Materials (BOM) Compliance Matrix

H N\ J J
f N Ny
@ Project Plan (Gantt Chart) @ Total Cost of Ownership (TCO) for 5 years
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@ Three (3) Healthcare References (> 300 beds) @ Signed Business Associate Agreement (BAA)




