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[bookmark: _Toc36840268]Purpose 
This report outlines the trends among Cyber Security, its impact in today’s digital era and explains how business system analysts can abate the impact of cyber-attacks and data breach by establishing adequate system protocols, which eventually safeguard organisation stakeholder’s interest and bring enhancement in business processes.
[bookmark: _Toc36840269]Research Approach and Methodology

Qualitative Research from peer-reviewed articles and journals among reliable resources such as Gartner, GitHub is involved in the report writing. Inclusion of the most relevant statistics from the Australian government site OAIC and leading tech firm IBM is done after a deep comparison of various data available online. Quotes of Microsoft IT executive are part of the report taking into account the fact that they are one of the top league cybersecurity service providers in the industry. An important white paper study from cybersecurity professionals is also contemplated to bring the argument writing format in the report.

The consistent methodology of data collection, deep investigation, comparative assessment, and valuable information inclusion have been followed throughout the report writing. Measuring the breadth and depth of sources before inclusion been the core topic selection criteria of this report.  
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Cybersecurity is no longer an IT concern; it has become a business issue. Both cybersecurity and data protection are one of the most pressing issues not just for the stakeholders who are directly involved in the implementation and operations of the business system (like- CIO, System Analysts) instead it brings executive teams and organisation board at stake, as they are the final decision maker for implementing cybersecurity policy and strategy in the organisation.

The explosive growth in the digitalisation and connected devices bring with them the unexpected consequences (Boughton, 2019), so when it comes to designing a new business system to improve a cognitive work domain cybersecurity should be the first point of concern for the system analyst, as any loopholes pertain in the system may lead to the collapse of the whole business. Rightly stated by Nick, “while technology significantly contributes to global growth, are we prepared to act if things take a darker turn? Despite being the creators of innovation, we are living in a realm of uncharted territory”. (Boughton, 2019)

Looking at the contemporary business models organizations need to be much flatter and more dynamically networked. Gone are the days when the traditional fixed and compartmentalised hierarchies—often rooted in secrecy-driven compartmentalisation were favoured, these past practices had restricted agile and impede holistic thinking. Analysts need to think of and use technology as a cognitive aid and not just as a tool for data management and communication (Hoffman & Branlat, 2016). These contemporary and upcoming fashion of keeping the information open to the lot will bring with it the challenge of keeping the endpoints secure, which will prove cybersecurity to play a crucial role in future as well.
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Exposure of records collected by third party, security logs, confidential emails and communication between client and company around the world on some server might harm the reputation of the company as well as put its financial position into jeopardy. Cyber-attacks, Breaches, and compromised data can put vulnerable beneficiaries associated with the organization at risk, (Microsoft partner, 2019) Cybercriminals are finding sophisticated ways for attacks every day, compromising large volumes of data on a global scale. There are no signs of them slowing down. None of the industry is safe from cyber-attacks. According to John (Lambert, 2015) “Defenders think in lists, attackers think in graphs, as long as this is true attackers win”.  Attackers now use a variety of vectors and an increasingly advanced array of tools and techniques: stealing credentials, installing malware that erases itself to avoid detection, modifying internal processes and rerouting network data, social engineering scams, and even targeting employee mobile phones and home devices. 
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High cost from cyber-attacks bring all the different type and size of an industry under the threat concern, as study reveal that security is too expensive that SMBs typically spend about 15% of their budget on security or $1,320/user annually to increase protection (Microsoft partner, 2019) . as it doesn’t matter to the attacker if the organisation is big or small, working for a cause or bringing any betterment to the society, they are determinant with their attack strategy to bring maximum monetary benefit for themselves, now it’s not the question if a company will face cyber-attack instead, it is when? And below figure details cost of security breach
[image: ]

Fig: Cost of Security Breach 
Source: (Ponemon, 2019)



[bookmark: _GoBack]It is evident from various social media breaches that Personally Identifiable Information(PII) obtained using unauthorized access has become one of the favorite targets of cybercriminals, which may lead to identity theft and further cyber-attacks. It is not just monetary loss; the most valuable thing that is lost during a breach is sensitive information, moreover rogue employees, 
 various techniques used by the attackers and the source of the data breach are detailed In below charts
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Chart1: Cyber incident breakdown                                        Chart 2: Sources of data breaches 

Source: (OAIC, 2019)

The group behind the attacks, known as Energetic Bear or Dragonfly, use spear-fishing emails to encourage staff to visit spoofed or hacked social media sites; allowing them to steal credentials of corporate networks of suppliers and gain access to utilities (Boughton, 2019)

According to ACIC, in 2019 cybercrime is costing the Australian economy up to $1bn annually. (Ponemon, 2019), Some of the countries have noted to be taking various measures and investing in cybersecurity. As Late 2016 the UK Government announced £1.9bn of public investment in cyber-security. And earlier 2017 it opened the National Cyber Security Centre (NCSC).It’s ‘National Cyber Security Strategy’ (NCSS) 2016 to 2021’ outlines how the UK will use automated defences to safeguard citizens and businesses against growing cyber threats, which will support the UK’s growing cyber-security industry, deter cyber-attacks from criminals and hostile actors and develop a world-class cyber workforce. (Tracey, 2017)

Also, as predicted in Gartner By 2020, a third of successful attacks experienced by enterprises will be on their shadow IT resources and more than 25% of identified enterprise attacks will involve IoT, though IoT will account for only 10% of IT security budgets. (Kasey, 2016) and the major task for IT security practitioners remains to decide about the amount of acceptable risk for the system. Also looking at the benefits which IoT brings vendors will favour its usability over security. Even, an unexpected pandemic which the world is currently facing have also brought with it the high risk of cyberattacks, since the Covid-19 outbreak, hackers have ramped up phishing and ransomware attacks by fivefold (Schrade, 2020).
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To combat cyber concerns, businesses need to work to mitigate risks on a collaborative basis, with a team of experts such as system analysts, who have a knowledge of their facilities, assets, technology and the potential of any risks it may pose. As correctly stated by Satya Nadella (Microsoft CEO) ”Every hour of the day you need to be prepared. And so that means you have to exercise this operational security posture continuously”. (Microsoft partner, 2019)


A large number of a big organizations are facing the data security breach from many years. Data security is on the top-list of data managers and executives. As they are aware Hackers can take the advantages of the lack of data prevention policy Due to increase in information available among connected devices and cloud technology, complex data structure and accessibility from multiple devices have increased the chance of data theft and therefore data managers and executives have to pay attention to increase the security in this area. Sometimes, determining the best approach to security gets more difficult as attacks grow more sophisticated, staff and volunteers use a wider array of devices and application, and data flows into and out of the organisation from more channels, so the management team needs to set regulation for data handling whether it is on transit or rest stage. Regular updating and training to staff about which source of data they can access, what kind of links they should avoid clicking can help the organisation to safeguard their data as it help avoiding any breach due to human errors.


Even the measures in regards to data safeguard at central and federal government level have been noticed in the recent times. One major example is the General Data Protection Regulation (GDPR), which applies to organisations that operate in Europe. This regulation went into effect in May 2018, requiring organizations to protect the personal data and privacy of European Union citizens involved in transactions around the world. (Microsoft partner, 2019) The GDPR applies no matter where you are located. Organizations that don’t comply can face a significant fine. Similar regulations are being created in the U.S.
Human errors can be sidestepped by automating data classification. Tools can understand the context of data, such as credit card numbers within a file, or the sensitivity of data based on data origination (Optus, yes-business, 2016). visual markings like headers, footers, and watermarks, and protection like encryption, authentication, and use rights in the system can be automatically applied to sensitive data.

To tackle the cybersecurity skills gap, staff must undergo rigorous training (Boughton, 2019). There is a wide library of topics that the staff needs to cover while their training process, some of which are - Access Control, Bring your Own Device(BYOD), Data Leakage, Phishing, Malware, Ransomware, Social Engineering. Considering the management and operational staff as the backbone to the working of any organisation and they being the most crucial internal stakeholder they must be trained in the above areas. Somehow, it becomes the onus of CISO, System Analyst, IT Administrator and Developer in the organisation to keep the staff updated about the prevailing and future cybersecurity trends.

 Few measures as multifactor authentication, identity and access management, information protection, threat protection, cryptography overview, and automatic updates have been noticed as contemporary trends that currently comes under cybersecurity umbrella and predicted to be upgraded with manyfold in the future business processes.


.
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Every organisation customers are nowadays aware that their data is valuable and it is not fully secured. So to gain consumer trust, data manager and system analysts have to put extra effort to secure data. Given the above findings and considering the nature of the business that deals with the client’s personal information, it is essential that the company needs to critically analyse their security posture to make sure that the enterprise, as well as the client information, is adequately protected.

Business system analysts must address the growing trend toward consumerised IT, where different stakeholders are expected to be able to work anywhere, on any device (BYOD), or any platform. They have to balance these challenges with the need to collaborate, innovate, and further any companies mission in the most cost-effective way possible. one doesn’t need to necessarily increase IT spend – just adjust how you are spending your dollars. And business system analyst can play a major role in this sector complying with the IT security department of any organization. Keeping various measures in mind such as a multifaceted security approach that constantly protects all endpoints, detects early signs of a breach, and responds before damage occurs. And no matter how strong organisation defences are, preventive measures are no longer sufficient should be the mantra for them. Need to adopt an “assume breach” posture that includes detection and response measures is also something which can be brought in by system analysts 
Cloud migration is another area where system analysts can play a crucial role and bring security among the data migration, which will bring enhancement in the security posture of the company & among its stakeholders. moving to the cloud doesn’t have to mean leaving your existing systems and processes behind. In a fully integrated hybrid IT environment, the cloud becomes an extension of your existing system and the policies organisation use to control it. Cloud security is a shared responsibility. It is rightly stated by Brad Anderson (VP Enterprise Mobility, Microsoft) We have to reconsider how we’re going to protect data in this mobile-first, cloud-first world. The reality is, nobody has the expertise, the time, and the resources to do this on their own. (Microsoft partner, 2019). A synchronised strategy needs to be implied where cloud providers need to have state-of-the-art security and encryption and BSA must also ensure that the cloud services involved in the system acquisition and maintenance are secure and that they extend required security policies into the new cloud resources. Look for transparency when planning a cloud migration. All of which will bring confidence among the end users and customers. 
The multifaced nature of cyber threats means that it is not sufficient to only solve some of companies security challenges. Disparate solutions need to be implemented by system analysts which can protect critical endpoints, detect breaches, and limit damage, but the persistent nature of today’s cyber threats demands equal persistent defences. (Microsoft partner, 2019) which require a more holistic security approach. Although each organisation’s security needs are unique, all face the same challenges. All share the same responsibility to protect their data, people, and systems while encouraging innovation and growth. This requires an agile security framework among the different systems that can enable digital transformation, and upgrade the customer experience towards any organisation and make them feel secure before involving into any business transaction.
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Businesses and its stakeholders appear to be adjusting to the “new normal” of sustained breach attempts. Greater awareness of external threats has also prompted business system analysts to become more proactive about including cybersecurity in the various systems involved within the businesses.
It can be noted that companies are tightening up on the factors which they can control, such as system weaknesses and out of date security technology. Nevertheless, the growing attacker sophistication raises the need for bigger security team and staff training as it can bring huge confidence among companies and prove to repel cyberattacks.
The high statistics of cyber-attacks will force companies to be creative against the way they currently approach cyber defence. Greater automation, AI and tools that offer complete visibility among complex networks and systems will be required to safeguard the interest of major stakeholders. Such as every company at some point hold essential information of their customers within the business system it becomes essentials for the business houses and their system analysts to secure this information by enforcing regulation and privacy policy about the information handling. As 60% of small businesses close their doors after a cyber-attack (Optus, yes-business, 2016) on their customer’s information, and even if they manage to keep their working running it is very hard for them to win the confidence back from any loosed customer. So it has become a necessity for every organisation to review its security posture and apply appropriate security measures to maintain security and protect the organisation(Hoffman & Branlat, 2016).
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