Security Policy


Harper Library Security Policy
Harper Library (hereinafter Library) is a 501(c)3 public library that supports Harper, western Gillespie, northern Kerr, eastern Kimble Counties in Texas.  Our mission is to provide full library services including library materials, internet access, computer use, programs, and basic office services (faxing, printing, copying) for all visitors to our Library. The Harper Library Resale Shop (hereinafter Resale Shop) exists to provide income for the support of the Library and to provide a discount retail source for clothing, housewares and other items to Harper and the surrounding area.
A written policy is needed to provide the Library Executive Board of Directors, and Library and Resale Shop staff with guidelines on setting and protecting passwords and access to the Library’s

internet, email, financial, and online banking accounts, as well as expected future electronic, credit card, and banking requirements.
Passwords
Library accounts currently requiring passwords include: email, web site administration, phone system administration, internet connectivity, online banking, Biblionix Apollo automated library system, and computers.
A list of all account user names and passwords will be kept by the President of the Library Executive Board of Directors and the Library Director.  The password list must be updated each time a user name or password is changed. 
All passwords shall be a combination of upper and lowercase letters, numbers, and unique characters at least 8 characters in length.  The Allworx phone system password remains the default password so technicians can access the system as needed.
1. Passwords will be changed anytime a system is compromised.

2. The online banking account password will be changed at the discretion of the Treasurer or whenever a new Treasurer takes office.
3. The email password will be changed whenever a new Library Director is hired.
4. Library Web Site administration is through Go Daddy.com. The password expires every 6 months. When the current password has expired, the system will allow you to enter a new one.  Immediately update the password list for the President of the Library Executive Board of Directors and the Library Director. 
5. Biblionix has a staff password and an administrator password. These passwords can only be changed by the Library Director.

6. The Allworx phone system administration is accessed via a computer connected with a data cable to one of the Allworx phones using internet access via the http address.  It has a generic password set for remote maintenance by an Allworx system administrator.

7. Internet access
a. HarperLibraryPub: unsecure, no password

b. Library Administrator:  password is set in the system to automatically connect the office and front desk computers.

Book Drop Code
There is an access code for the Library Material Inventory Drop Box. This code can be changed at the discretion of the Library Director.  The Library storage pod has the same code as the Drop Box.  The Resale Shop storage pod(s) are not locked.
Door keys
1. Door locks and keys will only be changed if compromised by theft or loss.

2. A master set of all door keys is kept in a key safe in the Library office. The key for the  key safe will be kept by the Library Director and on the key ring in the circulation desk with all Library keys.

3. A complete list of key holders will be kept in the Library office filing cabinet.  Also, the Resale Resource Team members will know who has Resale Shop keys and the Library Director will know who has keys to the Library.
4. When a volunteer leaves, all keys are to be returned to the Resale Shop Resource Team or the Library Director.
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