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Background
The “Halderman Report” is a 96-page 
document authored by Alex Halderman of 
Michigan State University focused on the 
vulnerabilities of the Dominion Voting 
System in Georgia. Halderman is:
• Professor of Computer Science & 

Engineering.
• Director, University of Michigan Center 

for Computer Security and Society
• Director, Michigan Computer Science & 

Engineering Systems Lab.



Brad Raffensperger
Mr. Raffenperger refutes the Halderman 
Report and offers “the MITRE Report” which 
is not signed by any computer scientist or 
anyone at all and Mr. Raffensperger’s 
background is:
• Civil Engineer educated at the University 

of Western Ontario, not Computer 
Science

• He is not a computer scientist or 
programmer and has none on staff at 
the Sec. of State.



Professor Halderman Concluded:
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Prof. Halderman writes that the touchscreens can subvert ALL 
security mechanisms – not a few, some or many but ALL.
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Prof. Halderman found that the scanners are using a Linux 
software version called “uCLinux” that was released in 
February 2007. Outdated, 16-year old software.
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Professor Halderman found that ballot 
manipulation is a far greater risk for Georgians 
because our system relies on touchscreens for ALL 
IN PERSON voting.
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Professor Halderman found the touchscreens QR codes are not protected 
against “replay”: attacks so the scanners will accept a photocopy of a ballot 
or thousands of photocopies and the scanner will not stop the multiple 
scans.
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Professor Halderman explained in detail how it is possible 
to create and install a vote-stealing virus that runs 
entirely on the touchscreen and that virus can infect all 
the touchscreens throughout the county and even the 
state. This is why we need old-fashioned paper ballots.



Professor Halderman found that attackers can manipulate QR 
codes several ways to alter already recorded votes or to cast 
fraudulent votes. There are no serial numbers, no unique QR codes 
and a photocopied QR code is counted just like an authentic ballot 
which allows for ballot stuffing. 



Dr. Halderman found that the Dominion scanners ignore the 
human readable text and only read the data in the QR Code.
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Source: Gwinnett County

How secure is 
a system with 
generic 
username and 
passwords?
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Poll managers in Georgia know that all voters in their precincts have 
access to the touchscreen slot because nobody is allowed behind a 
voter when they are voting. Any voter could insert a smart card 
without detection.
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Any non-technical user can press 
and hold the power button to 
open the “safe-mode” menu 
which allows full control of the 
operating system.

Layman’s Translation:

A third method for installing malware is to exploit a 
publicly known security flaw in the touchscreen device. 
According to a Dominion customer advisory dated January 
2020, “If the mechanical power button behind the 
touchscreen door is pressed, a power down option is 
presented. At this point, if the power down screen button 
is pressed and held, the ‘safe mode’ option is presented” .

Professor Halderman tested this behavior on the 
touchscreen and the machine allowed him to Reboot to 
safe mode, providing unrestricted control of the device
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