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EXHIBIT INDEX 

Petition for Reexamination – Dominion Democracy Suite 5.5A 

Filed with Georgia Secretary of State – June 2, 2026 

 

Exhibit A – Statutory Provisions: Full texts or key excerpts of O.C.G.A. §§ 21-2-368, 21-
2-300, 21-2-498, 21-2-500, 21-2-52, 21-2-379, 21-2-334, and 21-2-281.   

Exhibit B – Senate Bill 189 (2024) (QR-code tabulation ban effective July 1, 2026) and 
records confirming failure of 2026 delay/funding legislation.   

Exhibit C – Independent Vulnerability Expert Reports, including Prof. J. Alex 
Halderman’s Security Analysis of Georgia’s ImageCast X.   

Exhibit D – Open-records summaries and filings documenting non-preservation of 
ballot images and system logs.   

Exhibit E – Statements from county election officials warning of logistical 
impossibility and chaos due to the July 1, 2026 deadline.   

Exhibit F – Declaration of Clay U. Parikh (expert witness; former VSTL tester) 
analyzing actual 2020 Georgia county election databases (Appling, Bibb, Jones, 
Telfair) and identifying plaintext encryption keys and passwords.   

Exhibit G – Dominion D-Suite 5.5A Test Plan and Test Report (GA DVS5_5A r1.pdf), 
showing limited incremental testing and Pennsylvania-specific modifications only.   

Exhibit H – Ballot Assure Report “Global Password” (June 23, 2024) by Phillip Davis, 
documenting the hard-coded “dvscorp08!” password in Dominion Democracy Suite 
systems and Georgia county databases.   

Exhibit I – Pro V&V Georgia State Certification Test Report for D-Suite 5.5-A (August 7, 
2019) – showing limited testing scope and acknowledged memory lockup issue on 
ICP scanners. 

 

All exhibits are attached and incorporated by reference. 
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Exhibit A – Statutory Provisions 

O.C.G.A. §§ 21-2-368, 21-2-300, 21-2-498, 21-2-500, 21-2-52, 21-2-379, 
21-2-334, and 21-2-281 

Section 21-2-368 - Review of manufacturer's systems by Secretary of 
State; appointment and compensation of examiners; revocation of 
approval; written verification and certification prior to election or 
primary; penalties; conflicts of interest. 

(This section shows the statutory authority for seeking 
recertification of the optical scanning voting system.) 

(a) Any person or organization owning, manufacturing, or selling, or being interested 
in the manufacture or sale of, any optical scanning voting system may request the 
Secretary of State to examine the optical scanning voting system. Any ten or more 
electors of this state may, at any time, request the Secretary of State to 
reexamine any optical scanning voting system previously examined and 
approved by him or her. Before any such examination or reexamination, the person, 
persons, or organization requesting such examination or reexamination shall pay to 
the Secretary of State the reasonable expenses of such examination. The Secretary of 
State may, at any time, in his or her discretion, reexamine any optical scanning voting 
system. 

(b) … 

(c) No kind of optical scanning voting system not so approved shall be used at any 
primary or election and if, upon the reexamination of any optical scanning voting 
system previously approved, it shall appear that the optical scanning voting 
system so reexamined can no longer be safely or accurately used by electors at 
primaries or elections as provided in this chapter because of any problem 
concerning its ability to accurately record or tabulate votes, the approval of the 
same shall immediately be revoked by the Secretary of State; and no such optical 
scanning voting system shall thereafter be purchased for use or be used in this state. 
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Exhibit A – Statutory Provisions 

 

Section 21-2-300 - Provision of new voting equipment by state; uniform 
system using ballot scanners; pilot programs; county obligations; use of 
physical ballots 

(This section of the law specifies that the electors voting choices be in a 
format readable by the elector. Currently, the voting system reads the QR 
code to record your selections.) 

(a) 

(1) The equipment used for casting and counting votes in county, state, and federal elections 
shall be the same in each county in this state and shall be provided to each county by the 
state, as determined by the Secretary of State. 

(2) As soon as possible, once such equipment is certified by the Secretary of State as safe 
and practicable for use, all federal, state, and county general primaries and general elections 
as well as special primaries and special elections in the State of Georgia shall be conducted 
with the use of scanning ballots marked by electronic ballot markers and tabulated by using 
ballot scanners for voting at the polls and for absentee ballots cast in person, unless 
otherwise authorized by law; provided, however, that such electronic ballot markers shall 
produce paper ballots which are marked with the elector's choices in a format readable 
by the elector. 
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Exhibit A - Statutory Provisions 

 

Section 21-2-498(b) - Precertification tabulation audits; risk-limiting audits 

(This section of the law specifies that audits be performed by manual 
inspection of the actual ballots, not ballot images or printouts of the 
digital image – the paper official ballots.) 

 

(b) Local election superintendents shall conduct precertification risk-limiting audits on 
selected contests following any election, special election, election runoff, special election 
runoff, primary, special primary, primary runoff, or special primary runoff with presidential, 
United States Senate, or state-wide contests in accordance with requirements set forth by 
rule or regulation of the State Election Board. Audits performed under this Code section 
shall be conducted by manual inspection of random samples of the paper official 
ballots. (not the digital image or print out of the digital image) 
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Exhibit A - Statutory Provisions 

 

Section 21-2-500 - Delivery of voting materials; presentation to grand jury in 
certain cases; preservation and destruction; destruction of unused ballots 

(The Dominion Democracy Suite 5.5A system tabulates votes using digital 
ballot images (not just the physical paper). For any meaningful recount, 
audit, or verification to occur, those ballot images and the associated 
system logs must be preserved.  § 21-2-500 (and § 21-2-52) impose a clear 
legal duty on county superintendents and the Secretary of State to keep 
these records. Open-records responses and filings (Exhibit D) show that 
many counties — often with Dominion assistance — have routinely failed to 
preserve the ballot images or system logs.  Without those preserved records, 
it is impossible to: 

1. Perform a true risk-limiting audit under § 21-2-498, 
2. Verify that the machine tabulation matched voter intent, 
3. Conduct a meaningful recount 

 
This is therefore a direct “problem concerning the system’s ability to 
accurately record or tabulate votes” - the exact statutory trigger for 
revocation under § 21-2-368.) 

 
(a) Immediately upon completing the returns required by this article, in the case of 
elections other than municipal elections, the superintendent shall deliver in sealed 
containers to the clerk of the superior court or, if designated by the clerk of the 
superior court, to the county records manager or other office or officer under the 
jurisdiction of a county governing authority which maintains or is responsible for 
records, as provided in Code Section 50-18-99, the used and void ballots and the 
stubs of all ballots used; one copy of the oaths of poll officers; and one copy of each 
numbered list of voters, tally paper, voting machine paper proof sheet, and return 
sheet involved in the primary or election. In addition, the superintendent shall deliver 
copies of the voting machine ballot labels, computer chips containing ballot  
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Exhibit A - Statutory Provisions 

 

tabulation programs, copies of computer records of ballot design, and similar items 
or an electronic record of the program by which votes are to be recorded or  

Exhibit A - Statutory Provisions 

 

tabulated, which is captured prior to the election, and which is stored on some 
alternative medium such as a CD-ROM or floppy disk simultaneously with the 
programming of the PROM or other memory storage device. The clerk, county 
records manager, or the office or officer designated by the clerk shall hold such 
ballots and other documents under seal, unless otherwise directed by the 
superior court, for at least 24 months, after which time they shall be presented to 
the grand jury for inspection at its next meeting. Such ballots and other 
documents shall be preserved in the office of the clerk, county records manager, 
or officer designated by the clerk until the adjournment of such grand jury, and 
then they may be destroyed, unless otherwise provided by order of the superior court. 
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Exhibit A - Statutory Provisions 

 

Section 21-2-52 - Preservation of primary and election records 

(This statute is the state-level counterpart to § 21-2-500 (which applies to 
county superintendents). Together they impose a clear legal duty on both 
the counties and the Secretary of State to preserve all primary and 
election documents for at least 24 months. 

In the context of the Dominion Democracy Suite 5.5A system: 

The system generates digital ballot images and system logs that are 
essential to tabulation, audits, and recounts. 

These digital records qualify as “election documents.” 

Open-records responses and filings (Exhibit D) document that in 2020 
(and in some cases later), Fulton County and multiple other counties 
failed to retain all original ballot images. Because the Secretary of State’s 
office is the ultimate custodian for statewide records, § 21-2-52 makes 
this a statewide preservation failure under the Secretary’s own 
responsibility. 

Without preserved images and logs, meaningful verification, audits under 
§ 21-2-498, or recounts are impossible. That constitutes a problem 
concerning the system’s ability to accurately record or tabulate votes, a 
trigger for revocation under § 21-2-368.  

The current system (as operated) does not produce or allow the legally 
required auditable records and thus Dominion Democracy Suite 5.5A 
cannot be deemed “safely and accurately used.”) 

All primary and election documents in the office of the Secretary of State shall be 
preserved therein for a period of at least 24 months; and then the same may be 
destroyed unless otherwise provided by law. 
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Exhibit A - Statutory Provisions 

 

Section 21-2-379 - Arrangements for appropriate ballots when use 
of optical scanning voting systems impracticable 

(This statute explicitly recognizes that there will be situations where the 
optical scanning system cannot be used and provides the lawful pathway 
to switch to hand-marked paper ballots. Our requested relief is not only 
reasonable but is expressly contemplated by the Georgia Election Code. 

Secretary of State should revoke approval of the Dominion Democracy 
Suite 5.5A system and direct counties, per Georgia Law, to prepare for 
hand-marked paper ballots. O.C.G.A  21-2-379 gives each county 
superintendent (and, by extension, the Secretary of State) the legal 
authority to use hand marked paper ballots when the optical scanning 
system becomes “impracticable.”) 

Paraphrased: “If… the use of optical scanning voting systems is not possible or 
practicable… the superintendent may arrange to have the voting… conducted 
by any other lawful method authorized in this chapter. In such cases, 
appropriate ballots shall be printed…” full section below: 

Full Code section: 

If a method of nomination or election for any candidate or office, or of voting on any question 
is prescribed by law, in which the use of optical scanning voting systems is not possible or 
practicable, or in case, at any primary or election, the number of candidates seeking 
nomination or nominated for any office renders the use of optical scanning voting systems 
for such office at such primary or election impracticable, or if, for any other reason, at any 
primary or election the use of optical scanning voting systems wholly or in part is not 
practicable, the superintendent may arrange to have the voting for such candidates or 
offices or for such questions conducted by any other lawful method authorized in this 
chapter. In such cases, appropriate ballots shall be printed for such candidates, offices, or 
questions, and the primary or election shall be conducted by the poll officers, and the 
ballots shall be counted and return thereof made in the manner required by law for such 
method. 
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Exhibit A - Statutory Provisions 

Section 21-2-334 - Voting by paper ballot when use of voting 
machine impossible or impracticable 

This statute provides additional statutory support from the general voting-
machine fallback rules. Together with 21-2-379, they reinforce that the 
legislature has already contemplated and authorized exactly what to do 
once the system is found to be impracticable. 

If a method of nomination or election for any candidate or office, or of voting on any 
question is prescribed by law, in which the use of voting machines is not possible or 
practicable, or in case, at any primary or election, the number of candidates seeking 
nomination or nominated for any office renders the use of voting machines for such 
office at such primary or election impracticable, or if, for any other reason, at any 
primary or election the use of voting machines wholly or in part is not practicable, the 
superintendent may arrange to have the voting for such candidates or offices or for 
such questions conducted by paper ballots. In such cases, paper ballots shall be 
printed for such candidates, offices, or questions, and the primary or election shall 
be conducted by the poll officers, and the ballots shall be counted and return thereof 
made in the manner required by law for such nominations, offices, or questions, 
insofar as paper ballots are used.  
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Exhibit A - Statutory Provisions 

 

Section 21-2-281 - Voting by paper ballot when use of voting 
equipment impossible or impracticable 

This section reinforces the use of paper ballots when use of the voting 
equipment is impracticable. 

In any primary or election in which the use of voting equipment is impossible or 
impracticable, for the reasons set out in Code Section 21-2-334, the primary or 
election may be conducted by paper ballot in the manner provided in Code Section 
21-2-334. 
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Exhibit B – Senate Bill 189 (2024) 

Senate Bill 189 (2024) – QR-Code Tabulation Ban (effective July 1, 2026) and 
Records Confirming Failure of 2026 Delay/Funding Legislation 

This exhibit contains the 2024 Georgia law that prohibits ballot scanners from 
relying on QR codes or bar codes for tabulation. The human-readable text or 
machine marks on the ballot must constitute the official vote. It also includes 
records showing that attempts to delay the ban or fund replacement 
equipment failed, meaning the July 1, 2026 deadline remains in effect. 
Highlighted sections directly support Ground 1 of the petition. 

Link to 2024 SB 189 : https://www.legis.ga.gov/legislation/64471 

Prohibition on QR codes / coding for tabulation: “...scanners may not rely on a QR code, 
bar code, or similar coding to count ballots. The text portion of the ballot shall constitute the 
official vote for tabulation, recounts, and audits.” 

Effective date: This Act shall become effective on July 1, 2026. 

Senate Bill 189 passed and specified that only the text portion of the 
ballot shall be used to tabulate the vote, not the QR code. The QR code 
was to be removed by July 1, 2026. 

 

  

Title and enactment page of Senate Bill 189 (2024), the legislation that bans reliance on 
QR-code tabulation. 

https://www.legis.ga.gov/legislation/64471
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Exhibit B – Senate Bill 189 (2024) 

 

 

 

  

Key provision of SB 189 prohibiting scanners from relying on QR codes, bar codes, or 
similar coding. The text portion or machine marks on ballots produced by ballot marking 
devices shall constitute the official vote for tabulation, recounts, and audits. 
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Exhibit B – Senate Bill 189 (2024) 

The 2026 regular legislative session ended in early April 2026 without passing any 
delay or funding bill for the QR-code ban in Senate Bill 189 (2024). 

Senate Bill 214 (2026), which would have delayed the QR-code ban until 2028 and 
provided funding/procurement direction, passed the House but was never taken up 
by the Senate before the 2026 session adjourned. A special session has been called, 
and the governor will likely force his own bill to delay removal in contravention to 
Georgia Law. Source: https://www.pressreader.com/usa/the-standard-
journal/20260408/281548002449599 

  

Media confirms failure of 2026 delay or funding legislation, meaning the QR-code 
tabulation ban will take effect as scheduled on July 1, 2026. 
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Exhibit C – Prof. Halderman Security Analysis 

Independent Vulnerability Expert Reports, including Prof. J. Alex 
Halderman’s Security Analysis of Georgia’s ImageCast X 

This exhibit contains expert demonstrations of undetectable manipulation 
vulnerabilities in the Dominion ImageCast X Ballot Marking Device used in 
Georgia. Highlighted sections show how a small change in code can allow an 
attacker to alter votes without detection, along with USB and memory-card 
exploits that bypass all security controls. 

Excerpts below with official 96-page court-filed copy from Curling v. Raffensperger 
link here: 
https://storage.courtlistener.com/recap/gov.uscourts.gand.240678/gov.uscourts.gan
d.240678.1681.0.pdf   
  

https://storage.courtlistener.com/recap/gov.uscourts.gand.240678/gov.uscourts.gand.240678.1681.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.gand.240678/gov.uscourts.gand.240678.1681.0.pdf
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Exhibit C – Prof. Halderman Security Analysis 

Principal Findings (pages 4–7): Prof. Halderman details critical vulnerabilities in Georgia’s 
ImageCast X that allow undetectable manipulation of votes, including altering QR codes, 
installing malware via election definition files, and bypassing all security mechanisms. 
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Exhibit C – Prof. Halderman Security Analysis 

 

Principal Findings (pages 4–7): Prof. Halderman details critical vulnerabilities in Georgia’s 
ImageCast X that allow undetectable manipulation of votes, including altering QR codes, 
installing malware via election definition files, and bypassing all security mechanisms. 
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Exhibit C – Prof. Halderman Security Analysis 

Principal Findings (pages 4–7): Prof. Halderman details critical vulnerabilities in Georgia’s 
ImageCast X that allow undetectable manipulation of votes, including altering QR codes, 
installing malware via election definition files, and bypassing all security mechanisms. 
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Exhibit C – Prof. Halderman Security Analysis 

 

 

 

 

  

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical access 
can attach a USB device or memory card and install malware, bypassing all security controls on 
the ImageCast X.” 
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Exhibit C – Prof. Halderman Security Analysis 

 

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical access can attach 
a USB device or memory card and install malware, bypassing all security controls on the ImageCast X.” 
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Exhibit C – Prof. Halderman Security Analysis 

 

  

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical 
access can attach a USB device or memory card and install malware, bypassing all security 
controls on the ImageCast X.” 

 



21 | P a g e  
 

Exhibit C – Prof. Halderman Security Analysis 

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical access can attach 
a USB device or memory card and install malware, bypassing all security controls on the ImageCast X.” 
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Exhibit C – Prof. Halderman Security Analysis 

 

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical access can attach 
a USB device or memory card and install malware, bypassing all security controls on the ImageCast X.” 
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Exhibit C – Prof. Halderman Security Analysis 

USB and memory-card exploits (pages 39–47): Shows how an attacker with brief physical access can attach 
a USB device or memory card and install malware, bypassing all security controls on the ImageCast X.” 
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Exhibit C – Prof. Halderman Security Analysis 

 

  

The system will accept photocopied ballots and ballots are not encrypted. 
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Exhibit C – Prof. Halderman Security Analysis 

Conclusion and Recommendations (page 53): Prof. J. Alex Halderman concludes that 
Georgia’s ImageCast X system cannot be considered secure for use in elections due to these 
undetectable vulnerabilities. 
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Exhibit C – Prof. Halderman Security Analysis 

 

  

Conclusion and Recommendations (page 53): Prof. J. Alex Halderman concludes that Georgia’s ImageCast X 
system cannot be considered secure for use in elections due to these undetectable vulnerabilities. 
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Exhibit C – Prof. Halderman Security Analysis 

Conclusion and Recommendations (page 53): Prof. J. Alex Halderman concludes that Georgia’s ImageCast 
X system cannot be considered secure for use in elections due to these undetectable vulnerabilities. 
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Exhibit C – Prof. Halderman Security Analysis 

 

 

 
 
 

Exhibit C – Prof. Halderman Security Analysis 

 

  

Professor Halderman commented on his blog post about the report, writing: Our report 
explains how attackers could exploit the flaws we found to change votes or potentially even 
affect election outcomes in Georgia, including how they could defeat the technical and 
procedural protections the state has in place. While we are not aware of any evidence that the 
vulnerabilities have been exploited to change votes in past elections, without more 
precautions and mitigations, there is a serious risk that they will be exploited in the future. 

The report was filed under seal on July 1, 2021 and remained confidential until today (June 14, 
2023), but last year the Court allowed us to share it with CISA—the arm of DHS responsible for 
election infrastructure—through the agency’s coordinated vulnerability disclosure (CVD) 
program. CISA released a security advisory in June 2022 confirming the vulnerabilities, and 
Dominion subsequently created updated software in response to the problems. Georgia 
Secretary of State Brad Raffensperger has been aware of our findings for nearly two years, 
but—astonishingly—he recently announced that the state will not install Dominion’s security 
update until after the 2024 Presidential election, (he still has not done so) giving would-be 
adversaries another 18 months to develop and execute attacks that exploit the known-
vulnerable machines. 
 

Source: https://blog.citp.princeton.edu/2023/06/14/security-analysis-of-the-
dominion-imagecast-x/) 
 

https://www.cisa.gov/news-events/ics-advisories/icsa-22-154-01
https://sos.ga.gov/news/georgia-secretary-state-brad-raffensperger-continues-focus-security-preparation-2024-elections
https://blog.citp.princeton.edu/2023/06/14/security-analysis-of-the-dominion-imagecast-x/)
https://blog.citp.princeton.edu/2023/06/14/security-analysis-of-the-dominion-imagecast-x/)
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Exhibit D – Open Records proof of non-preservation 

Open-records summaries and filings documenting non-preservation of ballot images 
and system logs.  This document includes county-by-county responses showing that 
Fulton County and dozens of other counties could not produce all original 2020 ballot 
images. It cites over 70 counties with missing or destroyed images. 

 

Source: VoterGA Ballot Image Destruction and Ballot Preservation Petition: 
https://voterga.org/wp-content/uploads/2022/11/VoterGA-Ballot-Image-Destruciton-and-
Ballot-Preservation_Petition.pdf 

 

  

C:\Users\dcross\US Asset Management Dropbox\DAVID CROSS\Petition\:%20https:/voterga.org/wp-content/uploads/2022/11/VoterGA-Ballot-Image-Destruciton-and-Ballot-Preservation_Petition.pdf
C:\Users\dcross\US Asset Management Dropbox\DAVID CROSS\Petition\:%20https:/voterga.org/wp-content/uploads/2022/11/VoterGA-Ballot-Image-Destruciton-and-Ballot-Preservation_Petition.pdf
C:\Users\dcross\US Asset Management Dropbox\DAVID CROSS\Petition\:%20https:/voterga.org/wp-content/uploads/2022/11/VoterGA-Ballot-Image-Destruciton-and-Ballot-Preservation_Petition.pdf
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Exhibit D – Open Records proof of non-preservation 

 

Source: https://voterga.org/wp-content/uploads/2025/04/Favorito-Ballot-Image-
Destruction-Affidavit-and-Exhibits.pdf 
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Exhibit E – Media reports on botched QR Code funding 

County election officials across Georgia have publicly warned that the July 1, 2026, 
QR-code ban (with no delay or funding enacted) leaves them in limbo and makes 
proper election planning impossible.” 

 

 

https://www.wabe.org/georgia-election-officials-left-in-limbo-as-state-leaders-
contemplate-next-steps-for-ballot-qr-codes/   
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Exhibit E – Media reports on botched QR Code funding 

 

https://www.wtoc.com/2026/04/09/georgia-election-officials-raise-concerns-over-qr-code-
ballot-ban-deadline/ 

  



33 | P a g e  
 

Exhibit E – Media reports on botched QR Code funding 

 

https://www.wrdw.com/2026/04/06/ga-lawmakers-end-session-without-fix-looming-ballot-
counting-deadline/ 
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Exhibit E – Media reports on botched QR Code funding 

 

https://georgiarecorder.com/2026/04/03/election-measures-capsize-on-the-final-day-of-
georgias-2026-legislative-session/ 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

This is a sworn expert declaration by a former Voting System Test Laboratory (VSTL) 
tester who personally performed security testing on Dominion voting systems. He 
examined actual 2020 Georgia county election databases (Appling, Bibb, Jones, and 
Telfair) and discovered secret encryption keys, digital certificates, and passwords 
stored in plain, unencrypted text — a serious violation of federal security standards 
and Georgia’s contract with Dominion. Highlighted sections summarize the key 
findings 

The highlighted sections summarize his key findings. 

 

 

  

Page 1 – Qualifications of Clay U. Parikh, former VSTL security tester for Wyle Laboratories, 
NTS, and Pro V&V on EAC and state certifications. 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

 

 

  

Pages 2–3 – Executive Summary: Parikh identifies plaintext encryption keys, x509 certificates, 
and hard-coded passwords in Georgia county election databases, violating EAC, FIPS 140-2, 
and VVSG standards. 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

 

 

 

 

 

  
Pages 4–6 – Detailed Findings: Technical explanation of the violations and screenshots 
from actual Georgia county databases showing secret keys stored in plain text, creating an 
egregious security vulnerability. 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

 

 

 

 

 

 

 

 

 

Pages 2–3 – Executive Summary: Parikh identifies plaintext encryption keys, x509 certificates, 
and hard-coded passwords in Georgia county election databases, violating EAC, FIPS 140-2, 
and VVSG standards. 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024 

  

Pages 4–6 – Detailed Findings: Technical explanation of the violations and screenshots from actual 
Georgia county databases showing secret keys stored in plain text, creating an egregious security 
vulnerability. 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

 

  Pages 9–12 – Exhibits A and B: Actual screenshots from Georgia county election databases 
(Appling, Bibb, Jones, Telfair) showing plaintext Rijndael encryption keys, x509 certificates, and 
shared hard-coded passwords 
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Exhibit F - Declaration of Expert Clay U. Parikh 

Declaration of Clay U. Parikh (dated August 7, 2024).   

 

 

  

Full 12-page sworn declaration is attached for reference. 

 

Pages 9–12 – Exhibits A and B: Actual screenshots from Georgia county election databases (Appling, 
Bibb, Jones, Telfair) showing plaintext Rijndael encryption keys, x509 certificates, and shared hard-
coded passwords 
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Exhibit G – Dominion Test Plan 

Dominion D-Suite 5.5A Test Plan. This exhibit is the preliminary test plan used for 
certification of the Dominion Democracy Suite 5.5A system. The highlighted portions 
show that testing was limited in scope and consisted only of incremental 
modifications from the prior D-Suite 5.5 version — primarily Pennsylvania-specific 
changes. Source-code review was performed only on the modified modules.  

Highlighted sections demonstrate: 

• The system was treated as a modification of the previous version (not a full 
new system). 

• Source code review was restricted to changed portions only. 
• The testing plan focused on limited engineering changes required by 

Pennsylvania. 

 

 

 

   

  

Title page (above) showing this is the ‘DVS 5.5A Test Plan’ and (below) that differences are 
limited to the VVPAT printer component (not part of the Georgia configuration). 
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Project schedule highlighting that only ‘Source Code Review’ and ‘Documentation Review’ 
were performed for the modified modules. 

Purpose statement: ‘The purpose of the Dominion D-Suite 5.5-A voting system release is to make 
modifications to the D-Suite 5.5 voting system as required by the State of Pennsylvania. 
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Engineering Changes section noting only 5 changes to the ICX and that only modified modules 
were reviewed. 

Full document is attached for reference. 
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Exhibit H – Phillip Davis Expert Opinion 

Ballot Assure Report “Global Password” (June 23, 2024) by Phillip Davis. 

This report documents the existence of a hard-coded password “dvscorp08!” in 
Dominion Democracy Suite systems and confirms that this exact password is present 
in actual Georgia county election databases. Highlighted sections show this long-
standing security defect that allows unauthorized high-privilege access to election 
systems and undermines the security of the Dominion Democracy Suite 5.5A. 

 

  

Source: https://www.ballotassure.com/Reports/Security/GlobalPassword 

https://www.ballotassure.com/Reports/Security/GlobalPassword
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Exhibit H – Phillip Davis Expert Opinion 

  

  

Key findings: A hard-coded global password has been embedded in Dominion Democracy 
Suite source code since at least 2010, inadequate security protections for MRE Super 
Admins, and widely known passwords. 

Confirmation that the password ‘dvscorp08!’ (and its SHA-256 hash) appears in Georgia 
county election databases.” 
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Exhibit H – Phillip Davis Expert Opinion 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Confirmation that the password ‘dvscorp08!’ (and its SHA-256 hash) appears in Georgia county 
election databases and other states. 
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Exhibit H – Phillip Davis Expert Opinion 

 

  

Security implications: The password is used for high-privilege accounts (SAdmin, ROAdmin, etc.) and 
stored in plaintext or unsalted hashes, creating a serious single point of failure for election system 
security.” 
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Confirmation that the password ‘dvscorp08!’ (and its SHA-256 hash) appears in Georgia county 
election databases Telfair and Appling Counites. (Davis only had access to 4 Georgia Counties and 
it was in all of them. 
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Exhibit I – Final Dominion Test Report 

Official Pro V&V Georgia State Certification Test Report for D-Suite 5.5-A (August 7, 2019). 
This is the final signed report confirming the testing was narrow in scope and testing was 
limited and incremental - not a full security review of the Georgia system. 

  
Title page of the official Pro V&V Georgia State Certification Test Report for 
Dominion D-Suite 5.5-A (August 7, 2019). 
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Exhibit I – Final Dominion Test Report 

 

 

 

  

Page 4 – The report explicitly states that the D-Suite 5.5-A system ‘is a modification from the EAC 
approved D-Suite 5.0 system configuration.’  This shows the testing was incremental and limited 
to changes from the previously certified version. 
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Exhibit I – Final Dominion Test Report 

 

 

Exhibit I – Final Dominion Test Report 

 

  

Page 15 – Summary Findings: The ImageCast Precinct (ICP) scanner experienced a memory 
lockup after scanning approximately 4,500 ballots, requiring a poll-worker power cycle. 
Dominion’s analysis and Pro V&V’s verification are documented here. 
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Exhibit I – Final Dominion Test Report 

 

  

The word “security” cannot be found anywhere in the testing document. 
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Exhibit I – Final Dominion Test Report 

 

 

Introduction and scope section showing that the state certification test was limited in 
scope and not intended to be an exhaustive review of the system. 

The Georgia system is explicitly described as a modification of a previously certified 
version. 

• The report repeatedly calls D-Suite 5.5-A a modification of the earlier D-Suite 
5.5 (or 5.0) system, not a full new system.  

• Purpose of the release: “to make modifications to the D-Suite 5.5 voting system 
as required by the State of Pennsylvania.” 

The source code review was restricted to only the changed parts (meaning, we did not 
test what Pennsylvania had already tested).  

• “The delivered code base was compared to the previous code base from 
Dominion D-Suite 5.5, with only modified modules being reviewed.” 

Only a very small number of changes were made  

• “5 changes to the ICX were listed.”  

• The testing focused on those specific engineering changes, not the entire 
system. 

The testing was built on prior VSTL testing of the baseline version  

• “VSTL testing has been performed on the version previous to the Dominion D-
Suite 5.5-A voting system. The previous version of this system, D-Suite 5.5, is 
EAC certified, and will serve as the source code base for this evaluation.” 

 

Full 27-page official Pro V&V Georgia State Certification Test Report is attached for reference. 

 


