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Responding to Government Demands for
Information

ollowing is a handy punch list of steps to take before, durin

after your company receives a demand for information from%he
overnment.

The desire to respond promptly must always be balanced by the
potential consequences of providing incomplete or inaccurate
Information, disruption of business operations, and the need to be
prepared for potential adverse actions the government may take
once it receives the information
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ll. Search Warrants

hic)) L/

-+ Jalk briefly to agent and indicate that all questions
~ should be directed to you

» Contact outside counsel and deploy to location

* Report up the chain (general counsel, CEO, board)
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» Consider enlisting internal/external communications
professionals

» Ask employee on scene to monitor (but do not
Interfere with) agents. Keep log of what is taken

* |dentify any potentially privileged information



ll. Search Warrants

 Consider enlisting internal/external communications
professionals

* Ask employee on scene to monitor (but do not interfere
with) agents. Keep log of what is taken

* |dentify any potentially privileged information
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ll. Search Warrants

» Be prepared for employee questions about interviews

- Administer Upjohn warning and memorialize having done so

- It is their choice whether to be interviewed, but if they choose to
be interviewed they can be accompanied by counsel and
designate the time and place

- Do not destroy documents or delete information
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Ill. Subpoenas for Documents

 Evaluate use of third-party data management company and
specific issues of big data

* Negotiate issues with government lawyers, including
potential use of search terms, and address production
logistics, taking into account their level of sophistication and
objectives

* Document process of gathering information
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V. Subpoenas for Testimony/Employee Interviews -




V. Subpoenas for Testimony/Employee Interviews

- Upjohn/conflicts of interest

Rule 1.6 Confidentiality of Information

Rule 1.7  Conflict of Interest: Current Clients

Rule 1.8  Conflict of Interest: Current Clients: Specific Rules
Rule 1.13 Organization as Client

Rule 4.1 Truthfulness in Statements to Others

Rule 4.2  Communication with Person Represented by Counsel

Rule 4.3  Dealing with Unrepresented Person
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V. Subpoenas for Testimony/Employee Interviews

» Evaluate potential common interest agreement with
other counsel and whether oral or written

 Evaluate potential Fifth Amendment issues,
iIncluding impact on employment

*\Warn employees about obstruction/witness
tampering/false statements exposure



V. Reporting and Disclosure
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