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INTRODUCTION

= |n today world we want to access everything from our phone and faster. Cloud computing is one of the best way to
do that. Cloud Provide like AWS they do provide good amount of security and alert. In amazon alert we have custom
option that we can choose from. In this class | learn

= How to set up my cloud computing
=  How to access them remotely

®  Setup security and alert satting



AMAZON WEB SERVICE ACCOUNT

= Creat AWS service account.
= Creating an IAM user
m  Set permissions : Administrator Access

= How to download .csv file with credentials of newly created user.




VIRTUAL MACHINE (VM) INSTANCES

= Launching an EC2 instance
= Connecting to the instance

= Terminating the instance




LAUNCHING AN EC2 INSTANCE

Details Security Networking Storage

¥ Instance details nfo
Platfarm

Amazon Linux (Inferred)

Platform details

Linux/UNIX

Launch time

Sun Jan 24 2021 18:07:44 GMT-0600 (Central Standard

Time) (less than a minute)

Stop-hibernate behavior
disabled

State transition reason

State transition message

Owner
441096058823
w Host and placement group  Info

Host ID

Host resource group name

Virtualization type
hwm
w Capacity reservation Info

Capadity Reservation ID

¥ Accelerators info

Elastic Graphics ID

Monitoring Tags

AMIID

ami-0a0adéb70e61be944

AMI name
amzn2-ami-hvm-2.0.20201218.1-x86_64-gp2

AMI location

amazen/amzn2-ami-hvm-2.0.20201218.1-x86_64-gp2

AMI Launch index
]

Credit specification
standard
Usage operation

Runinstances

Enclaves Support

Affinity
Tenancy

default

Reservation

r-0628c44c3afdbas0?

Capacity Reservation setting

open

Elastic inference accelerator 1D

Monitoring
disabled

Termination protection
Enabled

Lifecycle
normal

Key pair name

Kernel 1D

RAM disk 1D

Placement group

Partition number

MNumber of vCPUs
1




CONNECTING TO THE INSTANCE

@ us-east-2.consoleaws.amazon.com

> w v ey

, Suggested Sites Plex [l SignIn toyour Plex... [} Settifigs

i Apps [ Fiy's Elecirbnics | Honeywell Blustoot.. Bookmarks

Amazon Linux 2 AMI

— N

https://aws.amazon. com/amazon-linux-2/
2 package(s) needed for security, out of 5 available
Run "sudo yum update" to apply all updates.
[ec2-user@ip-172-31-25-67 ~1$ ping facebook.com
mini.cl0r.facebook.com (31.13.66.35) 56(84) bytes of data.
from edge-star-mini-shv-01-iad3.facebook.com (31.13.66.35): icmp_seq=1 tt1=37
from e star-mini-shv-01-iad3.facebook.com (31.13.66.35): icmp_: tt1=37
bytes from e facebook.com (31.13.66.35) =3 ttl=37
bytes from e .facebook.com (31.13.66.35) tt1=37
bytes from e i i .facebook.com (31.13.66.35): tt1=37
bytes from e facebook.com (31.13.66.35) . tt1=37
bytes from e .facebook.com (31.13.66.35) ttl=37
bytes from i iad3.facebook.com (31.13.66.35): icmp_seq=8 ttl=37
bytes from e facebook.com (31.13.66.35): icmp_seq
bytes from e i .facebook.com (31.13.66.35)
bytes from i .facebook.com (31.13.66.35):
bytes from e i i .facebook.com (31.13.66. icmp_:
bytes from e i i .facebook.com (31.13.66. icmp_:
bytes from e i i .facebook.com (31.13.66. icmp_:
bytes from e star-mini-shv-01-iad3.facebook.com (31.13.66. icmp_se
bytes from e star-mini-shv-01-iad3.facebook.com (31.13.66. icmp_:
bytes from e facebook.com (31.13.66. + icmp_seq=17

i-092e02b2bcbd9852a

Public IPs: 18.220.164.14  Private

8:24 AM
= O Typeheretosearch Ol w mp © A @~ ®e zn p 00 B



TERMINATING THE INSTANCE

=

"\_ﬂ us-east-2.console.aws.amazon.com/ec2/v2/home?region=us-east-2#Instances:
- -
(&ask ics | P jwell Bluetoot.. Bookmarks I, SuggestedSites [EJ Plex Sign In to your Plec.. [} semﬁsw/_

aws Services ¥ Q [search for s tu vlac ucts, and doc [Alt+S] ick @ 4410-9605-8823 Ohio ¥  Support ¥

gy

= Apps

© EJ:W EEZ E"PE"LE”(E X (@ Welcome to the new instances experience! X
s what you t
e We're redesigning the EC2 console to make it easier to use. To switch between the old conscle and the new console, use the New EC2 Experience toggle above the navigation panel. We'll release updates continuously based on customer feedback.

EC2 Dashboard

Eues Instances (1) ne tance e v ] [ neions | D
Tags Q g &
Limits
Name v Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone ¥ Public IPv4 DNS v Public IPv4 ... ¥ Elastic IP v IPv6 IPs v Monitoring ¥ Security group name ¥ Key nar’
¥ Instances
Instances - i-092e02b2bcbd8852a @ Terminated [21=] t2.micro - Noalarms + us-east-2b - 18.220.164.14 - - disabled - -

Instance Types
Launch Templates

Spot Reguests

Savings Plans
Reserved Instances

Select an instance above
Dedicated Hosts

Capacity Reservations

<

Images

AMIs

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

4

Network & Security
Security Groups
Elastic IPs
Placement Groups

Key Pairs.

Network Interfaces hd

Terms of Use

8:29 AM

L Type here to search O | = Qg\‘ G I' @ ~ ' & g0 L 1772021 2




VIRTUAL PRIVATE CLOUD

= In this project | Learn about Virtual Private Cloud. This service allows customer to provision a logically isolated
section of the AWS cloud, and launch AWS resources into a virtual network.
= Task completed in this projects

= Launching VPC with a single subnet
=  Viewing subnets and route tables

= Adding another subnet



LAUNCHING VPC WITH A SINGLE SUBNET

Your Vo 12 =3

[a

-] Name v VPCID v State v IPv4 CIDR IPvE CIDR IPvE& pool
| Netw211-VPC vpe-07fecfbl 2362d7648 @ Available 192.168.0.0/24 - -

= vpc-fd38B396 Ayailable 172.31.0.016 - -
4

vpe-07febfb12362d7648 [ Netw211-VPC

Details | CIDRs | Flowlogs | Tags

Details

VPCID State DNS hostnames DNS resolution

@ vpc-07febfb12362d7648 Available Enabled Enabled

Tenancy DHCP options set Route table Metwork ACL

Default dopt-8bb32¢e0 rtb-041a5642f42600512 acl-034c400b2122e892e

Default WVPC IPv4 CIDR IPvE pool IPve CIDR

No 152.168.0.0/24 - -

Owner ID

[P 441096058823




QUESTIONS

1. With a /26 network prefix, how many usable IPv4 addresses are there? Why is the number of available IPv4 addresses HERE shown as 59?
Answer here: total available IPv4 is 62 out of that 3 reserved by AWS.

1 for AWS for the VPC ROUTER.

2. FOR DNS server

3. For the future use.

2. What's the role of an Internet Gateway?

Answer here: it serves 2 purpose.

It perform network address translation

Provide a target in your vpc rout tables for internet-routable traffic
References:

1. https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html

2. https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html



ADDING ANOTHER SUBNET

Subnets | VPC Management Con X +

< c

D Mew VPC Experience
Tell s what you think
WPC Dashboard
Filter by VPC:
Q, selecta VPC
v

VIRTUAL PRIVATE
CLOUD

our VPCs
Subnets
Route Tables
Internet
Gateways
Egress Only Internet
Gateways
DHCF Options
Sets
Elastic IPs
Managed Prefix
Lists
Endpeoints
Endpeint Services
MAT Gateways
Peering Connections
v
SECURITY
Network ACLs
Secunty Groups
v

REACHABILITY

Reachability &nalyzer

v

VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private
Gateways
Site-to-Site VPN
Connections

Client VPN Endpoints

S Apps F Fry's Electronics |

B us-east-2.conscle.aws.amazon.com/vpc/home?region=us-east-2#subnets:

@ Honeywell Bluetoot... ¢ Bookmarks |3 Suggested Sites n Plex E Sign In to your Plex...

Subnets (1/5) wfe

ﬂ"ﬂ Settings

B & i Chic ¥  Support ¥

Q
-] Name v Subnet ID v State v VPC IPv4 CIDR v IPv6 CIDR v LY
- subnet-3b743777 @ Available vpc-fd398396 172.31.32.0/20 - 4
- subnet-0f10b264 Available vpc-fd358396 172.31.0.0/20 = 4l
Public Subnet 2 subnet-05b52c68343015940 @ Available vpc-07Te6ib12362d7648 | Net... 192.168.0.64/26 - 5¢
- subnet-e37e6599 @ Available vpc-fd398396 172.31.16.0/20 = Al
Public subnet 1 subnet-0f2c¢282BececSd0al @ Available vpe-07febfb12362d7648 | Net.... 192.168.0.0/26 - 5¢
4 3
E = @

subnet-05b92c68343015940 / Public Subnet 2

Details Flow logs Route table Network ACL Tags Sharing
Route table: rth-0c3ca68ab9390974e Edit route table association |
Routes (2)
Q 1 ®
Destination Target
192.168.0.0/24 local
0.0.0.0/0 igw-0B35ef2206be14ab4
iy H— -_— - A ot 6:35PM =



VM INSTANCE SECURITY

= |n this | explore 2 techniques used to secure AWS EC2 instances: setting up security group to control inbound and
outbound traffic of an instance.

= Tasks to be completed:
= lLaunching an EC2 instance
= Connecting to the instance using a key pair

m  Setting up a security group



LAUNCHING AN EC2 INSTANCE

@ nNewEC2

Experience
Tel s what yau thicik

EC2 Dashboard
Events
Tags

Limits

<

Instances
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

-

Images

AMls

Elastic Block Store

-

Wolumes
Snapshots

Lifecycle Manager

¥ Network & Security

Security Groups K

stic IPs
Placement Groups
Kay Pairs
Network Interfaces
¥ Load Balancing
Load Balancers

Target Groups

¥ Auto Scaling

Launch Configurations

Auto Scaling Groups

Ohis ¥ Support ¥
-
EC2 Instances i-04b84e0b7balbd 7ec
Instance summary for i-04b84e0b7balb47ec 1nfo Connect ‘ | Instance state ¥
Updated less than a minute ago
Instance ID Public IPv4 address Private IPv4 addresses
i-04bB4e0bT7balb47ec 18.216.177.188 | open address [4 192.168.0.12
Instance state Public IPvd DNS Private IPvd DNS
Running £c2-18-216-177-188.us-past-2 compute.amazonaws.com ip-192-168-0-1 2 us-east- 2.compute.intemal
open address [4
Instance type Elastic IP addresses veCID
t2.micro - wpc-071ebfb12362d7648 (Netw211-VPC) [4
AWS Compute Optimizer finding 1AM Role Subnet ID
@0pt-in to AWS Compute Optimizer for recommendations. | - subnet-0F2c2828eecedd0a0 (Public subnet 1) [2
Learn mare [2
Details Security Networking Storage Monitoring Tags
¥ Instance details Info
Platform AMIID Monitoring
Amazon Linux {Inferred) ami-01aab85a5edasalfe disabled
Platform details AMI name Termination protection
Liux/UNIX amznZ-ami-hvm-2.0.202101 26.0-486_64-gp2 Disabled
Launch time AMI location Lifecycle
Sat Jan 30 2021 18:32:23 GMT-0600 (Central Standard Time) amazon/amzn2-ami-hvm-2.0.20210126.0-x86_64-gp2 narmal
(& minutes)
Stop-hibernate behavior AMI Launch index Key pair name
disabled Q netw211- project-ec2
State transition reason Credit specification Kernel ID
- standard -
State transition message Usage operation RAM disk ID
- Runinstances -
-




CONNECTING TO THE INSTANCE USING A KEY PAIR

B ec2-user@ip-192-168-0-12:~

45




SETTING UP A SECURITY GROUP

The local computer to the instance in the cloud. Command Prompt

C:\Users\niral>PING 18.216.177.:

g 18.216.177.1 with 32
timed out.
timed out.
out.
out.

16.177
Received

.216.177.188

of data:
43m

Minimum

C:\Users\niral>»

¥ Inbound rules



CLOUD STORAGE

| explore Amazon’s simple storage service (S3). S3 is an object storage service used to store and protect data for
use cases such as mobile applications, websites, Backups, |0T device, and big data analytics.

Task | did

= Creating an S3 bucket
= Uploading a file
= Changing file and bucket permissions

= Removing the file



QUESTION

What does the default encryption do?

Answer here: encryption Encrypt the file. It’s type of data security. it will make harder to read content of the file or
data.

Amazon S3 default encryption provides a way to set the default encryption behavior for an S3 bucket. You can st
default encryption on a bucket so that all new objects are encrypted when they are stored in the bucket

References:

1. https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html



UPLOADING A FILE

& C & netw211-project-bucket-np32.53.us-east-2.amazonaws.com/capture+2.PNG r

Apps  [F Fry'sElectronics| & Honeywell Bluetoot.. d Bookmarks I3 Suggested Sites [ Plex  [H Sign nto your Plex.. [} Settings

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Errory
<Code>AccessDenied</Code>
<MessagerAccess Denied</Message>
<RequestId>6PCVAFEPBEZDXTBHS /Requestld>
<HostId>qVXpWBnIQRMAKLIZ4GKaP28pBie2G7 2++pVEV/4UNETIpmmrnSTilzmdpauxT +WLQHN3ECHGVQw=</HostId>
</Error>



CHANGING PERMISSIONS

&« c # s3.console.aws.amazon.com/s3/object/netw211-project-bucket-np32?region=us-east-2 &prefix=capture+2.PNG&tab=permissions h*d

F Fry's Electronics| & Honeywell Bluetoot.. d¢ Bookmarks |3 Suggested Sites n Plex H Sign In to your Plex... m Settings

i Apps

aws Services W £ niral collage Global Support ¥

Amazon S3 X @ We're continuing to improve the 53 console to make it faster and easier to use. If you have feedback on the Provide feedback -4
updated experience, choose Provide feedback.

Buckets

Amazon 53 netw211-project-bucket-np32 capture 2.PNG

Access Points

Batch Operations Copy 53 URI | | Object actions ¥
capture 2.PNG
Access analyzer for 53
Properties Permissions Versions
Block Public Access settings for
account
¥ Storage Lens Access control list (ACL)
Dashboards Grant basic read fwrite permissions ta AWS accounts. Learn more [4
AWS Organizations settings e Object Object ACL
Object owner (your AWS account)
Read Read, Write

Feature spotlight (€)) Canonical I0: ca5b80F1043f0b649a217c3254bBafc5ef5 3aad55551F22f9720che8dBaaTleb

Everyone (public access)

A\ Read -

P AWS Marketplace for 53 Group: http://acs.amazanaws.com/groups/global /AllUsers

Authenticated users group (anyone with an AWS account)

Group: http:/,

.amazonaws.com/groups/global/AuthenticatedUsers




CLOUD MONITORING

| learn Amazon SNS( simple Notification Service ), managed pup/sub message service, and amazon cloudwatch, a
monitoring and management service.

Task to need to completed

Launching an EC2 instance
Setting up SNS notification and subscription
Setting up a cloudwatch alarm

Deleting cloud resources



LAUNCHING AN EC2 INSTANCE

Instance summary for i-06fdc97f684c7b9d2  nie | [&] || Connect || Instance state ¥

2 minute ago

Instance 1D Public IPv4 address Private |Pvd addresses

17231.45.33

-0EfdeS7iE84c 70 (B 5215185125 open add

Instance state Public IPv4 DNS Private [Pva DNS

® Running [ ec2-52-15-185-125.us-gast-2 compute.amazonaws.com | p-172-31-45-33 us-east-2.compute.intemal

BN Command Prompt - O *

[Ve n 16.e
Corporation.

of data:
time=51ms
time=45ms

4, Receilv -
und trip times in milli




SETTING UP SNS NOTIFICATION AND SUBSCRIPTION

u Pratik @ ModusTech * | = Google ® | u Pratik @ ModusTech ® D https://sns.us-east-2.amazonay
C )] ] https://sns.us-east-2.amazonaws.com/confirmation.html?TopicArn=arn:aws:sns:us-east-2:4410960:
tion - ! .
“7:r amazon : - .
Ping A 7 webservices- Simple Notification Service
Subscription confirmed!
You have successfully subscribed.
Your subscription’s id is:
arn:aws:sns:us-east-2:441096058823: Netw211PingTopic:652ele51-Bdcd-44F5-
2 subscri alld-e@bc2a388fe
st-2:441) ) o . . .
If it was not your intention to subscribe, click here to unsubscribe.
scription
on

o this emai




SETTING UP A CLOUDWATCH ALARM AND MONITORING

Instance: i-06fdc97f684cThad2

B 0sfdc07faBAc ThOdE

Details Security Metworking Storage Status Checks Monitoring
CPU utilization (%) Status check failed (any) (count)
Percent Count
0133 -~ 1
0.066 s
a a
07:45 02700 o015 0230 01:45 02:00 ax1s 02:30
B 0sfdco7faBacThad: B 0sfdcd7faBacThad:
Network in (bytes) Metwork out (bytes)
Bytes Bytes
134k -‘__\‘-/ 122k
&70 B00 \/
1] 1]
01:45 02200 015 0230 01:45 02200 0215 02:30
B -0efdco7feBacThad: B F0efdeO7feBAcThIdE
Disk reads (bytes) Disk read operations (operations)
Bytes Count
1 1
as as
1] 1]
01:45 02200 015 0230 01:45 02200 015 02:30

B 0sfdcO7feEacThOdE

Tags

Add to dashboard

Status check failed (instance) {co...

Count
1
os
a
01:45 02:00 o215 0230
B -0sfdcd7faBacThId2
Network packets in (count)
Count
168 ~
B.38
0
01:45 0200 015 0230
W i-0&fdcO7feBAcThOd2
Disk writes (bytes)
Bytes
1
os
0
01:45 0200 oz15 0230

B -0sfdcd7feBacThod2

Th 3h 12h 1d 3d 1w custom - \EIZI

Status check failed (system) (count) -

Count
1
05
a
01:45 02:00 0215 02:30
B -06fdeaTfaBAcThId2
MNetwork packets out (count)
Caunt
188 \\__/
038
a
01:45 02:00 0215 02:30

W i-0&fdcO7feBAcThOd2

Disk write operations (operations)
Count
1
0s

0

0145 0200 05 02:320

B -0afdcO7faBacThod2




CHALLENGES/ SKILLS

= |n class | had some challenges when AWS change some interface.

= Some time remotely accessing the cloud using ping

= | learn how to set up cloud

= | [earn how to setup remote access cloud.
= How to cancel the cloud

= How to encrypted the data file

= How to setup alerts on important data.



CONCLUSION

In this class | learn, | learn how to create amazon account, launching an EC2 instance connect to it. Adding
another subnet and viewing subnets, connecting to instance using a key par and setting up key pair. Now | can
create my storage cloud and keep data safe. And how to make it secure and keep it safe. Create a Bucket and
upload my personal files. Change permissions who can get access to it. And setup an monitor and setup email
alert for as soon as some one get access to my data.



