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Security Architecture

By implementing and operating a Security Architecture Framework, you can give yourself the confidence that your business
will not only restrict and detect an attack when it occurs, but also respond and recover from it quickly, minimising your busi-
ness downtime and of course, your financial losses.

Virtual Chief Information Security Officer (vCISO)

Our virtual Chief Information Security Officer (vCISO) service gives your business access to experienced senior information se-
curity and cyber security professionals at a fraction of the cost of a full time CISO or Information Security Manager. Aimed at
supporting start-ups, small & medium sized businesses, our vCISO service gives you the confidence that your security needs are
aligned to your business strategies and objectives.

Cloud Security Services

Our Cloud Security Services helps you clearly identify and establish your accountability and responsibilities, and those risks
associated with them. We will aid in aligning your Cloud Security with your project pipeline by recognising and categorising
risk areas to appropriate security controls in order that you can confidently manage those risks and support your objectives.

Cyber Risk Mlanagement

We have the skills and experience not only to assist you in identifying and assessing risks to your business, but we can also sup-
port you in implementing any of the procedural or technical controls required to mitigate those risks identified as part of an
overall risk management framework implementation.

Cyber Security Assessment

Performing a Cyber Security Assessment will provide you and your business an understanding of the exposure you have to po-
tential attack vectors, weaknesses, and entry points. Once these are identified, your organisation can establish its priorities to
address those vulnerabilities and risks discovered through our Cyber Security Assessment.

Information & Cyber Security Consultancy Services

With today’s businesses requiring more assurances from their supply chain resources surrounding security, and the regulatory
bodies putting more emphasis and responsibility on companies to secure their customer data, you may find that your business
requirements have changed, resulting in the need for you to integrate information Security Governance, Risk & Compliance
(GRC) into your organisational strategy to stay ahead of your competitors. Aspirenet Ltd. Can help you identify, implement and
support your information & cyber security needs through our 4 stage approach.
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Security Framework
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Assess

Engagement at this stage of the Aspirenet Ltd. Approach Lifecycle allows Aspirenet Ltd. to understand your requirements and
strategy as well as your business drivers. The stage allows Aspirenet to;

e Carry out security gap analysis and identify those controls required to assure the solution

e Allow Aspirenet Ltd. to identify your business’ maturity towards information & cyber security

e Carry out a risk assessment to give you an understanding of where your risks lie

e Review those policies & procedures you have in place which support the security of the new solution, system or business.

Advise

This stage allows Aspirenet Ltd. to tell you in detail how those gaps, whether they be technical, procedural, compliance etc.,
should be filled and where. With the granularity and depth of controls required in complex systems, we will advise you which
controls would be best suited and where, to achieve maximum benefit.

Apply

We can assist your business in the implementation of the identified security controls. Our technical expertise and experience
gives us the ability to understand how and where the technical controls should be applied. Along with our technical expertise,
our experience in authoring policies and procedures also gives us the advantage of having the ability to assist you in ensuring
that any procedural gaps are also filled.

Achieve

With Aspirenet Ltd. ongoing support given to your business after the delivery of the service, we will not leave you ‘high and
dry’. Aspirenet Ltd. will gladly engage with you to give you the support that you need, for as long as you need.



Our Consultants

Our consultants are Senior NCSC Certified Cyber Professionals in Information Assurance Architecture (SCCP IA-Arch) and Securi-
ty and Information Risk Advisor (SCCP SIRA). They also hold industry recognised security certifications Certified Information
Systems Security Professional (CISSP) and 1ISO27001 Lead Implementer. Our Consultants are also certified to assess Cyber Es-
sentials (Basic) and IASME Governance Assessments.

Experience

Our Consultants have worked with government agencies such as DVLA, MoD & the Office for National Statistics, as well as for
major defence companies including General Dynamics and QinetiQ. While our consultants were engaged at these agencies and
companies, they effectively assessed and mitigated system and network security risks and threats, both at the SME and large
enterprise business level. Aspirenet Ltd. Consultants have also successfully advised and led the secure design, implementation

& integration of various secure systems from small-budgeted projects to multi-million-pound programmes.
Aspirenet Consultants are experienced in the following areas of information Assurance and Cyber Security;
e  Risk Management

e Risk Assessment

e [SO27001 implementation

e Cloud Security Architecture

e  Security Architecture & Design

e Vulnerability Assessment

e  Governance, Policies & Standards

e Information Security Officer



