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ABOUT US 
 

Corpus Juris is an open access, peer reviewed journal published by Adv. Sunil 

Chauhan, which aims at generating dialogue on matters of current interest. The 

journal does not restrict its authors by any specific theme, allowing 

professionals, academic researchers and law students to express views on 

matters of their interest. It is a humble attempt to reinstate the lost atmosphere 

of legal research and progress.  

 

The ideology of Corpus Juris emanates from the acumen and philanthropic 

vision of its founders who maintain that no original thought process should be 

invalidated in order to ensure a staunch inclusive learning process.  

 

Further, Corpus Juris places an increased impetus on honing skills of their 

authors and constantly strives to make the publication process as collaborative 

as possible.  

 

After our previous edition which garnered an outreach of national as well as 

international students and practicing professionals, Corpus Juris has seen an 

enormous growth, because of you, its readers and our contributors.  
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DOMAIN NAME AND CYBER SQUATTING 
-JEEVESH JAIN AND AASTHA SARDANA* 

 

ABSTRACT 

 

A domain name helps to locate websites on the Internet and is similar to the concept of an 

address of a home or office. A domain name is an access code, through which buyers could 

easily recognize the seller as names are easier to remember than numbers. Like company names, 

domain names are also required to be unique and need to be registered and can only be done 

once. When the Internet was introduced, people registered the domain name of big business 

houses or brands as their own, so that they could sell those domains to those companies and 

thus earn a high profit. The reselling of domain names for higher profits or unlawful gains 

came to be known as cybersquatting. Cybersquatting is a practice by cyber squatters who 

register the domain name and resell it to the actual owner. Sometimes, people register a name 

with similar pronunciation or similar spelling, causing misrepresentation in the minds of the 

people, which forces the organization to purchase those domain names for a higher price. 

 

Keywords: Domain name, Cyber Squatting, Intellectual Property. 

 

  

																																																								
* Students, 3rd Year, Amity Law School, Noida. 
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INTRODUCTION 

 

The Internet came into existence in the 19th century, which has brought a 

massive revolution and the industrial revolution. The Internet is a global system, 

which helps to communicate between network and devices. It has become one 

of the most vital tools as it helps in communication of business transactions, 

governmental policies, and social interaction. Still, it has also brought liabilities 

and challenges in data protection, privacy, compliance, legal obstacles to 

internet banking, intellectual property, etc. Challenges faced in recent years are 

how to encourage the development of intellectual property and avoiding its 

illegal use. Just like we have addresses for home and offices similarly, we have 

domain names, which are simple forms of addresses on the Internet.  

 

A domain name helps to locate websites on the net, and it relates to various IP 

(Internet Protocol) numbers, thereby connecting multiple computers. 

Trademarks play an essential role in cyberspace; therefore, there is an increase 

in the need for their protection of trademarks as there are various instances for 

infringement of trademarks. Both (Cyber Squatting and Domain Name 

Disputes) covered under Trademark Law. Most of the common domain name 

disputes will happen when the domain name is registered by an individual or 

organization who is not a trademark owner. As there is no law or provision for 

Cyber Squatting and domain name disputes, they are dealt with under 

Trademark law.  

 

DOMAIN NAME 

 

A domain name is an address where Internet users access your website, and it 

is a combination of typographic characters used to describe the location1. A 

domain name helps in recognizing the computers on the Internet. It is also 

known as URL (Uniform Resource Locator) or Web address. Domain name 

																																																								
1 Pratibha Ahirwar, Khurana And Khurana, India: Domain Name Disputes And Cybersquatting In India – Part I, 
MONDAQ, (May S27,2020, 2:15 AM) Https://Www.Mondaq.Com/India/Trademark/783958/Domain-Name-
Disputes-And-Cybersquatting-In-India-Part-I 
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plays a crucial role for intermediaries or small businessmen who want to 

establish their names on the Internet.  

 

Domain name registration is done on the basis of "first come first serve" basis. 

Two organizations cannot have the same domain name. When the Internet first 

became popular and started being used worldwide, a number of big companies 

wanted to enter the Internet through their own websites. This is where the 

element of cyber-squatting comes in. Individuals/Organizations booked 

domain names which big companies wanting to enter into e-commerce were 

looking for, and in order to obtain the domain name they wanted, these 

companies had to pay prices far more than the actual worth of the domains. 

 

The top-level domain is the highest level in the domain name structure. Further 

instances for a top-level domain are- ".org" generally describes a nonprofit, 

charity or cultural, organizational site; and ".gov" indicates a governmental 

website; ".net" is most often used by network-related businesses. Different 

countries also have their own common top-level domain name such as '.us' for 

the United States and '.au' for Australia, etc."2   

 

TYPES OF DOMAIN NAME3 

 

1. Top-Level Domain (TLD)- They are the highest level in the domain name 

structure of the Internet. For example- .net, .com, .org, .gov and etc. There 

are different types of TLD's. They are:  

  

a. Country Code Top Level Domain (ccTLD)- It is a two-letter domain 

extension for a geographical extension such as ".uk," which signifies the 

United Kingdom or ".us" which signifies the United States. 

																																																								
2 Pratibha Ahirwar, Khurana And Khurana, India: Domain Name Disputes And Cybersquatting In India – Part I, 
MONDAQ, (May 27,2020, 2:15 AM) Https://Www.Mondaq.Com/India/Trademark/783958/Domain-Name-
Disputes-And-Cybersquatting-In-India-Part-I 
3 Vodien, Domain Registration Services,DOMAINREGISTRATION.COM, (May,27,2020,3:24 AM) 
Https://Www.Domainregistration.Com.Au/Infocentre/Info-Domain-Type.Php 
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b. Generic Top-Level Domain (gTLD)- It is a generic top-level domain 

name, which can be registered by anyone, anywhere in the world, and it 

identifies the domain class it is associated with (.com, .org, .edu, etc.)  

 

c. New Top-Level Domain (nTLD) – They are more customized, 

flexible, and relevant, and they are geared toward brands, organizations, 

and services such as .app, .ninja, etc. 

 

Below the Top-Level domain, there are various other levels. They are:  

 

2. Second Level – They are just below a Top-Level Domain in the Domain 

Name Structure hierarchy. Example- .com.au, .avocar.fr 

 

3. Third Level- They are just below the Second Level Domain in the Domain 

Name Structure hierarchy example- domainregistration.com.au. There is a 

minor difference between the second level and third level, which is a little 

confusing. For instance- yahoo.com is considered a second-level domain, 

but yahoo.com.au is regarded as a third-level domain.  

 

CYBER SQUATTING 

 

Cyber Squatting is a type of domain name dispute, which is common in the 

world. Registration of domain name is done on a "First come First serve" basis. 

Cyber Squatting leads to the registration of domain name by any person on the 

Internet so that they could sell to the companies or organizations that have a 

genuine interest and can earn a profit. Cyber Squatters are also often known as 

"Cyber Pirates."  

 

They fraudulently obtain this domain name to sell it to the actual owner at a 

higher price or a premium4. Cyber Squatting leads to many problems as Cyber 

																																																								
4 Mahimapradeep, Cybersquatting And Domain Names And The Regulations Reating To It, LEGALSERVICES, 
(May,27,2020, 3:30 AM) Http://Www.Legalservicesindia.Com/Article/1745/Cybersquatting-And-Domain-
Names.Html 
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Pirates register trademarks, trade names, business name, etc. belonging to the 

third parties so that they could either sell them at a high profit or use it for 

trading which affects the reputation and goodwill of the actual company leading 

to confused and sometimes defrauded consumers. The main problem in 

cybersquatting is that the two owners cannot have the same domain name due 

to which corporations have to find other ways to attract customers to their 

internet pages. 

 

Problem faced due to Cyber squatters-  

 

1. It may lead to frustration or inconvenience amongst the consumers. 

2. The two owners or companies or organizations cannot have the same 

domain name as the cybersquatters. 

3. Due to cyber-squatting, consumers have to go through thousands of 

sites, which may increase their search costs. 

4. Due to cyber-squatting, competitors of the actual trademark holder may 

benefit. 

5. Cyber-squatting affects the reputation and goodwill of the company. 

 

CYBER SQUATTING AND DOMAIN NAME LAWS IN INDIA 

 

In India, we do not have any cyber-squatting and domain name laws, so they 

are dealt with under the Trademark Act, 1999. To protect genuine Owners from 

facing trademark conflicts, ICANN has developed Uniform Domain Name 

Dispute Resolution Policy (UDRP), an Internet-based system. With the help of 

UDRP, where a domain name is registered in bad faith or is identical or has the 

same trademark, then the domain name can be canceled or transferred to the 

complainant. UDRP is defined as an "expedited administrative proceeding," and 

it is a cheap, fast, and easy alternative to complex court procedures and long 
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hours5. The most important dispute resolution provider under UDRP, which 

solves the case within two months in small fees, is WIPO. 

 

Relationship between Trademark and Domain Name 

 

In today's world, there is a relation between trademark and domain name. A 

domain name is used for online purposes, whereas a trademark is used for 

offline purposes. It helps the consumer to identify the goods and services of the 

owner. Domain Name and Trademark also defines the goodwill and reputation 

of the company. Domain name registration is done through the concept of a 

"First come First serve" basis, which has created disputes among the owner of 

the trademark as cyber squatter register the domain name so that they could sell 

to a trademark owner in high profits. 

 

Domain name plays a vital role as there can only be one user of a domain name. 

In contrast, in trademarks, there can be two or more users if they do not amount 

to infringement or causing confusion or dilution, but these kinds of provisions 

are not applicable in domain names. Therefore, once a person registers a domain 

name similar to a trademark, it cannot be used by any other person. This is the 

main reason why trademark owners prefer to get their domain names identical 

to their trademarks for business.   

 

JUDICIAL ANALYSIS 

 

In the case of Yahoo! Inc. V. Akash Arora and Another6, in which attempt was 

to use the domain name <yahooindia.com> as against the domain name 

<yahoo.com> for Internet-related activities. It is the first case before Indian 

Courts, where it was observed that there is a similarity among the domain 

names, which may be likely to cause deception and confusion among Internet 

users. When both the domain names are considered, it is crystal clear that the 

																																																								
5 Mahimapradeep, Cybersquatting And Domain Names And The Regulations Reating To It, LEGALSERVICES, 
(May,27,2020, 3:30 AM) Http://Www.Legalservicesindia.Com/Article/1745/Cybersquatting-And-Domain-
Names.Html 
6 Yahoo! Inc. V. Akash Arora Nad Anothers 78 (1999) DLT 285. 
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two names being identical or similar in nature is likely to cause confusion and 

deception amongst Internet users, as they belong to a common source and 

connection, even though they belong to two different concerns. 

 

In the case of Satyam Infoway Ltd V. Sifynet Solution Pvt Ltd.7, even though 

the Indian courts have distinguished trademark and domain name, the Supreme 

Court observed that the main differences lay in the manner in which the two 

operate. The laws of a country where such trademarks may be registered protect 

a trademark. Many countries throughout the world have multiple registrations 

of trademark, whereas the domain name is accessible irrespective of the 

geographical location of the consumer. Domain names with universal 

connectivity and worldwide exclusivity should also have an effect of national 

laws so that there is adequate protection for them. 

 

In the case of Tata Sons Limited and Anr V. Fashion ID Limited 8, 

the Hon'ble High Court held that the use of the same domain name could lead 

to misrepresentation, and someone can access another domain name instead of 

the one, which he intended to. This also creates confusion among the customers 

as they might have visited the site thinking of some specific services or offers, 

but due to the same domain name, they might land on the website not offering 

such services or offers, which could lead to the company losing their customers 

and suffering losses. Thus, it can be concluded that the domain name in e-

commerce is valuable as trademarks. Hence can be treated as same. 

 

In the case of SBI Cards and Payment Services Private Ltd. Vo Domain Active 

Pty Ltd.9, respondent an Australian entity had registered a domain name with 

the intention to create confusion with the plaintiff's product, services, and 

trademark. The Court held that Complainant (State Bank of India) is entitled to 

have the Respondent (Australian entity) transfer the domain name to them.  

  

																																																								
7 Satyam Infoway Ltd V. Sifynet Solution Pvt Ltd AIR 2004 SC 3540. 
8 Tata Sons Limited And Anr V. Fashion ID Limited 117 (2005) DLT 748. 
9 SBI Cards And Payment Services Private Limited V. Domain Active Pty. Ltd. Case No: D2005-0271(WIPO 
Arbitration And Mediation Center). 
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CONCLUSION 

 

In India, cybercrimes like cybersquatting are increasing day by day. Therefore, 

to deal with it, strict laws are required in this field to punish cyber squatters and 

to avoid these types of crimes in the future. Laws should be made relating to 

domain names and cybersquatting. in order to effectively deal with cyber 

squatters and to protect trademark owners against cyber squatters who obtain 

the domain for malafide intentions and sell them at a huge profit. According to 

my perception, strict procedures should be made for registration of domain 

name to avoid misuse and proper procedures, such as asking for relevant 

documents and identity proof of person before registration, etc. must be 

adopted. As in the future, everything might soon be digitalized; there is a need 

for tribunals or Courts with trained professionals to deal with the matters 

relating to cybersquatting and domain name. 


