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ABSTRACT 

 

The topic of 5G has become increasingly popular in the ever-evolving paradigm of technology. 

5G is acclaimed to be a faster technology than its predecessors 3G and 4G. The countries over 

the world are keen on adapting 5G, as it appeals more to consumer demand supporting the 

digital lifestyle that people are adopting nowadays.  However, some technical experts and 

advisors believe, the threat that the 5G technology possesses can be fatal to any nation and its 

security. 

 

Experts suggest that 5G can be a real threat to the privacy of the individuals and also a 

national threat. India, ranking 15th among the least cybersecure countries and without any 

data protection law can be harmfully affected by this technology, which might put a lot of 

individuals in a compromising situation with their personal data. This calls for a technological 

impact assessment on privacy, the principles regulating this right and the awareness of the users, 

which this paper aims at discussing with proper emphasis on the advent of 5G technology. 
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INTRODUCTION 

 

The 5G technology can be simply defined as the 5th generation wireless network 

after 1G, 2G, 3G, and 4G. The vision behind 5G technology lies in providing 

higher data rates and coverage, enabling higher user mobility and virtual 

connectivity to everything and everyone like machines, objects or devices like 

(IoT or Internet of Things) in a more reliable and affordable way with negligible 

latency. The increasing demand of the people for a better digital lifestyle, high 

requirements for bandwidth like high definition (HD) videos, virtual reality 

(VR), and augmented reality (AR) contributes in bringing the idea of 5G to life, 

which is not owned by a single company or person, but by several companies 

together within the mobile ecosystem. 

 

The 5G Journey- 

 

 
 

 

In India, Reliance Jio has plans of providing 5G services in 2020, by launching 
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2017 followed by BSNL signing a memorandum of understanding with Ciena 

in 2019 to prepare its network for 5G.3  

 

According to The Telecom Regulatory Authority of India (TRAI), the 3,300-

3,600 MHz band, the primary band for 5G services, should suggestively be 

auctioned away as a single band and in blocks of 20MHz each at ₹492 crore per 

megahertz. TRAI, also suggested the government to identify the 617-698 MHz, 

1427-1518 MHz, 29.5-31.3 GHz and 37.0-43.5 GHz bands for potential 5G 

use.4 

 

Despite enormous advantages of 5G, it might result to be harmful to the 

individualism and the privacy of an individual, as per the rising concerns of the 

experts.  

 

Now the question arises, what is the privacy?  

 

The umbrella term ‘privacy’, is derived from the Latin word “Privatus”, meaning 

isolated, restricted, personal, or peculiar. The meaning of the word which varies 

from a person to person, societies, era of living, situations, and many other 

parameters, first appeared in the famous study (The Right to privacy) by Louis 

Brandeis and Samuel Warren in 1890s. The authors of this paper described the 

Right to privacy as “The right to be let alone”. 

 

Legally speaking, in India privacy is acknowledged to be an important part of 

our life and the Right to Privacy was considered as a fundamental right, 

guaranteed by the Indian Constitution.  The nine judge bench of the Supreme 

Court had unanimously delivered the judgement in the case of Justice K.S. 

Puttaswamy (Retd.) v. Union of India5(also known as the Aadhaar case),  where the  

																																																								
3 Manu Kaushik, Bussiness Today, Is Reliance Jio really prepared to launch 5G services?, (May 16 2020, 5:40 
PM)https://www.businesstoday.in/sectors/telecom/is-reliance-jio-really-prepared-to-launch-5g-
services/story/397161.html  
4 Ram Sewak Sharma: Telecom Regulatory Authority of India, A White Paper on Enabling 5G in  India(2019),(May 9 
2020, 7.00 PM) https://trai.gov.in/sites/default/files/White_Paper_22022019_0.pdf  
5 WRIT PETITION (CIVIL), NO 494 0F 2012 
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court held that the right to privacy is a constitutionally protected right. The court 

said that the right emerges from Article 21 of the Indian Constitution which 

reads ‘Protection of life and personal liberty’ and it also arises from other 

provisions guaranteed in Part-III(fundamental rights) of the Indian constitution 

like, freedom and dignity. According to the judgement, the right to privacy is 

protected under Articles 14, 19 and 21 of the Indian Constitution. The nine 

judge bench of the Puttaswamy case overruled the courts decisions in M.P. 

Sharma v. Satish Chandra, District Magistrate, Delhi(1954)  provided by an eight 

judge bench  and Kharak Singh v. State of Uttar Pradesh(1962) provided by six judge 

bench, which conclusively upheld that the Indian Constitution does not 

specifically protect the right to privacy.6 

 

Although India has Constitutional protection of privacy after the decision of 

the Puttaswamy case in 2017, India still lacks in a major portion of privacy 

protection, namely the protection of personal data. We know today, in this 

world of internet, everything from our bank account to the time we eat our 

dinner is trackable through our personal data and this data needs protection so 

that it is not used against the citizens to harm them. India had about 480 million 

internet users7 (as of 2018) and on the contrary the country has no law which 

talks about protection of data and moreover there is no data protection agency 

in the country.  This risk of data leakage possesses the threat of infringement of 

an individual’s privacy and his or her right to privacy.  The country’s only 

attempt to protect such data lies upon a proposed bill The Personal Data Protection 

Bill 2019. The Personal Data Protection Bill, 2019 was introduced in the lower 

house of the parliament, the Lok Sabha by the Ministry of Electronics and 

Information Technology. The Bill’s objective is to render for the protection of 

personal data of individuals, and establish a Data Protection Authority guided 

by the statute.8 

 

																																																								
6Anurag Bhaskar, The Wire, Key Highlights of Justice Chandrachud’s Judgment in the Right to Privacy Case, (May 9, 
2020,4:30 PM)  https://thewire.in/law/justice-chandrachud-judgment-right-to-privacy        
7 Sanika Diwanji, Statista, Number of Internet users in India 2015-2023,(May 9 2020, 4:55 PM) 
https://www.statista.com/statistics/255146/number-of-internet-users-in-india/  
8 Ministry: Law and Justice, PRS Legislative Research, The Personal Data Protection Bill, 2019, (May 10  2020, 4:51 
AM)   https://www.prsindia.org/billtrack/personal-data-protection-bill-2019  
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Like any other fundamental right, the government has the power to impose 

some reasonable restriction to the fundamental right to privacy in India. The 

Apex court in its judgment stated that the right to privacy is not an absolute 

right. For example, if there is any threat towards the national security then this 

right can be shadowed. Like, if there is any threat to the public in general and 

intelligence authority put someone who is the suspect or has a criminal history, 

under surveillance, that individual cannot argue that his or her privacy has been 

violated as keeping him or her under surveillance is for a greater good of the 

society is much more important. 

 

Before placing a person under surveillance certain things are to be noted, they 

are: - 

 

• The criminal background of the individual 

• The rate of occurrence of his or her crimes 

• The level and the mal intention of the individual’s crime. 9 

 

SECURITY CONCERNS OF 5G 

 

The era of wireless networks has always been prone to security concerns which 

automatically made the consumers vulnerable to the data hunters and fed their 

motives. In the generation of (1G), mobile phones were targeted for 

masquerading, in the second generation (2G) network was used for message 

spamming, sending false information, and unwanted marketing information. 

The third-generation network (3G) brought the usage of IP based 

communication rising challenges in the wireless domains. The generation of 

(4G) enhanced IP based communication, the mobile networks saw the 

proliferation of smart devices and multimedia traffic, which complicated and 

threatened the networking landscape more than the other generations. As we 

move up the ladder, the threat to privacy invasion increases more, and the dawn 

of the upcoming (5G) is also likely to increase the parameters of security 

																																																								
9 Privacy International, State of Privacy India,(May 11 2020, 4:40 AM) 
https://privacyinternational.org/state-privacy/1002/state-privacy-india  



      Corpus Juris                                                                                                 ISSN: 2582-2918  
      The Law Journal   website: www.corpusjuris.co.in	
	

 CORPUS JURIS|6 

concerns which means it can be a threat to the Right to Privacy guaranteed by 

the Constitution of India. Some of the possible security concerns of the 5G 

technology include- The use of the frequency spectrum in 5G, might interfere 

with commercial aviation and satellite signals used in weather forecasting.  

 

There will be a very high possibility of hackers using this technology to access 

metadata for mass surveillance. Many companies or countries can use this 

technology to access the information of their rivals. A possibility like such has 

been reported by the United States government against the usage of a 

multinational mobile phone company, working as a spy for the Chinese 

government.10 This possible threat has been widely discussed by a NATO-

accredited cyber defence hub, The NATO Cooperative Cyber Defence Centre 

of Excellence (CCDCOE) and a trial in THE UNITED STATES DISTRICT 

COURT FOR THE EASTERN DISTRICT OF TEXAS.  

 

Over the years this Chinese Company has transformed itself from a single room 

workshop to one of the World’s largest (ICT) Information and Communication 

Service provider. The company with the reputation of the most dynamic and 

fastest-growing innovation multinational technology provider serves 45 of the 

World’s 50 largest communication operators including BT Group and 

Vodafone. Chinese technology companies have become significant players 

within the global market due to their embrace of innovation and notably 

improved quality and cost of their products. However, the legal and political 

influence of the Chinese state over its technology, tend to leave the other World 

countries uneasy. The 2020 pandemic outbreak of COVID-19 further enhances 

the uneasiness of World countries on the working of the Chinese state as well 

as the company which is known to be one of the major players behind the vision 

5G.  The company started to develop its own 5G technology as early as in 2009 

and currently has thousands of employees and extremely high investments in 

5G product development.  

																																																								
10 IN THE UNITED STATES DISTRICT COURT FOR THE EASTERN DISTRICT OF TEXAS SHERMAN 
DIVISION  
Huawei (May 11 2020, 6.00 AM)    
https://www.wsj.com/public/resources/documents/huawei.pdf?mod=article_inline  
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High number of devices and customer connectivity to the Internet of things 

(IoT), this will enable the travelling of more data in open and stored in cloud 

servers, which will be easy prey for the data Snoopers. 

 

Increase in Denial of Service attack (DOS), which is a cyber-attack that makes 

a machine or network unavailable to its intended users by disrupting signals. 

This occurs when multiple systems flood the bandwidth of the target and 5G 

will be effective in enhancing it. No security measures for operating systems, 

applications, and configuration data on user devices will be the possible way. 

 

REMEDIES TO ERADICATE THESE CONCERNS 

 

 Though there are numerous advantages that we might get by enabling 5G, there 

are certain challenges that we might face like privacy breach of data a lack of 

law enforcement to eradicate such situations.  Some of those issues are loss of 

data, hacking and lack of governance etc.  

 

There are few ways in which India can overcome the threat of 5G becoming a 

national menace and they are as follows: - 

 

i. The government should enact laws which gives powers to the authority to work 

on the data protection of the individuals and the state. By enacting such kind of 

law, we will automatically have a statutory body which will see that the 

fundamental right is not being violated, the statutory body might also work as a 

data protection agency. 

 

ii. The government should encourage the industries to make regulations so the it 

meets the standards set by the law on security and privacy.  

 

iii. Consumers are the ones who need privacy protection. As 5G is totally based on 

the cloud, the authorities should see that the data on cloud is secured. The 

consumers should be assured that the data is not used beyond the trusted 

boundaries.  This security of data is not only needed for the individuals only but 
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also for the security of the nation. The government should encourage the 

telecom industries and other data collecting companies to make such regulation 

which minimises the chances of data leakage.  

 

iv. There should be privacy legislation in a wider concept, like the “Safe Harbour” 

agreement between the United States(US) and the European Union(EU), where 

both US companies and EU company has to follow the regulations of the other, 

so India should cooperate with other countries and form a facility which will 

help to have free flow of information but maintaining the requirements of 

privacy protection. 

 

v. There should be a transparency towards the users so that they know that how 

their personal data are used. 

 

vi. The entities handling the data has to take more responsibility of the stored data 

and will be accountable to any data spill or any misuse of data.11 

 

CONCLUSION AND SUGGESTIONS  

 

5G technology in India will be a necessity in near future, as the demand for 

better network is increasing day by day with people adapting to digital lifestyle. 

But at the same time enabling 5G can stimulate number of privacy issues 

because of the shared environment(cloud) or new entities with different 

objectives.  

 

In the current scenario, the state of cyber security in India is not so evolved and 

the privacy of the citizens are at a questionable stake. The January 2018, major 

news break on the access to the details such as names, addresses, and photos of 

1.3 billion records on the UIDAI (Unique Identification Authority of India) for 

500 USD and many other alarming instances, shows that the government should 

not only depend on technology but also evolve legal framework which will help 

																																																								
11 ResearchGate 5G Privacy Scenario and solutions(May 14 2020, 4:00 PM ) 
https://www.researchgate.net/publication/324683290_5G_Privacy_Scenarios_and_Solutions    
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the country to minimize the threat of the upcoming 5G technology. For 

example, the Personal Data Protection Bill, 2019 can be one of them.  The Bill 

was introduced in the lower house of the parliament (Lok Sabha) by the Minister 

of Electronics and Information Technology. The Bill is yet to be enacted to 

become an Act but, if and when this bill gets enacted, it will deal with the 

personal data processing of the individuals by the government, the companies 

listed in the country and the foreign companies which deals with the personal 

data of the individuals in the country.  

 

Data’s like biometrics, banking details, religion and political believes are 

categorised under sensitive personal data by the Bill. The Bill also laid the 

guidelines for the entities to be transparent with the use of the data and 

implement security measures. The Bill further asks them to listen to the 

customer grievances and implement an age verification and parental consent 

mechanism. This Bill gives the individuals the right to ask the entities about the 

data, weather it is processed or not.  

 

It also allows the individuals to change any personal data if it needs correction 

or is incomplete or it is outdated. It also gives them the right to transfer any 

data to an entity and they also have the right to stop disclosing the data from 

that entity. The Bill also mentions when an entity can process data of an 

individual without their consent, they are when the state demands for the data 

for the benefit of the individual, legal proceedings against the individuals or if 

there is any medical emergency faced by the individual and the data is required 

for his welfare. This Bill provides mechanisms so that the democracy of the 

country is not compromised.  

 

The Bill also sets up a statutory authority which is the Data Protection Authority 

which will implement the Bill. The Bill further mentions that Personal Data can 

only be transferred outside India if there is the consent of the individual. The 

Bill, also states the penalty that entities have to pay if there is any compromise 

of data on the part of the entity which amends the current provision related to 

compensation payable by the entities in the IT Act, 2000 and it also states what 
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kind of data the central government can extract from the companies when it is 

needed. 

 

This Bill can be a major restriction  against the threat of privacy being infringed 

by enabling 5G, as there can be a constant monitoring by the statutory authority 

created by this Bill.12 Enabling 5G is important so is protecting the citizen’s 

privacy.  

	

																																																								
12 Ministry: Law and Justice, PRS Legislative Research, The Personal Data Protection Bill, 2019, (May 14  2020, 6:51 
PM)   https://www.prsindia.org/billtrack/personal-data-protection-bill-2019 


