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A CRITICAL OVERVIEW OF THE PERSONAL 

DATA PROTECTION BILL 2019 
-AKANSHA GUPTA1 

 

ABSTRACT 

 

In today’s technology driven world, where every kind of information is accessible on internet 

and lot of personal information being stored online, there is need for personal data protection 

so that it is not misused and adds to other cyber-crimes. In India where Right to privacy is 

declared as a fundamental Right in case of Justice K.S. Puttaswamy v Union of India2 , the 

Supreme Court highlighted the right to privacy an extended Right to Life under Article 21. 

Thus accordingly legislation: The Personal Data Protection Bill 2019 is drafted so as to 

protect personal data in this digital world. This article discusses about main features as well 

as implication of this bill on digital web. 

  

																																																								
1 Assistant Professor, JEMTEC School of Law, Greater Noida. 
2 (2017) 10 SCC 1. 
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INTRODUCTION 

 

Right to privacy means freedom of individual to be left alone and no 

intervention by government or other bodies in private spheres. This right was 

declared as fundamental right, an extended branch of right to life and liberty 

under Article 213 in the case of Justice K.S. Puttaswamy v Union of India4. The 

inclusion of this right as a fundamental right has opened the pathways for 

development of Personal data Protection Regime in India. Personal data for all 

purposes mean information that directly or indirectly identifies a person. In 

today’s times when Right to privacy is declared as a fundamental Right flowing 

from right to life, then if there is misuse of personal data of an individual it 

would be lead to breach of right to Privacy. 

 

Thus in the same landmark case, The Supreme Court felt the need of a 

committee to be formed to draft a bill on Personal Data Protection in digital 

world. The court observed the following-: “Formulation of a regime for data protection 

is a complex exercise which needs to be undertaken by the State after a careful balancing of 

the requirements of privacy coupled with other values which the protection of data sub-serves 

together with the legitimate concerns of the State5.” Thus following the guidelines of the 

case the Government of India constituted a Committee of Experts on Personal 

Data Protection headed by B.N. Sri Krishna to observe the issues related to data 

protection on 31ST JULY 2017.  

 

A report was submitted by such committee on 27TH JULY 2018 named Personal 

Data Protection Bill 2018.Then bill was revised in 2019 as it had certain 

drawbacks such as the regulatory authority under the bill was not sufficiently 

independent; the central government has significant control over the 

regulatory regime, and it is more likely to be captured by industry. The 

Personal Data Protection Bill 2019 was approved by Union Cabinet on 4th Dec 

																																																								
3 Article 21 of Indian Constitution 1950 : Protection of life and personal liberty No person shall be deprived of his 
life or personal liberty except according to procedure established by law. 
4 Supra note 74 pg. 1. 
5 Available at https://meity.gov.in/writereaddata/files/Data_Protection_Committee_Report.pdf  last visited on 19th 
may, 2020. 
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2019. Then the bill was introduced in Lok Sabha on 11 th Dec 2019 and on the 

same day referred to Joint Parliamentary Committee for review. The Joint 

Parliamentary Committee would submit the report regarding The Personal Data 

Protection Bill 2019 by the end of monsoon session of Parliament6. This article 

discusses the key features of Personal Data Protection Bill 2019 as well as 

implications on digital world if bill comes into force and obligations to be 

observed by data fiduciaries to keep up with the law of such personal data 

Protection. 

 

The Personal Data Protection bill owes its origin to the case Justice Puttuswamy 

v Union of India7. Before the advent of this bill, the only legislation which 

protected Personal data in digital world was IT Act 2000 which had limited 

scope of personal data protection as there were obligations to be followed by 

companies and governments were exempted. Thus there was need of personal 

data protection regime in India which gain more light when Right to Privacy 

was declared as a fundamental Right. 

 

The Personal Data Protection Bill 2019 main objective is to protect personal 

data in such a way that a trust is built between the person who processes 

personal data and the person whose personal data is being processed thus 

keeping up norms of right to privacy and growth of digital economy. 

 

SALIENT FEATURES OF THE BILL 

 

1. The bill comprises of obligations for data fiduciary i.e. the one who stores data 

and process data and as well as rights of data principal i.e. the one whose data 

has been stored and processed. 

 

2. The bill divides the data into three categories:  

 

																																																								
6 Available at https://www.prsindia.org/report-summaries/free-and-fair-digital-economy last visited on 19th may, 
2020. 
7 Supra note 74 pg. 1. 
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(a) Personal data which means Data from which an individual can be identified like 

name, address etc. 

 

(b) Sensitive personal data (SPD): Some types of personal data like as financial, 

health, sexual orientation, biometric, genetic, transgender status, caste, religious 

belief, and more. 

 

(c) Critical personal data: Anything that the government at any time can deem 

critical, such as military or national security data. 

 

3. The bill works to strengthen right to privacy thus personal data would be 

processed for a clear specific law purpose and consent to be taken by data 

principal. 

 

4. The bill is applicable to both government and private companies including not 

only those companies who are located in India but also to those companies who 

want to do business in India. The obligations of being transparent and 

accountability are to be followed by both. However there are certain exemptions 

given to government agencies. 

 

5. The bill provides certain rights to data principal such as Right to forgotten, Right 

to conformation and access, Right to disclosure etc. 

 

6. The PDP Bill specifies strict penalties for the contravention of its provisions. 

These penalties are prescribed in two brackets, the higher of which extends up 

to INR 150 million or 4% of the total worldwide turnover of the data fiduciary 

for the previous financial year, depending on the nature of the offence. The 

Data Protection Authority is main regulatory body under the Bill.8 

 

 

																																																								
8 Available at https://corporate.cyrilamarchandblogs.com/2019/12/personal-data-protection-bill-2019-analysis-
india/ last visited on 19th may 2020. 
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ISSUES  INVOLVED IN THE BILL 

 

1. Right to be forgotten  

 

The internet memory is of continuing and unforgettable nature; whatever has 

been updated or stored in it remains forever and comes in search web. The 

advanced technology and new search algorithms generates information in 

seconds that was ever uploaded and such information can be shared by 

Whatsapp, Email, Facebook, etc. by just clicking on the share button.  

 

Therefore, in order to protect one’s privacy it has become necessary to remove 

the data from the memory of internet which is no longer relevant in public 

domain hence does not breach right to information of any person. One such 

right is The Right to be forgotten that allows an individual to request for the 

removal of his/her personal information from an online database after a period 

of time or such information which is no longer relevant. The issue of Right to 

be forgotten revolves around the question that whether an individual should be 

granted a right to request for deletion of data generated from the list of results 

promoted by search engines, websites, social networks, blogs, etc or whether 

right to information or freedom of speech expression should be given an upper 

hand. 

 

The Personal Data Protection Bill, 2019 has brought in India the concept of an 

individual's "right to be forgotten" which was before heard only in judicial 

pronouncements as facet of right to privacy. This right was also not available 

under India's current data privacy regime which comes in the form of the 

Information Technology (Reasonable Security Practices and Procedures and 

Sensitive Personal Data or Information) Rules, 2011 ("DP Rules 2011") framed 

under the Information Technology Act, 2000 ("IT Act 2000")9. 

																																																								
9 Available at https://www.lawfareblog.com/key-global-takeaways-indias-revised-personal-data-protection-bill last 
visited on 19th may 2020. 
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The ‘Right to be forgotten’, as mentioned under Section 27 of PDP Bill, 

gives ‘data principal’ a right to restrict or prevent continuing disclosure of 

his/ her personal data by ‘data fiduciary’ 

 

 As per this section, each data principal shall have the right to restrict or prevent 

continuing disclosure of personal data (relating to such data principal) by any 

data fiduciary if such disclosure meet any of following conditions namely the 

disclosure of personal data: such as purpose for which data has been disclosed 

has been served ,or for the disclosure such consent of data principal was taken 

and now it is withdrawn or it has been allowed for storage or disclosure contrary 

to provisions of  PDP Bill 2019. Such application has to be made by Data 

principal to the Adjudicating officer who would decide keeping the following 

factors in mind such as right to freedom of speech and expression and right to 

information of any citizen10. 

 

The ‘Right to be Forgotten’ under PDP Bill can only be exercised if the 

Adjudicating Officer satisfies that the said right overrides the Right to 

Freedom of Speech & Expression and the Right to Information of other 

citizens of India. The factors to be taken into account by the Adjudicating 

Officer before making any such order are sensitivity of personal data, data, 

and principal’s role in public sphere, relevance of personal data to general 

public etc. Also sub-section 5 of Section 27 gives right to any person to 

apply for review of order of the Adjudicating Officer if it is no longer 

satisfying the grounds for exercising the ‘Right to be Forgotten’11. 

 

However, there are some deficiencies in the bill with respect to right to be 

forgotten. Firstly, the application of removal of personal data by data 

principal has to be made to Adjudicating officer rather than Data fiduciary. 

This requirement will unnecessary cause delay in removal of personal data 

and also factors such as right to information would be an obstacle in 

																																																								
10 Section 63 of Data protection bill 2019 available at 
http://164.100.47.4/BillsTexts/LSBillTexts/Asintroduced/373_2019_LS_Eng.pdf  last visited on 19th may 2020. 
11 Ibid. 
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enforcement of right to privacy. There can always be difference in opinion 

of adjudicating officer whenever judging such data removal cases on the 

basis of right to information.  

 

The court itself had contradictory opinions which respect to data removal 

from the google search engine such as Gujarat High Court refused to apply 

right to be forgotten in case of Dharamraj Bhanushankar Dave v/s State of 

Gujarat & Ors12. In this case petitioner was initially accused of offences like 

criminal conspiracy, murder etc. in a complaint filed before the Jamnagar 

Police Station. However the Sessions Court had acquitted the petitioner 

and the same was upheld by the Division Bench of Gujarat High Court 

vide judgment dated 30.10.2007. Although the said judgment was not to be 

reported but the respondent still published it on the internet which is 

harming the petitioner’s personal and professional reputation and life.  

 

Referring to its rules, the Gujarat High Court held that copies of the 

judgment of High Court can be given to any party by the order of Assistant 

Registrar. Further, the court also held that the petitioner has failed to prove 

any violation of Article 21 of the Constitution and in such way the Gujarat 

High Court did not recognize the ‘Right to be Forgotten’  

 

In another case before Karnataka High Court the right to be forgotten was 

allowed. In this case13 petitioner requested to the respondent for removal 

of daughter’s name from an order dated 15.06.2015 in the digital records 

maintained by the respondent. The said order was in consonance with an 

FIR filed by the petitioner’s daughter against a man for offences relating to 

compelling her for marriage, forgery etc. and a civil suit for annulling the 

marriage certificate as there was no legal marriage between them.  

 

However, the parties had entered into a settlement on a condition that the 

criminal case against the man shall be withdrawn by the petitioner’s 

																																																								
12 Special Civil Application Number 1854 of 2015, Decided on 19.01.2017. 
13 Writ Petition Number 62038 of 2016 (GM-RES), Decided on January 23, 2017. 



      Corpus Juris                                                                                                 ISSN: 2582-2918  
      The Law Journal   website: www.corpusjuris.co.in	
	

 CORPUS JURIS|8 

daughter. With this the petitioner filed an application under Section 482 of 

Code of Criminal Procedure, 1973 for quashing the said FIR and the 

Hon’ble High Court vide order dated 15.06.2015 allowed the application. 

The said order recorded the petitioner’s daughter as respondent no. 2 with 

her name and identity details. The petitioner contended before the court 

that the name wise search on search engines like Google, yahoo etc. may 

reflect the order dated 15.06.2015 on the result page.  

 

Further, there is a high probability that the said order may affect his 

daughter’s relationship with her husband as well as her reputation in public 

domain. Considering the arguments of the petitioner and recognizing the 

principle of ‘Right to be Forgotten’, the Karnataka High Court directed 

respondent to take necessary steps to clear the name of the petitioner’s 

daughter in the order dated 15.06.2015. However, such request of the 

petitioner cannot be undertaken in case of a certified copy of the said order. 

Justice Anand Byrareddy disposed of the petition by concluding that: 

 

“This would be in line with the trend in the Western countries where they 

follow this as a matter of rule “Right to be Forgotten” in sensitive cases 

involving women in general and highly sensitive cases involving rape or 

affecting the modesty and reputation of the person concerned.14 

Until it is strictly given as matter of right the right to be forgotten will not 

exercised. The privacy has to be kept on upper hand when compared to 

right to information. 

 

Moreover, it is not in consonance with The European Union’s General Data 

Protection Regulation (“GDPR”) which provides the application to be 

submitted to the controller itself. The right to be forgotten has its origin in a 

decision carved out by the European Court of Justice, in 2014, in the case 

of Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos, Mario Costeja 

																																																								
14 Available at https://www.indialawjournal.org/a-hustle-over-protecting-personal-data.php  last visited on 20th may 
2020. 
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González15: The European Court of Justice therefore held that the European 

citizens have a right to request that commercial search firms like Google, that 

gather personal information for profit, remove links to private information 

when asked, provided that such information is no longer relevant. The 

European Court of Justice found that the fundamental right to privacy is greater 

than the economic interest of a commercial firm and, in some cases, greater 

than the public interest in access to information. 

 

Same parameters to be considered in Indian cases as well for better protection 

of personal data and hence preserve right to privacy. 

 

2. Exemptions allowed to Government agencies under the bill 

 

Second issue that lies under this bill; there is lot of exemptions are given to 

government agencies so if bill comes into force Government of India will have 

a dominating rule over other firms as well personal data of data principal. First 

of all Data Protection Authority composition is dominated by government 

rather than being an independent body for granting autonomy to data principal 

The most dangerous part of the bill is government access to non-personal data 

such as financial data or strategy which is not personal but necessary from 

company point of view. Thus it is yet to see whether companies would agree to 

share their data with government which would affect their profit. Secondly 

Government of India could exempt their agencies from the law governing the 

processing of the data in case of national security, public order and friendly 

relations with foreign states16. National security or reasonable purposes are an 

open-ended terms, this may lead to intrusion of state into the private lives of 

citizens.17 

																																																								
15  Google Spain SL v/s Agencia Española de Protección de Datos, C-131/12, Decided on May 13, 2014, 
available at, http://curia.europa.eu/juris/document/document_print.jsf?doclang=EN&docid=152065 last 
visited on 20th may 2020. 
16 Sec 35-40 of The data protection bill 2019 available at 
http://164.100.47.4/BillsTexts/LSBillTexts/Asintroduced/373_2019_LS_Eng.pdf. 
17 Archita Roy and Rohit Ranjan The Personal Data Protection Bill, 2019: An Analysis: available at 
https://www.manupatrafast.com/articles/articleSearch.aspx last visited on 20th may 2020. 
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In addition to these exemptions there are certain provisions of the bill will not 

apply to government if personal data is processed in interest of prevention, 

detection, investigation and prosecution of any offence and necessary for 

enforcement of legal right or used for judicial function of court.18 

 

Thus there should be least exemptions for the where it is necessary for 

preserving security and sovereignty of India for better protection of personal 

data and right to privacy. 

 

IMPLICATIONS OF THE BILL 

 

This bill has implications not only in India but beyond it as the country seeks 

to develop a comprehensive data governance framework that would not only 

include any company doing business in India but also attempting to do business 

in India. India. In addition to these there is large population, gross domestic 

product and influx of new internet user which has a unique ability to exercise 

leverage over multinational tech companies and shape global policy. The bill 

consists of protectionist as well as authoritative provisions which will now run 

these data fiduciaries in digital economy. 

 

Personal data breaches have emerged as one of the most practiced categories of 

security incidents across the globe. With a recent ‘surveillance' incident on the 

Facebook-owned messaging platform Whats App — which involved the 

compromise of privacy data of many individuals via a third-party spyware —

there are strong reasons for the Indian government to take significant decisions 

regarding matters pertaining to the protection of personal data of individual and 

this bill would definitely act as a bar to such crimes.19 

These bill provisions demonstrate that the Indian government is interested in 

both safeguarding the rights of Indian data principals and in withering away at 

																																																								
18 Supra note 85 pg. 7. 
19 Read more at: 
https://economictimes.indiatimes.com/news/economy/policy/personal-data-protection-bill-indias-digital-safety-
kit/articleshow/72429680.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst last 
visited on 20th may 2020. 
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the gross power imbalance that currently exists between large technology firms 

and individual Indian citizens around data collection. But, again, it remains to 

be seen how that relationship will play out when it comes to individuals and the 

government, not just individuals and corporations but also the government 

agencies. For example, there are numerous vague exemption on data regulation 

which could potentially enable forms of surveillance, when government organs 

deem collection and use pertinent to state functions. Also the bill includes vague 

language that stipulates that social media intermediaries allow for the voluntary 

verification of their accounts by any users who use their services from India or 

register from within India. However, the proof users need to submit to the 

social media intermediary to verify their accounts is unclear.20  

 

Thus, it is yet to see with such obligations and exemptions whether bill would 

be able to protect personal data as well as right to privacy. 

 

With such exemptions and vague language across the bill it is difficult to say 

whether this bill would be success in field of protection of personal data. India 

requires a comprehensive data protection regime to regulate the entities 

collecting and processing personal data and to define the terms of use, storage 

and deletion of such personal data. This will ensure that such entities are obliged 

to take due care of the personal data in their possession and will also provide a 

framework for dealing with requests for removal or erasure of such personal 

data. 

 

CONCLUSION 

 

With technology surrounding all aspects of life and the bulk of personal 

information being shared online or offline, it has become need of hour as well 

as crucial, to strike a balance between the cultural revolution brought about by 

this very digital transactions and the associated results of personal data 

protection. With most organizations on a digitization spree, this bill is indeed a 

																																																								
20 Ibid. 
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valuable step towards a sustainable solution that would aid India in 

strengthening its personal sphere.  

 

Moreover, this bill will grant autonomy to Indian citizens with reference to 

personal information. Also Rights-oriented data protection legislation is 

requirement of time which includes comprehensive surveillance reform 

prohibiting mass surveillance and institution of a judicial oversight mechanism 

for targeted surveillance, and this also recognizes the principle that the state 

ought to be a model data controller as it deals with its citizens’ personal 

information. 

 

Right to privacy is declared as a fundamental right and it is priority of Indian 

government to bring out its first legislation to deal with protection of personal 

data in digital world. The time will only tell whether this bill is success with such 

exemptions and deficiencies and would be an obstacle for violators to misuse 

personal data and thus breach of privacy. But it is for sure that the bill is turning 

point for all data fiduciaries as well as data principal for disclosure and 

processing of data.  

	


