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ABSTRACT 

 

Drenched in the spirits of technological revolution, mankind of late has been awakened to the 

threats of a new form of criminal activity popularly known as cyber-crimes. The digital world 

today is used as a smoking gun and law enforcement agencies worldwide are facing a challenge 

to confront it. Cyber forensics (also known as digital forensic) is a term used for the act of 

gathering and preserving evidences obtained from a computer device. It is a method of crime 

investigation that involves electronic data storage extraction for legal purposes. Cyber forensic 

is the art and science of applying computer science to collect, acquire, preserve and determine 

the admissibility of digital evidence as fit for production in a court of law. It applies a plethora 

of tools and scientific methods to extract and to preserve the evidence till it is produced before a 

court. There is a need to boost scientific temper for investigation among law enforcement agencies 

along with setting up of forensic science training and research institutes. Investigation in the 

coming years could no longer be able to be conducted in the traditional ways and the sooner we 

prepare ourselves the better we may be able to perform. Through this paper an attempt has 

been made to discuss the meaning and applicability of cyber forensics to a crime scene, the 

various cyber forensic tools that exist today that facilitate the collection of digital evidence and 

some areas of concern pertaining to the development of cyber forensic science in India.   
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INTRODUCTION  

 

Technology while has made the lives of man easier and convenient, has also 

confronted mankind with the emerging threat of digital crime (crime committed 

with the use and aide of electronic devices like computers, mobile phones etc). 

the fact of crime was never known to mankind but crime with the use of 

technology certainly is and so is new to mankind the special investigations 

techniques needed to investigate these crimes.  

 

With growing popularity of computer and internet based networking has led to 

a surge in cyber-crimes and digital attacks (ranging from financial scams, 

computer hacking, downloading pornographic images, virus attacks, email 

stalking and creating sites that create racial hatred) over the past few years. With 

most people having an access to computer or network systems, the incidence 

of crime stand distributed among the masses making detection difficult and 

collection of evidences a challenging tasks.  

 

To add to this the rapid technological advancement has posed a challenge for 

law enforcement agencies for remaining abreast with them. Detection of a crime 

and identification of criminal is dependent on the collection of evidence. In 

conventional crime cases, the collection of evidence is done by investigating the 

crime scene and interrogating the accused or accomplices. In a cyber-crime the 

crime scene is the computer that has been put to use to commit the crime. A 

thorough analysis of the computer which includes analysis of storage 

devices(disks/floppy/software/etc.) is done and an attempt is made to extract 

the evidence in its original form.  

 

This task of extraction of evidences from a computer system is done by an 

expert known as cyber forensic expert. A cyber forensic expert applies various 

cyber forensic tools to collect evidence and preserve them in a manner that they 

can be made admissible in a court of law.  
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CYBER FORENSIC; A SCIENTIFIC METHOD OF EVIDENCE 

EXTRACTION 

 

Cyber forensics (also known as digital forensic) is a term used for the act of 

gathering and preserving evidences obtained from a computer device. It is a 

method of crime investigation that involves electronic data storage extraction 

for legal purposes. It is the branch of forensics that involves elements of law 

and computer science for collection and analysis of data from computer 

systems, networks, wireless communications, and storage devices in a way that 

is admissible as evidence in a court of law.  The aim of digital forensic is to 

preserve the evidence in the most original form so that a structured investigation 

can be performed by reconstructing past events.  

 

With the increase in cyber-crimes there is felt a strong need for forensic 

expertise among the  law enforcement agencies who  can then use the scientific 

techniques to  detect cyber criminals.  The methods by which a cyber forensic 

expert extracts evidences crucial for investigation are commonly known as cyber 

forensic tools.  These tools assist forensic examiner in collecting as well as 

analyzing the information that may not be immediately apparent, from the 

computer system and to make a true and permanent copy of that information 

so that it can be used in legal proceedings. These tools enable an investigator to 

recover deleted files, reconstruct activities of the intruder and thereby gain 

intelligence about all the users of a computer system.2 

 

Tools and techniques of cyber forensics  

 

Whenever a criminal uses a computer to commit a criminal activity he makes 

every attempt to delete or otherwise destroy its source most common example 

being deleting the file from the device. However, whenever a file is deleted, the 

computer operating system invariably leaves behind the computer evidence 

																																																								
2 Preeti and Sushil, “Tool and Techniques for Computer Forensics”,  International Conference on System Modeling 
& Advancement in Research Trends (SMART) <available at http://tmu.ac.in/college-of-computing-sciences-and-
it/> (last accessed on 29/04/2020) 
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transparently without the knowledge of the computer operator. To retrieve 

evidences from the computers it becomes necessary to recreate the sequence of 

events to reach to the point from where the traces of criminal activity could be 

detected. It here when the application of scientific tools for investigation comes 

into play. Cyber forensic investigations involve the application of various 

scientific tools commonly known as cyber forensic tools to collect and preserve 

evidences from computers and digital devices. Some of these commonly used 

cyber forensics tools are: X-Ways Forensics3:- Integrated computer forensic 

software SANS Investigative Forensic Toolkit-SIFT4 EnCase 5The Coroners’s 

Toolkit 6COFEE7 BULK EXTRACTOR8 

 

The cyber forensic tools can be utilized in two ways. Proactive Incidence 

Forensics 9and Post Incidence Forensics. Pro active forensics deals concerns with 

live examination without disrupting the business while another approach that is 

post forensic concerns with examining the forensic device after the incident has 

happened to find out what exactly happened in the storage medium which may 

be a hard disk memory  card or the like. The choice of the tools to be applied 

for investigation is  made after considering the performance, reliability and the 

caveats. Such considerations are necessary to be made to ensure that the 

evidence so collected is fit to be made admissible in a court of law. 

 

Cyber forensics and the Cardinal Principles 

 

Cyber forensics rests on five cardinal principles: 

 

Ø Admissibility must guide action 

																																																								
3 X-Ways forensics is an advanced work environment for computer forensic examiners finds deleted files 
4 is a multi-purpose forensic operating system which comes with all the necessary tools used in the digital forensic 
process 
5 EnCase can be utilised to examine Active, Latent and Archival data without altering the evidence.It also produce a 
report based on the evidence 
6 It runs under several UNIX_ related OS. TCT is a collection of programs by Dan Sarmer and Wietse Venema for a 
postmortem analysis of a UNIX system. 
7 Computer Online Forensic Evidence Extractor or COFEE is a tool kit developed for computer forensic experts to 
gather evidence from windows system. It can be installed on a USB pen drive or external hard disk. 
8 It scans the disk images, file or directory of files to extract useful information 
9 CYBER FORENSICS  <available at https://shodhganga.inflibnet.ac.in/> (last accessed on 1/05/2020) 
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Ø Acquiring the evidence without altering or damaging the original 

Ø Analyzing the data while retaining its integrity 

Ø Anticipating the unexpected 

 

It is necessary that forensic examination of the computer device is done in a 

proper and sound manner as the forensic expert will be required to give before 

the court a testimony of proper handling of the particular piece of evidence. A 

forensically sound examination is done under controlled conditions without 

changing the data on the original evidence, preserving it in pristine conditions 

making it fully documented, replicable and verifiable.    

 

Cyber forensic and Digital Evidence  

 

The most crucial part of cyber forensics is the handling of the evidence 

extracted. Evidence obtained during an investigation of digital crime is termed 

as digital evidences. Digital evidences by their very nature are volatile and if not 

properly handled they may be altered. The cyber forensic expert for this reason 

has the duty cast upon  him to ensure that the evidence extracted is not altered 

during the various procedures of cyber forensics(access, collection, packaging, 

transfer and storage) and for this he also has to testify before the court that the 

evidence that is being produced is actually not altered and is in original state. 

Evidence collection is therefore required to be done by adhering to certain 

protocols that delineate the steps that must be followed for evidence collection 

and reservation under cyber forensics.  

 

Stages of evidence handling  

 

The extraction of a digital evidence involves following procedures:  

 

a) Identification  

b) collection  

c) acquisition; and  
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d) preservation.10 

 

Identification  

 

Similar to the traditional procedure of investigation of a crime the first step is 

the identification stage. The investigator has to search for facts that they may 

guide him as to identity of the accused and also of all other acts that enabled 

him to commit the commit. Under cyber forensic the investigator is to identify 

who committed the cyber-crime, which device was used, from where it was 

committed and how it was committed.  

 

Collection  

 

The digital evidence sought in any case may have to be extracted from different 

electronic devices like computers, external hard drives, flash drives, routers, 

smartphones, tablets, public resources like social platforms, many applications 

and websites using cloud memory making collection of evidence a challenging 

task and therefore it becomes necessary for the investigator to clearly define as 

to what kind of evidence does he want.  

 

Unlike a traditional crime case, crime scene in a cyber-crime is not confined to 

a particular location but is spread among various devices that may be spread 

throughout a country or a region. Therefore it becomes necessary to first 

identify the relevant crime scene( the device, place which and from where it was 

used). The crime scene identified is secured and thereafter isolated by keeping 

the device in a separate room to protect it against any contamination. Since the 

receptors of digital evidence vary, no particular collection procedure can be laid 

down. However law enforcement agencies follow a standard protocol11. These 

protocols lay down the policy in respect to collection of a digital evidence and 

the steps that must be followed to collect a digital evidence.  The adherence to 

																																																								
10 Introduction to Digital Forensics, Standards and best practices for digital forensics, Module 4 Cyber crime available 
at <https://www.unodc.org/e4j/en/cybercrime> (last accessed on 1/05/2020) 
11 Scientific Working Group on Digital Evidence ( SWGDE )) 
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the protocols ensures that the digital evidence collected is fit to be admissible in 

a court of law. 

 

Acquisition  

 

The third step is of acquisition. The digital evidence must be acquired in a 

manner so as to maintain the integrity of the evidence. The tools and the 

technique put to use must be so used so as to prevent any alteration. It is 

generally the intention of the experts that in any case no alteration to the 

evidence should happen during the various procedures of handling and if not 

possible at all then ,the least. The digital evidence seized is considered as primary 

source of evidence. But the digital forensic expert does not acquire data from 

the primary source instead he makes a duplicate of the contents and the copy 

so made is used for analyses.     

 

Preservation 

 

Preservation of digital evidence is most crucial part of cyber forensics. The 

whole of cyber forensics science rest on the principle of collecting and 

preserving the digital evidence maintaining its integrity ensuring that it is not 

modified during the procedure of collection and acquisition and is presented 

before the court in its original form. It shall be the duty of the investigator to 

establish the integrity of the digital  evidence produced.  Preservation of digital 

evidence is ensured following a chain of custody12, a process by which crime 

scene is preserved by the investigators and the evidence is preserved throughout 

the life cycle of the case. During this chain of custody all information about the 

evidence as to from where, how and who collected the evidence is collected 

along with details of all those to whom evidence was transferred is also 

maintained. 

.  

 

																																																								
12 Supra at 9 
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Examination and interpretation of digital evidence  

 

After the collection, acquisition and preservation stage before being produced 

before the court of law the digital evidence goes through the procedure of 

examination and interpretation. The examination and interpretation stage has 

two phases: analysis and reporting(communicating the result) phases. The digital 

evidence extracted is analyses following different analysis methods:  

 

Time analysis, Ownership analysis, Possession analysis, Application and file 

analysis and data hiding analysis.13 In a time analysis a time line or time sequence 

that led to the event is reconstructed. The purpose of this analysis is to attribute 

a crime to a perpetrator or to say attribute an act that led to the commission of 

crime to a particular individual.  To determine as to who created, accessed or 

modified file on a computer system ownership analysis is done. Another type 

of analysis that is the data hiding analysis is a search type where hidden data on 

a system is looked for. In a cyber crime often data hiding techniques are used 

by criminals to conceal their illicit activities. Data hiding analysis is important as 

hidden data has the potential of revealing information about crime, intent of 

committing a crime. 

 

Digital evidence:  Admissibility  

 

 Admissibility of evidences is governed by the Indian Evidence Act 1872.  

Evidence act primarily talked about primary evidence and secondary evidences.  

There was no explicit provision dealing with evidences contained in electronic 

formats. So any evidence collected or contained in an electronic device was 

considered as document and printed reproductions and transcripts were treated 

as secondary evidences. It was after the introduction of information technology 

act that data recorded in electronic form came to recognized as electronic record 

and there after through various amendments in the ITAct and Indian Penal 

Code that that electronic record came to be recognized as an admissible piece 

																																																								
13 Supra note 9 



      Corpus Juris                                                                                                 ISSN: 2582-2918  
      The Law Journal   website: www.corpusjuris.co.in	
	

 CORPUS JURIS|9 

of evidence. The various provisions under the Indian Evidence Act that deal 

with evidences contained in electronic records are sections 

17,22A,39,45A,59,65A and 65B14. Out of these sections, sections 65A & 65B 

are most important as they provide detailed provisions as to the admissibility of 

evidences contained in electronic records. Further sections 81A 85A 85B 85C 

88A and section 90A create presumptions as to the electronic records. Thus a 

full built in frame work for the admissibility of evidences contained in electronic 

records have been put in place under the Act.   

 

Cyber forensic trends in India  

 

The day by day technological advancement is posing a threat to cyber security. 

Crimes shall no longer be committed in the traditional way making it imperative 

for the law enforcement agencies to be well adept with the technological 

advancement. Cyber forensics under such circumstances is becoming the 

emerging profession among the law enforcement officers. The need of the hour 

is to give maximum thrust to this field of investigating. Cyber forensics as of 

today is not in a very good shape, has not been able to evolve properly. Certain 

grey areas in respect to cyber forensics in India can be summarized as following: 

Lack of technical skill15: This field requires scientific skills and as such Techno-

Legal Skills need to encouraged in India.  

 

Lack of technical knowledge: Education finds no substitute and as such it is 

required that cyber forensic education must be imparted. One of the best ways 

of doing so can be to include cyber forensic education as a part of the 

curriculum.   

 

Lack of training: cyber-crimes are on surge in India. Law enforcement agencies 

like police need to have an understanding of the sophistication involved in 

cyber-crimes. They are as of present not trained enough to understand the 

																																																								
14 Vijay Pal Dalmia, “India : Admissibility of Electronic Evidence Under Indian Evidence Act 1972, Litigation, 
Mediation and Arbitration Mondaq <available at https://www.mondaq.com/> (last accessed on 1/05/2020) 
15 Cyber Forensics Trends And Developments In India 2013 Perry4Law An Exclusive Techno-Legal Corporate, IP 
& ICT Law Firm New Delhi, India <available at http://ptlb.in/cfrci/wp-content/uplo> (last accessed on 1/05/2020) 
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technicalities associated with cyber-crimes which hampers their efforts of 

investigation there is also a dearth of cyber forensics experts who could help in 

analyzing the digital evidences and preserving them so as to be admissibility in 

court.  

 

CONCLUSION  

 

Changing pattern of commission of crime (i.e. with the use of technology) it 

shall become imperative for law enforcement agencies to overhaul their 

methods of crime investigations. This shall have to be done with the inclusion 

into the investigation systems methods of cyber forensics. As of today though 

the subject of cyber forensics is not unknown, yet not much has been achieved. 

There exists a vacuum between the phase at which digital crimes are today 

committed and the adaptation of forensic methods of investigation by the 

investigating agencies. Thrust is required to be given to the study of forensic 

investigation and governments along with judiciary can play a very vital role.   

 


