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CYBERSTALKING AND NEED FOR ITS NEW LEGISLATION  
- FIDHA SHAIKH FARUKE1 

 

ABSTRACT 

 

Cyberstalking in the current generation is turning out to be a serious crime, people’s 

basic fundamental rights are being in a large platform where there is a lack of 

legislation. These cyber-crimes pose a great threat to individuals, and over the last 

decade, through the internet, three new crimes have emerged, namely: cyber 

harassment, cyber impersonation and cyberstalking. Among the said, Cyberstalking is 

the Magna Carta of all such crimes. When discussing on cyber-crimes, what triggers 

people to commit such crimes? And whether our legislation is sufficient to reduce or 

stop cyber-crimes? What if an AI stalks? These crimes contain elements and 

distinguished from other crime are of unique quality. 

 

 Unlike other social crimes, crimes in cyberspace are also increasing and the privacy 

of the users/people must be safeguarded by the law and the people who have been a 

victim of such crime should also be given justice from the offence committed by the 

offender on the victim. There are plenty of reasons why a person commits a crime via 

the internet but such intentions and thinking are harmful to society. This type of crime 

is a crime at large, it not only disturbed one particular individual but also the others, 

the act builds a form of fear in the people thinking they might be the next victim. The 

victims of this crime are mostly women when compared with males, men are no 

exception.  

 

These works of literature help the researcher in gathering information for the topic, 

and these are the works of literature which help the researcher understand the aspects 

of cyberspace-related crimes especially stalking, how people commit the offence and 

how the cyberspace is misused. 

  

																																																								
1 Student, B.A. LL.B, School of Law, Christ (Deemed to be University). 
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INTRODUCTION 

 

Cyberstalking is a general crime where most of the people have faced this issue, they 

might have got hacked by any random stranger in any social media platform like 

Facebook, Instagram and other platforms. Cyberstalking is not specifically defined per 

se but some scholars who defined cyberstalking; Bocij, Griffiths and McFarlane 

defined stalking as "a group of behaviour in which an individual, group of individuals 

or organisation, uses information and communications technology to harass one or 

more individuals. Such behaviour may include, but are not limited to, the transmission 

of threats and false accusations, identity theft, data theft, damage to data or equipment, 

computer monitoring, the solicitation of minors for sexual purposes and 

confrontation". According to Baer, “Cyberstalking, in particular is composed of words 

alone and therefore stands more distinctly as apart as a crime of accumulation". 

Brenner defines as "in a sense, cyberstalking and cyber harassment are lineal 

descendants of the obscene or annoying telephone call offences that were created 

roughly a century ago, to address harms resulting from the misuse of a nineteenth-

century technology".  

 

Ellisonand Akdeniz(1998) had construed the term cyberstalking as “online 

harassment, which may include various digitally harassing behaviours, including 

sending junk mails, computer viruses, impersonating the victim, etc”.2 These 

definitions give a basic idea of what cyberstalking means and its betide. 

 

Cyberstalking is related to online harassment or online abuse where there is no direct 

contact between the stalker and the victim, the stalker user online means for 

harassment and the identity of the stalker may be known or unknown to the victim. 

 

Indian laws on cyberstalking 

 

																																																								
2 Balakrishnan, Aravindh, “Cyber Stalking: Challenges In Regulating Cyberstalking At The Cyber Space.” 
http://www.legalserviceindia.com, 2019. 
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In the Indian laws on cyberstalking is not specific or directly addressed, bits and pieces 

on these laws can be found in various statutes, like section 354 of Indian Penal code, 

section 72 of Information Technology Act and section 509 of IPC can be read as a 

part of cyber law (Manish Kutaria Case). All these provisions deal more as the 

intrusion of privacy than as a regular cyber offence. Hence the most-used section for 

any cyber-related crimes in section 72 of the IT Act which provides for Breach of 

confidentiality and privacy. 

 

Amended Section 72 of IT Act 2000 (amended in 2008) as follow: 

 

Section 72A: Punishment for Disclosure of information in breach of lawful contract 

(Inserted vide ITAA-2008): Save as otherwise provided in this Act or any other law 

for the time being in force, any person including an intermediary who, while providing 

services under the terms of lawful contract, has secured access to any material 

containing personal information about another person, with the intent to cause or 

knowing that he is likely to cause wrongful loss or wrongful gain discloses, without 

the consent of the person concerned, or in breach of a lawful contract, such material 

to any other person shall be punished with imprisonment for a term which may extend 

to three years, or with a fine which may extend to five lakh rupees, or with both.3  

 

These provisions can also be read with Section 144 of IPC which provides for the 

offence of criminal tress pass. Cyberstalking is as similar as tress pass or invasion of 

someone’s privacy, just li real world, in cyberspace it is similar to hacking someone’s 

account and threatening the other individual.  

 

Types of stalking and lack of laws on stalking 

 

Cyberstalking is different from offline stalking, cyberstalking is an online threat to a 

person and offline stalking is a physical threat to the victim. Cyberstalking 

enforcement laws are more technical than offline stalking laws, offline stalking it being 

physical it is clear for what the individual should be charged for but in case of 

																																																								
3 Section 72A, Information Technology Act, 2000. 
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cyberstalking identifying the victim itself is a difficult task and if the personal identity 

is found it is technical to determine the law enforcement. For instance, the Manish 

Kutaria case where the stalker was charged under Section 509 of Indian Penal Code 

but the Section 509 refers only to a gesture, word or an act intended to insult the 

modesty of a woman. But if the same is done on the internet there is no mention of 

this section, this alarmed to the Indian government, for the need for a new amendment 

regarding these laws and also protection of victims under the same.  

 

This case shows how we lack laws on cyberstalking. And things become complex 

when there are no laws to deal with a particular crime. 

 

Elements of crime 

 

Cyber stalking is a new form of crime where people are threatened in cyberspace but 

affects the individual mentally, in some cases it may also lead to defamation of the 

person in society because of the false routers spread in cyber space. For a person to 

commit a crime the criminal has to have elements of the crime, person, motivation 

and act. These elements lead the person to commit the offence of stalking but the 

situation becomes more complex on the first element “Person”, here arises a different 

question, what if the software starts stalking on its own and threatens the person? 

Here it is very complicated to apply the elements of crime like it is hard to determine 

the motivation of an AI and even if the motive is determined, how can we punish AI, 

should the creator be punished or the computer system? 

 

Reasons behind stalking 

 

1. Harassment 

 

The main intention of the stalker is to harass. The women sexually harassed 

by the stalker at many times. The stalker has or created a photo of the victim 

and he threatens the victim to have sex with him otherwise he will upload 

the photo or video. The stalker has some affection to the victim if she denied 

that then he will do against the victim. The thing is the stalker has an 
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intention that' if she not mine of himself, she will not mine of anyone. 'Then 

the stalker doing all those things.  

 

 

 

2. Fascination 

This is a one-side love or online romance. The stalker has a love of affection 

towards the victim and if she refuses to accept his proposal then he will 

become the stalker. The rejected could not accept the end of a relationship 

with her. This kind of stalkers some time being an abnormal person. 

Sometimes the victim may be killed by the accused. In Tamil nadu 2012, the 

college girl affected by the acid attack, done by her one side lover. This is 

not kind of stalking but sometimes this kind of persons turned into the 

stalkers.4 

 

3. Revenge  

 

This is kind of revenge against the victim. If the victim was refused his 

proposal, then he made revenge against the victim. The victim refused to 

accept the stalker's proposal. Then he uploads her photo into the social 

media and written above that ‘if anybody want's to have sex with me contact' 

and he wrote her address and phone number. The victim does not know 

about this and many persons are contacted her and some knocked her door 

in the midnight and sexually harassed her. 

 

Cases  

 

1. The Manish Kathuria Case 

 

The first reported case of cyber-stalking in India and the reason for the 2008 

amendment to the IT Act, the Manish Kathuria case involved the stalking of 

																																																								
4 Nadkarni, R., & Grubin, D. (2000). Stalking: Why Do People Do It? The Behaviour Is Newsworthy But Complex. 
BMJ: British Medical Journal, 320(7248), 1486-1487. http://www.jstor.org/stable/25224683 
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a woman named Ritu Kohli. Kathuria followed Kohli on a chat website, 

abused her by using obscene language and then disseminated her telephone 

number to various people. Later, he began using Kohli’s identity to chat on 

the website "www.mirc.com".  

 

 

As a result, she started receiving almost forty obscene telephone calls at odd 

hours of the night over three consecutive days. This situation forced her to 

report the matter to the Delhi Police. As soon as the complaint was made, 

Delhi Police traced the IP addresses and arrested Kathuria under Section 

509 of the Indian Penal Code. The IT Act was not invoked in the case since 

it had not come into force at the time when the complaint was filed. 

 

While there is no record of any subsequent proceeding, this case made 

Indian legislators wake up to the need for a legislation to address cyber-

stalking. Even then, it was only in 2008 that Section 66-A was introduced. 

As a result, now cases are being reported under this section as opposed to 

Section 509 of the Indian Penal Code, as was the case where a Delhi 

University student was arrested for stalking a woman from Goa by creating 

fake profiles on social networking websites, uploading pictures on them and 

declared her to be his wife. It is hoped that the decision in this would favour 

the victim.5  

 

2. Karan Goitra v State 

 

This case is merely on the anticipatory bail, where a woman named Shivani 

Saksena got divorced with mutual consent because she couldn’t consummate 

with her partner. Lately, after her divorce she encountered with a person, 

Karan Goitra, while chatting on online media, he told her that he loved her 

and wanted to marry her and goitre wanted her to meet his family members. 

																																																								
5 Ashutosh Kumar Pandey, International Journal of Research (IJR), Vol-1, Issue-9, (October 2014), 09/02/2020, 
20:10pm, chrome-
extension://cbnaodkpfinfiipjblikofhlhlcickei/src/pdfviewer/web/viewer.html?file=https://pdfs.semanticscholar.or
g/cde6/d56763ad03b1ce76f284741beb655d7e867e.pdf 
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On an occasion, he invites Saxena to his house, drugs Saxena and sexually 

abuses her that night. Goitre threatened Saxena to marry him or he will 

circulate the pictures he took that night. As a result, they had an engagement 

ceremony and he continues to assault her and eventually called off her 

engagement to her and eventually, Saxena filed a complaint under Section 

66A of the IT Act. 

 

The court rejected the Anticipatory bail because obscene pictures of Saxena 

were circulated by Goitra, which requires serious interrogation. According 

to the court, Saxena failed to disclose her previous marriage so that she can 

perform the engagement with Goitra even after making such mention in the 

court that goitre had proceeded first that he loved her.  The court also noted 

that the FIR was logging was delayed and the most shocking thing the court 

held was, Saxena has consented intercourse and decided to file a complaint 

if Girotra refused to marry.6   

 

3. Vinu Priya Case 

 

A tragic case of cyberstalking. In Tamil Nadu, Salem, a young 21-year-old 

girl Vinu Priya committed suicide. A morphed photograph of Vinu Priya was 

uploaded by a person on Facebook, she informed her parents about it and 

her parents initiated in lodging of a complaint with the cuber cell. The police 

took no interest in her issue and also the police lacking the skills to trace the 

origin of the photo. The police also told her father that tracing of the photo 

will nab up to two weeks. The family had to go through a lot of mental 

trauma for two weeks.  

 

This was not it, one of the officers asked her father for a mobile phone if 

they wanted the investigation to be done. Even after not being able to afford 

a phone her father bought a phone worth Rs.2,000 as a bribe but they still 

didn’t deliver justice. Later another morphed picture was uploaded on 

																																																								
6 2012(5) RCR (Criminal) 414. 
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Facebook, which left Vinu Priya traumatised. The investing officer instead 

of going through the case started assuming that she must have sent those 

pictures to someone and now they are being posted in social media, perhaps 

a jilted lover. The second picture which was posted disappeared in a few 

hours of news of her committing suicide. 

 

 

 

Another incident where Pranab Mukarjee’s daughter was alleged by a man, who posted 

sexually explicit messages on her Facebook, she immediately loved complaint with the 

Cyber Crime Unit and the police reported back and said “lewd” messages were sent 

to her via Facebook and the sender mentioned him as a resident of West Bengal. She 

decided to speak up against online harassment, thinking that, ignoring this would only 

encourage such people to do such an act.7  

 

Challenges  

 

• Section 354 IPC is Limited to woman 

 

Section 354 of the Indian Penal Code, provides, Assault or criminal force to 

woman with intent to outrage her modesty—Whoever assaults or uses 

criminal force to any woman, intending to outrage or knowing it to be likely 

that he will thereby outrage her modesty, shall be punished with imprisonment 

of either description for a term which may extend to two years, or with fine, 

or with both. The law here is concerning woman only and not in favour of 

men or any other gender.  

 

For instance, instead of a woman a man who is stalked by a stalker in cyber 

space, this provision doesn’t provide for justice so instead of keeping the 

provision only for the woman it should be made gender-neutral. And not only 

																																																								
7 N Sundaresha Subramaniam,Muskan Khan, How A Suicide Became A CornerStoneOf Tamil Nadu’s Legal Battle 
With Facebook, )09/02/2020, 21:10pm, https://prime.economictimes.indiatimes.com/news/71268455/technology-
and-startups/how-a-suicide-became-the-cornerstone-of-tamil-nadus-legal-battle-with-facebook 
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this, any entity can hack into a personal data of any person, so there must be 

laws made on AI entities stalking as well. 

 

• No immediate action by police  

 

In India, we don’t have enough laws and weak technology. Looking at the case 

of Vinu Priya, there it can be observed that the police did not take any action 

but rather harassed mentally, the family was mentally harassed by the delay of 

the police and lack of technology to find the stalker. Unlike the stalkers are 

more advanced than the police/cyber-crime department. Like in 2002, a US 

bedroom hacker, Gary McKinnon, made the US armoury disappear, had 

hacked into the US military computer system to bring the system down. 

 

• What if AI starts stalking? 

 

Artificial intelligence, these entities hacking will create a huge issue because 

when there are no laws on such aspect then there is a loophole on such area 

which is difficult to resolve and needs a new set of laws. There are instances 

where artificial intelligence has gone wrong and has done some unbelievable 

progress. Like the algorithms leave everyone surprised, here are some 

examples:  

 

A simulated robot was supposed to evolve to travel as fast as possible but 

rather than evolving the simulator gathered up itself into a tall tower and fell 

over, sooner these robots learned the toppling gave extra force and made a 

somersault which added extra distance.; solving Kobayashi Maru Test, it is a 

test in fictional star trek studio, where it is designed to test the characters in 

case of no-win.  

 

The simulator was supposed to differentiate between its answer and the 

correct answer, but instead, it found where the answers were stored and 
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deleted all the answers so that it would get a perfect score every time.;8 these 

two examples were the AI goes overboard and applies its intelligence to get a 

better result. Similarly, if these intelligent entries decide to our private 

information and use against us? The Skynet will be real as shown in the movie 

Terminator. The movie might be fiction but there is also an instance where 

the robot named Sofia told, destroy the human.  

 
 

  

																																																								
8 https://aiweirdness.com/post/172894792687/when-algorithms-surprise-us 
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CONCLUSION 

 

Gender-neutral law; laws should be neutral, not one-sided, like section 354 of IPC 

provides only for a woman, not a man or any other entities so the law should be 

framed neutrally which will provide equal justice.  

 

Separate laws on cyberstalking; like other countries India should also have strict laws 

and punishments on violation of cyberstalking laws, the laws should be strict not 

lenient as it is and sermon actions should be taken against such offences. 

 

Legalise stalking in certain aspects; like few websites ask for cookies, where they know 

what people are browsing these should be allowed but within the limits. Cookies 

should be provided in places like Netflix, Amazon and other fields where there is no 

harm for anyone but help the user organise his or her data. e.g.; Netflix uses cookies 

to know our pattern of use and it accordingly suggests the series or movies the user 

to watch. 

	


