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ABSTRACT 

 

This paper discusses about the importance of “digital evidence” and steps involved in forensic 

analysis. The procedure of search and seizure was also referred and discussed under IT laws 

and procedural laws to understand how tough job is to collect & preserve the electronic evidence 

by the investigating team. Further, the article discusses about the contents of the electronic 

documents which may play very crucial in a case to decide. The issue of victim’s privacy was 

discussed with respect to recent decision of Supreme Court saying contents of memory card or 

pen drive can regarded as document. What if such content infringes the privacy rights of victim 

question has been analyzed with the understanding of the section 207 of criminal procedure 

code respectively.  
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I. CONCEPT OF DIGITAL EVIDENCE 

 

The definition of digital evidence is that the information or certain data install 

for the purpose of investigation which can be stored or transferred by an 

electronic device3. For example, the digital evidence includes fingerprints, DNA 

evidence and other sensitive information’s. Digital evidence plays an important 

role in conducting criminal investigations and Crime scene investigation like 

rape, murder, abuse, exploitation and other crimes. In certain cases there will be 

a sole basis of crime commission by using digital means for online programs 

live Google maps street view. This digital evidence is used by a party in a court 

at the time of trail. 

 

In this type of cases the digital evidence importance is very much. In some 

crimes, they can be committed entirely through digital means like hacking 

identity theft. The digital evidence must be secured with very caution because 

without following proper process because even otherwise taking some damaged 

evidence will remain inadmissible in court. In India, the definition emphasized 

in section 3 of the Indian Evidence Act4 where it says evidence may be also in 

form of electronic means. This was introduced after the IT Act amendment.  

 

Nature: It's very nature that the digital evidence is very fragile. It can be easily 

destroyed or tampered with accordingly becomes very essential to ensure that 

adequate care and precautions are taken while collecting preserving transporting 

and analyzing search everything. 

 

II. STEPS INVOLVED IN CYBER FORENSIC ANALYSIS: 

 

1. Identification of digital evidence: 

This will generally begin with the pre investigation assessment where the 

investigating officer along with the cyber forensic team external officer 

																																																								
3 A Simplified Guide To Digital Evidence (May. 12, 2020, 3:31 PM), http://abovethelaw.com/204/10/movie-night-
with-justice-breyer/. 
4 Sec. 3 of the Indian Evidence Act, 1872. 
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identifies the potential of such evidence. Basing on that, CFT collects the 

evidence. The sources of digital evidence are electronic media, computers, data 

cards etc.  

 

2. Collection: 

This is very next step and basing on mirror image replica of electronic record. 

The investigators copies the specific files or takes away the entire computer or 

make an image of hard dive for the purpose of this collection. This backup 

process will help investigating officers to analyze the data later on. 

 

3. Preservation & Analysis: 

It is very crucial because digital evidence can be easily tampered. Special 

measures are needed. The guidelines are issued to preserve which cannot be 

altered or tampered easily. Analysis can be undertaken by cyber forensic officer 

by interpreting the findings of cyber forensic experts.  

 

4. Submission in court: 

After completing the above process they will submit this digital evidence to 

court of law for trail purposes which is very crucial in determining a case.  

 

III. THE SEARCH & SEIZURE 

 

Moving to further, there is a famous saying “One of the most crucial steps in a 

Crime scene investigation is search and seizure procedure for collecting and 

seizing crucial evidence”. By taking the same into cognizance, The Search & 

Seizure is part of Crime Scene Investigation. Even though there is IT legislation, 

The Criminal procedure code provisions also will also be applicable. However, 

there is no conflict between both laws. As per section 93 of the criminal 

procedure code5, it says about the circumstances that search warrant can be 

issued by a court. The search warrant is a document or other thing that 

necessary/desirable during an investigation, inquiry, trail or any other 

																																																								
5 Sec. 93 of the Criminal Procedure Code, 1973. 
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proceedings not known to be in possession. The relevant document can be 

issued for such purposes. 

 

The section 165 of code of criminal procedure6 states about the criteria for 

issuing the order for search without a warrant. Further section 100 of criminal 

procedure code7 speaks about the procedural safe guards like: 

 

• For authorizing a search, the occupant must provide with the reasonable 

facilities,  

• There must be two independent & reportable  

• Occupant or his nominee to attend during the search 

• List of things must be prepared 

• Search memo must be signed by the witnesses 

 

Further, the section 102 of criminal procedure code8 provides that police 

authority can seize the property which they can suspect or allege to suspect to 

have been stolen for commission of an offence. However, this section speaks 

about the general search. If the action is taken by police, then such action should 

immediately report to the magistrate. Moreover, the Section 80 of the 

information technology Act9 gives power to the police or any other officer who 

can do search this provision override the code of criminal procedure.  

 

Also, in case any conduct of search & seizure by the officer under the Act must 

not below the rank of inspector to enter any public place. In case of any 

reasonable suspicion even there can be no warrant required. Further in 

subsection 1 of the section 80 speaks about the public place means any public 

conveyance or hotel or other places which has access to the public. Moreover, 

Section 7610 states that state can confiscate any property like computers 

																																																								
6 Sec. 165 of the Criminal Procedure Code, 1973. 
7 Sec. 100 of the Criminal Procedure Code, 1973. 
8 Sec. 102 of the Criminal Procedure Code, 1973. 
9 Sec. 80 of the Information technology Act, 2000. 
10 Sec. 76 of the Information technology Act, 2000. 
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computer systems tape drives etc. Further, the court must pass the confiscatory 

order.  

 

IV. SPECIAL CONDITIONS FOR SEARCH AND SEIZURE 

 

1. Since the digital evidence can easily destroyed or tampered data easily the 

special conditions need to conduct search and seizure Investigation 

officer must take the note of the following points: 

2. It is important to carry necessary investigating tools and equipments like 

storage devices dissemble and removal tools packing and transportation 

supplies etc 

3. It is suggested to take the help of computer forensic experts wherever 

possible. 

4. Every device must be labeled and take photograph. must be taken prior 

to dismantling. 

5. If the computer is turned off then it should not be turned on. If the 

computer is turned on then it can be copied. Because if we enter wrong 

password for certain things. These actions will destroy the data. 

6. After seizer it is suggested to read the computer manuals and other 

documentations reluctant also one should refer to the sticky notes which 

are there on any other things mentioned on the object for the passwords 

gathering. 

7. Also one should brief the Search witness (if possible take in writing). 

8. One must give the digital evidence form for collection of evidence. It is 

always suggested to document the details regarding who went to search 

and who seized the document. Try to take in the chain of custody form. 

 

These are the crucial points to be taken noted of while conducting search and 

seizure and while collecting the digital evidence respectively. When this many 

efforts are making by the investigating officers to collect and preserve the 

electronic evidence, the same must be treated very cautiously and preserve with 

appropriate care. As we have observed the procedure of investigation and the 

methods of digital evidence, let us also see how the court identified its 
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importance and interprets in cases of victim’s privacy issues involved and 

measures need to be followed.  Let us look at the how there is a conflict between 

these privacy and procedural compliance provisions and how the apex court 

dealt with these kind of issues specifically with respect to conflict between 

accused statutory rights and victims fundamental rights respectively. 

 

V. WHAT IF THE ELECTRONIC EVIDENCE CONTENTS 

TOUCHES THE VICTIMS PRIVACY AND CHALLENGE THE 

PROCEDURE? 

 

We all know that in the case of J. KS Puttaswamy (Retd.) v. UOI11, the nine 

judge constitutional bench of Supreme Court has been agreed and held that the 

“right to privacy” of an individual is an intrinsic part of right to life guaranteed 

under Article 21 of the Indian Constitution respectively.  When coming to the 

victim, he is also an individual and has such fundamental right of privacy.  

 

The Victims right to privacy has been protected in many instances and court 

recently ruled about the same in the context of digital evidence through this 

famous judgment. If we discuss about the recent judgment of Supreme Court 

in the matter of P Gopalakrishnan vs State of Kerala and another,12 which deals with 

contents of memory card or pen drive will be treated as a document under the 

Indian Evidence Act. Prior to the judgment there are many cases where the 

court felt that the contents exist in memory card will not be considered as a 

document but they can be construed as “material object” for the purposes to 

comply with procedure laws. However, the sole tricky question arose before the 

court is that whether the contents in memory card can be regarded as document 

under Indian Evidence Act for the procedural compliance under S. 207 of 

Cr.P.C13.  

 

																																																								
11 J. KS Puttaswamy (Retd.) v. UOI, (2017) 10 SCC 1. 
12 P Gopalakrishnan vs State of Kerala and another, Criminal Appeal no. 1794 of 2019. 
13 Sec. 207 of the Criminal Procedure Code, 1973. 
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There are certain situations which lead the court to give this judgment. Basically, 

there is a procedural compliance one need to follow. Under section 207 of 

criminal procedure code, where the magistrate need to supply the police reports 

& documents to the accused for the purpose of the fair trial. But in certain cases 

the evidence may be in the form of videos or recording clips then in such cases 

then in such cases the question will remain as whether the contents in memory 

card or in pen drive or in any hard disk or any magnetic media will be considered 

as a document. Also, the question comes what if the contents in the electronic 

evidence infringe the victim’s right to privacy. The conundrum is to give 

importance between victim’s right to privacy and procedure compliance under 

section 207 of criminal procedure code. What will prevail between these two is 

hectic question before the court. However, the apex court harmonized the issue.  

 

The Honorable Supreme Court decided this issue stating that those contents in 

pen drive or memory card will be treated as document and accused has right to 

receive a copy under S. 207 of Cr.P.C by the magistrate under except under 

certain circumstances which infringes the privacy of victim. Further it has 

agreed that the any electronic record which is printed on a paper stored recorded 

are copied in optical or magnetic media Produced by a computer shall be 

deemed to be a document and shall be admissible in evidence. Moreover court 

said that we need to see the memory card as a substance and the contents in the 

memory card as a matter this will be a clear logic 

 

Also may times the supreme court refers the judgment R v. Elworthy Case14, 

where the court held that the Documents which are produced by using only 

mechanical means may constitute some real evidence are will be some worthy. 

The contents which are existed in memory card must be considered as 

document. 

 

 

 

																																																								
14 R v. Elworthy Case, (1867) LR 1 CCR 103 
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CONCLUSION 

 

Therefore, there are many efforts that are making by the investigating officers 

to collect and preserve the electronic evidence, the same must be treated very 

cautiously and preserve with appropriate care. The data which is collected in 

evidence must be seen as very special and do not issue a copy to the accused 

without seeing the privacy rights of the victim. The victim should give the 

opportunity to claim his privacy rights first and then it need to be supplied to 

accused under section 207 of criminal procedure code. Hence, the Honorable 

Supreme Court harmonized this privacy concerning issues stating that those 

contents in pen drive or memory card will be treated as document and accused 

has right to receive a copy under S. 207 of Cr.P.C by the magistrate except under 

certain circumstances which infringes the privacy rights of victim.  

  


