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Step 1: MobilePASS+ Installation

1. Openthe Google Play Store on
X MobilePASS+ ‘ your Smartphone

D ® teene Search for MobilePASS

Tap on the purple MobilePASS+
icon

Tap Install to Install the App

2. The MobilePASS+ icon will
appear on your device.

CONGRATULATIONS! Your MobilePASS+ application installation is now
complete.

You are now ready to proceed to STEP 2: MobilePASS+ token enroliment (see
page 3).
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Step 2: MobilePASS+ Token Enrollment

You can enroll your SafeNet MobilePASS+ token using one of the following methods:

Method 1: Automatic Enrollment — This is recommended when access to the self-enroliment
emalil is available on the smartphone. Automatically copy and paste the activation code into the
Auto Enrollment window by clicking the Enroll your SafeNet MobilePASS+ token link.

Method 2: QR Code Enrollment - This is recommended when you cannot receive email or
open the self-enrollment from your smartphone. Scan a QR Code to enroll your SafeNet
MobilePASS+ token.

Method 3: Copy and Paste Activation String into the Automatic Enrollment Window - This
is recommended when you have difficulties with Automatic Enrollment. For example, if the
registration link in the device does not work or the browser in use does not support opening an
external application.

Method 1 - Automatic Enrollment

1. On your smartphone

B FPRPRPOR Tap on the email you received from
* Comlete Gue for Windo SafeNet Authentication Server

Tap the https:// link under SafeNet
Authentication Service

SafeNet Authentication Service (this
is a unique link per user, do not
\.

2. The internet browser will display the
self-enroliment.

SafeNet Authentication Service
- Self Enrollment

Tap Enroll your MobilePASS+ token

Enrolling your token on this device:

1f the MobilePASS + application is not ye I|nk

installed on your device

* Download and install it B
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Open in "MobilePASS+"?

b A

3. Tap Open

TOKEN PIN

Set and confirm your PIN

Token PIN

4. Seta Token PIN
Enter a 4 digit PIN
Confirm 4 digit PIN

Tap SUBMIT

***Note** Keep your PIN in a safe
place. You will need the PIN everytime

you use MobilePASS+.

Notification Settings Actien

For MobilePASS+ to receive
authorisation request via push
notification, you should enable

access in notification setting
Click OK to proceed.

If prompted, to enable the Push
Notification feature, in the Notification

Settings Action

Tap Cancel

Disable Push Notification
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6. Create New Token
Enter a Token Name of more than
four characters (suggest to use
Jacobs)

Tap OK

CONGRATULATIONS! Your SafeNet Authentication Service token enrollment
is now complete.

You are now ready to proceed to STEP 3 (see page 12) and download the
appropriate User Guide.

Method 2 - QR Code Enrollment

1. On your computer (e.g.

SA et Autentication Service Seif-enromment Windows PC, Windows Surface
or Mac) where you can access
JACOBS the self-enrollment email

i — you received from SafeNet
Your selif-enrollment account for Two-Step Verification has been created. Authentication Server
Download the appropriate Setup Guide and follow the instructions for your preferred device;

+  Setup Guide for Android Click on the email

»  Setup Guide for iPhone
s  Setup Guide for Windows Phone
» Setup Guide for Windows PC

+  Setup Gude for Mac Click the https:// link under

Two-Step Vertfiction User Geide SafeNet Authentication
« M5 Office 365 User Guide Service
= Cisco AnyConnect User Guide
+ Salesforce User Guide

e Everbridge User Guide

SafeNet Authentication Service (this is a unigue link per user, do not forward):
https://se.safenet-inc.com/selfEnroliment/index.aspx?code=DI3tpqUOmhibtZGXRuS 1 23ylg

f the above link does not work, copy and paste this URL to your web browser.
NOTE: The URL link above is only active for 30 days from the time you receive this email.

For additional information or assistance;

s (Check the Two-Step Verification FAQ

= Visit the Two-Step Verification JacobsConnect page

s Jacobs Global Service Desk Support Portal

e Jacobs Global Service Desk Support Toll Free Numbers

Thank you very much for your cooperation.

Regards,
Jacobs - Global Cyber Security

wnww. iacnhs com




JACOBS

Two-Step Verification — Setup Guide for Android

2. The internet browser will
display the self-enroliment.

Enrolling your token on this device:

If the MobilePASS application 15 not yet installed on your device

+ Dewalead and iastal A Click the dropdown list, Please
select a supported device
below, and follow
instructions.

f application 1s not yet installed, please refer 10 the mstallation guide as per STEP 1

Once the application has been mstalled, click the link below to enroll the token on your
device

Select Android

Enroll your MobilePASS token

In the event you are expenencing difficulties with enrolling the token, you may copy |
the following code, open MobilePASS application, select Automatic Enrollment, and
then paste it

RW35yb2xsbWVudFVSTD]lodHRwezovL3NILaNhZm VuZXQtaW 5 LmNvbS92ZWxm
ZW5yb2xsbWVudCoke2tweC She3BAPINSPTRUMVIUSIYT10NCIVZZXIIRDIHYX
JjaWFKUDENCIBhe3NwaH he 2UIMTY3IMA==

To enroll your token on another device

Please select a supported device below, and follow the instructions,

|
M

After completing token enrollment, close the browser window

3. QR code is displayed.

10 ERIOM YOUT LOKEN 0N ANOIREr UeVICE

Please select a supported device below, and follow the instructions.
Androld v

If the MobilePASS+ application 1s not yet imnstalled on your device

+ Locate it on Google Play Store

+ Download and install it

Open this page on your selected device, and follow the mstructions shown on the page

+ To enroll your token on your device using
QR code, scan the code to the right using
downloaded MobilePASS+ application on
your device.
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4. On your smartphone
Tap MobilePASS+ icon
tap Get Started (if this is

the first time you have
used the app), or tap

the Add icon. .

Tap QR Code Enrollment

+ Auto Enrollment

4 QR Code Enrollmen

5. Point your smartphone camera
to the QR code displayed on
your computer

The camera scans the QR
code and once recognized
enrollment begins

6. Seta Token PIN
OKEN PIN Enter a 4 digit PIN
Confirm 4 digit PIN

Tap SUBMIT

***Note** Keep your PIN in a safe
place. You will need the PIN

— everytime you use MobilePASS+.
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7. Disable Push Notification

If prompted, to enable the Push
Notification feature, in the
Notification Settings Action

Notification Settings Action

Tap Cancel
For MobilePASS« to receive

authorisation request v

8. Create New Token

ENROLLMENT COMPLETE
‘ 4 ‘ Enter a Token Name of more
" than four characters (suggest to

use Jacobs)

Tap OK

CONGRATULATIONS! Your SafeNet Authentication Service token enrollment
is now complete.

You are now ready to proceed to STEP 3 (see page 12) and download the
appropriate User Guide.
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Method 3 - Copy and Paste Activation String into the Automatic Enrollment Window
1. On your smartphone

e Complete Guide for Android

Tap on the email you received from
e SafeNet Authentication Server
o Complete Guide for Windows
. i‘” Tap the https:// link under SafeNet

Authentication Service

SafeNet Authentication Service (this
is a unique link per user, do not

https://se.safenet-
inc.com/selfEnroliment/index.aspx?
code=mSGFFEMTZiwfGtTUtbftIPsnA

2. The internet browser will display the

* Downieed snd et B self-enroliment.

Once the application has been installed, select Copy the activation Strlng from the
the link below to install the token on your Webpage

device

Enroll your MobilePASS+ token

. _ - TIP: To copy the activation string
SR e g s Sl Bk yon 1. Long-tap on the activation string.

copy the following string, open the
MobilePASS+ application, select Automatic

Enrollment, and then paste (on some 2. Drag the set of bounding handles to
platforms it may already be pasted) Include the Wh0|e act|Vatl0n Strlng

RWS5yb2xsbWVudFVSTD1odHRwczovLINhe3
PRIC3RZZS52YWZIbmVOLWIuYy5{b20ve2VsZmV

uem9sbG1IbnQVZHNreHAUYXNweD92YZ1RNG 3. Tap the selected text again to copy

FueUNZRWH VeZVySUQIQmiIshFNWZW, . . . .

s - the activation string to the clipboard.
3

Please select a supported device below, and
follow the instructions.

3. On your smartphone

\ Enrollment

Tap MobilePASS+ icon

tap Get Started (if this is the
first time you have used the

app), or tap the Add icon. .

Tap Auto Enroliment

-+ Auto Enrollment

<+ QR Code Enrollment
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4. To paste the activation string

Enrollment

Tap Tap to Paste

+/QR Code Enrollment

5. Tap Enroll

Enrollment

TIP: To enter or edit the activation string
from the keyboard

a. Double tap the Enrollment
String box

b. Use the keyboard to type in or
edit the Activation String

+/QR Code Enrollment

6. Seta Token PIN

‘UKFNPN Enter a 4 digit PIN

m your PIN

Confirm 4 digit PIN

Tap SUBMIT

***Note** Keep your PIN in a safe
place. You will need the PIN everytime

_ you use MobilePASS+.

10
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7. Disable Push Notification
If prompted, to enable the Push
Notification feature, in the Notification
Settings Action

Tap Cancel

8. Create New Token

' . Enter a Token Name of more than
ued, four characters (suggest to use
Jacobs)

Tap OK

CONGRATULATIONS! Your SafeNet Authentication Service token enrollment
is now complete.

You are now ready to proceed to STEP 3 (see page 12) and download the
appropriate User Guide.

11
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Need help?

If you need further information or need assistance, please contact the ESSCA Helpdesk
esscahelpdesk@jacobs.com 256-430-1030. Thank you very much for

your cooperation.
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https://jacobsconnect.jacobs.com/docs/DOC-255012
https://jacobsconnect.jacobs.com/docs/DOC-228343
https://jacobsconnect.jacobs.com/docs/DOC-255013
https://jacobsconnect.jacobs.com/docs/DOC-255014
https://jacobs.service-now.com/jacobs
http://globalservicedesk.jacobs.com/

