
If you use Cybereason, you should configure the required exclusions to ensure that the Cymulate agent can run

properly.

The following folder paths and their sub-folders should be excluded/whitelisted:

Windows OS 

C:\Program Files\Cymulate\Agent\**

C:\ProgramData\Cymulate\Agent\**

Mac OS 

Cymulate Agent must be installed and run with root privileges.

/Applica,ons/Cymulate/Agent

/Users/Shared/Cymulate/Agent

Linux OS 

Cymulate Agent must be installed and run with root privileges.

/usr/lib/Cymulate/Agent/

/usr/share/Cymulate/Agent/

Adding exclusions in Cybereason:
1. Log in to the Cybereason console.

2. In the le1 naviga,on pane, select System. 

3. Select the Policies management  tab.
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4. Select the relevant policy (or create a new policy if necessary). 

5. In the le1 naviga,on pane, select An,-Malware  and scroll down to Exclusions.

6. . Click + Add New  and enter the relevant paths (see the paths for exclusion in the beginning of this

ar,cle). 

7. Click Save & Publish.

8. Click the menu icon to open the le1 naviga,on pane and select System.

9. Select the Sensors  tab.

10. Select the sensors (machines) to apply the policy with the exclusions. 
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11. Click Ac,ons and select Set  policy . 

12. Select the policy to apply to the sensors and click Con,nue . 
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13. Click Assign to sensors. 

Disclaimer

This guide provides a general understanding of the whitelis,ng process on this 3rd party solu,on. Cymulate

makes no warranty to update the informa,on contained herein or for the use of this guide and assumes no

responsibility for any errors which may appear in the document. Cymulate disclaims all liability for any

damages arising from the use or misuse of this guide, whether special, indirect, consequen,al, or

compensatory damages, including liability for infringement of any intellectual property rights rela,ng to the

use of informa,on in or reliance upon this document.
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