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Cybereason - Setting up Exclusions

If you use Cybereason, you should configure the required exclusions to ensure that the Cymulate agent can run

properly.
The following folder paths and their sub-folders should be excluded/whitelisted:
Windows OS

e C:\Program Files\Cymulate\Agent\**

e C:\ProgramData\Cymulate\Agent\**
Mac OS
Cymulate Agent must be installed and run with root privileges.

e /Applications/Cymulate/Agent
e /Users/Shared/Cymulate/Agent

Linux OS
Cymulate Agent must be installed and run with root privileges.

e /Jusr/lib/Cymulate/Agent/

o /usr/share/Cymulate/Agent/

Adding exclusions in Cybereason:

1. Log into the Cybereason console.

2. Inthe left navigation pane, select System.
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3. Select the Policies management tab.
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Select the relevant policy (or create a new policy if necessary).

2,12:46:24 PM GMT+3 Hi, johns

Policies management + Create policy

Default This policy holds the system default policy Admin March 3,2022 23 5 81ae66h3-2491-4249-88.
Legacy configurat System

7] carTes Cybereason CARtesting lakshminarayana kona@ March 27,2022 q 0 ec81461f-51e3-4e6c-b11

B lexicorplab alex@cyborgsecuritycom  May 5,2022 at 0 0 9aba1ase-afe5 429¢ 831

this s atest policy david@cyberobserverc..  April25,20225.  davidi@cybercbserverc..  May1,2022at.. 2 0 63981229-4320-4113811

E david I@cyber-observer.c. June 15,2022 a, 0 0 808C8803-0aff-dac5-h66.

policy 1 david@cyberobserverc..  April26,2022a..  davidi@cyberobserverc..  Apil27,2022a. 14 3 Oec660dc-5354-4af1-964.

very strong policy valeriy@safebreachcom  May10,2022a.  yotambenezra@safebre..  July17,2022at. 3 i 70062220-610¢-4905-9¢0.

Justfor testing Ofs new CVE galiurgeman@safebreac..  July 24,2022t 1 0 24714311-4c86-4b13-80s

johns@eymulate.com August 27,202 0 0 44158-3091-4742b1a

peapani @

5. Inthe left navigation pane, select Anti-Malware and scroll down to Exclusions.
6. . Click+ Add New and enter the relevant paths (see the paths for exclusion in the beginning of this

article).

Edit Policy @ cybereason

Default

This policy holds the system defaultpolicy More

Exclusions
5] Name & Description

Exclude path or file
@ AntiMalware &
Add files or folders to exclude from scans

€ Explot protection Folder paths must end with a backslash. E.g: CA\storage\temp
+ Add New Q
£ Fileless protection

£ Behavioral execution prevention

C:Program Files\Cymulate\Agentye~ om Aug 28,2023
8 AntiRansomware CAProgramData\Cymulate\Agenti+* om Aug 28,2023
3 Appcontrol
3
Exclude by hash

Exclusions by hash are defined n the Reputation screen. G

® Colection features
3 Endpoint Ui Settings

&b Response settings Scheduledisaans

You can schedule Ant-malware scans. Scans are performed on all connected machines at the specified time.
Quick scan

Full scan

. ClickSave & Publish.

o0 N

. Click the menu icon to open the left navigation pane and select System.
9. Select the Sensors tab.

10. Select the sensors (machines) to apply the policy with the exclusions.
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124924PMGMT+3  Hijohns

Al servers

online Enabled Windows Outdated Disabled end
offine Disabled macos Updated Enabled ot
Notinstalled Suspend and prevent
Unknown Disabled

Unknown

stale Suspended Linux

Android
Unknown 0S

Showing 144 resuls (2 sensors selcte

awin10-64155 Advanced Default 2022440 Already up to date May3,2020at9:..  Wind: 10216819925  Enabled Disabled Dis

@ dadockpoc dadockpoc Advanced Defauit 2121030 None April 11,2022t . Windows 1921688280 Enabled Disabled

peapeni @

11. Click Actions and select Set policy.

12:49:24 PM GMT+3 Hi, johns.

® Update

Restart
Allservers.

Fetch sensor log

online B Setpoli o Outdated Disabled

i ® setcollection modes Rk EErE
Notinstalled Suspend and prevent
Unknown bled
Unknown

stale

. Set Remote shell mode
Unknown

© Control mode
& Set AntrRansomware mode

o sete Il mode

Actions v
Malware modes
2 Start system scan
2 stop system scan
B | Gawin @ ivestigate ; Advanced Defaut 2022440 Already up to date May3,2020at9:..  Windows 19216819925 Enabled Disabled Die
&, Exportto CSV
& Import sensortags CSV
& Check for updates
B © ddo Advanced Default 2121030 None April 11,2022t . Windows 1921688280 Enabled Disabled Die

=20

12. Select the policy to apply to the sensors and click Continue.

Assign policy to sensors

Choose a policy to assign to 2 selected sensors

View policy configuration >

Cancel
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13. Click Assign to sensors.

Assign policy to sensors

The policy "Default” will be assigned to 2 selected sensors

(@ sensors with 19.0 version and below will not be assigned
and are configured by the legacy paolicy.

Disclaimer

This guide provides a general understanding of the whitelisting process on this 3rd party solution. Cymulate
makes no warranty to update the information contained herein or for the use of this guide and assumes no
responsibility for any errors which may appear in the document. Cymulate disclaims all liability for any
damages arising from the use or misuse of this guide, whether special, indirect, consequential, or
compensatory damages, including liability for infringement of any intellectual property rights relating to the
use of information in or reliance upon this document.
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