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SW day and IP address followup to Gmail account

Case #P12023-00461

Typed By Dan Fechner

On 3-1-23 | assisted in a search warrant execution at 1202 W Hanson Ave. | was tasked with watching a secondary
residence for the second suspect, AARON COOPER, in the search warrant. | went to the area of 1501 E Hanson Ave.
and watched the house to see if AARON COOPER came out. | was told by LT DEAN KNIPPLING, if COOPER was
out in public that he would be detained and questioned about the search warrant. At one point, COOPER may have
come out of the house once while the search warrant was being executed. It appeared that COOPER may have come
out of the house to collect a box from the front doorstep and returned into the house. | did not get to see COOPER in
my binoculars to confirm that it was him. | had no contact with COOPER on 3-1-23.

| returned to the Mitchell Police Department after the search warrant. | assisted DET ANDREW BECKER in drafting a
preservation letter to Roku Camera. | gave the drafted letter to DET BECKER to sign. | then forwarded the signed
preservation letter to Roku.

On 3-2-23 DET CASEY TEGETHOFF had received the Google subpoena information for
cooperscreations@gmail.com. DET TEGETHOFF forwarded the subpoena results to me so that | could process the
log in IP address information associated with the email address. | first made a working copy of the IP information and
placed it into an excel spreadsheet. The IP addresses went from September 2022 to February 2023. | color coded the
IP addresses into the various IP address providers. | found that there were IP addresses from AT&T, CloudFlare.com,
Midco, and Mitchell Telecom. | obtained subpoenas for the mentioned IP address providers with specific dates, times,
and IP addresses. See the attached subpoenas. | sent Mitchell Telecom subpoena to Mitchell Telecom on 3-3-23.
On 3-6-23 | sent the subpoenas to AT&T, CloudFlare.com, and Midco.

On 3-6-23 | received the Midco subpoena results which had shown that the IP addresses came back to DARRELL
BENNETT II, at 1202 W Hanson Ave., Mitchell, SD with a phone number of 605-630-1487 and an email address of
darrell133@mit.midco.net. | attached the Midco subpoena results to this case report.

On 3-6-23 | received the email from CloudFlare.com regarding the subpoena | sent them. Cloud Flare Inc. said they
are not able to track the user of the IP at a particular time. See the attached email from Cloud Flare Inc. for more
details.

On 3-8-23 | received the subpoena return from AT&T. | found that AT&T was not able to determine what phone
number had used the IP addresses that | submitted to them. | attached the AT&T reply letter to this report.

Follow-up: Collect the subpoena return from Mitchell Telecom when it arrives.
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