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Perspectives on Electronic
Evidence Management

BY ROBERT B. FRIED, SENIORVICE PRESIDENT & GLOBAL HEAD OF FORENSICS
AND INVESTIGATIONS, SANDLINE GLOBAL
RYAN PARTHEMORE, SAAS EVANGELIST, CELLEBRITE

ere are different standards, consid-

erations,and perspectives regarding

the documentation and manage-

ment of electronic evidence. Ideally,

a digital forensic practitioner who

handles or interacts with evidence understands

the various workflows and requirements that en-

sure that the data can be tracked throughout the
lifecycle of an investigation.

BE CAREFUL HOW YOU HANDLE THAT

Evidence handling is an important aspect of
evidence management, and proper protocols
must always be followed. It is important to re-
member that physical evidence may be in play
on the physical device itself. Trace evidence
such as fingerprints, hair, fibers, and touch
DNA, which are often present on electronic
devices, may be vital to an investigation and
should not be overlooked. Forensic practitio-
ners are trained in how to identify, preserve,
and collect a wide array of evidence types and
should be engaged to assist when necessary.

CHOOSING THE PROPER STORAGE
CONTAINER

Electronic evidence has a necessary compan-
ionship with a storage container; data does not
exist without some type of storage involved.
Storage containers are not all equal and choos-
ing one means that you assume the risks and
limitations of that container type. This decision
always has implications, but the stakes are far
greater with electronic evidence.

For example, USB thumb drives are relatively
inexpensive, and frequently utilized to store elec-
tronic evidence. It is important to consider the ca-
pacity of the USB thumb drive, if it will be utilized
as a storage container; is it large enough to store
the electronic evidence? USB flash drives employ
chip-based flash memory with an expected lifes-
pan exptessed in read/write cycles; therefore, it
has a finite number of usages, and it is impossible

to know when it may begin to fail. Many thumb
devices come with a two (2) year warranty, with
an anticipated life expectancy under ten (10) years.
It is not uncommon for the warranty of a USB
thumb drive, used to store electronic evidence,
to expire during an ongoing investigation. It is
always possible for a USB thumb drive that is in
physical storage to become inoperable. If device
failure occurs, you may get reimbursed financially,
but what about your electronic evidence?

Specialized training courses provide digital
forensic practitioners the skills necessary to
remove the flash memory from USB thumb
drives for subsequent forensic analysis. Having
personally enrolled in such a course, I recall that
the instructor provided the students with new
USB thumb drives, from a bulk purchase, for
this hands-on exercise. Some of us wondered
what data may be recovered from the new USB
thumb drives! Ultimately, I came to realize that
USB thumb drives purchased in bulk, are often
made from recycled flash memory. Therefore,
it may be difficult to gauge a device’s untold
read/wtite cycles, and its anticipated lifespan,
if such a device was to be utilized for storing
critical electronic evidence.

USB thumb drives can be used to transfer
data between computers; they were designed
for short-term storage. Similatly, optical discs
such as Blu-ray and DVD degrade over time,

58 PI magazine | January/February 2023

rendering them unreadable. Optical storage is
also susceptible to physical damage, such as
scratches. Therefore, optical media should not
be utilized to store electronic evidence.

In recent years, cloud storage has become a
viable option for evidence storage. When cou-
pled with a secure evidence management solu-
tion, cloud storage becomes the frontrunner
for the storage of electronic evidence. In fact, a
propetly architected cloud-based solution is ev-
ery bit as secure as a physical evidence storage
site, while easily outpacing on-premises solutions
in durability. Files uploaded to a cloud service are
commonly replicated to ensure redundancy be-
fore the upload is reported successful. If you are
dealing with a large volume of data, cloud-based
solutions can assist in controlling costs without
the need to continually expand storage, which is
the case with on-premises storage.

It is important to keep in mind that electron-
ic evidence is data, not a storage container. It’s
up to the investigator to seek guidance from a
digital forensic practitioner to choose the most
appropriate storage container for the long-term
storage of electronic evidence, to ensure its vi-
ability during an investigation.

DATA PROTECTION IN TRANSIT & AT REST
The scope of an investigation may involve the
collection and review of highly sensitive in-



formation, including Personally Identifiable
Information (PII) and Intellectual Property (IP).
Our clients entrust us with their most important
data, and it is our duty to protect their data while
in transit and at rest. Whenever possible, elec-
tronic evidence should be hand-cartied, trans-
ported using a reputable shipping or courier
service, with tracking, and any data target media
utilized should be encrypted. For example, trans-
porting electronic evidence in checked baggage
during air travel is not recommended. If a client
wants to transfer data electronically, it is recom-
mended to utilize a Secure File Transfer solution.

DOCUMENTATION IS ESSENTIAL

As investigators, we all know that investigations
take time. Throughout the life cycle of an investi-
gation, chain of custody documentation must be
maintained for any evidence collected. This essen-
tial documentation records information regarding
the transfer of possession between parties who
have physically handled or have interacted with
the evidence. Chain of custody documentation
can be maintained via a hard-copy document or
electronically. Regardless of the format used, for
each transfer that occurs, the date and time, the
names, and signatures (including those generated
electronically) of the parties involved, and the
purpose of the transfer is recorded.

It is important to remember that evidence
is not relevant, and therefore not admissible,
without end-to-end chain of custody. The same
rules of evidence apply whether the evidence
is physical or electronic, as the court makes no
distinction. It is therefore important for evi-
dence to be physically secured and not carried
around in briefcases and case folders or tossed
in a filing cabinet. Each party who accesses the
electronic evidence is part of the chain of cus-
tody, just as if they moved physical evidence
from one point to another. Their actions are a
link in the electronic chain of custody, and if
that activity cannot be properly accounted for,
the evidence is open to objection to relevance.

THE EMERGENCE OF INVESTIGATIVE
MANAGEMENT SOLUTIONS

Technological advancements have allowed fo-
rensic laboratories to implement investigative
management solutions, to supplement or replace
paper-based systems. The best solutions are
designed by forensic practitioners with experi-
ence in the laboratory, and who adhere to strict
evidence handling protocols, allowing records
about evidence to be maintained in a defensible
and efficient manner. Previously, hard-copy doc-
umentation was solely maintained, and often not
equipped to address the nuances of electronic
evidence. Now, information can be scanned or

entered in a central repository, often located in
the cloud, and only accessible by team members
who will be assisting with the investigation.

Often, an investigation involves a team of
stakeholders, including investigators, examin-
ers, counsel, and other specialists. One com-
mon issue regarding electronic evidence man-
agement is that everyone needs a copy. In such
scenarios, we often find ourselves dealing with
numerous untracked copies of electronic evi-
dence. The loss of control of a copy can nega-
tively impact the investigation and potentially
impart liability on the stakeholders.

An investigative management solution can
allow all stakeholders to shate critical infot-
mation, and manage physical and electronic
evidence, including its collection, submission,
management, and examination, throughout
an investigation’s lifecycle - ensuring that the
evidence is relevant, propetly documented, and
therefore admissible.

KEY POINTS TO REMEMBER

When encountering electronic evidence during

an investigation, it is important to remember

the following:

* A digital forensic practitioner can choose the
most appropriate storage container to ensure
its viability during an investigation.

* Electronic evidence should be protected
while in transit and at rest.

* Evidence is not admissible without end-to-
end chain of custody.

* A propertly architected cloud-based investiga-
tive management solution is every bit as se-
cure as an on-premises solution. PT
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