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The Cybersecurity Maturity Model Certification (CMMC) Execution & Reporting Tool (CERT), V2.0, is 
an affordable, all-in-one, stand-alone software application to facilitate compliance with CMMC 
requirements. 

 
• The CERT was specifically designed to assist cybersecurity and IT professionals who are tasked 

to implement and track CMMC regulatory compliance for small to mid-sized businesses.  
 
• The CERT user license is perpetual and portable: meaning no annual renewal fees and the 

licensed user can host on multiple devices. 
 
• The CERT manages system profiles and key stakeholders; documents security control 

implementations; creates and tracks plans of action and milestones; and provides real-time 
CMMC performance metrics. 

  
• The CERT produces System Security Plans, Security Policies, POAM Reports, Supplier 

Performance Risk System (SPRS) report inputs, and captures and catalogs artifacts/evidence to 
support certification assessments. 

 
  

The following slides illustrate and describe several CERT V2.0 forms, features and outputs. 
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Main Menu 
✓ The Main Menu is the starting point 

for all the CERT features. 
 

✓ From the Main Menu, the user can 
create and update Information 
System Profiles, perform CMMC 
Execution and Reporting  functions, 
administer the database information 
and licenses, or exit the tool 

 
✓ A general description for each of 

these features is described in 
subsequent slides.  
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Information System Profiles 
 
✓ The System Profiles form is used to 

establish and manage multiple 
Information System Profiles and to 
generate CMMC requirements.   

 
✓ The form has two main sections: (1) 

System Identification and (2) Key 
Stakeholders and Contact Info. 

 

✓ The System Identification section is used 
to describe the system, scope, and 
information, and to generate CMMC 
Requirements, enable or disable a 
system profile 

 
✓ The Key Stakeholders and Contact Info 

section is used to capture the necessary 
organization, information, system and 
security points of contact information. 

 



 
CMMC Execution & Reporting Tool (CERT) V2.0 

Product Overview 
 

Copyright © 2026, Cyber3PO LLC, All Rights Reserved 

 

 

  

Execute and Report 

✓ The Execute and Report form is the entry point for performing CERT security 
functions/tasks for individual Systems. 

✓ The user first selects a system from the dropdown list. The drop-down list will only 
include System Profiles which have been created, have requirements generated, and are 
enabled. 

✓ After a system profile is selected from the drop-down list, the user can then execute 
CERT security functions by selecting any of the Menu Selection options listed.  
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Execute and Report 
 

✓ Selecting the System Security Plan  (SSP) option from the Execute and Report form creates or updates an 
SSP based upon the system profile selected from the Execute and Report form.   

 
✓ The contents of the SSP include the latest profile description and stakeholder information stored, the 

complete list of security requirements based on CMMC level, the current state of control 
implementations and supporting rationale, and any reference made to supporting attachments.     

 
✓ The SSP title page and table of contents above illustrate the format and level of detail of the CERT 

generated SSP.  Section 3 - Requirements includes the stated requirement text, Implementation Status 
(i.e., Implemented, Plan to be Implemented, or Not Applicable), and implementation details and 
supporting rationale.  

 
✓ SSPs is created using MS Word and are stored on the local device within the applicable system profile’s 

attachment folder. 
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Execute and Report 
 

✓ Selecting the Security Policies option from the Execute and Report form allows the user to create 
individual Security Policies for any of the 14 Control Families.  The example above is an Access Control 
Policy. 

 
✓ Each policy contains a Purpose, Scope, Roles and Responsibilities, Enforcement, and a Review and 

Maintenance section which are uniquely based on CMMC assessment requirements and objective 
outcomes.  The responsibility roles (i.e. Management, Engineering/IT, Security and System Users) are 
typical based on experience in the field. 

 
✓ Security policies are created in MS Word format and will be saved in the "Attachments" folder where they 

can be further tailored to unique Information System, CMMC Level, and Organizational Roles and 
Responsibilities.  Furthermore, the polices can (and should be) referenced by the applicable security 
control. 
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The Security Controls form includes all 
the assessment objectives associated 
with that security control.  If the user 
determines an objective is not met, a 
POAM item can be initiated by clicking 
on the Add a POAM radio button.     
 

POAM Requirement  follow rules 
outlined in 32 CFR 170.21 

 

Execute and Report 
✓ Selecting the Security Controls option from the Execute and Report form allows the user to enter implementation details, and 

to assess and record whether a control is met, not met or not applicable.   
✓ Quick links to CMMC Assessment Methods and Source Requirements are provided for user reference. 
✓ User can navigate between controls using either the Previous and Next buttons or by selecting controls from filtered list.  
✓ Supporting Evidence/Artifacts associated with a control can be added as Attachments which can also be modified or deleted 

which is illustrated below.   
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✓ A System Attachments window is presented when a user selects the “Attachment” 
button from the Security Controls form. 

 
✓ It allows the user to identify and select an attachment anywhere from the user’s 

network domain.   
 

✓ When an attachment is selected a “Copy” of the attachment is saved in the CERT 
attachments directory under the applicable System Profile and Control Family.  

 
✓ The user can also provide a descriptive Label  for the attachment.  

 
✓ Viewing an attachment by selecting the View button allows the user to view, edit and 

save updates to an attachment.   
 

✓ Deleting an attachment only removes the copy stored in the CERT subfolder. 
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Execute and Report 
✓ Selecting the POAM option from the Execute and 

Report form allows the user to manage all the POAM 
items associated with any System Profile.    

✓ The form allows POAM item details to be entered, 
and status updated as POAM items are worked. 

✓ POAM items are tracked from initiation to closure. 
✓ A POAM Report can be generated and exported from 

this form, which includes ALL POAMs in their current 
state of completion (as illustrated next).   
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✓ Example export of a POAM Report.  
✓ POAMs exports are saved and stored in the CERT Attachments folder 

with the most recent/up-to-date status of all POAM records. 
✓ The format used is consistent with industry standards and includes all 

the necessary data items to support Level-2 and Level-3 CMMC 
assessments and certifications. 

✓ Exports are created in PDF and provide supporting evidence to satisfy 
security control 3.12.2     
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Execute and Report 
✓ Selecting the Attachment/Artifacts menu option 

exports a list of all attachments added during 
security control assessments. 

✓ This list includes the Family, Control Name, 
Requirement, CERT Path (local) and Title 

✓ The attachment list sorted by security control Family, 
which is particularly useful to the CCA and C3PAO 
during audit activities. 

✓ The export list is stored as a PDF file and will always 
include the latest information. 
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Execute and Report 
✓ Selecting the Execution Metrics menu option from the 

Execute and Report form allows the user to choose 
Assessment Metrics or POAM Metrics.  

✓ The Assessment Metric displays a bar chart showing the 
compliance status (met, not met, not assessed) by control 
family and allows the user to calculate a point-in-time CMMC 
assessment score. 

✓ The  POAM Metric shows numbers of POAM items in the 
current state (Progression), which is particularly helpful to 
help prioritize remediations 

✓ Both metrics are based upon the latest security control 
assessment and POAM information stored in the CERT. 
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Execute and Report 
✓ Selecting the SPRS option from the Execute and Report form 

displays all the necessary data elements for entering 
information directly into the DoD Supplier Performance Risk 
System (SPRS) for Level-1 and Level-2 assessments. 

✓ The user can export an SPRS Report in PDF format for the 
system Affirming Official or designated representative. 
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CERT Administration 
✓ The CERT Admin option is accessed from the 

Main Menu and shown are several features 
used to administer the CERT. 

✓ The Optimize Database feature helps to keep 
databases performing smoothly.  

✓ The Backup CERT feature allows the user to 
create and maintain backup copies of all 
current CERT data tables.  

✓ The Restore CERT feature allows the user to 
select and restore previously backed up CERT 
data tables.  

✓ The System Logs feature displays all the CERT 
events stored in the System Log.  The user can 
view and/or export to a PDF file. 

✓ The Transfer License feature allows the 
licensed user to create a separate CERT 
license and application to be hosted on a 
different device.   
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To purchase CERT V2.0 license, go to:  

https://cyber3po.com/shop/ols/products/cmmc-execution-and-reporting-tool-cert-version-20   

For additional information or to schedule a FREE CERT V2.0 Demo, contact us at:  
https://cyber3po.com/contact 

 

https://cyber3po.com/shop/ols/products/cmmc-execution-and-reporting-tool-cert-version-20
https://cyber3po.com/contact

