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RETALIATION AT THE DEPARTMENTS OF DE-
FENSE AND ENERGY: DO ADVOCATES OF

. TIGHTER SECURITY FOR U.S. TECHNOLOGY
FACE INTIMIDATION?

THURSDAY, JUNE 24, 1999

HOUSE OF REPRESENTATIVES,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 10:30 a.m., in room
2154, Rayburn House Office Building, Hon. Dan Burton (chairman
of the committee) presiding.

Present: Representatives Burton, Gilman, Morella, Shays, Ros-
Lehtinen, McHugh, Horn, Davis of Virginia, McIntosh, Souder,
Scarborough, LaTourette, Barr, Miller, Terry, Riggert, Ose, Ryan,
Chenoweth, Waxman, Lantos, Wise, Owens, Mink, Maloney, glor-
ton, Cummings, Kucinich, Tierney, Ford, and Schakowsky.’

Staff present: Kevin Binger, staff director; Barbara Comstock,
chief counsel; David A. Kass, -deputy counsel and parliamentarian;
Corinne Zaccagnini, systems administrator; Carla J. Martin, chief
clerk; Lisa Smith Arafune, deputy chief clerk; Scott Feeney, proic.-
sional staff member; James Wilson, chief investigative counsel;
Michelle White, counsel; Phil Schiliro, minority staff director; Phil
Barnett, minority chief counsel; Kenneth Ballen, minority chief in-
vestigative counsel; Michael Raphael, Michael Yang, and Michael
Yeager, minority counsels; Ellen Rayner, minority chief clerk;
Earley Green, minority staff assistant; and Andrew Su, minority
research assistant.

Mr. BURTON. Good morning. A quorum being present, the com-
mittee will come to order. Over the past 2%z years, this committee
has focused a lot on the People’s Republic of China. We have looked
long and hard at millions of dollars in illegal contributions that
flowed from China to the Democratic National Committee. One
month ago we heard Johnny Chung testify that the head of the
Chinese military intelligence agency gave him $300,000, which he
said could be given to the President’s campaign, and we heard tes-
timony that others were involved. If anyone ever had any doubts,
it has now, become crystal clear that there was a Chinese Govern-
ment plan to illegally influence our elections.

- This is a very serious issue. We have received no cooperation
whatscever from the Chinese Government. We asked them to let us
travel to China to interview witnesses. They turned us down flat.
They told us they would arrest us-if we came over to China. We
asked them to give us bank records from the Bank of China to
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show where the money came from. They gave us nothing. We asked
the Clinton administration to help us through diplomatic channels,
but they haven't lifted a finger. The President has had three sum-
mit meetings with Chinese leaders over the past 2 years, and he
has yet to put any pressure on them to explain what they did.

But this isn’t the only issue that we have with China. We have
some very difficult national security problems as well. A few weeks
ago, the Cox committee report came out. It revealed for the first
time how extensive China’s espionage has been against our nuclear
weapons labs. China’s thirst for our technology is not limited to nu-
clear bombs. They have also engaged in a massive effort to acquire
sophisticated U.S. technology to modernize their military, every-
thing from supercomputers to milling machines to aircraft tech-
nology. Sometimes they do it in an above the board manner; just
as often they do it illegally through front companies and with
phony end users.

It is pretty obvious that China has taken a very adversarial ap-
proach toward the United States. The question now is, what have
we done about it? Unfortunately, when you look behind all of the
spin and the PR, the answer is, not very much.

Today we have three witnesses from the Department of Defense
and two from the Department of Energy. They have several things
in common. First, they are all career civil servants. They are not
political appointees. Second, they have all served across more than
one administration, both Republican and Democrat. Third, they
have all worked very hard to try to safeguard sensitive U.S. tech-
nology from foreign adversaries or potential adversaries.

Fourth, they have all had to fight with entrenched bureaucracies
to do their jobs. Finally, they have all suffered retaliation and dam-
age to their careers for trying to do the right thing.

Two of our witnesses, who brought serious problems in their
agencies to light, have been accused of violating security rules. In
my opinion, this appears to be harassment, pure and simple. One
of them is Lt. Colonel Edward McCallum of the Energy Depart-
ment. Colonel McCallum is the Director of the Office of Safeguards
and Security. He is in charge of security at all of the Energy De-

artment’s nuclear facilities. He has held that position for 10 years.

e has worked on security within the Department of Energy for
over 20 years. He is a decorated Vietnam war veteran.

I think the record will show that nobody has fought harder to try
to improve security at the Department of Energy labs than Colonel
McCallum. He has written report after report pointing out the
weaknesses. Year after year, he has fought internal battles to try
to fix the problems. During the Bush administration there were se-
curity problems. Colonel McCallum testified before the Dingell com-
mittee in 1989. He criticized the Department. After he testified, he
was called into the Under Secretary’s office. Was he punished? Was
he threatened? No. They put him in charge of the Safeguards and
Security Office and told him to fix the problems that he brought
up. He was told to meet with the Under Secretary every week to
keep him up-to-date. There was still bureaucratic resistance, but at
least he was getting high level support.

During the Clinton administration, things changed. Secretary
O'’Leary decided to open up the labs and make them more acces-
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sible. The number of foreign visitors doubled. Security then took a
back seat. Colonel McCallum’s office lost any semblance of control
over foreign scientists at the labs. Secretary O’Leary placed a new
level of bureaucracy between McCallum’s office and the high level
decisionmakers he used to report to. According to Colonel
McQa;llum, his relationship with upper management became adver-
sarial. _

On April 16, Colonel McCallum was invited to testify before the
Rudman Commission about the problems at the labs. Three days
later, he was handed a memo by the Assistant Secretary of Energy
putting him on administrative leave. She accused him of disclosing
classified information, which is a devastating accusation when you
ha:lre to work with classified information every day. It is a career
ender.

Now I am not going to get into the substance of what he is ac-
cused of disclosing. I am going to ask other Members to do the
same thing. Until this dispute is resolved, I think it would be pru-
dent to stay away from the substance of the issue. However, in my
view, this smells rotten.

This looks like retaliation against someone who has been a tough
critic of the Department for years. I want to just list a few reasons
why this looks so fishy to me. -

First, there is a long history at the Energy Department of retali-
ating against whistleblowers by threatening their security'clear-
ances. John Dingell, when he was chairman, held a number of
hearings on this when he was the chairman of the Commerce Com-
mittee. Let me quote you what he said way back in 1984 on this
very subject. This is Chairman Dingell speaking.

This is an insidious time of harassment because it threatens the very livelihood
of an employee. It also dampens the will of the employee to be honest with their
supervisors and to be honest with the Congress of the United States. It is clear that
v?%w::g; Q clearance, you are out of a job in defense programs at the Department
) )31 .

Second, if someone is suspected of revealing classified informa-
tion, there is a procedure that has to be followed. It must be fol-
lowed. It is spelled out in great detail in the Code of Federal Regu-
lations. The employee has a right to a hearing. He has a right to
a lawyer and to present evidence. The Department would not do
this. They broke their own rules, so Colonel McCallum:-could-not-
get a fair hearing.

Third, the first thing the Department is supposed to do is ask the
Office of Classification to review the material and determine
whether it is classified or not. Again, they did not do this.

Fourth, we asked the Department of Energy to cooperate with us
as we looked into this. They haven’t. We asked to meet with the
two people who met with Colonel McCallum and put him on admin-
istrative leave. The Secretary has refused to let them meet with us.
We sent them a subpoena for documents. It was due over a week
ago. They have not complied. This is unacceptable, Although the
Secretary of Energy is a friend of many of us in Congress, I am se-

. riously considering moving a contempt citation against him if we
don’t get the documents we asked for and to which we are legally
entitled. ‘
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One of the things I have learned is that when people refuse to
cooperate with a congressional investigation, there is usually a rea-
son, and it is usually not a good one. I find this all very disturbing.
This is a Department that left Wen Ho Lee on his job with his se-
curity clearance for 18 months, after the FBI said there was no
reason to do so. But Colonel McCallum has been fighting for tough-
er security for years, and he is getting pushed out of his job with-
out so much as a hearing. We are going to hear from Colonel
McCallum today and we are going to continue to try to get to the
bottom of this.

We also are going to hear from three witnesses from the Defense
Department. They have been involved in the review of export li-
censes for dual-use technologies; that is, technologies that are con-
trolled because they have a military use as well as civilian use.
They are not political appointees. They are career civil servants.
They are nonpartisan experts in their fields. They will each testify
that they have tried to stop the export of sensitive technology to
Communist China and other countries. They will describe how they
have been run over rough-shod by a system geared to get licenses
approved with as little opposition as possible.

Dr. Peter Leitner is one of these experts. Dr. Leitner will testify
that he opposed the export of sophisticated computers to India that
they could use in their nuclear program. He was overruled. He op-
posed the export of aircraft engines to Communist China, engines
that could be modified for using in their Silkworm missiles. e was
overruled. He opposed the sale of machine tools from a McDonnell
Douglas plant to China because he was afraid they would be di-
verted to a military facility. He was overruled. He learned later
that the machine tools did wind up in a military facility. There is
now a criminal investigation under way regarding that.

According to Dr. Leitner, every time he opposed a license, his
bosses grew more and more frustrated with him. Then earlier this
year, he too was accused of a security violation under very ques-
tionable circumstances. Does this sound familiar? Dr. Leitner has
filed a whistleblower complaint to defend his reputation.

One of Dr. Leitner’s colleagues will also testify. Michael Maloof
also has been swimming against the tide trying to stop sensitive
technology exports to Communist China. His career has also suf-
fered. We will also hear from Jonathan Fox. He is an attorney in
the Defense Special Weapons Agency. He was asked to write a po-
sition paper on whether China should be certified as a nuclear
nonproliferator. That means not giving nuclear weaponry to other
countries. This decision had important consequences. If China was
certified, they would be eligible to receive civilian technology from
the United States, technology that also had military uses.

There was also-a lot of pressure because this was happening 1
week before the President’s first summit meeting with Chinese
President Jiang Zemin. Mr. Fox is an expert in this area. He cer-
tified that China is a nuclear proliferator, giving weapons to other
countries. He wrote a memo that said they were giving these weap-
ons to other countries. He was forced to rewrite his memo under
duress to say just the opposite. He testified that he felt his job was
threatened. I want to have a copy of the memo put up on the
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screen, because I think it is important that my colleagues see what
happened.

You will note in the margins some handwritten notes which di-
rected him about what things to take out of that memo so that it
would look like China was not involved in the proliferation of nu-
clear weapons. You can;see there the big line drawn through it.
The material that was slashed out showed very clearly that China
was involved in the proliferation of nuclear weaponry.

Now, the facts are the facts. If China is a proliferator, then no
one in the civil service should be told they have to write a position
paper saying ‘that they are not. There is absolutely no reason for
Congress to pass a law requiring the administration to make a cer-
tification if they are going to just ignore the .facts. If experts in
their fields ar. going to have their careers threatened for telling
the truth, then there is something seriously wrong. That is what
we are here to find out about.

We are going to have one final witness from the Energy Depart-
ment, Mr. Robert Henson. We are going to hear him in closed ses-
sion at the end of the hearing because of some security concerns.
But, again, he is another witness who believes that he was pun-
ished because of what he said.

There are two very serious things going wrong here. First, ex-
perts in their fields are being ignored on some very serious issues
and our national security is being threatened as a result.

Second, the experts who are fighting to do the right thing are
being punished for their efforts to try to protect this eountry. These
five people who are going to testify today are risking a lot. They
are already unpopular at their agencies. Their careers have already
suffered. I am going to be watching what happens after this hear-
ing very ‘closely. If there is even a hint of retaliation because they
came here today and told the truth, this committee will not stand
idly by. People will get subpoenas, they will be called before the
committee, and they will be put under oath to explain if there was
any retaliation and why it happened.

People who have followed this committee’s work know I have not
been shy about issuing subpoenas in the past and I shall not be
in the future. What we are talking about here is defending our-
selves against Chinese espionage and stopping the transfer of mili-
tary technology to a Communist regime that is very unpredictable.
We don’t know what the future holds, so that is why this is impor-
tant. I won’t stand for people being punished and intimidated for
coming before the committee and telling us what they know. )

I ask unanimous consent that all Members and witnesses’ open-
ing statements be included in the record. Without objection, so or-
dered. I ask unanimous consent that questioning in this matter
proceed under clause 2(3)(2) of House rule XI and committee rule
XIV in which the chairman and ranking minority member allocate
time to Members as they deem appropriate for extended question-
ing, not to exceed 60 minutes, equally divided between the majority
and minority.

Without objection, so ordered.

With that, I yield to my colleague from California, Mr. Waxman.

[The prepared statement of Hon. Dan Burton follows:]



Opening Statement
Chairman Dan Burton
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Good Morning. Over the last two-and-a-half years, this
Committee has focused a lot on China. We have looked long and hard
at millions of dollars in illegal contributions that flowed from China to

the Democratic National Committee.

One month ago, we heard Johnny Chung testify that the head of
China’s military intelligence agency gave him $300,000, which he said
could be given to the President’s campaign. And we héard testimony

that others were involved as well.

If anyone ever had any doubts, it has now become crystal clear

that there was a Chinese government plan to illegally influence our

elections.



‘This is a serious issue. We have received no cooperation .
whatsoever from the Chinese government. We asked them to let us -
travel to China to interview witnesses. They turned us down flat. They

told us they’d arrest us if we came over. We asked them to give us bank

records from the Bank of China to show where the money came from.

They gave us nothing.

We asked the Clinton Administration to help us through
diplomatic channels, but they haven’t lifted a finger. The President has
had three summit meetings with Chinese leaders over the last two years,

and he has yet to put any pressure on them to explain what they did.

But this isn’t the only issue we have with China. We have some

. very difficult national security problems as well.

A few weeks ago, the Cox Committee report came out. It revealed

for the first time how extensive China’s espionage has been against our

nuclear weapons labs.
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China’s thirst for our technology isn’t limited to nuclear bombs.
They’ve also engaged in a massive effort to acquire so;;histicated u.s.
technology to mo'demize their military — everything from super-
computers to milling machines to aircraft technology. Sometimes they
doitin an'above—the-board manner. Just as often, they do it illegally,

through front companies, and with phony end users.

It’s pretty obvious that China has taken a very adversarial
approach towards us. The question now is, ‘what have we done about

it?’ Unfortunately, when you look behind all of the spin and PR, the

answer is “not very much.”

Today we have three witnesses from the Department of Defense

and two from the Department of Energy. They have several things in

common:

. First, they're all career civil servants — they’re not political

appointees.
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.« Second,they’ve all served across more than one Administration
- Republican anid Democrat. |
. - Third, they’ve all worked very hard to try to safegulvxvard sensitive

~U.S. technelogy fram fqre}gn adversaries.
¢ Fourth, they’ve all had to fight with entrenched bureaucracies to

do their jobs.

. And finally, they’ve:all suffered retaliation and damage'to their

careers for trying to.do the right thing.
Department of Energy.

"Two of our witnesses have been accused of violating security
Tules. In my opinion, this is harassment, pure and simple. One of them

is.Lt. Colonel Edward McCallum of the Energy Department.

Col. McCallum is the Director of the Office of Safeguards and
.Security. He is in charge of security at all of “he Energy Department’s

nuclear facilities. He has held that position for 10 years. He has worked
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on security within the‘Departmem of Energy for over 20 years. He is a.

decorated Vietnam War veteran.

I think the record will show that nobody has fought harder to try to
improve security at DOE labs than Col. McCallum. He has written
report after report pointing out the weaknesses. Year after year, he’s

fought internal battles to try to fix the problems.

During the Bush Administration, there were security problems.
Col. McCallum testified before the Dingell Committee in 1989. He
criticized the Department. After he testified, he was called into the
Undersecretary’s office. Was he punished? Was he threatened? No.
They put him in charge of the safeguards and security office and told
him to fix the problems. He was told to meet with the Undersecretary
every week to keep him up to date. There was still bureaucratic

resistance. But at least he was getting high-level support.

During the Clinton Administration, things changed. Secretary



‘O’L'e,én'y decided to open up the labs and make them more accessible.

*~" The number of foreign visitors doubled. Security took a back seat. Col.

McCallum’s office lost any semblance of control over foreign scientists

.at the labs. ‘ i -

Secretary O’Leary placed two new levels of bureaucracy between
McCallum’s office and the high-level decision makers he used to report
to. According to Col. McCallum, his relationship with upper

management became adversarial.

On April 16, Col. McCallum was invited to testify before the‘

Rudman Commission about the problems at the labs.

Threé days later, he was’ handed him a. memo by the Assistant
Secfetary of Energy putting him on administrative leave. She accused
him of discldsing classified information — which is a devastating
accuéation when you have to wor]; with qlassified information every

day. Itisa career-ender. :
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Now I'm not going to get into the substance of what he’s accused

“of disclosing. I'm going to ask other Members to do the same thing.’

Until this dispuie is resolved, I think it would be prudent to stay away
from the substance of the issue. However, in my view, this smells
rotten. This looks like retaliation against someone who has been a tough

critic of the Department for years. 1 want to just list a few of the reasons

why this Jooks fishy to me.

First, there is a long history at th;: Energy Department of -
retaliating against whistle-blowers by threatening their security

Lo £
clearances. John Dingell held a number of hearings on this when he was

Chairman of the Commerce Committee. Let me quote to you what he

said way back in 1984 on this very subject;

“This is an insidious type of harassment because it threalens
the very livelihood of an employee. 1t also darﬁpens the will
of the employe 1o be honest with their supervisors and 10 be

honest with the Congress. 1t is clear that without a Q
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c{earancg you are out of a Job in defepse programs at the

Department of Energy.” o

Second, if someone is suspected of revealing classified
information, there is a procedure that has to be followed. It's spelled out
. in great &gtail in ghe code ;?federal regulations. AThe employee has a
right to a hearing. He has a right to a lawyer and to present evidence.
Tﬁe Depénment wouldn’t do this. They broke their own rules so Col.
McCallum couldn’t get a\fair hearing. |

Third, the first thing the Department is supplosed to do is ask the
Office of Classification to review the material and determine whether
it’s classified or not. -They didn’t do this.

t

Fourth, we asked the Energy Department to cooperate with us as

‘
A

we looked into this. They haven’t. We asked to meet with the two

people who met with Col. McCallum and put him on administrative

leave. The Secretary has refused to let them meet with us . We sent
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them a subpoena for documents. It was due over a week ago. They
haven’t complied. This is unacceptable. I'm seriously considering

moving a contempt citation if we don’t get the documents we asked for.

‘One of the things I've leamed is that when people refuse to
~ cooperate with a congressional investigation, there’s usually a reason,

and it’s usually not good.

1 find this all very disturbing. This is the Department that left Wen
Ho Lee in his job, with his securiiy clearance, for 18 months after the
FBI said there was no reason to. But Col. McCallum has been fighting
for tougher security for years, and he’s getting pushed out of is job

without so much as a hearing.

We’re going to hear from Col. McCallum today, and we’re going

to continue trying to get to the bottom of this.

Department of Defense
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We’re also going to hear from three witnesses from the Defense
Department. They’ve been involved in the review of export licenses for
dual-use technologies — that is, technologies that are controlled because
they have a military use as well as a civilian use.

They are not political appointees — they are career civil servants
— they are non-partisan experts in their fields. They will each testify
that they have tried to stop the export of sensitive technology to China
and other countries. They will describe how they’ve been run over

roughshod by a system that is geared to get licenses approved with as

little opposition as possible.
Dr. Peter Leitner is one of these experts.

Dr. Leitner will testify that he opposed the export of sophisticated

computers to India that they could use in their nuclear program. He was

overruled.
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He o;iposed the exportof aircraft engines to China, engines that

could be mod'iﬁ.ed for use in si]kwpnn missiles. He was overruled.

He opposed the sale of machine tools from a McDonnell Douglas
plant to China because he was afraid that they would be diverted to a
military facility. He was overruled. He leahed later that the machine
tools did wind up in a military facility. There is now a criminal

investigation underway.

According 1o Dr. Leitner, every time he opposed a license, his
bosses grew more and more frustrated with him. Then earlier this year,
he too was accused of a security violation under very questionable

i

circumstances.

Does this sound familiar? Dr. Leitner has filed a whistleblower

complaint to defend his reputation.

One of Dr. Leitner’s colleagues will also testify. Michael Maloof
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"has dlso been swimming against the tide, trying to stop sensitive

technology exports to China. His career has also suffered;

{

We will also hear .from Jonathan Fox. He is an attomey in the
Defense Special Weapons Agency. He was Yasked 1o write a position
paper on whether China should be certified as a nuclear non-proliferator.
This decision had important consequences. If China was certified, they
would be eligible to receive civilian nuclear technology from the United
States — technology that also had military uses. There was also a lot of
pressure, because this was happening one week before the President’s

first summit with Chinese President Jiang Zemin.

Mr. Fox is an expert in this area. He certified that China is a
nuclear proliferator. He wrote a memo that said so. He was forced to
rewrite his memo under duress to say just the opposite. He will testify

that he felt that his job was threatened.

I want to have a copy of the memo put up on the TV screens.
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MEMORANDUM FOR OSD/ISP/NsY (MR. MICHAEL JOHNSCGRM)
SUBJRCT: Review of Reciprocal Arrangament with Pecple’s Republic
of China ’

Im 1985, the US and Chipa nago:iated an Agrsement for
Cooperacien in the Peaceful Uses of Atamic Energy. As part of
the implementarien of this agreemant, Comgress mapdates that the
President must certify that any reciprocal arrangements cancluded
thereunder must be designad to effectively ensure that any
ouclear paterials, facilities or campoments provided upder this
agmt ‘be utilized solely for peaceful purposes. Cangxess has
2lsco determined that arrangements carcerning information
excbzu:g-es and \dsits negc:iacad under this agreement will be

* pur co section 13la of the
Atamic Enerygy “Ace oz 1954, 2s awended, and subject to the
required findings and deteminaticns defined therein. As the
parties to this agreegent are both miclear weapan jrates,
diplomatic channels establishing mutually acceptable ibformaticn
and visit arrangemantg are utihzed in liou of

exchange
kilatezal safeguard provisions.

The United States and Chinz have negotiaced an in:om:ion
exchange and technical cooperatica ncip:om.l am.z‘gmnt whieh
conforms to the definition of a *sub arra
Pursuant te Sec 131 of the Atomic wg'y Act (42 U.S.C. 8-:.
2160), the Department of EBnergy has requested consultative review
of r.his proposed implementing arrangemegt in campliance with the
provisions of the Nuclear Non-Proliferation Act of 1978. This
memo ig providad in accozdance with the provisicns of DSWA
Instruction 5100.40 (which governs tha agency respcnse to such
requests), aud details the results of our technical assassuent to
tke Office of Secyetary of Defensae. .

The terms of the reciprocal agreement are relatively simple
and direct. The U.S. and China will be afforded azmual
opportunities to: send techrical experts. to each others’ civil
reactor sites; cbgerve cperaticrs and reactor: fueling: exchange
and share techaical infarmaction is the operation and maintenance
of auclear p tive and jated facilities; exchange
detailed :ou.ndance-bu;ldug and trautze.nq infomation oa
transfer, storage and disposition of fissiaonable fuels utilized
for peaceful purposes; and disclose detajiled rwactor site
operational dacta, to include energy generacred and loading.

Sectian 131 of Che Atcmic Eoeryy Act and related legislatiocn
<t f
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requires a thorough inquiry inco such arransements. The inqui.ry
’l,, ¢ miSt address wlecther the contemplated state action will result’ in
< ’? a sz jnificant increase of the risk of muclea- weapons technology
proliferation. It must also consider vhether the informmtion and
.vh expercise shared under the proposed reciprocal arrangement could
be diverted to a pom-nuclear state for use in the davelopmant of

a nuclear explosive device, and whether the US can fmintain an

L
\,\(' environment where {t will obtain timely varning of "the jmmineace
e WS This process concludes with a critical
— t, both cbi¥ctive and gubjective ia mature; nanely in
. 'sub light of the answvers given to the two preceeding quastionff, would
WV the arrang ag p d not be inimical te the commgfl defense
Y\‘.-‘ apd security? ’ -
This assesmmant cancludes chat the proposed emenc
Inse and

Q(,C' ! presents real and substantial risk to the comman ds,
L security of boch the United States and allied counaghs

o~ further found that the cantelplated action can regfilt in a
\’ significant increage of the risk of muclear weapgfs technology
9.5 proliferacion. This apsessment similarly conclfides thac
eqviramment surrounding these exchange measur cannoet guarantes
e confidential -

- timely warning of willful diversion of othe
ufr . informaticm ce nom-nuclear scates for nucle;
. development. Cancurrestly, the agr :
ensure that whatever is provided under
E&}‘ artangement will be utilized solely for gt
—D purposes. . .

5 This assessment gannot be umai
‘/<9 importance attached to this raciprgfal very
Znant requ.i:as mcion of

nature of this coztexplaced rg
b the past.state practices of the ne begeficiary of whatr is, in
final analysis, a technology tgfinsfer agreement swaddled in the

caomforting yet misleading ctergfinology of a confidenca-building
measure. ly, the Pgfple’s Republic of Chipa benefits
zost frem what technical ormation will be geserated by these

exchanges.

bas given t.he Pecple’'s Republic little

' The post-Cold War
It

pause for reflecticnfn the wholesale rejection of Marxism.
o a discredited creed. The political

through draconjan measures, with lictle

5 sion at the excesses irmposed upea its’ own -

3 ains an expansiorisc: foreign policy, aad cpenly

covets the rea ition of now independen: cerritories. It is

i i Bf a2 decade loag military modernizatiaon: program

an ultimace gou cthe achievement of updisputed powex

which has
projectiog capah:_l:.:ins. China maintains an active nuclear

ons i ¢ program, and an equally energatic foreign
intelligfance service. Long hampered by an Jndustrial and
cechm cgi:a.l imblance with the West, it now seeks to. redress
thatgbalance through industrial, academic and militazy o:pienagc.

ChigA routigely, both overtly and covertly, subverts-gat
ilataral trade conctrols om miutn.ru.y eritical items. It has

‘MoBd 9% '@t L8-¥E-LIC
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repeatedly violated internatianal patent pm:pc:icn g
to which it bas giver its’ solemn word to upbold,
procass daveloped an entire burgeoning dazestic ecg
cdevotad to reverse engineering. In order o m
among a patchwork of remaining 1dcologica.1 alli
coptimuously vielates intermationsl legal and pgflitical arms
coptrcl and nzm-prolifaration regimes through
offensive military capabilities easily modi
payloads. Within our owe country, covert g
erstvhile partner te influencse damestic pfii
through bribery and influence-peddling e the subject of
numercus adminigtrative, J..g:'.sla!::;v-‘ . crudml mvas:zga:;ans
In short, ve have negotiated a J
comcerning critical miclear technoific
ambitious proliferant state unreg i
copsideratians, and which discagyf plant:.xc undertakings with
studied regularity. Asbiguicigh and disagreements under thisg
proposed reciprocal arxangesms are, by its’ very terms, to be
resolved by diplomaric meang In lighc of past stace-practice
deponstrated by the Peoplegl Republic, this is-at best a
chimerical safeguard agaifoc abuse. Chinese actions within the
past year, contempora with the negotiaticn of this
agTeemant, caatinue togfe 3o constantly agregious as to belie any

d:sclaimer of past avior.

" Accoxdingly, ess Chere exist definite, meanin

g il
verification provBions ergrafted upen this diplematic agreement,
there 1s no pragficable vay of detemmining or enforcing acherance
to the admittegly peacafiil goale enumerated within the proposed
_reciprocal agjRement. Without such bilateral undartakings ox
urilateral gffeguards, the proposed measure presents such
sigoificany/degree of risk as Lo be :lmly inimical to the
ccomor defense and gecurity. ..

& firding is deeply regrettedq, bu: neceasu:ated by the
dc ts presected for review and the past state practice of the
e‘s Republic of China. Pleagse feel free to contact me if

Pe
y=u'shculd desire furtker discussions in this regard.

ort Con::v:-l Affairs
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. - Given that the 1987 MOU between the Umted smes and China o:
this subject provides far:
' 1. The right to obuin information required to maintain an inven
. ! of all U.S. supplied items, and of material used in or produced
S through the use of such items;
2. The right to confirm periodically, on-site, the accuracy of the
A, ,MZZJ inventory and the specified pelceM use of all items on this

inventory;
3. The right to obtain this information, and to conduct on-site
confirmation of this information, for as long as any such inven:
e items remain in China or under its control.
) The Defense Special Weapons Agency determines that the proposed
Agreement is not inimical to the common defense or the secumy of the

Umted Sutes.

fDr.. GA HauA, [5 gr‘j. @/dt z\
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Look at all of the material that is just slashed out.

civil service should betold that they have to write a position paper saying they
aren’t. There is absolutely no reason for Congress to pass a law requiring the

Administration to make a certification if they are going 1o just ignore the facts.

And if experts in their fields are going 1o have their careers threatened for
telling the truth, then there is something seriously wrong — and that’s what we're

here to find out.
There are two very serious things going wrong here.

First, experts in their fields are being ignored on some very serious issues —

and our national security is being threatened as a result.

Second, ‘t}he expérts who are fighting to do the right thing are being punished

for their efforts.

These five people who are going to testify today are risking a lot. They are
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already unpopqlar al their agencies. 'I'heiy careers have already suffered. I'm
goihg to be watching what happens after this hearing very closely. If there is even
a hint of retaliation because they came here today and iold the truth, this
Committee will not stand idly by. People will get subpoenas, they will be called
before the Committee, and they will be put under oath to explain themselves. -
People who havé followed this Committee’s work know that I have not been shy

about issuing subpoenas in the past, and I will not be in the future.

What we are talking about here is defending ourselves against Chinese
espionage, and stopping the flow of military technology to a Communist regime
that is very unpredictable. SoI won’t stand for people being intimidated when

they come before this Committee and tell us what they know.

I now yield to Mr. Waxman for his opening statement.
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Mr. WAXMAN. Thank you very much, Mr. Chairman. 1 have espe-
cially strong feelings about the rights and proper treatment of
whistleblowers. Government and corporate whistleblowers are often
courageous individuals who risk everything they have, simply be-
cause they want to do the right thing, and they have been respon-
sible for providing key information in many important recent inves-
tigations. We have a responsibility to protect these brave men and
women,

There have been, of course, whistleblowers who amounted to lit-
tle more than malcontents, cranks, or employees who were incapa-
ble of doing a competent job. In other cases, the seemingly scamﬁal—
ous story a whistleblower initially tells turns out not to involve cor-
ruption or cover-ups, but simply an honest policy disagreement be-
tween subordinate and supervisor. Since reputations can instantly
be destroyed in these fights, most Members of Congress tend to be
very careful in these situations and painstakingly sort through all
the facts before reaching conclusions,

I think Members of Congress should be especially sensitive to the
details in these cases, because we all inevitably face situations in
which we disagree with our staff's recommendations. We have all
had to choose between our staffs’ conflicting recommendations. I re-
call many circumstances where I have had staff people come in,
argue opposing points of view, and I have to make a judgment. 1
wouldn’t want those with whom I eventually disagreed to then go
out and say that there was some wrong motive on my part because
I disagreed with them.

In all of these cases, it would be easy for one disgruntled staff
member to accuse any of us of making a decision for the wrong rea-
sons and for our integrity to be questioned.

So our job today is to sift through the testimony we receive and
reserve judgment until we have all of the facts.

I do want to note, however, that based on what I know so far,
I am particularly troubled by the treatment Mr. McCallum has re-
ceived. If it turns out that he or any of the other witnesses have
been the target of retaliation intended to intimidate them from
doing their job competently and honestly, I will ask the chairman
to join me in putting an immediate stop to those tactics and to take
whatever steps are necessary to make sure it doesn’t happen to
others.

I want to welcome our witnesses to the committee. I look forward
to listening to their testimony. Thank you, Mr. Chairman. I yield
back my time.

Mr. BURTON. Thank you, Mr. Waxman. I would ask any other
Members that have opening statements to put them in the record,
with the exception of the chairman of the International Relations
Committee, who has a brief statement. .

Mr. GILMAN. Mr. Chairman, I want to thank you for holding this
timely hearing today dealing with both the reluctance of the De-
partment of Defense and the Department of Energy, to hear the
truth from career professionals about possible nuclear espionage
and current concerns about the lax security in their procedures. I
am gratified and saddened by thz report of the Cox Select Commit-
tee on United States National Security and Military Commercial
Concerns with the People’s Republic of China and the courage of
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our Nation’s career professionals working at both the Departments
" of Defense and Energy. :

The advances in nuclear weapons and ballistic missiles that
China will reap from their acquisition of American science and
technology directly undermines our fundamental national security.

" Regrettably, the administration’s response to this threat to our na-
tional interest has been at best anemic. The Congress has a great
deal of work to do to rectify those problems that have been identi-
fied by the Cox committee.

Moreover, we are extremely concerned with the retaliation which
has been allowed to take place in both the Departments of Defense
and Energy upon our career professionals. If it were not for these
professionals, we may never have known the truth about nuclear
espionage and the current lax security that still exists today.

I look forward to working with our colleagues on this committee .
and with the gentleman from Pennsylvania, Mr. Weldon, on legisla-
tion to protect our career professionals, working to protect our Na-
tion’s national security. Hopefully the administration will fully co-
operate with the Congress in addressing this most distressing and
regrettable chapter in our Nation’s history.

Thank you, Mr. Chairman.

Mr. BURTON. Thank you, Mr. Chairman. We will now ask our
first witness, Representative Curt Weldon, who served on the Cox
committee and who has done yeoman’s service for this country, to
come forward. Congressman Weldon, we appreciate your hard
work, your diligence, and your concern about our national security.
We welcome you here today. You are recognized for an opening
statement.

STATEMENT OF HON. CURT WELDON, A REPRESENTATIVE IN
-CONGRESS FROM THE STATE OF PENNSYLVANIA

Mr. WELDON. Thank you, Mr. Chairman. I would ask unanimous
consent to put my statement in the record.

Mr. BURTON. Without objection, so ordered.

Mr. WELDON. I would just like to speak to my colleagues and
friends from the heart, because I have been involved with each of

"the cases you are going to hear today in one way or another over
the past several years. I think it is most important that I convey
to you in a very personal way my concerns. _

I appreciate the comments of the distinguished ranking member,
Mr. Waxman. I know his integrity, and I share his concerns that
before we draw conclusions we should get to the bottom of each in-
dividual case and see what the true facts are. I share that senti-
ment totally.

Mr. Chairman, let me say at the outset that I have been in Con-
gress for 13 years and have served on the National Security and
Armed Services Committee. It has been an area I have tried to spe-
cialize in. Defense and security in this Congress has been and is
a bipartisan issue. I am proud of the fact that in the 5 years I have
chaired one of the two most aggressive National Security sub-
committees, Military Research and Development—with 28 Mem-
bers of Congress, we have never had a dissenting vote in 5§ years.
I take great pride in the fact that when we do things on security
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issues, they are bipartisan. We look at these issues in a way of
working together. ,

As you will hear me explain today, two of the cases you are going
to be confronted with are in fact being worked in a bipartisan way
by Members of both parties. These issues are serious issues and
they reflect national security concerns and must be looked at.

I want to make one other comment, Mr. Chairman. The whole
issue of whistleblowers coming forward is not new. It is not some-
thing that just suddenly arose in the past several years. I can re-
member in the first several terms that I served in Congress, there
were people in the Pentagon who came to us both quietly and be-
fore congressional committeess to tell us about illegal expenditures,
inappropriate activities, and investigations that were not properly
dealt with. That was as serious then as it is today. So this hearing
should not be looked at as something that just occurred.

This an issue that needs to be dealt with. You are going to hear
stories today from the witnesses and others that I will discuss that
involve people with classified status. I want you to keep in mind
the protections available to employees of the Federal Government
who are not in classified status, are not necessarily available to
those employees who serve in a classified position. That is ex-
tremely unfortunate. I would ask this committee, because it is your
oversight, to look at ways that we can protect these employees.

The stories you are about to hear I think are from great Ameri-
cans. They are from people who are dedicated professionals. I don’t
know. whether they are Democrats or Republicans or even reg-
istered. But I know the quality of their work. In fact, in my job as
the chairman of the Subcommittee on Military Research and Devel-
opment where I have to be able to assess the emerging threats to
us, and then allocate where the dollars are going to meet those fu-
ture threats. We work in a bipartisan way with the professionals
in the CIA, the DIA, DOE intelligence, the NSA and all the other
security operations to make sure that we are getting the best infor-
mation to be able to assess accurately whether or not we are put-
ting dollars in the right place, whether the emerging threats are
in fact where we are putting the dollars we have. That is especially
important in this day and age when defense dollars are shrinking
so rapidly. So it is critically important that we understand that
people need to be able to give us honest, professional assessments
without fear of retaliation, without feeling that their examination
and professional judgments must fit with some predetermined pol-
icy conclusion. I don’t care whether that policy conclusion is from
a Republican President or a Democrat President. Unfortunately,
you are going to hear some stories today, and some others I am
going to ask you to followup on, that I think present some very real
,i:lhallenges for us. We need to understand the concerns that people

ave.

You are only seeing th~ iip of the iceberg. I will give you the out-
. line of perhaps 8 or 10 cases. I can tell you there are scores more.
I will tell you of some of the attempts that we made on the Cox
committee to talk to other employees with similar concerns. As you
know, I also served as one of the nine members of the Cox commit-
tee, another totally bipartisan effort. We worked hard. The Demo-
crat members who worked on that committee were absolutely to-
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tally effective, equally effective to the Republicans, because na-
tional security was at stake. But there were some concerns raised
during our investigation that you need to be aware of, that we

* couldn’t deal with in the Cox committee that this committee per-

haps can deal with.

Let me just go through several of the examples, Mr. Chairman,
before you call up your expert witnesses.

I want to talk first of all about how this whole process came
about. Five years ago, when I took over the R&D subcommittee, I
felt we would work in a strong bipartisan way to assess emerging
threats. I involved my ranking members, Owen Pickett and John
Spratt, in every meeting, threat assessment briefing we had. A cou-
ple of patterns started emerging relative to Russia, and the threats
that we saw increasing in Russia because of the instability within

_Russia.

I came to meet a DOE career employee whose name is Jay Stew-
art. Jay is in the audience today, Mr. Chairman. He is not a wit-
ness, but he will make himself available to come in. His career has
been basically, I don’t know whether he will agree with this, but
I think ruined because of simply doing his job.

Now, Jay served as a professional in the Department of Energy
intelligence operation for 16 years. He was given the highest award
that is given by this Government to a career intelligence employee,
the highest award. He was recognized for his expertise as a foreign
intelligence officer in assessing the stability of Russia’s nuclear
stockpile, of assessing Russia’s nuclear program, and whether or
not the internal turmoil in Russia should cause us to be concerned
because that increasing threat might eventually be used against us
or that technology might be transferred to a rogue state or a nation
that perhaps is not necessarily a friend of ours.

Jay headed up a program called Russian Fission. In December
1992, he led a classified conference on this subject matter which
was widely attended by military intelligence anhd policy commu-
nities. In fact, when Hazel O’Leary came in in 1993, he briefed her
in February. He was asked then to go over to NATO and to person-
ally brief the Secretary General of NATO, Manfred Woerner, which
he did. Manfred Woerner was so concerned, but impressed, with
what Jay’s briefing was about, that he sent a classified cable back
to the State Department which this committee can access. It is
available, I will give you the citation, which shows Manfred
Woerner’s concern as the head of NATO about what Jay Stewart’s
operation was telling him.

A short time after Jay briefed Manfred Woerner, he was ap-
proached by a new appointed Director of DOE’s Office of Intel-
ligence and Arms Control, Jack Keliher. This was a political ap-
pointee. All papers, briefings, agendas, conference video and audio-
tapes from that conference involving Jim Schlesinger and intel-
ligence agents from the CIA, DIA, and intelligence community were
seized, locked up, and shredded. We have the name of the person
who shredded them, who said that publicly. Keliher said the Sec-
retary told him, the program Russian Fission was “politically sen-
sitive” and could “embarrass the President.” He further went on to
say, “If any materials from the National Defense University Con-
ference which Jay Stewart ran were ever leaked to the press, some-
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body would be fired.” He then said Jay Stewart’s work was “ill in-
formed,” contained “inaccurate assumptions and conclusions,” and
could not be referred to because it “gave the wrong impression of
the situation in Russia.”

That may be the case, as Mr. Waxman said, but somebody needs
to look at why Jay Stewart’s materials were shredded, why infor-
mation relative to this classified conference were basicaliy taken
away so that a proprr analysis could not occur.

Jay was an outstanding career employee of Energy. He eventu-
ally lost his job, he was shifted over, in spite of having been given
the National Intelligence Meritorious Unit Citation, the Presi-

. dential Meritorious Executive Rank Award, and ultimately the Na-
tional Intelligence Distinguished Service Medal, the highest award
an intelligence officer serving this country can get.

I tried to get an Armed Services investigation of this several
years ago when Jay first approached me. Unfortunately, the De-
partment of Energy found out about that, in my own opinion and
in comments brought to me by some employees. There was a meet-
ing within DOE to kind of circle the wagons and get a uniform re-
sponse, which may have been the correct response, I don’t know
that. I can tell you three brave DOE employees, and I will give you
their names, who corroborated everything Jay Stewart said.

If you have read the book “One Point Safe” by Andrew and Leslie
Cockburn, one of the chapters in there documents the work by Jes-
sica Stern, one of our key nuclear experts in this administration
ﬁnd predvious administrations. She toc documents what Jay Stewart

as said.

Mr. Chairman, someone needs to get to the bottom of the Jay
Stewart case. I want to publicly acknowledge Jay Stewart. He is in
the back of this room, if any of you would like to meet him. He is
not testifying today because your focus is on China, I understand
that, but I would ask you to followup on Jay’s case because it is
something worthy of consideration by this committee.

I followed up in my own committee by having Russians come in.
I first of all had Brookings scholar Bruce Blair. I had a leading
Russian environmental activist, Alexi Yablokov, a personal friend
of mine, testify in Congress. I had General Alexander Lebed, who
is currently the Governor of Krasnoyarsk, and former KGB agent
Stanislav Lunev, each come in before my committee and testify.
They all corroborate the concerns in Russia that Jay Stewart was
trying to warn us about before his operation Russian Fission was
basically eliminated and done away with. By the way, one of Jay’s
assistants during that early prccess was none other than Notra
Trulock. : '

Mr. Chairman, the second case I would like to talk about is a na-
tional intelligence estimate which focused the debate of this coun-
try on emerging missile threats to America in 1995. You may re-
member there was a lot of contention about whether or not we
faced a threat to our own security at home by a rogue nation such
as North Korea. I asked for an intelligence estimate, along with at
that point the head of BMDO, General Malcolm O’Neill. For a year,
we pressed the CIA to give us that assessment.

For the first time we know of, and this was documented by the
General Accounting Office in a study we had done, the CIA did not

. .
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go through its normal pattern of releasing a national intelligenice
estimate. They leaked the result to two Members of the Senate for
use in debate on the Senate floor before the report was complete.
"Those two Senators, who are opposed to missile defense, used that
report as the basis for voting against the national defense author-
ization that year, which was 1995. The President then directly re-
ferred to that report when he vetoed the national defense author-
ization in 1995. For 3 years that report became the basis of the as-
sessment of threats to the United States in terms of long-range bal-
listic missiles.

We were livid, Democrats and Republicans on the committee, be-
cause we knew that the CIA was not looking at the instability in
Russia and we called into question the process they used. The GAO
confirmed in a written report that the process they used for that
NIE was not like any other process that had been used for an intel-
ligence estimate. Certainly the way they released it, in a political
forum, we never release NIEs. That is a classified document. In
this case it was released. ,

We then as a Congress in a bipartisan vote convened the Rums-
feld Commission, 5 appointees of the Republicans, 4 appointees of
the Democrats, including the former CIA Director under Bill Clin-
ton, Jim Woolsey. They met for a year. They analyzed what the
CIA had done. Their conclusion was unanimous. Just like the Cox
committee, it wasn’t 5 to 4, 7 to 2, it was 9 to 0, including oppo-
nents of missile defense on that panel. They all said the CIA was
way off base, that that report was incorrect, that the threat from
North Korea was here today. We saw that verified last August 31
when North Korea shot off the Taepo Dong I three stage rocket
over Japan, which now the CIA publicly acknowledges can hit
America, right now today. The CIA, in an unprecedented event, Mr.
Chairman, reversed themselves.

This was the basis of the debate in this country for 3 years over
whether or not missiles were a threat to our security. This NIE,
the CIA now admits that what was‘"?said in 1995 was incorrect. Bob
Walpole, who heads strategic services on ICBMs for the CIA, now
publicly acknowledged the threat is here today. -

Because of that challenge of the CIA national intelligence esti-
mates, the flood gates opened. People started to come to us on the
Armed Services Committee expressing their frustration with the
lack of ability of giving honest, open professional judgments about
emerging threats.

One example: I focused on Russia, as many of you know, starting
from the days that I graduated with a degree in Russian studies.
I have been there many times.

I heard about a brief that was available through the Department
of Energy intelligence services by a scientist at Lawrence Liver-
more Laboratory on continuing research work being done by the
Russians on five technologies that they could break out with that
could harm our security. So as the chairman of the R&D commit-
tee, I thought I better get this brief. I called the person working
on this project for 7 or 8 years, in fact I will give you his name.

This individual, who is a scientist at Lawrence Livermore, had
been working on this brief called Silver Bullets for a number of

62-262 00 - 2
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years. His focus was on emerging Russian technologies that we
needed to be aware of. :

When I called him, he said, “Congressman, I would love to come
back and brief Members of Congress.” I said, “It is going to be bi-
partisan.” He said, “No problem, I would love to do it.” That was
in July 1996. He said, “I will go through my chain of command to
come back and brief you and let them know there is a formal re-
quest.” : 4

Mr. Chairman, I never heard anything. August 20, 1996, I got
this letter. This is the envelope it came in. Postmarked 21 August
1996. Can 1 read the memo?

Mr. BURTON. Yes, sir;

Mr. WELDON [reads]:

Congressman Curt Weldon, 2452 Rayburn Building, House Office Building, Wash-
ington, D.C. Dear Congressman, as a concerned citizen, I hope that you will pursue

the briefing with Dale Darling. Dale has been pressured to cancel the briefing. I
would appreciate it if this note was kept confidential to your office. Thank you.

August 20, 1996.

I eventually got the brief, but you know how I got the brief? 1
had to hold this letter up in a hearing when Secretary of Defense
Perry came before our committee and I had my 5-minute question
time. I said Secretary Perry, I respect you, you are a good and de-
cent man. Do you agree with Members of Congress being denied
briefings on emerging threats coming from Russia? He said abso- -
lutely not, Congressman. I went on to explain this. Secretary Perry
got us the approval 7 months after I requested it to have Dale Dar-
gng come in and brief Democrat and Republican Members of the

ouse.

Dale Darling has been back several times since. We continue to
engage him. We didn’t use that material to go out and create some
scare tactic with Russia, but it was important to the process of us
understanding what is happening in Russia, that all is not rosy,
that there are problems there.

Let me talk about a couple of CIA cases. These individuals are
not here. One will not show because his career is still in jeopardy.
He is a lifetime CIA agent, one of our experts.

He came to me because he has a relative that worked for me. He
is an expert assigned to monitor our policy involving the U.S. in-
volvement in peacekeeping missions. He was assigned to the panel
that drafted the Presidential Decision Directive 25 dealing with the
use of force in peacekeeping efforts. This analyst revealed to his su-
periors that an intelligence leak was occurring in Somalia that
compromised United States security.

So he did what he was supposed to do. He said we have got to
watch and be careful that we are not giving classified capability to
the NATO countries that could eventually ke leaked out and used
against us. He was doing his job. He objected to what was being
done, and instead of being praised for what happened, he was
asked to submit to a drug test, a medical exam for brain tumors,
and a psychiatric evaluation.

. Mr. Chairman, I have heard of that kind of activity in Russia,
where they used to charge people with crimes against the state and
commit them to psychiatric institutions. I have never heard of a
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professional intelligence analyst in this country being asked to un-
dergo a psychiatric examination.

Ultimately it took a group of seasoned attorneys, whom I have
met with several times, to bring an abrupt end to his harassment
and ensure his exoneration, which has occurred today. This individ-
ual will come before your committee, but only under the conditions
of his attorneys. I have given your committee staff his name and
you know the process that this gentleman needs to go through. I
want it to be bipartisan. This is not a partisan issue.

Another example, and this is something that every member of
this committee understands. Remember when Benjamin
Netanyahu told us that he had evidence that Israel had documents
linking up the Russian Space Agency headed by Yuri Koptev and
the Iranians on building medium range missiles? That was a major
national headline in this country.

Well, we had been briefed in the Congress by the then Director
of the CIA Nonproliferation Center, Dr. Gordon Oehler. He came
over and briefed members of the Intelligence Committee, the Inter-
national Affairs Committee, and the Armed Services Committee
about Russia’s involvement with Iran. He told us that this is a con-
cern, because Iran is going to build a medium range missile that
is going to threaten Israel. The Israelis were absolutely outraged
over this, and so was Congress.

The distinguished gentleman from New York, Ben Gilman, along
with Jane Harman, introduced a bipartisan Iran missile sanction
bill. We went down to the White House twice. I was invited by Al
Gore twice, once before the House vote and once before the Senate
vote. There were 11 Members of Congress there, Senators and
House Members. He pleaded with us not to have this vote come up
on the floor. When he finished, I said Mr. Vice President, it is too
late. The Congress feels we are not doing enough to stop the pro-
liferation from Russia which Netanyahu and Gordon Oehler told us
about.

The House voted 396 in favor of that bill, the Senate voted 96
to 4 in favor of it. The President’s veto could have been overridden,
but Speaker Gingrich didn’t want to bring the bill to the floor in
the September before the elections. A little known fact, but I was
there with AIPAC when AIPAC was talking to the Speaker about
the veto override. It was his choice not to bring the bill up.

But the point is Gordon Oehler had no intention of retiring. But
when he told Congress about the cooperation between Russia and
their space agency with Iran on the Shahab 3, which was sup-
ported by the Israeli Government publicly, which they knew about,
he felt so much pressure that he took early retirement. Again, you
might want to talk to Gordon Oehler, recognized in both parties,
recognized by liberal arms control groups as an outstanding expert
on proliferation. He felt the pressure because he was simply telling
us in a private way about problems that were occurring with Rus-
sian technology transfers.

Mr. Chairman, let me get to Jack Daly. I work with the military
all the time, I know my colleagues and friends have a high regard
for our military personnel. Lieutenant Jack Daly has served a dis-
tinguished career in the Navy for 16 years. He is a Navy intel-
ligence officer.
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On April 4, 1997, he was flying in a helicopter on an intelligence
mission with a Canadian pilot. They were monitoring Russian
trawlers off the coast of Seattle that we felt were tracking our nu-
clear submarine fleet, and they knew these trawlers were not
bringing cargo into ports or taking cargo out, so they were highly
iuspgcted of being there for intelligence gathering purposes for

ussia.

In one of their missions on April 4, while flying over this one
trawler, there was a flash of light from the trawler which was later
found out to be a laser. Lieutenant Daly and the Canadian officer’s
eyes were damaged by a laser device being pointed at them in the
helicopter. We don’t know whether that laser was being used to de-
tect the capabilities of that helicopter, and Lieutenant Daly can
give you the reason, and he is willing to come before this commit-
tee, by the way. I met with him yesterday again. But the fact is
we had a military officer who was personally harmed by a Russian
vessel. I can tell you following Lieutenant Daly’s incident there was
an inspection. The inspection only took place in the public parts of
that ship. Up until now and recently, we haven’t been able to see
the classified documents relative to what we did as a Nation to re-
spond to Lieutenant Daly’s problem. .

If you read the book “Betrayal” by Bill Gertz, in the back of that
book, and this is unfortunate that he did it, but Members need to
understand he has released classified documents. The first four or
five classified documents are the internal memoranda from Strobe
Talbott and the current Ambassador for the United States in Mos-
cow, Ambassador Collins, relative to Jack Daly’s case. The highest
level of our government knew the severity of the Jack Daly inci-
dent. What did we do? We went after Jack Daly.

Prior to this incident, he had received the highest commendation
a Navy officer can receive in serving his country. Cn the following
evaluation after this incident, he received one of the lowest com-
mendation levels that can be garnered by a Navy officer.

Let me give you the quote of what his direct superior officer said
to him in the course of following up on this laser incident, “You
don’t know the pressure I am under to sweep this under the rug.”

Mr. Chairman, if that is true, that is not America. It is not
America, if Navy personnel doing their job and protecting our peo-
ple feel that when they come forward and they are injured person-
ally, that they are going to be the scapegoat because of some larger
policy issue. e

Mr. Chairman, I can tell you that Jack Daly and the Navy officer
who has never been talked to, never, are willing to come before
your committee, and I would ask you to bring both of them in.

Mr. Chairman, in terms of the other witnesses you are going to
have today, just a couple of comments, because I know their cases,
a couple of them I am working with personally. I want to first of
all acknowledge the distinguished work of our friends, both Fred
Upton and from the State of Pennsylvania, my good friend Ron
Klink. They have taken up the McCallum case, they have written
Dear Colleague letters, they have written to Bill Richardson in a
bipartisan way. They have asked, as Mr. Waxman has, for a full
explanation of why Mr. McCallum has been treated the way he

has.
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I did a special order on Mr. McCallum several weeks ago, and
something came to me through e-mail that kind of surprised me.
I didn’t ask for this, it just came to me. I know the fellow who
wrote it, but it is surprising, because of all the pressure he has
been under and the fact that he has really come out as a champion
for the administration on cleaning up our labs. I would like to read
the very brief e-mail to you.

This is about Ed McCallum’s case.

Thank you for bringing attention to this miscarriage. I have worked with Ed for
several years and have always found him to be professional in every way. The alle-
gations against him by the Department are inexplicable. I have little doubt that the
Department’s actions are part of the broader pattern of harassment and retaliation
against any and all whistleblowers concerned about national security issues. 3in-
cerely, Notra Trulock.

Mr. Chairman, the McCallum- case is an example of a system
gone wrong. You are going to follow that up with the witnesses
from DTSA, two outstandihg people, Mike Maloof and Dr. Peter
Leitner. These two individuals are career technical experts. Again,
they are not partisan, they are not in favor of any one point of
- view. Their job is to assess technologies that come back to harm
us.

If you question them, I ask you to ask Dr. Leitner, and they both
testified before the Cox committee, if he ever had an incident
where a recommendation he made in his computer was changed by
someone above him while he was on vacation from a no rec-
ommendation to either a positive recommendation or another rec-
ommendation.

Ask him about the changes within the agency and the pressures
brought to bear on them as professionals. Both Mike Maloof and
Peter Leitner are outstanding employees.

Now, I can’t verify all the accuracy of what they are going to say,
but that is what this committee can do. I implore my friends on
both sides of the aisle, this is not a partisan issue. These are secu-
rity concerns. These need to be issues that we deal with because
I don’t care if the next President is a Republican or a Democrat.
We need to have good solid intelligence information to deal with
threats that we see emerging.

The other cases, I think, are of equal concern, the cases involving
Livermore and the cases involving Los Alamos and the case involv-
ing Mr. Fox.

Mr. Chairman, I would just ask you and I would implore the dis-
tinguished ranking member and all of the members of the commit-
tee to work with us. I think there is some need for some legislative
change. I will make two suggestions, and I am not a policy expert
in this area. I will let you all decide how to handle it.

My understanding is that today, a Federal employee who has
classified status, cannot take advantage of the Merit Systems Pro-
tection Board. They are specifically excluded because they are i a
classified position.

One of the things I would suggest that you might look at is to
ask the Merit. Systems Protection Board to set up a separate proc-
ess just for those employees who have classified intelligence status,
to give them a means of going through a process to protect their
rights.
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Second, I would ask you to consider whether or not it is worth-
while that we put into place legislation requiring every Inspector
General to establish an office of employee advocacy so there can be
a separate office within the IG’s office that would be an advocate
for the employees. I can tell you, if you talk to the employees I
mentioned here today, and the ones that are not here, they are
going to tell you in some cases the IG’s office do not and cannot
do the job. Maybe it is time to put into place a separate internal
entity in each IG’s office just for employee’s advocacy, especially for
those who have classified status.

Mr. Chairman and Mr. Ranking Member, I thank you for your
time. I appreciate the sincerity with which you are taking this
hearing. I have tried to make this as bipartisan and nonpartisan
as I can, because I want to continue to work with friends on both
sides of the aisle to solve these problems. I say again, these prob-
lems have existed in previous administrations. Chairman Dingell
did a fantastic job in previous years in exposing problems involving
whistleblowers, and I have applauded him publicly for that. 1
would ask this committee to do tlge same. Thank you.

[The prepared statement of Hon. Curt Weldon follows:]
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Thank you, Mr. Chairman. I welcome the opportunity to testify today -- not as a
Republican looking for a target of opportunity to attack the Administration, but as a Member of
Congress concerned about the politicization of national security matters and retribution against
government employees who stood up against it. In fact, it was my efforts to bring bipartisanship
to the nationa! missile defense debate that brought me here today.

In 1995, the congressional leadership committed to passing legislation that would
mandate the timely deployment of a national missile defense system. Unfortunately, that debate
began on a highly partisan note -- bolstered by the President’s repeated public insistence that the
United States was no longer targeted by Russian missiles. Concerned about the Administration’s
attempts to downplay missile threats and the lack of alternative information on threats and
systems to defend against them, I established the bipartisan Congressional Missile Defense
Caucus with John Spratt, Peter Geren, and Duncan Hunter to educate members and the American
public about the issues.

Through hearings and briefings, the regular distribution of materials, and in speeches
across the country, I worked aggressively to increase awareness of threats and to counter
misrepresentations that were being made. Soon, people were coming to update me on threat
developments, asking that I follow through so that critical matters were not overlooked. Sadly, I
also became a conduit for agency employees whose findings were being squelched by the
Administration. That is how I first learned about the Administration’s aggressive campaign of
distortion -- when a former DOE employee came to my office in 1995 to discuss the deterioration
of Russian nuclear security.

Jay Stewart

In 1991, Jay Stewart, Director of DOE’s Office of Foreign Intelligence, commissioned a
panel of DOE specialists to assess the control, safety, and security of Soviet nuclear weapons.
Later that year, results indicating a loss of control were briefed to Secretary of Energy James
Watkins, and the CIA. Stewart made continued monitoring of this urgent situation -- known as
the “Russian Fission” program -- the office priority. In December 1992, he led a classified
conference on this subject matter at the National Defense University [NDU], which was widely
attended by the military, intelligence and policy communities.

Hazel O’Leary was briefed on this situation in February 1993, and asked that Secretary-
General of NATO Manfred Woerner be briefed immediately. Suddenly, after marshalling the
highest levels of support from the U.S. government and NATO, the program was terminated by
the newly appointed Director of DOE’s Office of Intelligence and Arms Control, Jack Keliher.
All papers, briefings, agendas, conference video and audio tapes were seized, locked up -- and
ultimately destroyed. Keliher said that the Secretary told him the program was “politically
sensitive” and could “embarrass the President.” He said that “if any materials from the NDU
conference ever leaked to the press, somebody would be fired.” He then said Stewart’s work was
“ilt informed,” contained “inaccurate assumptions and conclusions” and should not be referred to
because it “gave the wrong impression of the situation in Russia.”
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" Refusing to buckle under to political pressure and tow the party line, Stewart and his
deputy were both removed from all DOE intelligence and management duties. Facing a future
in dead-end positions, both quietly left DOE. Jay was an outstanding career employee of the
Department of Energy, who worked his way up the ranks to serve as the First Director of
Counterintelligence, and as Director of Foreign Intelligence. Among the many professional
awards he received were the National Intelligence Meritorious Unit Citation, the Presidential
Meritorious Executive Rank Award, and ultimately, the National Intelligence Dlstmgmshed
Service Medal.

Concerned that the Administration would try to bury this information, and astounded by
the lengths to which it went to dispose of the findings, I initiated an Armed Services Committee
investigation of this matter. Most Department employees “circled the wagons,” preventing us
from obtaining physical evidence of politicization. However, Jay’s story was ultimately
corroborated by three brave DOE employees, and was later backed up in the book One Point
Safe. I subsequently held several hearings in the Armed Services Committee on this matter
which confirmed the validity of the Russian Fission effort -- including the testimony of
Brookings Scholar Bruce Blair, Russian Academician Alexi Yablokov, General Alexander Lebed
and former KGB agent Stanislav Lunev. The Stewart case was my first foray into Clinton
Administration politicization of national security matters, and a stunning lesson in just how far
this White House would go to bolister its own policy agenda. I still find it absolutely galling that
someone of Jay Stewart’s caliber, just doing his job, could be so effectively trashed by political
appointees and run out of town.

National Intelligence Estimate 95-19:

Later in 1995 the Admmlstratlon released, NIE 95-19 “Emgxmng_Mmmg_'mmnm

.” This assessment flatly ruled out a rogue missile
threat to the U.S. for the next fifteen years. On December 1, as the Senate was debating the
Defense Authorization bill which directed the deployment of a National Missile Defense, the
Administration in an unprecedented move released a letter citing these conclusions. Two weeks
later, President Clinton vetoed the Defense Authorization bill, stating that the Administration did
not see a missile threat to the United States in the coming decade.

Previous intelligence estimates showed that threat could emerge much sooner, and many
Members questioned assumptions in the classified assessment -- such as the exclusion of the
missile threat to Alaska and Hawaii. I knew from my own monitoring of Russian security
developments that the estimates ignored the disintegration of the Russian military and the
breakdown of command and control. Given these doubts, my Committee tasked the GAO to
evaluate the soundnes of NIE 965-19. GAO determined that its conclusions were overstated, and
noted numerous analytical shortcomings in the report. Former Director of the CIA Robert Gates,
who headed an independent review of NIE 95-19 said it was “politically naive” “rushed” and
that the exclusion of Alaska and Hawaii from the threat analysis was “foolish from every

perspective.”
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After pursuing the Russian Fission matter and the much more publicized NIE, Mr.
Chairman, the floodgates litcrally opened. I was routinely hearing of developments -- that
Congress should have every right to know about -- that the Administration was not likely to
shiare. In too many cases, professionals who had the gall to press the point on matters that defied
the Administration’s “line” were being penalized. Each of these cases is every bit as compelling
as those above. In the interest of time, I will try to summarize a few of them for the Committee’s
consideration.

Spooking the CIA: 2 Cases of Foul Play

#1 - Just as the Russian Fission investigation was Wrapping up, I learned that one of my
staffer’s relatives -- an employee of the CIA -- was suffering undue harrassment after presenting
analysis that conflicted with the Administration’s policy governing U.S. involvement in UN
peacekeeping efforts. Assigned to the panel drafting Presidential Decision Directive 25 dealing
with use of forces in peacekeeping efforts, this analyst revealed to his superiors an intelligence
leak in Somalia that compromised U.S. security.

After objecting to intelligence sharing in international peacekeeping efforts and opposing
U.S. troops involvement in civil wars, he was pulled off the PDD panel and reassigned to a lesser
job. Managers complained about his writing and analysis, and he suffered continued harrassment.
After he requested binding arbitration, he was asked to submit to a drug test, a medical exam for
brain tumors, and a psychiatric evaluation. Ultimately, it took a seasoned attorney to bring an
abrupt end to the harrassment, and to ensure his exoneration. -

#2 - When Gordon Oehler, Director of CIA’s Nonproliferation Center, provided Congress
with detailed information on the scope of the Iranian missile threat, he effectively ended his
twenty-five year career. Members were pressing for details on Iranian threat developments,
concerned about their implications for our troops and Middle East allies. At the time, the
Administration was maintaining that an Iranian medium-range missile capability was a decade
away. To his detriment, Oehler provided Members with candid details about technology transfers
from Russia and China to Iran that vastly accelerated the Iranian missile threat. His revelations
not only undermined the credibility of the Administration’s threat assessment, but challenged its
policy with respect to Russia and China. In my view, Oehler’s greatest sin was not in arriving at
these assessments, but in sharing them with a critical Congress.

Silver Bullets

As the Committee was conducting numerous threat assessment hearings in 1996, I was
approached by some DOE lab employees who suggested that I should gef a briefing on some
startling Russian strategic developments that had recently come to light. Given the sensitive
nature of this brief, I would have to request it first. When the Department became aware of my
interest, it prevented the expert on this subject from coming to brief me. Soon, I received a3
sentence, unsigned note urging me to pursue that briefing. Only after challenging the
Department repeatedly was I able to get that briefing -- accompanied by agency message masters.



Jack Daly

On April 4, 1997, Lt. Jack Daly, a Navy intelligence officer serving on a joint U.S.-
Canadian surveillance mission near Seattle, was shot in the eye with a laser beam while
monitoring a Russian ship thought to be tracking our submarine fleet. The incident prompted a
search of the ship days later, but.our State Department provided twenty-four hour warning of the
investigation which may have enabled the removal of the laser equipment. Only public areas
were allowed to be searched.

Because this incident was perceived to be a potential stumbling block in our relations

" with Russia, it was kept secret for weeks and efforts were made within the Defense and State

Departments to cover it up. The State Department never issued a formal demarche. The
Canadian pilot, also injured by the laser, was never interviewed. This was not some low-level
affair - it was discussed in the White House and involved National Security Assistant Bob Bell
and Undersecretary Strobe Talbott. Daly’s superior told him “You don’t know the pressure I am
under to sweep this under the rug.” Fortunately, the story was broken by Washington Times
reporter Bill Gertz, who exposed more details about it is his recent book Betrayal. While no
acknowledgement has been made to this day that the Russians attacked a U.S. military officer,
the fleet monitoring ships was ordered to wear eye protection against lasers. When he wrote me
pressing for further investigaticn of this matter, Daly suffered professionally for pursuing this
matter. Prior to the incident, he had received his highest rating for promotion ever. After the
incident, that rating was reversed, and it became the worst evaluation of his career. He is now
approaching his second review for promotion - and his career hangs in the balance. Mr.

. Chairman, I ask that you bring Lt. Daly and the Canadian pilot in for testimony following

today’s session, and that all Members join me in expressing our support for a fair review of Lt.
Daly’s promotion. .

DOE analsyts/CTBT

At a time when Congress was still questioning the validity of the Comprehensive Test
Ban Treaty, I obtained a copy of a DOE “gag order” on one of the labs preventing circulation of
documents without approval, and requiring notification prior to any congressional interactions.
I took Secertary Federico Pena to task for this action, and called on him to protect the sharing of
CTBT information with Congress.

Mr. Chairman, I could continue on with these horror stories, and I know that each of the
witnesses can speak for many others. But I want to point out that I have been equally supportive
of many agency people doing great jobs in a manner satisfactory to the Administration -- and I
have not hesitated to applaud those individuals. I have on several occasions written to agency

heads to applaud the work of professionals who help us do our job.

But today we must hear those whose voices have been shut out of the policy-making
process. I kriow that none of our witnesses set out to embarrass the Administration -- they would
have much preferred to quietly do their jobs with the professional support and courtesy they
deserve. I also wish that this Administration had the courage of its convictions to justify its
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policies without resorting to the destruction of all conflicting information and those who deliver
it. As long as our government snuffs out selective data, we will always question the soundness of
its policies. That is no way for a democracy to survive.

The spinmeisters are going to try and convince the public that this is partisan political
theater, because they want to deflect from the message we are hearing. Every one of us has a
responsibility to hear what these professionals have to say, and more important, to support them
when they are being unjustly attacked. This is not the first time Congress has heard the
testimony of whistleblowers, nor will it be the last. As Chairman of the Commerce Committee,
for example, Congressman Dingell frequently pursued similar cases and provided
whistleblowers a forum to make Congress aware of troubling agency developments. I commend
those efforts. Likewise, 1 think we should lend strong, bipartisan support to such hearings in this
Congress -- because the message we are hearing is not partisan, it’s just the facts.

I urge Members to listen to these stories, and to come together on a bipartisan basis to
establish additional protections for those who suffer due to policy disagreements. [ am now
considering some options to protect those dealing with classified matters and seek the support
and advice of each Committee member. Thank you.
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Mr. BurTON. Thank you very much, Mr. Weldon, for a very thor-
ough analysis of many problems. You may rest assured that our
legal staff will contact.those people and have them come in, and
we will undoubtedly have more hearings on this.

Mr. WELDON. I forgot one other point.

Mr. BURTON. I would ask you to request to put the memo or e-
mail from Mr. Trulock into the record.

Mr. WELDON. I ask unanimous consent to put it in the record.

Mr. BURTON. Without. objection.

[The information referred. to follows:]
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curtpa07 e
From: Notra Trulock{SMTP:ntrulock@earthlink net)
Sent: | Thursday, June 10, 1999 3:38 PM
To: . curtﬁao
Subject: Ed McCalium
Card for Notra Trock -

Thank you for bringing attention to this miscarriage. | have worked

with Ed for several years and have always found him to be professional .
in every way. The allegations against him by the Department are

inexplicable. | hava little doubt that the Department's action are part

of the broader pattern of harassment and retaliation against any and all

whistle-blowers concerned about national security issues.

Sincerely
Notra Trulock Ilf

Page 1
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Mr. WELDON. When you bring up Mr. Maloof and Dr. Leitner, let
me mention this point to you. The bipartisan Cox committee recog-
nized that we had serious problems within DTSA, and wanted to
talk to the employees in that agency. We asked as a bipartisan
committee that we thought maybe these two were just exceptions
and maybe the other employees would discount what they were
saying, which is the point Mr. Waxman raised. Maybe they are ex-
amples. So I recommended to the full committee, these are all in
private sessions, that we ask the Department to allow us to bring
in DTSA employees. They said no. I then came back and said can
we do a random selection? Just randomly pick employees and bring
thecrin in for the committee in a classified way to talk to them. They
said no.

On page 213 of the Cox committee report, which all of you got,
I would like to make sure this is in the record, there is a separate
paragraph, and I would like .to read just the title of it to you. It
is entitled, “Inability to Survey Defense Technology Security Ad-
ministration Employees Regarding Agency Management Issues.”

We were denied the opportunity to talk to any other DTSA em-
ployees besides these two. .

Mr. BURTON. Well, we will ask unanimous consent that that part
of the Cox report be included in the record, because it is relevant.
Without objection, so ordered.

[The information referred to follows:]




" 10571 CONGRESS

44

09-006

2 Sovsion } Hou.sdeREgRESENTAnvss_ ( ‘ el
REPORT |
OF THE
SELECT COMMITTEE ON

U.S. NATIONAL SECURITY AND
MILITARY/COMMERCIAL CONCERNS WITH
THE PEOPLE’S REPUBLIC OF CHINA
SUBMITTED BY
MR. COX OF CALIFORNIA, CHAIRMAN

January 3, 1999 — Committed to the Committee of the Whole House on
the State of the Union and ordered to be printed (subject to declassification review)

May 25, 1999 — Declassified, in part, pursuant to House Resolution 5, as amended,
106th Congress, 1st Session

U.S. GOVERNMENT PRINTING OFFICE
WASHINGTON : 1999



—lhere /s ,Oguy, /5,/;7

45

assistance of the Deputy Attorney General's office, production of much of this mate-
rial to the Select Committee was delayed for substantial periods of time.

With all due deference to the importance of criminal investigations, the Select
Committee believes that national security interests frequently are at least as great, if

. not paramount. There appears to be no established means, however, by which the

Executive departments and agencies engaged in regulatory, administrative, or intelli-
gence functions that could benefit from an awareness of what is being learned in a
criminal investigation can be apprised in any timely or complete manner of such infor-
mation. This is an issue that the Select Committee also believes should be addressed.

inability to survey Defense Technology Security Administration employ-

" ees regarding agency management issues. Two mid-level DTSA employees

alleged that DTSA is a problem-plagued organization in which DTSA senior man-
agement rules with a heavy hand. As a consequence, morale is poor. According to the
two employees, DTSA senior managers frequently overruled valid national security
concerns when formulating the Defense Department’s position on dual-use license
applications. Among other things, they also expressed the view that DTSA’s recent
transfer from the Office of the Secretary of Defense to the Defense Threat Reduction
Agency (DTRA) will further weaken and isolate the organization, whose role has
already been diminished in the interagency licensing process. Both were critical of
current DTSA management and characterized it as secretive and heavy-handed.

The Select Committee was unable to conduct a thoroygh evaluation of the valid-
ity of these concems due to time limitations and the lack of cooperation by the
Defense Department. The Defense Department refused to allow the Select Committee
to interview DTSA personnel on these matters unless a Defense Department observ-
er was present. The Select Committee atiempted to reach an accommeodation by
proposing that it interview only the five or six most senior DTSA personnel and con-
duct a written survey of DTSA personnel regarding these morale and management
issues. The Defense Department refused to permit either the interviews or the survey.

N

SELECT COMMITTEE OF THE UNITED STATES HOUSE OF REPRESENTATIVES &
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Mr. BURTON. I think you covered this, and I will not belabor it
because you covered this very, very thoroughly, but why do you
think, as a person who has analyzed this, why do you think these
kinds of patterns are emerging in these agencies?

Mr. WELDON. Mr. Chairman, I don’t have the long-term answer
to that, but let me just say as a student of Russia who probably
is Russia’s toughest critic but their best friend, who wants Russia
to succeed, and supports every program the administration bas,
they call me to get the votes for this and I deliver on this every
year, to support all their initiatives, I want the same objective that
Bill Clinton and Strobe Talbott wants with Russia and China, but
I think there is a fundamental problem here. I think the fear has
been we don’t want to do anything that might be perceived to be
an embarrassment of President Yeltsin or President Jiang Zemin.

Let me give you another example. I was going to mention this
in my testimony, but didn’t. During the last several years, and it
started under the Bush administration, we didn’t want to embar-
rass Yeltsin with the reforms. So when we caught Russia violating
arms control agreements, which all of us have voted on and sup-
ported, we didn’t call into question those violations.

I did a floor speech last July where I documented 37 violations
of arms control agreements by China and Russia. This wasn’t pre-
pared by me, it was prepared by the Congressional Research Serv-
ice. These were cases where Russia and China were sending off
chemical, biological, nuclear, machine tooling, and other tech-
nologies to Iran, Iraq, Libya, Syria, North Korea, India, and Paki-
stan. Out of the 37 times, we only imposed the required sanctions
twice. We waived the sanctions each time.

I was in Moscow in January the year President Yeltsin was going
to be reelected and was meeting with Ambassador Pickering. The
Washington Post had just reported a front page story about the il-
legal transfer of Russian guidance systems to Iraq. So I asked the
Ambassador, what was the response when you asked the Russians
about the transfer of accelerometers and gyroscopes? He said Con-
gressman, I can’t ask that question. That has got to come from
Washington. ] :

I came back and wrote to the President at the end of January.
He wrote me a three-page letter in March. He said, Dear Congress-
man ‘Weldon, these allegations that the Post has raised are serious.
If they are true, they would be a violation of the MTCR and we will
take aggressive action. But we have to have proof. We have to
know it took place.

Now, the Israelis knew it took place, and we knew it took place.
I didn't know at the time. Our intelligence community had 120 sets
of these devices. Here are two of them. One is an accelerometer and
one is a gyroscope. You want to examine them? They have Russian
markings on them. They were clipped off of Russian SSN-19 mis- -
siles. They are long-range missiles that were used in their sub-
marines aimed at American cities. We caught Russia three times
sending these to Iraq. We never imposed the required sanctions.

We were given the assurances, and I can tell you that Gary Ack-
erman and Tom Lantos and a bunch of Democrats were very ag-
.....gressively._involved.in.this.-transfer. -We-were assured-that—there——

will be an internal investigation done in Russia that will result in

Ry
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criminal prosecutions. That never happened. So Russia transferred
three times these devices that we know of to Saddam Hussein to
improve the accuracy of their missiles.

Mr. Chairman, I just think that we didn’t want to raise that
issue that year because Yeltsin was running for reelection. We
were so concerned over the past 8 years of not embarrassing Boris
Yeltsin that we didn’t call into question when Russia was in viola-
%on. We didn’t want issues to surface that would maybe embarrass

- ussia.

Mr. Chairman, I am a friend of Russia, and I will go to the wall
with Russia for anybody, but you can’t ignore reality and you can’t
punish innocent Federal employees for doing their job because
what they are saying we don’t want to hear.

That is not the way you base your security policy. Yes, Russia
has problems. It doesn’t mean we want Russia to be the evil em-
pire. China has problems. I am going to vote for MFN for the Presi-
dent. I am going to be opposed by many of my colleagues on our
side. I want to engage China. But our Government has got to set
the tone. We have to understand it is not wrong to be strong and
consistent and transparent with these two countries. I think you
get weaker when you ignore that.- :

So my bottom line feeling is that we have just been so pre-
occupied with not wanting to embarrass each country, that we
don’t allow issues to rise that we think may cause problems.

Mr. BURTON. Let me just ask you a real quick question about
these two devices that you have there on the table, because those
are objects that can maybe make the point.

These were given by Russia, sold by Russia, to Iraq?

Mr. WELDON. Given or sold, we don’t know.

l\é[g BURTON. Given or sold. But on three separate occasions you
said?

Mr. WELDON. Twice we found them in the Tigres River Basin.
Once with the help of our allies in that area that I can’t name, they
were given to us.

Mr. BURTON. The point is, these were more accurately targeted
missiles——

Mr. WELDON. Against Israel.

Mr. BURTON. And could they be used beyond Israel?

Mr. WELDON. Absolutely. These are long-range guidance systems.
Iraq does not have the capability to build these systems. Neither
does Iran. They have to get this technology from either the United
States, Russia, or now China, even though China got some of its
technology from us. So here you have Russia giving this kind of so-
phisticated technology out, and we catch them,and we don’t want
to ask them about it. We want to pretend it didn’t happen. You
can’t do that. I am not an enemy of Russia. I am a friend of theirs.

Mr. BURTON. I think you made the point, and I appreciate that.

Mr. Waxman.

Mr. WaxMaN. Thank you, Mr. Chairman. Mr. Weldon, what you
had to say was very interésting. I think it is unprecedented, how-
ever, that you were given 20 minutes to make an opening state-
ment. I have never seen that happen before, and I hope the chair-

——man-will-allow.all the witnesses to speak as long as they feel they
want to, because otherwise what we will be doing is showing favor-
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itism to a Member of Congress and telling witnesses they have to
be restricted in what they want to say.

Mr. WELDON. I apologize. As a teacher I tend to talk too long.

Mr. WaxMAN. But on the other hand, it is impossible, as a former
chairmian, to have a hearing where everybody gets to talk as long
as they want to talk. Usually there are time constraints.

You have raised a lot of issues. I have no knowledge about these
cases, and you feel very passionately about them. I hope the chair-
man will look into them, because if there are situations where peo-
ple are being retaliated against because they have information that
ought to be made public or ought to be given to the Congress, then
I think that it is of great concern to us. But I just want to raise
some skepticism about an issue, just to point out there may be two
sides to the question.

You said you are going to vote for MFN. Many of your colleagues,
even on the Republican side, may not. Suppose I sat down with my
staff and I said, well, let’s talk about this issue. Should I vote to
continue trade relations with China, as we have had it in the past,
or should I vote tu withhold that kind of privilege as a way to pro-
test China’s human rights, China’s activities in proliferation of
weapons, and China’s spying on the United States? How else can
I as a Member of Congress express myself?

I go back and forth with my staff, and one of my staffers decides
when I reach the conclusion that he ought to go public, she ought
to go public, and.say 1 am doing it for the wrong motives? That per-
haps I am voting for MFN for China because I don’t care about
human rights, or I am voting against MFN -for China because/I
gon’t c?are about the economic interests of businesses in the United

tates?

Do you think your staff should be allowed to do that?

Mr. WELDON. My staff I hire, and I want them to have their own
opinions. I don’t hire the people in our intelligence community and
they don’t change from administration to administration. I would
assume their loyalty to their job and their professionalism is giving
us their best judgments. ’

Mr. WaxmaN. I don’t disagree with you. The point also has to be,
how do you run an agency? How do you make any kind of decisions
in an agency on policy matters if everyone is free to go out and ex-
press their opinion and accuse those who reach a different opinion
of being disloyal? N

Mr. WELDON. You make an excellent point. They shouldn’t do
that and shouldn’t go public, but they shouldn’t be harassed, have
their job ended, be demoted, have their documentation shredded. I
agree with the gentleman.

Mr. WaxMAN. We are obviously arguing on a theoretical level. I
don’t know fully about the individual cases we may hear from
today. But in my mind, there have to be some situations where
people, whether they are career or political appointees, when the
policy is articulated, can’t go out on their own, to criticize it and
then try to have it portrayed as .omeone being disloyal. I assume
all the points you raised are not just unique to the Clinton admin-
istration.

et Mr~WELDON:-{-think I made that-point-fairly cléar o my state-
ment. :
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Mr. WAXMAN. People have been criticized by their superiors, in

fact discharged by their superiors, both in the Bush administration

- as well as the Clinton administration and the Reagan administra-
f.iondand at other times as well, for the same reasons you have out-
ined.

Mr. WELDON. In fact, I praised Chairman Dingell for his work.

Mr. WAXMAN: Well, as I said in my opening statement, which
was all too brief in comparison to you and the chairman, I had to
say what I had to say and I said it, and that is we need to be pro-
tective of whistleblowers, because whistleblowers do give us infor-
mation that ought to get out, and in many cases they are very cou-
rageous, and I fully support that concern. On the other hand, I just
want, as you do, a way to be sure that we are dealing with truth
and not criticizing people because they have taken different policy
positions or are acting improperly as people disagree. }

* Mr. WELDON. I agree.

Mr. WAXMAN. Thank you, Mr. Chairman. I am not using my full
5 minutes.

Mr. BURTON. Thank you, Mr. Waxman. Mr. Shays.

Mr. SHAYS. I just want to publicly say, Curt, I thought your pres-
entation was really outstanding. What I take particular satisfaction
in, is you have been someone who has labored in the vineyard year
in and year out, not just issued press releases, done really sub-
stantive work, and we are seeing the fruit of your labor. It is ex-
traordinary in so many areas. You are. for instance, a strong sup-
porter of an alliance, good working relationship with the former So-
viet Union. You have more contacts in the Soviet States than most
people in the administration. So as one Congressman to another,
I just want to say to you, I am really in awe of how long you have
labored in this area, how you have kept it to yourself for so long,
not issued press releases, not made an issue of this, just done your
homework like no one else has.

As a result, you know a heck of a lot more than almost anyone
that I know on these issues. So your testimony was very valued.

Mr. WELDON. Thank you, Mr. Shays. If you will yield to me-or -
if you will give me time to respond and just say that Steny Hoyer,
who is my co-chair on the Russian initiative, has been laboring
long before I was in Russian relations. It is a bipartisan effort.

We supported the administration. I was proud to go over to Mos-
cow to help the administration convince the Russians that our pol-
icy in Iraq was the right one, and the administration knew what
I was doing because I felt it was the right thing.

What we are doing is right for the country and it is not meant
to try to create any undue embarrassment for anybody, but I ap-
preciate your good comments, Mr. Shays.

Mr. BURTON. Does the gentleman yield back his time?

Mr. SHAYS. Yes, sir.

Mr. BURTON. The gentleman yields back his time.

Mr. Wise.

Mr. WISE. Thank you, Mr. Chairman.

Mr. Weldon, I was interested in your presentation because I
often tell groups at home that the Congress is like a giant univer-

~———=&ity, in.the sense that you can’t come here and specialize in every:.
‘ thing but you have got to specialize in a few things, and then you
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develop expertise and people come to respect you. And you cer-

tainly have done that in the national security area, and I think

that is very important.

It is just like I learned a long time. ago, since most of us have
to stand uphill in West Virginia,/I learned not to spend a lot of
time on agriculture and I leaned to others, and by the same token
on national security I look to you and to others on both sides of the

. aisle; whereas, I hope to focus on transportation and matters that
are important. But I want to thank you very much for your presen-
tation.

There was one point that you made that I think points out some
complexities, and' I wanted to take it up with you for just a second,
if I could. You spoke about, a number of times, where it was ob-
served that Russia is probably involved in selling to Iraq, and the
United States didn’t take action, didn’t impose sanctions.

I, like you, have been a supporter of MFN. I am wondering about
it at this time, because I keep saying each year that I am waiting
g)hsee further progress be made. So I am wondering about MFN for

ina.

But it is also the case that I think there are a number of inci-
dents where China clearly, and even some of the investigations
that the chairman and this committee have done, where China
makes you wonder about whether we ought to say no to get their
attention, but we haven’t. And you voted the way you have and I
have voted with you, incidentally, in that area, because we felt that
the complexity was such that while this was bad and we had to call
attention, whether it was human rights or missile proliferation or

" whatever it was, that we needed to stay engaged. So that could
alsﬁ be the administration’s rationale on the Russian situation as
well.

Mr. WELDON. No, I understand. As I said, Mr. Wise, I have sup-
ported the administration’s engagement with Russia. In fact, I
have encouraged them to do more. I am trying to get them to help
establish a Russian mortgage housing financing system for the
~ Russian people. I have been working on that for 2%2 years.

I think we have to—I think many of our problems in dealing
with Russia and China are of our own creation. We think we can’t
talk to them—when things occur that they shouldn’t be doing, we
- should be confronting them with that; not walking away and pre-
tending it didn’t happen. I think they lose respect for us.

You know, Russians understand when you are honest and open
and tell them what they are doing wrong. They respect you for
that. But when you don’t tell them and when you pretend it didn’t
happen, I think they lose respect. So I support the administration’s
engagement policy. I think it is the right policy. I think in many
cases our own government has failed itself, and I say the Congress
with it. I am not just trying to blame the administration. There are
some times where Members of Congress in both parties have pres-
sured the administration in the case of China to lower the export
controls, you know, but I mean there is a problem here that we
have to understand. As Mr. Waxman said and you said, it is very

complex, 1t is not €asy, but I am convinced that we need to con-
tinue to engage both countries.
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They are not going to go away and it is not going to get better
if we ignore them. I think it will get worse. But we should engage
them on our terms and we shouid engage them around people like
the two professionals sitting behind me, or the fivé, to basically tell
us what we can transfer and what we can’t, and when they try to
get stuff that they shouldn’t get, then we hold them accountable,
and when they sell this kind of stuff, we slap their hand. :

Mr. WaxMAN. Will the gentleman-yield to me? .o

Mr. WISE. Sure.

Mr. WAXMAN. Let’s look at Russia as an example. The United
States could have determined, and probably should have deter-
mined, we were better off with Yeltsin winning that election than
Zyuganov winning the election.

Mr. WELDON. Absolutely.

Mr. WAXMAN. And having restoration of the Communist party.

Mr. WELDON. Absolutely.

Mr. WAXMAN. So if the administration sees that there is informa-
tion, if it is presented in a certain way, could have consequences
in Russia——

Mr. WELDON. Absolutely. . :

Mr. WAXMAN [continuing]. Aren’t they responsible, as the ones
running our foreign policy, to make sure that we don’t do harm in
Russia? Let’s say someone within the Department, a career person,
wanted to hold Russia accountable, which is proper, but hold them
accountable in a time and in a manner that could have adverse
consequences. He may not/she may not be thinking of the bigger
foreign policy picture and the U.S. policy, which is not set by career
people in the Department, but by the Secretary of State acting
under the President of the United States?

Mr. WELDON. No, I agree with the gentleman. I would say that
is the prerogative of the President and the administration and the
State Department, but this was 4 years ago. The election took place
4 years ago. We never followed through, and the Israelis know this.
We never followed through to hold this agency, these entities, ac-
countable for what they did. )

Mr. WIse. Can I get my time back so I can just close up? Thank
you.

Mr. Weldon, I just want to thank you again and just say that I
agree in the case of both Russia and China, they need to be held
accountable. I think what we have both been saying is, maybe in
roundabout ways, there are often other factors that determine how
you hold them accountable and when.

Mr. WELDON. Yes.

Mr. WISE. I appreciate that. Thank you.

Mr. BURTON. The gentleman’s time has expired.

Mr. Horn. :

Mr. HORN. Thank you very much, Mr. Chairman.

- I want to say you have done a brilliant job, as you usually do,
Curt. I have learned in the last 7 years in the House of Represent-
atives where the experts are, and you are truly on the list of the
top three or four, we all know that, and you do operate on a bipar-
: tisan basis, and those are the people around here that get respect
-——and-get things -done;-and-I.think-you have proved-this-morning you
have both.
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-I think, Mr. Chairman, it is outrageous when professional career
servants who are doing their duty, as they see the right to do that
duty, are squashed by any administration, and I would hope this
committee would treat a Republican administration like they would
treat a Democratic administration.

If the Congress cannot get the information it needs in executive

" session or whichever way. then we have got a major problem in
this country. We cannot base our decisions on simply propaganda
from either a Republican or a Democrat administration.

I realize that often there are people more loyal than the king,
shall we say, and that is true. We have seen that over the years,
but we need that information to make judgments. And if we let
that fail and people do get harassed, driven out and even sent off
to what I think the FBI used to do, Boise, ID or Montana or some-
place, that is just plain wrong and*we have got to make sure that
doesn’t happen.

Thank you very much for coming.

Mr. BURTON. Mrs. Mink.

Mrs. MINK. Thank you, Mr. Chairman.

I too want to join my colleagues in commending you, Mr. Weldon,
for your expertise and knowledge that you have brought to this
committee. I think you have raised some very interesting questions
that this Committee on Government Reform must look into.

Saying that, I think I have to concur with the ranking member,
Mr. Waxman, in saying that there is a big difference between a dis-
agreement on policy and the way in which an executive agency
deals with those disagreements in terms of harassment and intimi-
dation and demotions and all sorts of matters that—or manners in

- which they can deal with these individuals. And I think that that
is really within the prerogative of this committee to investigate and
correct, if necessary, if these behaviors are a part of the systematic
procedure to try to coerce their experts and their specialists into a
political—a politically correct kind of recommendation or a manage-
ment decision. Then we would be denying the opportunity to gain
and benefit from expertise if we are conditioning their expertise to
following a particular line that may be the policy line of a current
administration.

So I think that the issues that you bring before us are very im-
portant, and I would hope that the committee would pursue those
from that vantage point than an inquiry as to whether the policy
was correct or incorrect.

Mr. WELDON. No, I understand. And I agree.

Mrs. MINK. Thank you very much, Mr. Chairman. "

Mr. BURTON. Thank you, Mrs. Mink.

Is there further questioning of the witness?

If not, thank you very much, Mr. Weldon, for your testimony.

Mr. WELDON. Sorry I took so long.

Mr. BURTON. It has been very, very helpful. We really appreciate
it.

Mr. WELDON. I owe you one, Henry.

Mr. BURTON. We have a vote on the floor. Since we have a vote
on, rather than start with the next panel I think we will go vote
and come right back and we will start with the next panel as soon
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Y
as we return. So please excuse us. We stand in recess until the fall
of the gavel. :

[Recess.] :

. Mr. BURTON. The committee will reconvene. We have members
that will be drifting back in because the vote has just concluded on
_ the floor on the final passage of the flag burning amendment. .

So I would like to have the five witnesses, Mr. Bransford, Lieu-
tenant Colonel McCallum, Dr. Leitner, Mr. Maloof, and Mr. Fox
come forward.

. Is Mr. Fox here?

Mr. MALOOF. Yes.

Mr. BURTON. I guess we don’t have it in order here. Where is Mr.
Maloof? Where is Mr. Fox? ,

Mr. MALOOF. I think he stepped out for a minute, Mr. Chairman.

Mr. BURTON. We probably ought to wait for Mr. Fox because I
need to have you sworn in.

b Everybody run and check the men’s room, or wherever he might
e.

Would you all please stand and raise your right hands, please.

[Witnesses sworn.] -

Mr. BURTON. Be seated.

Lieutenant Colonel Mc¢Callum, we will start with you. I under-
stand that we are going to allow each one of you 10 minutes be-
cause your story is going to take a little bit more time than normal.
So you have 10 minutes to testify.

Mr. BRANSFORD. Mr. Chairman.«

Mr. BURTON. Yes.

Mr. BRANSFORD. My name is William Bransford. I am Colonel
McCallum’s attorney and I would request permission to make just
a very brief statement before Colonel McCallum talks.

Mr. BURTON. Proceed. :

STATEMENTS OF LT. COL. EDWARD McCALLUM, DIRECTOR OF
THE OFFICE OF SAFEGUARDS AND SECURITY, U.S. DEPART-
MENT . OF ENERGY, ACCOMPANIED BY WILLIAM L.
BRANSFORD, ESQ., SHAW, BRANSFORD, VEILLEUX & ROTH,
WASHINGTON, DC; PETER LEITNER, SENIOR STRATEGIC
TRADE ADVISER, DEFENSE THREAT REDUCTION AGENCY;
MICHAEL MALOOF, CHIEF OF TECHNOLOGY SECURITY OP-
ERATIONS, DEFENSE THREAT REDUCTION AGENCY; AND
JONATHAN-'FOX, ESQ. ARMS CONTROL SPECIALIST, DE-
FENSE SPECIAL WEAPONS AGENCY

Mr. BRANSFORD. Thank you, Mr. Chairman.

Yesterday afternoon, I received a surprising fax from Mary Anne
Sullivan, General Counsel to the Department of Energy, a copy of
which I provided to committee staff. I received this fax in the after-
noon, even though I had previously notified the General Counsel
that Colonel McCallum’s written testimony was due to the commit-
tee before 10 o’clock yesterday morning.

-General counsel’s letter limits Colonel McCallum’s ability to re-
spond to the Department of Energy’s charges against him. We in-
terpret the letter as allowing Colonel McCallum to make a general
denial about his disclosure of classified information, but not to rein-
force his position by any specific information, even if he can do so
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with reference to unclassified guides and procedures. We hope the
committee understands Colonel McCallum’s situation.

He has been placed in an untenable position. He is being told he
cannot defend himself; he cannot tell this committee why the De-
partment of Energy is wrong, even though the Department of En-
ergy did not itself follow its own procedures.

Under current law, the Department has unbridled power to make
classification decisions without review and then use that authority
to retaliate against executives like Colonel McCallum who tell
thix{g about specific threats to the health or safety of the American
public.

For these reasons, we have drafted a legislative change to 5
U.S.C. section 7532 that would allow for interagency review of clas-
sification issues like those affecting Colonel McCallum. We offer it
for the committee’s consideration. :

We hope the committee understands that Colonel McCallum may
have to limit his answers because of the threats in the General
Counsel’s letter, and I would request that the letter from the Gen-
eral Counsel to me yesterday and the draft legislation that we have
prepared be admitted in the record.

Mr. BURTON. Without objection, so ordered. :

But let me make sure I understand this. There have been threats
issued in this letter, and I have not yet read it, that will limit the
testimony that is not classified pertaining to what Lieutenant Colo-
nel McCallum is going to tell us?

Mr. BRANSFORD. The letter to me, Mr. Chairman, states that
Colonel McCallum is not at liberty to describe in his testimony his
views of the correct classification of the information in dispute,
even if he can do so by reference to unclassified information. So he
is very much limited in what he can say and we are very much con-
cerned that if he doesn’t limit his testimony, the Department could
take action against him based upon his actions in that regard.

l\gr. BURTON. Can he give this information to us in a closed hear-
ing?

Mr. BRANSFORD. Mr. Chairman, I don’t know. It is hard to say
whether he could or couldn'’t.

I would think that he could. It is my interpretation of the letter
that he can make a general denial, and I think that is sufficient.
cIl think the written testimony we provided the committee yester-

ay—— _

Mr. BURTON. All right. We will let him go as far as he can, but
"~ I just want to say that the Department of Energy and Mr. Richard-
son, the head of the Department of Energy, has done everything
possible in his power to try to stop this hearing today. I have never
seen any kind of pressure exerted like this. I mean, they have gone
to the leadership of the House and everything else to try to stop
this hearing, and now we are getting a letter from the Department
of Energy trying to harness what Lieutenant Colonel McCallum
says. I think it is despicable and I just want the Department of En-
ergy to know this isn’t the end of it. Whoever is here from the De-
partment of Energy, this isn’t the end of it. We are going to pursue
this. This is baloney. ’

The Congress of the United States has a right to know these
things, and so do the people of the United States, if our national
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security has been imperiled because of actions that they have taken
or nonactions that they have taken. s

Lieutenant Colonel McCallum, you are recognized for 10 min-
utes. ‘

Colonel McCCALLUM. Mr. Chairman, Congressmen, Congress-
women, thank you for the opportunity today to speak with the com-

‘mittee about lapses in the Department of Energy’s Nuclear Safe-
guards and Security Program and the Department’s long history of
§1Lppression and reprisal against individuals attempting to do their
jobs. »

Mr. BURTON. Would you pull the mic a little bit closer? We want
to make sure we hear everything you say.

Colonel McCALLUM. DOE’s arrogant disregard for national secu-
rity is clearly described in the recent report on security at the De-
partment of Energy by the President’s Foreign Intelligence Advi-
sory Board and Congressman Cox’s committee report on espionage
in our national laboratories.

It is clear today that the DOE has sacrificed nuclear security for
other budget priorities and has jeopardized national security by
failing to protect its laboratories against widespread espionage or
against the possibility ot terrorist attack.

Over the last 9 years, I have served as the Director of DOE’s Of-
fice of Safeguards and Security. In this capacity, I have been re-
sponsible for developing the policy that governs the protection of
- the Nation’s nuclear assets, including weapons, nuclear materials
from which nuclear weapons are made, highly classified informa-
tion, and personnel security clearances. My office is also charged
with investigating security incidents involving the possible loss of
nuclear materials and the unauthorized disclosure of classified in-
formation.

You will note that these authorities did not include implementa-
tion at our sites or an oversight responsibility, which are a signifi-
cant organizational flaw which I describe in my more extensive
written testimony and in some of the reports that have been writ-
ten for the Department.

As you may know, or as you know now, the Department of En-
ergy placed me on administrative leave on April 19th. Some DOE
officials allege that I committed a security infraction. They claim
that I disclosed classified information during a discussion with a
whistleblower from a DOE site.

This is not true. Based on the Department’s published classifica-
tion procedures and guides, these allegations are completely un-
founded. I have released no classified information. I have been an
authorized classifier in the Department of Energy for over 25
years, and helped develop the first classification guide in the.safe-
guards and security area in the mid-1970’s. I am also the Depart-
ment’s subject matter expert on the areas of tactics, use of forces -

- and protection of our facilities.

Yet, it is strange that the Department did not consult my staff,
nor me, beéfore taking this action. They failed to-follow their own
procedures in investigating this incident and, indeed, in following
up with an appeal before I was placed on administrative leave. In
fact, the office that is designated by regulation in the Department
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to adjudicate these issues, the Office of Declassification, was di-
rected not to do their duties and provide the review.

This is incomprehensible.- Instead, the Assistant Secretary for
Defense Programs, an organization which my office has been ex-
tremely critical of in recent years because of incidents that have be-
come public in recent months, was tasked to do the job. The out-
come was not a surprise. Their approach was sophomoric, based on
speculation and supposition and a clear lack of tactical technical
expertise. I believe this action to be a clear and obvious act of retal-
iation against myself and the office that has tried to bring forward
an increasingly distressing message of failed security at the DOE
laboratories.

The timing of these charges shows a clear attempt to discredit
and intimidate me immediately before I was to testify before the
PFIAB, and most certainly before the Congress, relative to the re-
cent espionage issues at the Department labs. I informed DOE that
I had been asked to appear before Senator Rudman’s panel to dis-
cuss DOE security on April 16. I was placed on administrative
leave on April 19th; then called the next day and asked to delay
my appearance before the panel until after Secretary Richardson
could speak to them first.

What is most disturbing, although doubtlessly ironic, is the De-
partment’s defense of its action by invoking the mantra of national
security. The Department has adopted this position and the posi-
tion that the content of the so-called security infraction is so secret
that neither congressional staffs nor my attorneys can review the
information in question. It is a variation on the old adage, “I could
tell you all about it but then I would have to kill you.”

The fact that I must discuss this allegation in such a public
forum is personally and professionally distressing. However, I feel
compelled to do so because this action is one in a long history of
suppression and reprisal against others and myself and, as such,
I feel constitutes a serious and continuing abuse of power. I speak
out in the trust that this committee and other Members of Con-
gress will take the legislative steps necessary to protect individuals
who continue to fulfill their responsibilities.

Many career civil servants and contractors carry on their mission
despite the likelihood that should they become the bearers of bad
tidings they face harassment, open threats, and the loss of their ca-
reers and certainly their reputations. These men and women are
sometimes all that stand between callous risk to the Nation’s wel-
fare and individuals who choose to say whatever will deliver the
most favorable spin at the moment.

I am here to tell you that these civil servants and Government
contractors are watching what is happening to me and the other
men at this table today. They are watching because they already
know what has happened to others. Men such as John Hnatio, Jeff
Hodges, Dave Leary, Jeff Peters, and Mark Graff have all had their
careers ruined for coming forward and addressing serious lapses of
security at DOE facilities. Can we continue to allow such intimida-
tion, neglect and indifference regarding these serious matters? I
tell you, the message that our employees have received thus far is,
do your duty but do so at the risk of being smeared, fired, or both.
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This year, one of cur best and longest-serving field Security Di-
rectors suddenly retired after attempting to take action against a
~ contractor employee who willfully violated security procedures.and. --
admitted a Russian visitor with an untested computer to a security
area at one of our facilities. '

In January 1997, David Reidenour, head of security for one of
our sites, retired in disgust after only 90 days on the job. Mr.
Reidenour said, “In my professional life as a military officer, as a
registered professional engineer and as a technologist, I have never
before experienced a major conflict between loyalty to my super-
vision and duty to my country and the public. I feel that conflict
today.” Men like Rich Levernier, Gary Morgan, Don Mclntyre, and
Jay Stewart are joined by contractor Security Directors like Bernie
Muerrens and Link White who tried to do the right thing for their
country but were rewarded by replacement or reprisal.

Today, men and women of conscience within the Department of
Energy are falling silent because they do not see support from the
top at a national level, and some simply cannot afford to go without
the income they need to support their families. Mr. Chairman,
these people shouldn’t have to choose between doing the right thing
and supporting their families.

As the Director of the Office of Safeguards and Security, my
team has provided senior DOE management with sound judgment
regarding security at our Nation’s most critical strategic nuclear fa-
cilities. We have provided specific action plans to correct short-
comings, sometimes even though much of what we have rec-
ommended has not been welcomed nor considered politically correct
now that the cold war is over. ,

However, the steady decline in resources available to the DOE
Safeguards and Security Programs, as well as a lack of priority, or
indeed in many cases no priority, have allowed the Department’s
security posture to deteriorate to a point where its effectiveness is
highly questionable.

I have included in my written testimony some references to un-
classified reports from the Office of Safeguards and Security issued
between 1994 and 1999, which document the reduction in the De-
partment’s nuclear security readiness. These reports are supported
by hundreds of classified reports which provide detailed analysis of
our sites. The information presented in the testimony [ submit
today is not new. The message of lax security has been repeated
consistently over the last decade in reports prepared by my office,
such as the Annual Reports to the Secretary in 1995, 1996, and
1997. In fact, these reports were frequently referenced and
footnoted in the PFIAB report. They cite a litany of failed efforts,
such as a computer security regulation that was rejected in 1995
by the laboratories and their DOE program Assistant Secretaries
as too expensive. This change, which would have only required sim-
ple firewalls, passwords, and prudent business practices, may have
prevented many of the losses of classified information which we
have reported recently and, in fact, would have been less costly
than the several days of shutdowns at our naticnal laboratories,
which we have already seen executed this year, to try to react to
thos: losses.

«
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The 1997 Annual Report to the Secretary points out that most
of our facilities by that time were no longer capable of recapturing
a nuclear weapon or a nuclear facility if it were lost to an adver--
sary, and describes the DOE security force as a hollow force be-
cause of excessive reductions in personnel and in training to our se-
curity police officers. Storage facilities are seen as aging and inad-
equate, and security alarm systems increasingly obsolete. These se-
rious deficiencies are described and contrasted against the back-
drop of increased openness to our sites, increased openness to our
data, increased foreign visitation to both the sites and the security
areas within the sites; increased declassification of information,
while at the same time facing a 30 percent increase in the amount
of special nuclear material which we were required to store, and a
40 percent decrease in our budget.

External reviews such as the earlier report to the Secretary by
General James Freeze, or the Nuclear Command and Control Staff
Oversight cite similar concerns. There have also been numerous
GAO reports. However, the Department has not chosen to resolve
these serious and longstanding problems.

Secretary Richardson recently announced the selection of a new
security czar. Based on the Secretary’s announcement, many of
these ongoing concerns could be answered. However, the Sec-
retary’s statements and the actual events occurring within the De-
partment are strikingly different. A disturbing document entitled,
“Safeguards and Security Roles and Responsibilities” has been cir-
culated by the Under Secretary and some laboratory proponents
that would give the security czar less authority than I had in the
Department for the last 10 years. Specifically, in the proposed
structure, critical approvals would be delegated from the head-
quarters to the very laboratories that have allowed critical losses.
Important security plans, as well as exceptions to national and de-
partmental regulations, would be delegated to the field. And fi-
nally, oversight inspections would be conducted only “for cause.”

Based on initial reviews, ladies and gentlemen, this devolution of
the few authorities reserved to the Department is in direct conflict
- with the serious negligence identified in both Congressman Cox’s

report and that of the PFIAB. It is the organizational equivalent
of sending the fox in to count the hens. The head of such an evis-
cerated organization could hardly be calied a czar. This proposal
developed by the labs at a cost of almost $2 million is a perfect ex-
ample of the organizational and policy interference by the labs that
is well documented, I believe, also in the PFIAB report. It begs the
question, who is in charge?

May I have 30 seconds to close, sir?

Mr. BURTON. Yes.

Colonel MCCALLUM. Mr. Chairman, although the DOE security
policy is carefully coordinated with the interagency through the
U.S. Security Policy Board and is consistent with the DOE and
other high security agencies, it has never been fully or successfully
implemented in the DOE. :

The arrogant disregard for regulations and contract requirements
and the long history of denial by the laboratories and DOE pro-
gram Assistant Secretaries, have resulted in an ineffective program
of protection and the loss of our Nation’s most critical secrets.
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External oversight and separate line item funding—and I would
like to underscore that—external oversight, such as proposed by
the Senate, and separate line item funding for security are essen-

tial if the reform which the Department is talking about is to be

effective.

Meanwhile, the Department’s history of harassment and reprisal
has sent a clear warning that the government does not want to
keep or attract its best and brightest. Despite current legislation,
gaps exist in protections where classified information may be part
of the issue. Willful negligence has flourished in the Department
and will continue to do so as long as officials can hide behind capri-
cious and sometimes malicious acts under the mantra of national
security.

While I place no higher value than duty to my country, some
forum must be identified or chartered to assure that everyone has
a fair and impartial hearing when they bring out wrongdoing. All
of us must have the same right to due process which we expect as
citizens and as provided for by our Constitution.

Mr. Chairman, career civil servants are charged foremost with
ensuring the public health and safety and the protection of our en-
vironment. However, if civil service is based solely on a personal
or political whim, then the public will be protected and served only
as long as it is polmcally expedient to do so:

It is time to accept the responsibility that we have for nuclear’

and national security, correct past failures and rebuild our pro-
grams. Thank you, sir.

Mr. BURTON. Thank you, Lieutenant Colonel McCallum.

[The prepared statement of Colonel McCallum follows:]
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. TESTIMON\Y _OF EDWARD J. MCCALLUM

Mr. Chn;mmﬂmkwaonheopmnunitywspukwithﬂwwmmmeewhynbouﬂxe
Department of Enctgy's (DOE) Safeguards and Security Program, and the Department's long history
of’ supprcssxon and reprisal against individuals attemptmg todo thexr jobs. DOE’s arrogant dlsregard
for national secunty is clearly d@cnbed in the June 1999, Report on Security at the Department of

; Energy by the President’s Foreign Intelligence Advisory Board (PFIAB), and Congressman Cox's
committee report on espionage at our national laboratories. It is clear today that DOE has sacrificed
nuclear security for other budget priorities and has jeopardized national security by failing to protect
its Laboratories against widespread espionage or against terrorist attack.

Over the past nine years, I have served as the Director of DOE's Office of Safeguards and
Seourity. In this capacity, I havo boon responsiblo for the policy that governs the protootion of the
DOE's national socurity assets, including nucloar weapons, nuclear matorials, highly classified
information and personnel olearancos forﬂmum My cffioe is also charged with investigating
security incidents involving the loss of nuclear materials and the unauthorized disclosure of

" classified information.

As you know the Department of Energy placed me on Administrative Leave on April 19,
' 1999. DOE officials allege ~that 1 committed a security infraction. They claim that I disclosed
classified information during a conversation with a whistleblower. This is not true based on the
Department’s own classification procedures and guidelines (CG-SS-3, Chap 10, Diw of
Radioactive Material), thesc allegations are completely unfounded. 1 have been an authorized
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: ';zhsdﬁerintheDOEand its prédecessor organizations for over 25 years and helped develop the first
classification guide in this area in 1976. I am also the Department's subject matter expert in th;s
area, yet the DOE did not consult my staff or me before taking this action. Further, DOE failed to
follow its own procedures in investigating these issues before placing me on Administrative Leave,
and has failed to respond to my classification challenge since. I believe this action to be an obvious
. act of retaliation against the individual and the office that has tried to bring an increasingly
. .distressing message of failed s;curity at the DOE Laboratories forward since 1995. In aﬂditiorn, my
situation at DOE remmns unresolved with the threat of a ’mone serious actions as a realistic
possibility. '

Prior to joining the Office of Safeguards and Security I held several high level positions
within the Department’s safeguards and security program areas. From 1988-1989 I served as
Director, Office of Security Evaluations. In 19781 joined the DQE at the Chicago Operations Office
and in 1979 became the Diroctor of the Safeguards and Security Division. Prior to joining DOE, I
sorved as an officer in the U.S. Army. Active military sorvioe includod a numbor of Military
Intolligonoe and Spocial Foroos assignments in Europe and Southeast Asia. I culminated my military
duty as a resorve offioor aftor over thirty yoars of active and reserve servico.

As the Director, Offfoe of Safoguands and Socurity, my toam hes provided seniot DOE
mansgement with sound, pro’t’emouljudgancnt regarding socurity of our nation’s most critical
strategic nuclear assets. We have provided specific action plans to correct shortcomings, even
though much of what we have recommended has not been considered politically correct, since the
Cold War is now over. The steady decline in resources available to the DOE safeguards and security
program as woll as a lack of priority has allowed the Department’s security posture to deteriorate to

a point where it is not effective. I refer in my written testimony to a number of unclassified reports
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from the Office of Safeguards and Security, i(ssuedbetween 1994 and 1999, which document the -
reduction in the Department’g security readiness. These reports are supported by hundred§ of
classified reports which provide detailed anatysis.

The information presented in the testimony I submit today is not new. The message has been
repeated-consistently over the last decade, in such reports prepared by my office as the Annual
Reports to the Secretary in 1995, 1996 and 1997. In fact, these reports were frequently referenced
and footnoted in the PFIAB Re;;om External reviews such as the Report to the Secretary, by General
Jm Freeze, or the Nuclear Command and Control Staff Report on Oversight in the DOE in 1998,
cite similar concerns. There have also been a large number of General Accounting Office Reports
addressing these and other areas, We have frequently reorganized, restructured and studied these
issues, however, the department has not chosen to resolve these serious and longstanding problems.

I'would like to cover a few specifics to introduce the committee to the severity of the issues.
Technical expertise and continuous extemal oversight will be required to assure their correction.
Reorganization and reshuffling will not suffice.

COMPUTER SECURITY
One of the primary interests oxpressod in reoent months, and indeed widely covered by the

- modia reoently, is the loss of classified information from the computer systoms at tho National
Laboratories. Indeed, I belisve we are sitting at the center of the worst spy scandal in our Nation's
history.

The DOE Computer Security Program suffors from a variety of problems. Ofpnmary
concern is the lack of protection for unclassified sensitive inf;)nnatl;on and the ease with which it can

be tmns'ﬁuro’dﬁom‘clusiﬁ’ed symms Until last month little guldame had been issued on how to

protect sensitive but unclassified information. Further, system administrators are charged with the -
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responsibility mm{m their own protective measures. Unfortunately, many of them do not have
the computer security knowledge required to implement a sound computer security program.
Attempts to issue comprehensive guidance by my office and the Chief Information Officer as early
as 1995 met with significant Laboratory resistance and failed. Several Laboratories and their
Program Assistant Secretaries in Washington believed that providing protection, such as firewalls
and passwords, was unnecessarily expensive and a hindrance to science. Implemct‘;‘t@ti‘on of the
proposed Computer Security Regulations in 1996 would ha;'e prevented many of the losses being
reported today.

A variety of computer security tools and techniques, such as encryption devices, firewalls,
and disconnect features, are required by policy; however, these policies were frequently ignored.
Something as simple as using different size floppy discs between classified and unclassified systems
was refused as unnecessary.

Last yoar, despite the most seyem’and candid briefings to the Secretary on compromises of
nucloar wospons data at our National Laboratorics, we were still unable to move ossential policy
ohangos forward. It was not untit Congressman Cox's toport bogan to take shapo that DOE began
to reaot.

FROIRCTIVE FORCES

While much attontion of late has boon directod toward foreign visitors, espionage and the
protection of‘ classifiod information, equally serious cause for concern exists in other arcas as well.
For M‘Toe, since 1992, the number of protective forces at DOE sites nationwide has decreased by
almosuo%(ﬁoms 640tod1ecunmtnumberofappmxmmtely3 500). In 1996, the numbers were

© far worsc,b\noonnnwus pressure ﬁom my office resulted in an increase of scveral hundred Security

Polioe Officers over that low. In the same timeframe the inventory of nuclear material has increased

Page 4



. | | 65

v

by morc than 30%. The number of Security Police Officers has dectined to the point where it is
questionable at some facilities whether the DOE Security Force could defeat an adversary. By 1996
several facilities were no longer ea;:able of recapturing a nuclear asset or facility if it were lost to an
adversary. Indeed, a number of sites stopped training for this mission because resources were
reduced below the minimum level necessary to expect success. We have had some Success in
increasing security force numbers in recent years and at this time all sites claim they can satisfy the
requitement to maintain control over these facilities. Yet, several of these sites are using unrealistic
performance tests to verify that their Protective Force can recognize, contain and neutralize the
adversary. For instance, artificial "safety constraints” are imposed on exercise adversary teams that
effectively neutralize their ability to operate. A review by a DOD Special Operations team at one
of our sites last year reported that needlessly restrictive exercise rules for the intruders resulted in
a false site win and a false sense of security.

There have been several other consequences of reduction in the number of Security Force
Officers. First, DOE sites are relying incroasingly on local law enforcomont agoncios to handle
sorious soourlty thwoats. While their dedication and intont are cloar, their training and ebility to
respond in a timoly maenner in a nucloar terrorist situation is questionable. . Second, sites have
mmmwméummommmofmwmmmmm. Finally, an avorage
annual overtime rate in our nuclear weapons facilities of approximately 25% has had detrimental

affocts on safety, training, and response capabilities.
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EXERCISES

A oen&auy funded and well-integrated National-level security exercise program is critical
to meet the safeguards and protection needs of DOE and the natio_n. Exercises that address site
‘xesponse and management of security crisis are required by regulation to be held annually at critical
DOE faciiitim. However, participation by State and local law enforcement, regional offices of the
Federal Bureau of Investigation (FBI) and other Fedeial agencies is inconsistent and varies
considerably. Under Presidential Decision Dixjective 39, U.S. Policy on Counterterrorism, and
Decision Directive 62, Protection Against Unconventional Threats to the Homeland and Americans
Overseas, the Secretary of Energy is directed to conduct exercises to ensure the safety and security
ofiits nuclefar facilities from terrorism. With the cooperation and support of the FBJ, several regional
exercises were conducted at DOE sites in the last year. However, funding and commitment are far
short of the required goals. My staff has estimated that we are meeting only about 25% of our site
requirements. Importantly, the majority of the funding for exercises resides at the site level whore
expoMinuuwiewﬂhoMideMpromehﬂmlyw.mwymM
detrimeont.
PHXYSICAL SECURILY SYSTEMS

Another area of conoom involves aging and doteriorating security systoms throughout the
DOE complex. Physical security systems such as sensors, alarms, acoess control and video systems

are critical to ensure the adoquate protoction of Special Nuclear Material (SNM) and clagsified
material and weapons péirts. Many tfaciliﬁes have systems ranging in age from 14 to 21 years, and
are based on technclogy developed in the mid-70's. Because of the obsolescence of these systems
they fail t00 frequontly and replacement parts and servioos are increasingly expensive and hard to

obtain. Expensive compensatory measures (i.e., security force response) are required as a stopﬁap
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measure to assure adequate protection. 6Idersy$tzenumalso vulnerable to defeat by advanced
“technologies that are now readily available to potential adversaries. Continual reductions, delays or
aneelhﬁomhﬁmimwﬁmﬁnﬂingimmuuwﬁskm sites security. Also, DOE is not
realizing significant savings available through advancements in technology that have increased
Mom assessunent, and delay capabilities.
PERSONNEL SECURITY

I fear that a recent decision by the Department to have HQ Program Offices fund the cost of
clearances for ﬁeld contractor personnel will have severe rej;ercussions. Since implementing this
newappmachatthebeginnjngofl“\’ 1999, we have already seen a dramatic increase in the backlog
of background investigations. As with other security areas, program offices must decide between
competing interests when determining those areas to be funded. Unfortunately, security activities
age relegated to a lower tier in terms of importance by most program Assistant Secretaries and field
sites. This appears to be the case with the funding of security background investigations. As the first
line of defensc against the "insider” throat, adoquate funding and timely conduct of reinvestigations
is oritical %0 ensuring that DOE mainteins a security posture commeonsurate with the level of threat
and that only relisble and trustworthy individusis are given acooss to critical national security assets.
COUNTERTERROPISM MEASURES

Pmudeatul Decision Directive-39, The United States Policy on Counterterrorism, requires
all governmental agencies to imploment socurity measures to defend against weapons of mass
destruction, including chemical and biological weapons. The Office of Safeguards and Security has
developed the necessary policies and requirements for implementing PDD-39. Labs and production
" plants, however, have boen slow to purchase and install explosive detection syMs, with only a
limited number of sites having done so. HQ program Assistant Secretaries claim that there is no
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funding for such equipment. I find it hard to believe we can find money to provide explosive

detection at airports nationwide but not at our most sensitive nuclear facilities.

A PATH FORWARD

Operating beneath the surface of these major challenges are some fundamental issues that,
if properly addressed, could provide the impetus to effect real progress. These challenges are not
new, nor are their solutions.
SAFEGUARDS AND SECURITY PROGRAM FUNDING

This is the central and root-cause issue for failed security in the DOE. As previously stated,
when HQ program Assistant Seéretarigs face funding shortfalls, there is a tendency to cut security
programs in equal or greater proportion than other program elements. In recent years, these cuts
have been routinely made without the benefit of assessing the impact these cuts have on the security
of the site or assets in question. The implementation of virtually every security program, from the
Information Socuﬂtmemtoanvo Foroes, has suffered significantly. Many of these cuts
are shortsightod and ill advisod, and as we have seon they have lod to sorlous security lapsoes.
Nevertholess, my offios had no authority 60 onsure HQ program Assistant Socretarios implomontation
of departmental security policies and requirements. Similardly, my office has fow resources to
provide program offices or field elements to help pay for appropriate security measures. The new
Security Czar does not have a budget for implementation. Safeguards and Security budgets for DOE
should be provided through one or more line items to the Security Czar, not the program Assistant

Secretary. Without an adequate budget there is simply no authority.

V Page 8



69

OYERSIGHT _
1t should be apparent that attempts to implement internal oversight of the DOE safeguards

and security progran. have failed over the last decade. \;’hile there have been high points and
periods when oversight has been effective, organizational and budget pressures have played too
central a theme for this function to remain within DOE. An organization like the Commission on
Safeguards, Security and Counterintelligence for Department of Energy Facilities proposed by the
Senate in Section 3152 of the National Defense Authorization Act for Fiscal Year 2000 sk\\ould be
established to independently review Security at DOE and the Laboratories. This would fulfill
longstanding recommendations of both GAO and the Congress. Further a direct information
mechanism should be established to one or more of the Congressional Committees.
ORGANIZATIONAL STRUCTURE

In all of the reviews of the safeguards and security program conducted during the last decade,
there is a recurring theme. Namely, the organizational structure of the Department’s Safeguards and
Wwwmmdim:mmmﬁcwdwdtymdmpomibﬂityaMismoopmw
menipulation by the contractors. The Safoguards and Seourity Program in its current structure has
one organization developing policy, trelning and providing technical field assistanoe (0SS), anothor
organization providing funding and "implomonting guidanos” (Hoadquarters Program Offices), a
third tier of organizations (Field Sites) is mponsii)le for implomentation of policy, while a fourth
(EH) ‘is msponz;ible for oversight. A fundamental change in both the organizational structure and
- funding of the Safeguards and Security Program is ﬁbsolutely necessary before the Department can
begin to systematically address the major challenges previously addressed. These organizations must
be consolidated with policy, guidance and implementation in one location, and with an appropriate

budget to participate in Depamneqt _(_iocision making.
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Secretary Richardson recently announced the selection of a new "Security Czar" for the
Department. Based on the Secretary's pronouncements many of these concerns could be answered.
However, the Secretary’s statements and the actual actions occurring within the DOE seem starthir jly
different. A disturbing document entitled, "Safegum-dS and Securit): Roles and Responsibilities” has
been circulated by the Undersecretary and Roger Hagengruber of Sandia National Laboratory that
would give the Security Czar less at;thority than I had in DOE. Specifically, in the proposed security
structure, critical approvals would be delegated from Headquarters to.the very Laboratories that have
allowed critical losses. Tmportant security plans as well as exceptions to national and departmental
regulations would be delegated to the field. And finally, oversight inspections would be conducted
"for cause” only, based on initial reviews and self-inspections by the Labs themselves.

Ladies and gentlemen, this devolution of the few authorities reserved to the DOE is in direct
conflict with the serious negligence identified in both Congressman Cox’s Report and that of the
PFIAB. It is the organizational equivalent of sending the fox in to count the hens. The head of such
an ovisceratod organizstion could hardly be callod a Czar. This proposal-developed by the Labs at
a oost of almost 2 million dollars - is a perfoct examplo of the organizational and policy
intorfarenco by tho Labe that is also dooumentod in the PFIAB roport.

1 would be loss than forthooming if [ failod to mention the most positive aspoct of the Dopartment’s
safoguards and security program. The program is staffed by hard working dedicated men and women
throughout the country, both Federal and contractor, who are firmly committed to protecting the
" critical national security assets entrusted to their care. The responsibilities of these individuals are
most demanding and froquently dangerous in many respects. Yet despite the dwindling rosources
available to them, these individuals continue to perform in an outstanding fashion. Where this
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Department has failed is in providing these professionals the necessary resources and training to

allow them to perform their responsibilities safely and appropriately. The Department has also failed

. to provide prqtection 8o that individuals will bring forward problems and deficiencies without fear
. . of retaliation. _

It is due to the professionalism and diligence of the DOE security workforce that progress
has been made in some of the areas I previously addressed. However, the DOE field is strewn with
the careers and reputations of security officers who have dared question the system or raise concerns
for the security of our sites or the health and safety of the public. One site has had 5 Security
Directors in a little over 2 years. The last, David Reidenour resigned in disgust after only 90 days,
stating that he had never before been in a position where his duty to protect the health and safety of
the public placed him in direct conflict with loyalty to his supervision. Men like Rich Levemier,
Gary Morgan and David Reidenour are joined by contractor Security Directors like Bernie Muerrens
and Link White who tried to do the "right thing" for the country and were rewarded by replacement
or reprisal. i

Numerous Security Polioe Offioors respondod to former Secrotary O'Loaty’s call in 1994 to
come forwand without foar of reprisal only to suffer harassment. Aﬁerﬂlopﬁg@‘soonfetmewover
and 1. oameras and microphonos wero turned o, thoy suffered roprisal as thanks for their offorts.
Moen like John Hnatio, Jeff Hodges, Jeff Peters and Mark Graff have all had their careers ruined for
coming forward and addmssmg serious lapses in DOE security practices. This year, one of our best
and longest serving Security Directors suddenly retired after attempting to take action against an
employee who willfully violated security procedures and admitted a Russian visitor, under escort,
to a socutity area at the Savannah River site. The DOE escort allowed the Russian to carry an

' uncleared laptop computer into the area, after being wamed by the Security Office not to do so.
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'IbeDepamnem’ahistoryofharassmentandreprisalsendsavayclmwaming@dﬁs
government does not want to attract or keep its best and brightest. ' .

Despite current legislation, gaps exist in current employee protection specificaily where
security clearances or classified information may be part of the issue. Under some circumstances
current organizations do not review claims of inappropriate or prohibited employment practices
where these elements are present. Willful negligence has flourished in DOE and will continue to do
so as long as officials can hide capricious and sometimes malicious acts behind the mantra of
National Security. While I place no ‘valuc higher than duty to my country, some forum must be
identified or clearly chartered to assure everyone has a fair and impartial hearing and all have the
same right to "due process” which we expect as citizens and is provided for provideﬁ by owr
Constitution.

Mr. Chairman, career civil servants are charged foremost with assuring the public health and
safety, and the protection of our environment. However, if civil service is solely based on a personal
whim, then the public will be protected and served only as long as it is politically expedient to do

30.
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Mr. BURTON. Dr. Leitner.

Dr. LEITNER. Mr. Chairman, members of the committee, I would
like to express my appreciation for your collective concern over the
mistreatment of career civil servants essentially for speaking
“truth to power” concerning the systematic pillaging of the United
States Defense industrial base and our Nation’s most precious mili-
tary and nuclear secrets by the People’s Republic of China.

Appearing before you today is both an honor and a rather dubi-
ous distinction. To be victimized by my own government, particu-
larly the Defense Department, for consistently putting the near-
and long-term national security interests of the United States
ahead of all other considerations, is something which I still find as-
tounding to this day. I believe that a deadly combination of corrup-
tion, greed, careerism, indolence and possibly darker motives have
brought us to this sad turning point in the nature of the military
threats to the United States and countries along the Chinese pe-
- riphery, extending from the Central Asian republics through the
Indian Ocean and along the Pacific Rim. :

My particular story revolves around my documenting evolving
military threats to the United States spurred by reckless transfers
of advanced Western technology, technology capable of allowing po-
tential military rivals such as the PRC to leapfrog generations of
technological development and trillions of dollars of expenditures
and to field advanced weapons systems faster than our experts
have predicted. I have been systematically penalized for my initia-
tive and efforts. :

From 1986 through 1990, I was consistently praised by DOD offi-
cials for my effectiveness in documenting and persuasively defend-
ing American technology security interests around the world in
international negotiations, but all that changed in 1990. That is
when I authored the memo and charts presented as attachment A
to my written testimony. That memo pointed out dangerous flaws
in the methodology DOD was using in determining which tech-
nology to drop from international export control lists. For the mere
act of composing this message for my chain of command, I was
summarily recalled from Paris and ordered to get on the next flight
home, where I was confronted by the first in a series of DTSA man-
agers who place their personal interests and career advancement
ahead of all else. I was told, “You are to be placed in a position
of least trust in this organization: licensing.” A remarkable state-
ment as export licensing is the raison d’etre for the organization.

After my being banished into licensing, I began to detect a dis-
turbing pattern of Indian acquisition of United States and British
parts and components for their attempt to build a so-called indige-
nous supercomputer. I wrote a paper on this issue that received the
support of the Defense Int.lligence Agency and numerous technical
experts. The DOD response: I was barred from looking at export li-
censes involving India. ,

After these two incidents, my performance appraisal dropped
from outstanding to an entire grade lower. My supervisor at the
time told me he was ordered by the Director and Deputy Director
of DSIA not to give me an outstanding rating. He then advised me
that he would lower my written coramunication category because,
after all, it was my memos that resulted in all of this.

ey
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Earlier that year, I had been told I would be given a quality step
increase as a result of my outstanding performance. This was
quickly scrapped and I was denied a $2,600 pay raise. This was to
be the first in a series of retaliatory financial sanctions which, in
my reckoning, has cost my family between $75,000 to $100,000 to
date, and over the course of my lifetime, certainly much more. The
}ioss of income punishes not only me, but also my wife and four chil-

ren.

In May 1991, I authored a technical paper entitled, “Garrett En-
gines to the PRC: Enabling Its Long-range Cruise Missile Pro-
gram.” The controversy generated by this paper ran well intc 1992
but eventually stopped a potentially disastrous technology transfer
from taking place. The new administration was fighting tooth and
nail to approve the transfer of cruise missile manufacturing tech-
nology to the PRC. While the technology transfer was prevented
and the potential threat to the United States mitigated, I was
nonetheless punished for my having been right.

In 1994, I wrote a technical paper entitled, “McDonnell-Douglas
Machine Tool Sales to the PRC: Implications for U.S. Policy,” and
refused a direct order to change my denial of the transfer of the
Columbus, OH, B—1 bomber/MX missile/C—17 plant to China. The
incident was the subject of a recent 60 Minutes broadcast.

Later, I co-authored a study entitled, “Transferring Stealth Tech-
nology to the PRC: Three Pieces to the Chinese Puzzle.” This paper
revealed how the PRC was targeting United States companies for
technology acquisition with surgical precision.

Late in 1995, a series of events heralded a new round of internal
retaliation against me. First was the publication of my first book,
“Decontrolling Strategic Technology, 1990-1992: Creating the Stra-
tegic Threats of the 21st Century.” The reaction of DTSA manage-
ment, after desperate attempts to prevent publication of the book,
was to artificially lower my performance appraisal and inseri all
manner of political language into my civil service rating. I appealed
- the rating, and while the score was raised somewhat, the political
lanlf.‘l’;uage was allowed to stand and I was again penalized finan-
cially.

In 1997, reprisals began to intensify upon the publication of my
second book and my being invited to appear before the Joint Eco-
nomic Committee to discuss Chinese economic espionage and stra-
tegic technology transfer. Just before the hearing was to convene,
DTSA management held a Directors meeting, where it was an-
nounced that no DTSA employees would be permitted to attend
that hearing, and if any applied for annual leave for that purpose,
it would be denied.

It was in December 1997 that a campaign to further isclate me
began; this time to confiscate my office computers, a laptop and a
desktop. I was told DTSA management was afraid that I may use
the computers to write testimony, books, or articles critical of
DTSA actions or policies. Therefore, DTSA management reasoned,
take the computers away and I will no longer be able to write or
testify.

About this time, I began to see and issue denials for a large num-
ber of export licenses originating with the DOE sponsored national
laboratories. These licenses were to transfer a variety of high-tech



75

equipment with direct applications to nuclear weapons develop-
ment to Russia and China. I objected then and continue to object
today to these so-called lab-to-lab transfers because there was no
"evidence of a security plan to protect U.S. technologies from being
used against us. There was no evidence that the Department of En-
ergy exercised any credible level of control over these activities.
And after meeting with lab officials, it was apparent to me that the
labs had become entrepreneurial and were creating programs, as
much to resolve the loose nukes program, as it was to keep them-
selves employed and to avoid layoffs.

In 1997, I witnessed the intentional orchestration by the admin-
istration of a series of events resulting in the false certification to
Congress that China is not a nuclear proliferant.” This provided the
Chinese legal access to many nuclear technologies to complement
that which they were engaged in stealing.

I am proud to have been associated with Mr. Jonathan Fox, who
had the courage to do what extremely few in government appear
capa}})le of doing these days: that is, recognizing and telling the
truth.

In April 1998, I again appeared before the Joint Economic Com-
mittee to discuss continuing problems with the growing strategic
threat from China. Next I was subpoenaed to appear before the
Senate Governmental Affairs Committee in June. My Senate testi-
mony resulted in an investigation by the Inspectors General of six
agencies of the management of the export control process.

In August, I was called before the Cox/Dicks committee where 1
testified on the PRC threat and worked very closely with that staff,
providing over 18 inches of documents and hours of follow-up inter-
views with staff.

Ever since these testimonies, I have been subjected to, in stac-
cato fashion, one adverse harassing act after another; the most
prominent of these, further lowering of my performance rating, at-
tempts to isolate me from attending meetings concerning nuclear
exports—particularly when the IGs were visiting the interagency
meetings as part of the followup on the Senate-requested investiga-
tions—a trumped-up letter of reprimand; sick leave harassment; a
falsified charge of security violation, Colonel McCallum is well
aware of how that affects you; and implied threats to charge me
with insubordination or defiance of authority.

These actions were deemed so serious that Senator Thompson
twice wrote to the Pentagon, including to Secretary Cohen, express-
ing concern for his witness. In addition, the Office of Special Coun-
sel has accepted my case for a full investigation of political repris-
als and illegal retaliation.

The politization of the career civil service is an extraordinarily
dangerous and insidious process aimed at co-opting, bypassing or
eliminating unbiased professionals. Without a nonpartisan profes-
sional civil service, this Nation will be subjected to wild mood
swings and radical policy changes that will wreak havoc. The pro-
fessional career civil service is, in a manner of speaking, a dampen-

_ing force, or, the Ritalin in the body politic which prevents dan-
gerous and intemperate initiatives from getting out of control.

DOD routinely engages in two questionable personnel practices:
the militarization of DOD’s civil service, by allowing widespread
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conversions of military personnel to civilian positions; and the inap-
‘propriate, possibly illegal use, of the Intergovernmental Personnel
Act to directly appoint individuals without competition and avoid
ceilings on political appointments. In many cases, particularly
within the Defense Threat Reduction Agency, civil servants with
decades of expertise in strategic weapons programs were shoved
aside and demoted, while DOE lab employees were brought in to
fill their posts.

Between downsizing, contracting out, military rehires, and the
abuse of the IPA program, the fundamental relationship and con-
nectedness of government to the general population is being radi-
cally altered.

I would like to call upon members of the Civil Service Oversight
Committee to investigate the developments 1 have just described
and prepare a legislative remedy to ensure that the congressional
vision of the character of the career civil service and its importance
to a free and open society is mirrored by reality.

In the meantime, Congress should act swiftly to ensure that the
pay cap on double dipping by retired military personnel be kept
firmly in place. Removing the dual-compensation ceiling will only
exacerbate the problems I have outlined above.

It has been almost exactly a year to the date, June 28, 1998, that
I gave sworn testimony before the Senate Governmental Affairs
Committee on the sad state of the export control process. It was 1
year prior to that testimony when Michael Maloof and I went to
the DOD Inspector General’s office to request a formal investiga-
tion of technology transfer to China and the national security
threats it was creating. We were quite surprised when an IG Divi-
sion Director said he was not interested in what we had to say and
bluntly asked us to leave; simply threw us out.

Is it any wonder that almost 10 months after Senator Thompson
directed the IGs of the Defense, Commerce, State, Energy, Treas-
ury, and CIA to undertake an extensive review of the export licens-
ing process, that the DOD report is very weak? It does not reflect
many of the issues brought up by DOD personnel.

Should I be surprised that of the six IGs directed to followup on
the concerns I expressed to the committee, only one, the DOD IG,
even attempted to contact me? While I spent many hours speaking
to the DOD IG, the reams of evidence I presented were minimized
or shrugged off with statements like, “It is beyond the scope of our
audit.” :

In fact, the Air Force’s preliminary review of the draft report ex-
coriated the IG on many issues.

Tragically, nowhere in this government are analyses being per-
formed to assess the overall strategic and military impact of these
technology decontrols 1 described in my testimony before the Joint
Economic Committee. Nor are any analyses being performed on the
impact of the day-to-day technology releases being made by the
dysfunctional export licensing process. Yet it is precisely at the big-
picture level where the overall degradation of our national security
will be revealed. Without such assessments, the government will
continue to blunder along, endangering the lives of our citizens un-
necessarily. -
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On three separate occasions, I formally recommended the cre-
ation of a modeling simulation and research branch which would
be dedicated to conducting such cumulative and tactical impact as-
sessments. To date, the only cumulative impact assessments cre-
ated within DTSA .are those which I undertook independently and
for which I was routinely subjected to reprisal.

It is amazing to me how much time and effort has been spent
on attempts to break or contain me, rather than monitor, analyze
and protect our national security. I cannot begin to count the num-
ber of times I have been asked, “How do you put up with this treat-
ment? How do you manage to survive in that environment?’ Of
course, the correct question should be: Why are people with such
mean and self-serving agendas allowed to flourish, even be re-
warded, for engaging in such ruthless and destructive behavior?

As with the case of the six IGs, where only one deigned to con-
tact me regarding the concerns I expressed to the Senate, why is
it that at no time over these past 9 years has even one DOD official
in my chain of command called me in to hear and perhaps even ad-
dress the issues I raised? Even though DOD officialdom has been
summoned to testify in open hearings and respond to my congres-
sional testimony, I have yet to be called or invited to speak with
anyone inside the Defense Department. Rather than address the
issues, DOD’s hierarchy appears more comfortable with targeting
me for their minions to exact punishment and penalties, with the
apparent goal of destroying my career.

I am well aware that every move I make is being intentionally
misconstrued by several henchmen within my organization as part
of some next step in the retaliation process. The increasingly politi-
cized and compliant bureaucracy cannot be relied upon to restore
balance to the system. Only detailed and vigorous congressional
oversight is capable of preventing these excesses and the dangerous
legacy from undermining our children’s future. Thank you.

Mr. BURTON. Thank you, Dr. Leitner. Very illuminating.

[The prepared statement of Dr. Leitner follows:]
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Testimony of
Dr. Peter M. Leitner

before the Committee or Government Reform
of the United States House of Representatives

June 24, 1999
10:00 a.m.

REPRISALS & RETALIATION: SPEAKING TRUTH
TO POWER ON CHINA

Mr. Chairman, members of the committee, I would like to express my
appreciation for your collective concern over the mistreatment of career civil servants for
“speaking truth to power” conceming the systematic pillaging of the U.S. defense
industrial base and our nation’s most precious military and nuclear secrets by the
People’s Republic of China. Appearing before you today is both an honor and a rather
dubious distinction. To be victimized by my own government - particularly the Defense
Department - for consistently putting the near- and long-term national security of the
United States ahead of all other considerations is something that I still find astounding to
this day.

I believe that a deadly combination of corruption, greed, careerism, indolence, and
possibly darker motives have brought us to this sad turning point in the nature of the
military threats to the United States and along the Chinese periphery - extending from the
Central Asian republics through the Indian Ocean and along the Pacific Rim.

-

Histery eof Reprisals

My particular story revolves around my documenting evolving military threats to
the United States spurred by reckless transfers of advanced Western technology, —
technology capable of allowing potential military rivals such as the PRC to leapfrog
generations of technological development and trillions of dollars of expenditures and to
field advanced weapons systems faster than our experts have predicted. I have been
systematically penalized for my initiative and efforts. From 1986 to 1990 I was
consistently praised by DoD officials for my effectiveness in documenting and
persuasively defending American technology security interests around the world in
international negotiations. At that time I was DoD’s principal CoCom negotiator and
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head of the DoD team on such issues as machine tools and manufacturing technology,
advanced materials, and, for a time, computers. In addition, I served as chairman of a
Paris-based military study group on advanced materials for weapons systems that turned
out 15 reports and as the head of the U.S. team to another group on defense production
technology and test equipment.

But all that changed in 1990, shortly after I received a Special Act Award for
preparing the Under Secretary and Assistant Secretary for Policy to effectively argue in
favor of rigorous machine tcol controls. That was when I authored the memo and charts
included as Attachment A. That memo pointed out dangerous flaws in the methodology
DoD was using in determining which technology to diop from international export
control lists. For the mere act of composing this message to my chain of command I was
summarily recalled from Paris at 5 a.m. and told to abandon my technical team in France
and get on the next flight home. There I was confronted by the first in a series of DTSA
managers who place their personal interests and career advancement ahead of all else. 1
was told, “You are to be placed in a position of least trust in this organization -
licensing.” A remarkable statement as export licensing is the legislative raison d”’tre for
the organization. :

After being banished into licensing, I began to detect a disturbing pattern of
Indian acquisition of U.S. and British parts and components for India’s attempts to build
a so-called” indigenous supercomputer. 1 wrote a paper on this issue (U.S./India
Relationship: What Are the Ground Rules?) that received the support of the Defense
Intelligence Agency and numerous technical experts. In response, I was barred from
-looking at licenses involving India. After these two incidents, my performance appraisal
dropped from “outstanding” to an entire level lower. My supervisor at the time told me
he was ordered by the Director and Deputy Director not to give me an outstanding rating.
He then advised me that he would lower my “Written Communication” category because
“after all, it was your memos that resulted in all of this.” Earlier that year [ had been told
I would be given a quality step increase as a result of my outstanding performance. This
was quickly scrapped, and I was denied that 82,600 pay raise.

This was to be the first in a series of retaliatory financial sanctions, which, in my
reckoning, has cost my family between $75,000 and $100,000 to date and over the course
of my lifetime certainly much more. This loss of income punishes not only me but also
my wife and four children. .

In May 1991, I authored a technical paper entitled “Garrett Engines to the PRC:
Enabling Its Long-range Cruise Missile Program.” The controversy generated by this
paper ran well into 1992 and eventually stopped a potentially disastrous technology
transfer from taking place. The new adminisuation was fighting tooth and nail to
approve the transfer of cruise missile manufacturing technology to the PRC. 1 was
internally vilified and later penalized even though the Air Force, CIA, and Arms Control
and Disarmament Agency came around to support my position. While the technology
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transfer' was prevented and the potential threat to the United States mitigated 1 was
‘nonetheless punished for having been right.

In 1994, I wrote a technical paper called “McDonnell Douglas Machine Tool
. Sales to the PRC: Implications for U.S. Policy” and refused a direct order to change
my deniat of the transfer of the Columbus, Ohio, B-1 Bomber/MX Missile/C-17 plant to
China. This incident was the subject of a recent 60 Minutes broadcast. Later that year I
co-authored a study entitled “Transferring Stealth Technology to the PRC: Three
Pieces to the Chinese Puzzle.” This paper revealed how the PRC was targeting U.S.
companies for technology acquisition with surgical precision. In 1995, I took the
initiative and prepared a policy paper called “Nuclear Safety, Strategic Technologies,
and Weapons Proliferation: A New Approach.” This was an attempt to reduce Indian
access to nuclear- weapons-related technologies while assisting India on the civilian
nuclear safety issue. Prepared and circulated fully three years before the most recent
round of nucleéar weapons tests in the Thar Desert, neither the paper nor the initiative was
acted upon by DTSA management despite strong support for many elements of the
approach internally and externally.

.Late in 1995 a series of events heralded a new round of internal retaliation against
me. First was the.publication of my book “Becontrolling Strategic Technolegy, 1990-
1992: Creating the Strategic Threats of the 21" Century.” This was followed, in early
1996, by my paper on “Dual-use Exports and Naval Nuclear Propuision: Denying
Exports to Brazil”; third was my active opposition (Non-Nuclear, Militarily Critical
Uses of Osciloscopes) to a DoE-led effort to decontrol oscilloscopes and remove them
from the Nuclear Suppliers Group list of proliferation- related technologies. The reaction
“of DTSA management, after desperate attempts to prevent publication of my book, was to
artificially lower my performance appraisal and insert all manner of political language
into my Civil Service rating. [ appealed the rating and while the score was raised
somewhat, the political language was atlowed to stand and I was again penalized
financially. At one point, DTSA attempted to insert a criteria stating that my licensing
decisions had to meet with the approval of my supervisor at least 90 percent of the time.

Examples of the political characterizations inserted into my Civil Service
performance appraisal as criticisms include:

e “Dr. Leatner is an advocate of tightening export controls.”
e ... he veers to the right as much as possible.”

o “Some of his denial recommendations push the envelope towards tighter control.”
¢ “He is my most conservative/cautious licensing officer.”

In 1997, reprisals began to intensify with the publication of my second book,
“Reforming the Law of the Sea Treaty: Opportunities Missed, Precedents Set, and
U.S. Sovereignty Threatened,” and my being invited to appear before the Joint
Economic Committee to discuss Chinese economic espionage and strategic technology
transfer. Just before the hearing was to convene, DTSA management held a “Directors”
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meeting where it was announced that “no DTSA employees will be permitted to attend
that hearing and if any apply for annual leave for that purpose it will be denied.” When I
circulated the JEC announcement of the time and place of the hearing to my co-workers
on the office E-mail system attempts were made to somehow construe this as a “security
violation.” My testimony was entitled “Feeding the Dragon: Tecbnology Transfer and
the Growing Chinese Threat.”

Two articles published in 1997, “Ethics, National Security, and Bureaucratic
Realities: North, Knight, and Designated Liars” and “Supercomputers, Test Ban
Treaties, and the Virtual Bomb ” 'were met with immediate hostility within DoD. The
first looks at people who lie to Congress - the designated liar for their agency. The
second reveals the nuclear proliferation dangers and suspect agenda of the administration
in decontrolling supercomputers - a mistake about to be compounded as we speak. In
June 1997, Mr. James Cole and I authored a study entitled Minimum Requirements to
Produce Machine Tools Capable of Manufacturing Weapons of Mass Destruction.

It was in December 1997 that a campaign<o further isolate me began - this time to
confiscate my office computers, a laptop and a desktop. It began with an outright lie that
the information management staff wanted the laptop assigned to me returned. Then my
desktop unit was removed as well. I was told verbally and in writing by the information
management staff that they never asked for the return of the computers and that they
would only declare the machines excess and get rid of them. They also said that DTSA
management was afraid that I might use the computers to write testimony, books, or
articles critical of DTSA actions or policies. Therefore, DTSA management reasoned,
take the computers away and I will no longer be able to write or testify.

About this time, I began to see and issue denials for a large number of export
license applications originating with the DoE-sponsored national laboratories-
particularly Los Alamos, Sandia, Livermore, and Qak Ridge. These licenses were
intended to facilitate the transfer of a variety of high-tech equipment with direct
application to nuclear weapons development 2nd testing to the most dangerous entities
within the Russian nuclear weapons design, test, and manufacturing complex. I objected
then, and continue to object today, to these so-called Lab-to-Lab transfers because there
was no evidence of a security plan to protect U.S. technologies from being used against
us, there was no evidence that the Department of Energy exercised any credible level of
control over these activities, and after meeting with lab officials it was apparent to me
that the labs had become entrepreneurial and were creating programs not so much to
resolve the fictional “loose nukes™ problem as to keep themselves employed and avoid
layoffs. Some of these programs go by the titles Materials Protection, Control, and
Accounting i'rogram, Initiatives for Proliferation Prevention, Nuclear Cities Program,
MAGO progrem (assisting the Russians to refine and miniaturize an Electro-Magnetic
Pulse weapon), etc. Given my knowledge of how badly managed DoE’s nuclear
stockpile program was, I found it amazing that DoE was holding itself up as the paragon
of virtue in these areas. My concemns were strongly validated by the Cox/Dicks
Committee and the President’s Foreign Intelligence Advisory Board. In the meantime, I
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was lectured by my supervisor that “the Russians are our friends” and I have “no business
standing in the way of these DoE run programs.” I refused to alter my denial
recommendations and virtually all of my denials were overtumed by DTSA management.
GAO later confirmed that more than 50 percent of the tax dollars going into many of
these programs were spent in the United States on overhead and little if any results can be
shown regarding lessening the nuclear threat facing the United States. For these efforts I
was again given a poor performance evaluation and penalized financially. The following
is representative of the denial positions I recommended on such cases;

DOD POSITION: 20 NOVEMBER 1996
" 'DENY

Per Section 10g of tfi¢ EAA and Sections 770.1 and 778.3
of the EAR DoD is recommending denial of this
application. End-user is an unsafeguarded nuclear facility
and this device is capable of making a material contribution
to proliferation projects of concern.

DoD will either deny or return without action any cases
which fall within this lab-to-lab framework which are not
accompanied by a narrative describing how and why a
particular item was selected, a national security impact
assessment, a description of how 1t fits into the program it is
to support, and specific pomnts of contact at the lab
sponsoring the transaction. In addition, DoE should provide

i a copy of their security plan covering each of the
agreements.

DoE involvement in a materials accounting project
notwithstanding, the end-user is a facility of great concern
both for weaponization and naval propulsion reasons. As
the commodity and the device it will power will be under
the control of the Russian end-user there will be virtually no
accountability for its eventual end-use. In addition, the
portable nature of the equipment makes it qutte suitable for
maintaining strategic weapons and propulsion systems in
the field, which would help to improve the operational
readiness of Russian nuclear and naval forces.

This and related cases raise serious concerns as to whether
the verification inspection, inventory, monitoring programs
" -- of which there appear to be scores -- are out of control.
In every case which has crossed my desk the U.S. side of
the agreement is some sort of private contractor operating
on behalf of the USG. More often than not it is a
contractor-run national fab which is negotiating and
commutting the United States to fairly open-ended programs
_ of assistance and technology transfer. The export control
process is then faced with license applications to transfer
specific technologies directly to the some of the most
sensitive areas of the Former Soviet Union (FSU) nuclear
weapons complex where they will simply be tumed over for
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.

permanent unverifiable use in facilities of greatest strategic
concern. - ’

The justification given for approval is that the U.S.
contractor says it is needed to support the program all -
indications are that the various cooperative programs with
the FSU initiated over the past few years are basically lab-
to-lab agreements which have spme, but very limited, direct
USG oversight. Instead, day-tc-day functioning of these
agreements is left to the contractors to decide what
technology is (or is not) relevant, required, or even desirable
to transfer to the FSU. Whether national security concems
are factored in is not evident in any of the applications for
export licenses submitted for approval. Unfortunately,
contractors are given to focus upon the achievement of
milestones and satisfying their clients, in this case DoE and
Russia. With such a focus, quibbling over specific
capabilities regarding a piece of equipment is not something
that wil' be given attention. Yet it is precisely this sort of
mucro-cvaluation which is at the heart of the export control
process ard must be performed for the system to function.
"There is no sign that such analysis is being performed at
present in regard to these Lab-to-Lab agreements.

In almost every such case, licensing analysts are rubber-
stamping approvals based upon the simple test of whether
"it looks rsasonable and appears to fit within the lab-to-lab
agreement." One cannot even tell whether the FSU
requested specific equipment or if the U.S. side
recommended it; or whether the FSU rejected a
recommended piece of hardware and insisted on a much
more advinced device capable of performing tasks beyond
those called for under the scope of the program. This was
certainly the case with the super computers bound for
Arzamas and Chelyabinsk, and not required by the lab-to-
lab agreement which was being cited as cover for this
unjustified export.

Other USG agencies are deferring to DoE on these cases
and incorrectly assuming a degree of control and analysis
which doesn't appear to be present. There is no evidence
that real analysis or oversight is actually being performed.
Instead we are all being asked to "believe" that the
technology being transferred is the minimum required to
perform the task cited and that there is little to no risk to
U.S. security.

.

In 1997, I witnessed the intentional orchestration by the administration of a series
of events resulting in the false certification to Congress that China is not a nuclear -
proliferant. This provided the Chinese legal access to many nuclear technologies to
complement that which the committee so clearly demonstrated they were engaged in
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stealing. During that year, [ witnessed the development of the twisted logic that since the
PRC lost out in a head-to-head competition with Russia to sell Iran a nuclear reactor
complex it can be construed as being forthcoming on proliferation issues. The fact that
the Chinese withdrew their offer to provide Iran a nuclear reprocessing plant only after
they lost the contract was interpreted by the administration as an opportunity to “sell”
China to Congress. . .

In April 1998, I again appeared before the Joint Economic Committee to discuss
continuing problems with the growing strategic threat from China. Next I was
subpoenaed to appear before the Senate Governmental Affairs Committee in June where [
testified about the intentional systematic failure of the export control process, as

‘structured by this administration, to protect America’s precious military technology

advantage. My Senate testimony resulted in an investigation by the Inspectors General of
the management of the export control process by the Defense, Commerce, State,
Treasury, and Energy Departments and the CIA. In August I was called before the

" Cox/Dicks Committee where I testified on the PRC threat and worked very closely with

that staff - providing over 18 inches of documents and hours of follow-on interviews with
staff. Ever since these testimonies I have been subjected to, in staccato fashion, one
adverse harassing act after another. The most prominent of these are: further lowering of
my performance rating, attempts to isolate me from attending meetings concerning
nuclear exports -- particularly when the IG’s were visiting the interagency meetings
pursuant to the Senate inspection request, a trumped-up letter of reprimand, sick leave
harassment, a falsified charge of a security violation, and implied threats to charge me
with insubordination or defiance of authority. In fact, the DoD IG found that of the 16
DTSA licensing officers I am the only one not to receive a bonus, or an outstanding or
superior rating, this in spite of the fact that I am the only person to have authored any
technical or policy analyses or to have stood up for DoD’s national security rnission in
the face of interagency obstructionism. All of this happened since my Cox/Dicks
testimony. These actions were deemed so serious that Senator Thompson twice wrote to
the Pentagon, including to Secretary Cohen, expressing concemn for his witnesses. In
addition, the Office of Special Counsel has accepted my case for a full investigation of
political reprisals and illegal retaliation.

Dangers Facing Civil Servants Today

The politicization of the career Civil Service is an extraordinarily dangerous and
insidious process that has been more radically advanced during the past six years than at
any time since the enactment of the Hatch Act. Today’s hearing is a microcosm of an
insidious process aimed at co-opting, by-passing, or eliminating unbiased professionals
from the policymaking/implementation process. Without a nonpartisan professional civil
service this nation will be subjecred to wild mood swings and radical policy changes that
will wreak havoc pursuant to the particular agenda of, not a particular elected government
per se, but the armies of non-elected appointees who are often the advocates of extremist
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positions. The professional career Civil Service is, in a manner of speaking, a dampening
force, or, the Ritalin the body politic, which prevents dangcrous and intemperate
initiatives from getting out of control. ‘

Unfortunately, the present administration has so weakensd and abused the
structure of the career civil service that legions of sycophants, carpetbaggers, and plain
old crooks have supplanted civil servants in many key positions. DoD routinely engages
in two questionable personnel practices: the militarization of DoD’s civil service by
allowing widespread conversions of military personnel to civilian positions, and the
inappropriate, possibly illegal, use of the Intergovernmental Personnel Act to directly
appoint individuals without competition and avoid ceilings on political appointments. In
many cases, particularly within the Defense Threat Reduction Agency, civil servants with
decades of expertise in strategic weapons programs were shoved aside and demoted from
key positions while DoE lab employees were brought in to fill their posts. These lab
employees/IPA Fellows are then given a strong voice in which programs are pursued and
which research facilities are awarded applied/or basic research contracts. This is
featherbedding at its worst - allowing an eventual beneficiary of a program to determine
how and where money is to be spent—-yet this is how DTRA is structured. Even the head
of the organization is not a civil servant but an IPA Fellow from Lawrence Livermore
National Lab, one of DoE’s problem children.

Between downsizing, contracting out, military rehires, and the abuse of the IPA
program the fundamental relationship and connectedness of government to the general
population is being radically altered. It is a mistake to assume that the military personnel
who are being allowed to “jump the line” today, and unfairly receive government jobs (25
percent of DTSA’s “civilian” staff are retirees previously assigned there) ahead of the
tens of thousands losing their jobs due to base closures and downsizing, are the same as
the WWII, Korean, or Vietnam War citizen soldiers. Today's military retirees,
particularly the officer corps, are careerists with a much more tenuous connection to civil
values and norms than previous generations of draftees. All veterans are not the same. In
fact, the proximity of career civil servants to the American people is clearly receding.
The shrinking pool of nonpartisan professionals is instead being replaced by contractors,
IPAs, political appointees, and others who are motivated more by profit than the spirit of
dedicated public service. Whose interests are advanced or protected in this situation -
good government, the American people, or special interests?

The overwhelming inclination of many career military people who are dropped
into a civilian policy setting, is to find, or invent, an S.O.P. (Standard Operating
Procedure) manual that will tell them what to do every step of the way. Often the
ambiguity of civilian policy issues imparts an air of desperation to those accustomed to a
more rigid, defined, routine existence.  Questioning authority, or pointing out
inconsistencies/contradictions in policy implementation is an activity many find hard to
cope with. For instance, when I made an issue out of the Israeli Arrow missile program
having changed to the point that U.S. assistance may be in violation of our commitments
under the international Missile Technology Control Regime (MTCR), I was castigated for
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even raising the issue. Never mind that that the MTCR is one of the comerstones of U.S.
non-proliferation policy or that the U.S. publicly accuses other nations of violations (i.e.,
the PRC/Pakistan M-11 transfers). Instead of engaging in a productive discussion I was
told: *

Since the Arrow program had the support of the Congress and is executed through a
GOI-USG MOU, I fail to see how any individual with your tenure in export controls
could propose such a position.

I would like to call upon members of the civil service oversight committees to
investigate the developments [ have just described and prepare a legislative remedy to
ensure that the congressional vision of the character of the career civil service and its
importance to a free and open society is mirrored by reality. In the meantime Congress
should act swiftly to ensure that the pay cap on “double-dipping” by retired military
personnel be kept firmly in place. Removing the dual-compensation ceiling will only
exacerbate the problems I have outlined above.

Failure of the Inspector General

It has been almost exactly one year to the day (June 28, 1998) that I gave sworn
testimony before the Senate Governmental Affairs Committee on the sad state of the
export control process. It was one year prior to that testimony when Michael Maloof and
I went up to the DoD Inspector General’s Office to request a formal investigation of
technology transfer to China and the national security threats it was creating. As part of
our request we described the internal mismanagement of the export control process by
DTSA managers and retaliatory acts they were engaged in for those who offer unpopular
opinions or positions on issues concerning China. We were quite surprised when an IG
Division Director said he was not interested in what we had to say and bluntly asked us to
leave. N

Is it any wonder that almost ten months after Senator Thompson directed the [G's
of the Defense, Commerce, State, Energy, and Treasury Departments and the CIA to
undertake an extensive review of the export licensing process that the DoD report is very
weak? It does not reflect many of the issues brought up by DoD personnel. Should I be
surprised that of the six IG’s directed to follow up on thé cencerns I expressed to the
Committee only one, the DoD IG, even attempted to contact me? While I spent many
hours speaking to the DoD IG, the reams of evidence I presented were minimized or
shrugged off with statements like “That is beyond the scope of our audit.” While I have
extensive notes highlighting the fatal weaknesses in the DoD report I think that the point
can be better made by paraphrasing from the Air Force's preliminary review of the draft
report, which excoriated the IG for rampant failure to utilize evidence provided,
downplaying major issues, and ignoring corroborating material provided by not only the
Air Force, but the Army, Navy, and NSA as well.
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In part; the Air Force stated:

The audit report based on word usage, semantics, and omission of
significant and relevant documentation substantiaily misrepresented the
documented facts, submitted by the Air Force. The seriousness of
congressional testimony and the related congressional concerns that
prompted this audit are downplayed when compared with the facts
reported by Air Force and which are in documented QUSD) databases, files -
and directives. ' . .

Those questions and requests from the DoD IG, on behalf of Congress
took approximately 325 hours to perform research and answer specific
requests for the Congressional inquiry. Approximately 194 specific
questions were answered. Thirty-three typed pages were prepared with
approximately 74 specifically detailed attachments. Over 124 historical
records were reviewed and an additional 9,896 e-mails were individually
reviewed and evaluated for the DoD IG. Air Force examined over 16
linear feet of Air Force records in order to answer the DoD IG questions.

This documentation revealed: the unauthorized release of classified
futuristic space technology to foreign countries which negatively impacted
both U.S. military and U.S. industry interests; the Defense Intelligence
Agency's non-review of over 99% of all submitted munitions licenses;
intimidation and related acts against export licensing officers; and the
alteration and deletion of not only submitted positions of agencies but also
the deletion of the coordinated office.

Only one reference could be found to an Air Force input. That input was
in regard to training and that was semantically in error.

The DoD IG downplayed and failed to reference the potential compromise
of numerous advance Air Force systems, directly related to actions by
DTRA. The DoD IG never provided to Air Force specific documents that
they requested our comments on, despite repeated requests by Air Force.
The fact that the DoD IG promised to provide such information, on several
occasions, yet elected to finalize a report to Congress purporting a
collective DoD response is disturbing.

It is amazing how much time and effort is spent on attempts to “break” or
“contain” me rather than monitor, analyze, and protect our national security. I cannot
begin to count the number of times 1 have been asked “How do you put up with that
treatment? How do you manage to survive in that environment?” Of course, the correct
question should be; why are people with such mean and self-serving agendas allowed to
flourish, even be rewarded, for engaging in such ruthless and destructive behavior?

As with the case of the 6 1G’s, where only one deigned to contact me regarding
the concerns I expressed to the Senate, why is it that at no time over these past 9 years has
even one DoD official in my chain of command called me in to hear and perhaps even
address the issues I raised? Even though DoD officialdom has been summoned to testify
in open hearings, and respond to"thy congressional testimony, I have yet to be called or
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invited to speak with anyone inside the Defense Department. Rather than address the
issues, DoD’s hierarchy appears mére comfortable with targeting me for their minions to
exact punishment and penalties with the apparent goal of destroying my career. I am well
aware that every move I make is being intentionally misconstrued by several henchmen
within my organization as part of some next step in the retaliation process.

A DoD That Won’t Say No L~

The Defense Department was the leader in successful efforts to decontrol exports
of supercomputers capable of processing vast quantities of complex information, and it
supplied funding and other forms of assistance to contractors hired to justify
preconceived policy initiatives in this regard. In a strategic context, such computer
systems typically figure in weapons development laboratories, nuclear weapon simulation
and modeling facilities, ICBM warhead design activities, and a host of other critical
military applications. DoD’s leadership harked right back to the role played by the new
DoD chain of command in decades-long efforts to reform [read scrap) the export control
system centered at the National Academy of Sciences.

Was it any wonder that DoD officials were unhappy when the Congress
mandated, in Section 1211 (a) of the National Defense Authorization Act for Fiscal Year
1998, that Commerce was required to forward to the Defense Department all computer

license applications for systems exceeding a certain level of performance? This new
authority was an unwanted gift to some in DoD who led the charge to decontrol the very
computers Congress iddressed in the law. The White House immediately sought to
neutralize this congressionally mandated requirement by requiring the signature of an
under secratary in order to object to such an export (see Attachment 4). The Commerce
Department narrowed the window even more by refusing to recognize the right of DoD
officials to delegate authority internally.

_As we meet today, the administration appears poised to announce yet another
round of unilateral supercomputer decontrols. This time many fear that administration
excesses will extend well above the current unjustifiable 7,000 MTOPS level, probably to
20,000. In 1995, “President Clinton [unilaterally] decontrolled computers up to 2,000
MTOPS [from the previous CoCom ceiling of 260 MTOPS] for all users and up to 7,000
MTOPS for civilian use in countries such as Russia” and China. This will enhance
proliferators’ ability to pursue design, modeling, prototyping, and development work
across the entire spectrum of weapons of mass destruction. The weapons design
establishments of Russia and the People’s Republic of China stand to reap the greatest
benefit from further decontrol.

Page 11 of 14



89

Technr ~ Security vs. Balance of Trade

The. H>hilosophies are, of course, diametrically opposed. Technology sold to a
potential adversary that can be used to close the technical gap between its military
systems and ours diminishes our national security. Any short-term gain in our economy
would, with this result, represent at best a Pyrrhic victory. The flip side to the argument
is that by engagement our economy is improved. This provides incentives for increased
R&D to maintain the technical gap. The biggest beneficiary in such a cycle would be the
defense industry, which would be called upon to save us from our own trade policy.

The National Science and Technology Council Committee for National Security
listed three conclusions in its Phase | Prdgress report briefing (28 April 1997):

1. Government controls over controlled technology are effective within legal and
regulatory guidelines, but license decisions are generally made based on
narrow evaluation factors and so do not include analysis of multidimensional
and long- term effects.

2. The government does not have a comprehensive understanding of the effects
on U.S. national security interests of the international flow of both controlled
and uncontrolled technology.

3. Collecting and analyzing sufficient data. to develop a comprehensive
understanding of the international flow of both controlled and uncontrolled
technology and its effects on U.S. national interests to determine if
adjustments to policy are called for would be a major undertaking.

Controlled technology is being redefined as uncontrolled technology at an
unprecedented rate and is being exported despite the fact that the government does not
have a comprehensive understanding of the effects on national interests. While claims of
“regulatory effectiveness” are made relative to controlled technology (again, which is
being nearly defined out of existence), the government has no clue conceming
multidimensional and long-term effects. Why? -- it would be a major undertaking and
would almost certainly expose the recklessness of current export control policy.

The export control system works only when there is a strong degree of creative
tension between agencies. This natural adversarial approach ensures full and open
debate. In addition, it is vital that higher echelons be regular participants in the process, .,
" and this is achieved only through escalation of issues to their level. Pre-emptive" .
surrender because one does not want to involve higher authorities or because one is afraid, -
that escalation may be misinterpreted as a personal failure to resolve issues does a great
disservice to the agency’s mission, the process, and this nation’s physical security.
DoD’s consistent pattern of/'veak or no opposition,-capitulation, and failure to escalate
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issues is the single greatest factor in the loss of tension from the system and its
consequent failure to execute its mission.

Cumulative Impact

Tragically, nowhere in this government are analyses being performed to assess the
_overall strategic and military impact of the technology decontrols I described in my
testimony before the Joint Economic Committee on June 17, 1997, and April 28, 1998.
Nor are any analyses being performed on the impact of the day-to-day technology
releases being made by the dysfunctional export licensing process. Yet, it is precisely at
the “big picture” level where the overall degradation of our national security will be
revealed. - Without such assessments the government will continue to blunder along
endangering the lives of our citizens unnecessarily. I was surprised when the Commerce
Department’s IG concluded in response to Senator Thompson'’s question:

The current dual-use licensing process does not take into account the cumulative effect of
technology transfers. While individual technology sales may appear benign, combining
technology sales over a long period of time may allow U.S. adversaries to build weapons
of mass destruction or other capabilities that could threaten our national security.

On three separate occasions I formally recommended the creation of a modeling,
simulation, and research branch which would be dedicated to conducting such cumulative
and tactical impact assessments. To date, the only cumulative impact analyses created
within DTSA are those which I undertook independently and for which I was routinely
subjected to reprisal. It is notable that the Commerce Department has recognized the
importance of such an effort while DoD still ignores the issue. Perhaps the reason lies in
the following passage from a 1993 memo from DoD’s former DUSD for
Counterproliferation to his boss the ASD for Nuclear Strategy and Counterproliferation.
In describing the role of DTSA in DoD’s pecking order, he stated:

. . it helped to assure that the [Assistant Secretary] and the [Under Secretary] were
insulated from most (but not all) of the mind-numbing, arcane details of the world of
export controls . . . . .

Perhaps, some day, DoD will be blessed with a leadership possessing the
intellectual curiosity, capacity,—and - attention. span necessary to effectively protect
America’s national security equities in this “arcane” but vital field. In the meantime,
however, the special interest juggernaut continues its steamroller tactics in attempting to
“mow down’’ whatever is left of the export control process. Like the two-minute warning
in a football game, the remaining 18 months of the present administration will witness a
renewed assault on the concept of national security export controls. The upcoming
supercomputer decontrol decision, new DoD initiatives to back itself out of the munitions
licensing business, and an internal move to speed up export licenses for some of the key
players in the China space launch fiasco—the event that gave birth to the Cox/Dicks
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Committee—are only the fitst in what promises to be a despefate push to completely gut -
the process. ' The increasingly politicized and compliant bureaucracy cannot bé relied
upon to restore balance to the systern, Only detailed and vigorous congressional

V oversight is capable of preventing these excesses and their dangerous iegacy ﬁ-om

undetmmmg our children’s future.

i
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301

May 30, 1990

MEMORANDUM FOR DUSD/TSP
SUBJECT: Strategic consequences of JCS-led CoCora decontrol exercise

It has come to my attention that during the cuurse of the ongoing massive revision of the
CoCom embargo list ible DoD/JCS officials appeared to have overlooked the overall -
strategic consequences of their recommendations. As such an arms-length review is essential to
any policy decision regarding the final list for deletion I have taken the Lil of correlating those
items proposed for release or drsuc deconu'ol agiinst known Soviet weapons systerns.

To date I have completed a review of the SU-27, the most advanced supersonic tactical
fighter in the Soviet inventory and one known to have already benefited from stolen Westem
technology. The results of my analysis reveal that rhe net result of the decontrol measures
proposed by DoD would provide to the Soviets a generational leap forward in tactical military
capabilities which would provide them with rough equivalency with our own Advanced Tactical
Fighter (ATF/ATA) currently under development at a cost of billions of taxpayers dollars.

In addition, improvements in missile technology which would enable the Sovietsto .
develop highly maneuverable air-to-air, air-to-ground and surface-to-air missiles as well as smagg,.
stand-off control technologies represent a series of Gap-Closers of the first magnitude.

These improvements are displayed on the artached chart. As shown, there is virtually no
mechanical, electronic, material or sensor system which is not m:pacted by the DoD proposals.
The cumulative impact of the JCS recommendations must be addressed and specific items must be
withdrawn from consideretion for decontrol. The alternative is the release of next-generation
military aviation capabilities to the Soviet Union even as the U.S. taxpayer is being asked to fund
the development of similar capabilities for U.S. forces.

blPlcaseforwnrddlemhed analysis to JCS for their review and formal response as soon as
possible.

o

Peter M. Leitner
Senior Strategic Trade Advisor



SAMPLING OF POTENTIRL SU-27 IMPROVEMENTS MRDE
POSSIBLE BY JCS PROPESED COCOM LIST DELETIONS, OR
HOW 76 TURN R SU-27 INTS AN ATA/ATF EQUIVALENT
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Ring Laser Gyro (1091) (1385)
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Phased Array Radar Modulators (1514)

" Backplanes (1091)
Thermo-Electric Coolers (1570)

e Son207 & Tracking Gimbals (1091)

\A to D Conveners (1568)

Nacelle Rings (1305)

On Board Computers (1585)
Bubble Memory (1588)
Surtace Mount PCB's (1364)

Shapod Lhalgn Warheads (1 075)
TE Coolers (1570)

Guidance instruments (1485)
Kryton Nuclear Triggors (1542)

.

Stand Off Control Sys (1518) =

Compasite Wings
{1763, 1357, 1748, 1733)

Turbine Blades (1091, 1480, 1301)

Control Surface Actuators (1091) Compressor Glades (1305)

Engine Bearings (1091)

Oxidation P ion for Carbon-Carbon
Vectored Thru:t Capabilities (1734)

Carbon insulation (1734)

Premise: Few individual tachnologles constitute. a single "Gap Closer” ss a typical
Weapons system represents an array of disparate technologles.

Problem: JCS review proceeds from the sssumption that such gap-closers can be
identified and Isolsted on en Individual basis. The methodology igncres
the cumulative impact of thels Individusl decontrol racommendations as well
as the synergistic etfect of techrology Integration upon the performance of
larger sysiems, such as tactical aircratt.
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SAMPLING OF POTENTIAL SOVIET $SBN IMPROVEMENTS MADE POSSIBLE BY
JCS PROPOSED COCOM LIST DELETIONS AND MODIFICRTIONS
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SAMPLING OF POTENTIAL SOUIET ARMORED FORCES IMPROVEMENTS
MRADE POSSIBLE BY JCS PROPOSED COCOM LIST DELETIONS AND
MODIFICATIONS, OR HOW TO TURN R T-80 INTO AN M1A2 EQUIVALENT
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Nevigation/Guidance/Communications

1L-1385 Compaosses, Gyros,
INS 0 Accelerometers
IL-1521 Rmplifiers

- IL-1544 Semiconductors
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IL-1547 Thyristors
iL-1559 Thyretrons
IL-1587 Quartz Crystais
iIL-1588 Bubble Memory
IL-1565 Computers
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Ammo
IL-1075 iverheads
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Fire Control System e

IL-1091 Machine Tools
Traverse Mechanism
Elevation Mechanism
Gyros
Gimbals
Mounts
Geor Urives
Pinions
Gunner's Controls
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Stabllization Mechanisms
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1IL-1565 Computers

iL-1383 Gyros

IL-1635 Steel Alloys

1L-17355 Lubricants

1L-1781 Lubricants

IL-1570 TE Coolers for Sensors

IL-1564 Electronics

IL-1568 A/0 Converters

1IL-1359 Fibre Optics

IL-1354 Surface Mount PCAB's

#L-1518 RPU Equipment

IL-1301 Superalioy Technology

iL-1661 Nickel Based Riloys
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employment...for the purpose of improving or injuring the
prospects of any particular person for employment. We
found, howaver, that DTSA military officers who separate
from their Service are routinely preselected for civilian

positions within the DTSA. For example:
_ Preselecting . e The March 13, 1680 "DTSA Personne! Status Report,
Military Officers - an intemal DTSA' document, named a miiitary officer

who would soon retire (August 1, 1890). The report
listed required action as *(u)pon retirement, employ as
a civilian, he wilt have to compete.” The status of the
action was listed as “initiate paperwork to hire him as a
civilian, but do not give up military billet. On hold until

! Oct [1990)." Thae retired officer was subsequently hired
by the DTSA on April 8, 1991, as a GM-15, Foreign
Affairs Specialist.

e The DTSA announced a position for a GM-130-15,
Foreign Affairs Speclalist, on March 13, 1991. The
intention was to "civilianize® a position being vacated
by a military officer soon to retire. The announcement
closed on March 27, 1991. On March 29, 1991, the
Deputy Secretary of Defense announced a hiring
freeze that prevented the position from being filled. A
"Certificate of Eligibles* (a list of qualified candidates)
was never issued by the WHS. The Director, DTSA,
sought the agsistance of the USD(P) in obtaining an
exception to the freeze in a July 8, 1991
memorandum. The Director stated “...[the miiitary
officer)..., who has managed the program from the
outset, applied for this position. When we were
informed that no selection could be made for the
position because of the freeze, we applied for an
exception to the freeze.... That request was returned
without action... This leaves us with two
alternatives—-either get an exception to the freeze to
aliow...[the military officer)...to compete for the civilian
position or transfer program.management to the Air
Force, which has the requisite technical and physical
security expertise® {(emphasis in original]. The matter is
still unrescived. .

e The Military Assistant to the DUSD(TSP) retired on
July 1, 1891. He had previously been selected as a
GM-15, Munitions Control Specialist, for the Senior

Defense Technology Security Administration 29
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QB IUN 11 - 193UES AND RECOMMENDATIONS " B. Personnel

Promotions

Assistant - position in the Trade Security Policy
Directorate. He began his new duties the day he
retired. His nominal supervisor, the Director of the
Trade Security Policy Directorate, told us that the
Senior Assistant position was not tenabie as a full-time
position. He further related that he had not requested
a Senior Assistant, but was told by the Director, DTSA,
to find the officer a job. Despite the fact that the officer
Was oCCupying an unnecessary position, the Director,
DTSA, submitted him for a $2,985 performance award.
To do s0, the former officer’s civil service rating period
was extended for 30 days so that his

covered the S0 days required by the OPM.

Under the current Director, DTSA (who arrivad on
October 23, 1980), 5 of 8 new hires (56 percent) have been
mwuryofncorsnslgmdwmoTSAwhohmuparated
from their Service.

in addition to the preceding merit selection irregularities,
we noted the extensive use of noncompetitive promotions
duting our inspection of the DTSA. Noncompetitive
proinotions result when duties are added to positions with no
known promotion potential. The statistics available indicate
that the preponderance of promotions within the DTSA are
noncompetitive and far exceed OPM averages. The following
chart shows the 1988-1981 DTSA competitive, career ladder,
and noncompetitive promotions, as well as the OPM FY 1989
(the last year available) summary data:

30

Defense Technology Security Administration



100

OFFICE OF THE UNDER SECRETARY OF DEFENSE

WASHINGTON.D. C 20301-2000

MEMORANDUM FOR THE RECORD
SUBJECT: INDIA CASE SNNNERS 4/19/91

Oon 2/27/91 | approved with conditions case dREA
(attached) to the Center for the Development of Advanced
Ccomputing (CDAC) In Pune, India. | imposed the foliowing
conditions for approval on the case:

Subject to review by SNEC and State as CADC I|Is deepiy
Invoilved In development of an Indigenous supercomputer. | f
approved then the following conditions apply: MOU 2B
assurances as well as additional government assurances that
these commodities will not be used In support of
supercomputer R&D activities Including software design,
computational fiuld dynamics, launch vehiclie dynamics, ASW
related signal processing or computational mathematics., Al
Software In object code only. NoO embargoed application
software.

These conditions were imposed because COAC's main purpose In
tife Is the development and production of a “homegrown" Indian
supercomputer (See accompanying COAC annual report). As the
policy of the USG Is to exact certalin safeguards as a condition
of exporting supercomputers to various countries, Incliuding:
limited access, tight securlity, no reexport, control over remote
access, no third country national accesas, no prohibilted weapons
development activities, etc., It appears that providing iIndlan
supercomputer RAD facilities with equipment to faclllitate tha
development of thelr own supercomputer which will not be subject
to any safeguards (s a fundamental non-sequitur As a resuit, |
requested special assurances that the @} workstations requested
for export will not be used for such purposes. Absent such
assurances the |license should be denled.

The other software Items being restricted relate to missile,
hypersonics, antl-submarine warfare and other advanced military
developments which not onily appear to go beyond the scope of the
US/indlia relationship but also Involve technoiogies clted by the
Secretary of Defense, for several years In his Critical
Technologlies Plan, as among the "crown-jewels" of present and
future U.S. military production capabllitlies.

On 4/18/91 | spoke with NN the Indla Desk
Officer Iin the State Department’'s Bureau of Near East Affairs.
He strongly disagreed with the DoD conditlions In spite of my
pointing out what | described as a fundamental Inconsistency iIn
regard to India. He stated that obtaining such conditions would
entall new negotiations and nowhers was there sentiment for such
an undertaking., | relterated the fundamental concerns over
restricting the sale of a8 coomodity (in this case supercomputers)
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versus asslisting iIndia to produce thelir own version of the

. commodity to which no conditions would apply regarding
resale/reexport or end-use. He responded by saying "I don’t want
to address that and | will send It back to Commerce for .
escalation to the ACEP.* WIith that the conversation was onded.-‘

7

feter M. Leltner
Foreign Affalrs Speclalist

Attachments: 1. 1988 - 1990 CDAC

© Activity Report
2. Case h



April 1, 1992

MEMORANDUM FOR THE RECORD
SUBJECT: Ethical problems with Case » JENEND -- NI SSEINT.

This memo Is to excuse myself from any further actions
regarding the above cited case. My reasons are based upon severe
ethical probiems (n assisting the approval, with what | am
convinced are ineffective and misleading conditions, of an
inherently strategic machine tool to the Peopies Republic of

China.

Considerable ressarch has pointed to the fact that th!s
machine too! Is a key element In the production of cruise missiie
engines, Apache and Blackhawk hellcopter engines and In a variety
of other milltary gas turbine engines such as the MIAl and
various warplanes. In fact, the majority of these machine tools
have been soid to US aerospace related companies. Some have been
delivered to DoE facllities for Black Programs as wel!.

| am deeply troubled by the fact that unsubstantiated claims
made by that they wiil go out of business If this
sale is rejected have not been Investigated. In any event, the
contributions Chiness ownership of this machine may have in
heliping them “cilose the gap"” In critical subassembly and
component manufacture for such power projection areas as crulse
missi les, manned bombers and hel lcopters has been relegated to
minor stature vis-a-vis percelved political pressure for approval
as manifested In one phone call from a Senator. In addition, the

fact that this caze will serve as a precedent for approvals with
placebo~|Ike conditions for simliar classes of strategic machine
toois has | lkewise been brushed off. .

As It Is my understanding that my role In the export
ticensing process Is to provide a strategic assessment of the
appropriateness of a particular export and recommend a particular
course of actlion It Is Inappropriate to distort such analysis
with economic, financial or balance of trade considerations.
Other fora exist to provide that overlay within the

decision-making system.

| am hereby excusing myseif from further action on this case
Including the authoring of what have been described as “fig-leaf"
conditions to Justify an approval, This memo is being put In
written form per the request of the Branch Chief, Dual Use

Licensing. LT
/5/ S

Peter M. Leltner
Forelgn Affairs Speclalist
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June 4, 1982

MEMORANDUM FOR PETER SULL!VAN
THROUGH: P. Carellas y 2

SUBJECT: CASE GIEEEEEN -- Gas Turbine Engines to PRC Navy

DoD appears about to embark upon a new, high order, level of
support for the millitary of a proscribed nation -- the PRC. The
issue facing OSD and the Services Is whether to provide direct
support which would resuit In the enhancement of the miiitary power
projection capabliities of the PRC through the export of sensitive
dual-use technologies, In this case gas turbine engine productlion
data via Chinese test programs.

In gddition, the USG appears to be In violation of CoCom
regulations for the issuance of export |icenses for technica! data
transfers to the PRC for the six years preceding the present
application.

Chuck Cralg attempted to point this out to you on Tuesday in
our meeting concerning the present case. If this case goes to
CoCom It Is highly Illkely that various delegations will ask
reasonable questions concerning the proposed test regime. Chief
among these questions will be: Why were the technical data |icenses
not forwarded to CoCom as required under CoCom procedures? The
Allles will be quick to point out that the technical data packages
embodied In the earlier U.S. Issued |icenses were Indeed subject to
CoCom controls. They wiliil conclude that the |icenses were |ssued
in violation of CoCom agreements and serve to unfalrily advantage a
U.S. company.

The Allles would be correct In coming to such conclusions
based upon the CoCom regs In effect at the time of the |Icences
being Issued.

Please note that the type of technology |icensed appears to be
precisely that embargoed by CoCom as described In the attachments
to this memo. In attempting to answer these questions the Unlited
States wil| be In a position similar to France during the Forrest-
Line scandle. As you wilt recall, those machine tools were
Ilcgnsod for export to China in violation of CoCom regs and French
Law and resuited In the arrest of several! people, It was the
French, In retalllation for pressure from the United States over
this scandal, who |dentified the Ingersol 11-axl|s tape laying
machine exported to the USSR under a US |icense without going to
CoCom.

In additlon, we now are seeing the French attempting to use
the |l i-advised US approval of the case as a hostage
to their request to export production technology for S-axis machine
tools to the PRC. DoD needs to step back from its current rush to

-
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be everyone's friend and consider the undermining and erosive
nature of decisions to approve cases such as the currsnt Unlted
Technologies/ PLA Navy arrangement.

_Attached please find the D.l’t"!‘ﬂt reguiations governing the
.deftlblllty of technical data ch led to the current |icense.

LIRS T

Peter M. Leltner

OTSA

P g
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LOS ALAMOS STORING EXPORT DATA

CDs Of Navy Weapons Blueprints May Be At Risk

By Paul Sperry, Joha Berlaw
and Scott Wheeler
Investor's Business Daily

I the mid-1990s, 4n obscure
shop within Los Alamos Na-
tional Laboratory in New Mex-
ico contracted with the US.
Navy, and possibly the U.S. Air
Force, to transfer blueprints
and other, technical data for
arms-related exports onto com-
pact disks for computers, /nves-
tor's  Business Daily has
learned.

An IBD exciusive

The shop. which 1s run by Steve K
Hue, was set up in 1995,

1t was from Los Alamos that China
In recent years stole much of America’s
most vital nuclear-weapons secrets

Pentagon officials fear the lab’'s CD-
ROM operation exposes conventional
U.S. forces 1o wholessle Chunese espio-
nage. which would pose a more immedi-
ate threat 10 nanonal secunty.

A fowmer Los Alamos computer
scientist 1s suspected of turming over to
China the design data to the W.88

Welcome Mat

The number of Chinese nationais
employed by Los Alamos National

... ahd China leads al nations in
represantation at the lab
Forsign natimals, by 10p 10 courtnes, 1990

h d nuclear

d. the most

in March, also transferred virtually the
entire history of U.S. nuclear weapons
tesung and development to an unse-
cured computer network in the mid-
1990s.

Around that period, Los Alamos
officials approached the export controls
offices of the Air Force and Navy sod
made 2 bid to store on CD-ROM the
h ds of license appbicati
g¢t from defense contractors each year

The applications include bard copies
of bluepninis and technical specs and
manuals for export equipment and
technology used in fighter jets and
battleships. smong other arms.

If leaked to Cluna, the data “could be

. more devasisung than the nuciear stulf,

which 13 less likely to be used,” a senior
Pentagon official said. .

China, which lacks a blue-water navy
and long-range air power, is eager to
grab such technology to belp it project
power in Aug, defense experts agree.

The Navy and Air Force were
looking for better ways to store and
access the documents as pant of Vice
President Al Gore's “Reinventing Gov-
ernment” goal. Then-Defense Secretary
William reny also encouraped “out-

weapon in the US. arsenal. The
breach, which took place in the |980s.
was (irst discovered in 1995

The Chinese screntist. who was fired

And Los Alamos, with its state-of-
the-art computers and reputation for
vault-hke secrecy st the titae, was a

Contumved on Page A2
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Continued from Page A1
Mwm”

Whet's more, it bids came 1 at an
“imcredibly Lon price - lower then you

0 §0 Iwnceza taergy

But at the time, I\ Depan.
ment, which owns Los Alamos. ded sot
el the Pentsgon — nor Lhe Commernce
ov State anmnum whach also hea-

RNt Exports
Aw lummnwn

ot_‘rm-numuuam
mibisry branchn were relctent o

ey conflem (he cusience of the Navy
coniract, they clam they orea’t sure the
Aw Forre costract wes rvet inked.

The Pentagon oficial s ys thet i fact
® deal was sirech 1 1995 Bui the Aie

i

leads the group thet headisd
contract
News of Chemse spnag o the b
broke in March
Momtoys added thal the kb worker
heading (e prokct “is aow retred
Hee, lllmvhtn\ﬂu wd i’y
sbout twme”* he retired
Hue also told 18D that the Navy
contract be worked on — which -
axport

fering
contract 10 8 prvate fiom in Washng-
on

And Hue 13 following the progect (o
Wathingion, the manages 13yt

In oiher words, Hue mwn't reslly
retnng Not is the progect “desd

The dats Hue o are 0
clasnfied hat Ik Nasy louky the CD

o uat. The volume of Navy cosss &
“twice thet,” be said
“There's & lot more detail (m the

cases) than m we bool That's i
the Cos report,” official
The D g0ge decomid Hows v

from o pa Chmese spytng led

Rep mm I-CM found thet
Chana has stolen miormetron on every
aucicar missie werbesd deployed i the
us ml,vﬁil-ﬂ'mndo“
Esergy’s labe

mmumu-m
MC'CM‘W)’*W
office of te Amociese Duecwor fc
Nuclear Woepons.
(X0 --m
oy "‘""‘..‘;.."’? o
1 m four yeary
an(gu'

Thm'ahalllaMICtCI’
soths out “external-lo-the-laboratory”
projects Whle it seems odd [or & grosp

When 8 defennt contracior spplbes for s governmeni<wned wespond
o eaport heense involving messions. § ibwh-ﬂah'n‘mwm
et i go outrde, K's act
twough  Sate. £6 not that
-M-tu!‘ s . - ) m

g ) e

] l d ( con - thl:-" 15% of
nelogy dats
Pty Sue Weaponsdata)couldbe mlni!:’l'llh'lw
oamgné & 8 camt  enoce devastating budget comes (rom
svmber sad N dev . g (o US. oulside contract
m' * oationd 1y) than the z:‘-::'mdmw
m"s““'- ouclear stuff, which is much P o

apont oo
kol byt e S

- rvond yesrs

e 10 the o 1996 ieet 1o Prew:
:.m De 99 ¢t Chaton. for
fewae i Re- mer Defense
dwction A whech reveews more  Secretary Perry lnud owt ™
than 20,000 export koense spphcations 8 gosls for the depurtment
yesr Inin. e 8100 vouud ’T\ubnmmu

DTRA. o tun, conseits wih Aw
Force and Navy. s well s Army, fo
make sure (he mation » sot sy
100 mich of its defenee sacres
work 1 shared

At Force s Internahonal Alairs sad
Navy's Internauonsl Progrsms Office
review the matensh ond pre DTRA »

tion They file their copees
of (he matensty

From bere, at beast Navy matenals
(whnch include avaiion technology) ere
ofven scanaed osto CD1

A typacsl CD holds 680 methon bytes

memory That translates 1810 thow-
-Mulpqn of docwnents

copes o from Hue m o mfe “Ome CD can hoid » year s worth of
Masiers are kept 8t Lot Alemos. the  dews.” the Peatagos source
Pentagon source Navy 1PO offi-
ay (73 cinl Sian Hicks mys
Leb officrals that m':'m“:
psadio gl There are 2 cumber of ; ho
tery are MO Of 1o fivi i " ¢ "4"0 "
Sow theyre . individuals connected with spenoes ana
cured ~ or how  China-related espionage still e
they® de ware. The Pentagon of-
housed oot x employed at Department of n,., [
mover ey It oy
1o Wasnmgion . Energy labs. fonel :’,’,‘,,,'
Hue mys M — Gonler pongrossiomst shle  eopecaily from
Mas secuniny foschty hke Los
rance 10 Aan- 99 Alsmos thar s
dle clowilied Joc- fravght with sece-

wments

Thow docwments uclude specs and'
even bluepnnte 10 the most sdvanced a1
and ses weanons sysiems in ihe world —
thinge hke waving mm that help
Fighter prlots when Lhey're bang
tracked by enemy radar. the Pentagon

source iy
“They also reves) informstion sbost
8 Optxcel and 1alrared sekers and
sensors foe miswies
@ Antr-submanne  deection  sqep-

ment
® “Black bonrs.” or cioctromsc com-
ponents ;y'mma which help mash e

prevence of 8 plane.

[ ] Nwhllm:qml

@ Even socalied “black programs.”
such o3 the sieahth fighier and bomber,
hat requice special secunly clearamoe
ond secret funding.

The technical specs Hue has scaseed
wchude eaports OK'd for afbes «— o
well 23 exporty dened

“Even things oe've s0id '8’ 10 the
Batish m ore 1n thost CD-ROMs.” the
206 11

More lhn wo years of Aswr Force
data and more 1han four yeers of Navy
daa are Mored on the CDy. he iays

“They (Nsvy end Ait FW) were
muau to hm (Hue) by the bon

The sowrce figures that Hue stored for
U A Force between 15,000 ud
18.000 cases invoiving Rovmme
vons for exports mth wewme that M
wp 08 Stete’s mwmtions kst of echacio-
s thet hawe dus!  crvilmn or military

rity problems
“You can't snesk out & buach of
boxes of (copwd) docwments.” he wxd
“But you can if you [fit them on &
Mondfulof CDy *

Alwo, ushke computer duketies whach
coniain meisl, CDy are made entirely of
’h‘x and can thus svoud mctal detec-

003, he notes
What s more. the “clemlied” stamp
that Los Alsmos pets om the plasix CDy

» aanly removed “You cae bk your
and just mpe n ofT," he sard
McDonald. (he secon leader

Hue's grovp. sed “COw are a reslly
woadiom for clessfied mulT bacauwse

70U can put 8 lot of (degitat) prosecuons

onit

The Peniegon official sid he knew
abowt the dats storagt comract “for 8
few years.” But e dodn't think much of
i 900l news broke this yoor of masmve

01 Los Alamos.

Almon’ ciaamifind archive project

with the Navy started srownd the same

.mmuwmddmhqau
Buckesr wespons \echnology 8t the

( } didn’t warn any other
scunty leaby.” the

opery
ethe shop in Los Alemos."

Hee's growp, QC-13, b
taown = tabeses and
Information T o ot of the

Computing. Infermation snd Commy-

will 00l purset ovtsewromg cuv|
thet mnmm{ww
Lot Alsmos beaks, the Peaia.
.u wornes te CD progect
it have lod 10 sk compromises
r:’-lloblmml.”
»!

Bt Encrgy Secretary Bl Richardson
ooneris (he heaks hove bees fined

1 can nght mow fece the Amencen

peoplt and ey that becawse of the

medres (hal we

have 1imtuied, there () no potestial

nnows espronage st our lads.” Richard.

90 said i1 week We'se corrcted the

prodlem *

Yet the lod 1 milk adrwiting Chunese
nnion — . o8 far 05 | know,
there heven't boen sny (Chinese) naa
:.; couple of monihs, ' Dennesk old

Chumese vuitors hive Nooded the iab
wace 1993 (s the foll ol thet year. the
admintsiration halted background

mmwlklwmunmhu-
Alsmos end

Sand — more than

Wm w

Investigaions from Congress recentty
found a1 keast |} suspecied spees got inio
the tabs wikout peoper CIA or FBI
wetting Jt's not clear, though, 1f thewe
VInUBE SN SLS SOl vecrets

The sdminniration ronguated seceniy
checks 81 e labs m November [994

Lov Alsmos Direcior loka Browme
il defends the forgrn whiors pro-
Pvm srgwng (hal sarmedic imleracuon
AmOMg CORAING @ 100 IPOTSNt 10
o

Dunng the Cimion sdminisiration,
the pumber of Chinese Balionels work.
g8t Los Alemos has catapulted 4114
sccording 10 n internal lab document
obusined by 120

There were 91 nauve Chinese worken
a8 of Apnl. wp from 19.m 1992 It's ako
wp from 82 m 1995, even thowgh
Chinese wying 81 the ad #as dcovered
thet yesr

Cat 8 on Esergy's 44 of “wemsitive
cowntnes,” along wilh cther cOwRInes
wch 83 lroq. b Kores, Paknun
ond Syrie Yet none of these covairnes
Bave sy worken at the ot

And the ranks of the Chunest dwarf
thost of all oiher forcign sauonals
mw \h}hb. mcheding even those

nations

Forvign mationsls from Cermeny

total #%; Casade, 36; Britasn, 28, and
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The Administration Quashes Truth Tellers on China

Byllcmﬁmwc
We hear from President Clialon and his
defenders that he is not (o be blamed for
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yet misleading te of a confl-
dence-! mmm Mr. Pox's
against thé agreement oa

these grounss:
o It “presents real and substantiat risk
(o the common delense and security of both
Allled countries.”

o ;:x;:ndmmkl:'l significant increass
t nuclear weapons lechnology
proliferation.” pons

® “The environment surrounding these
h cannot
timely warning of wiliful diversioa of ot
erwise confidential information to noa-nu-
clear states for nuclear weapons develop
meal.”

© There was 00 gussantee that ihe nu-
§oa would be Iimited (o non-

M ythe Chinese chaled
ot thair m‘&'g’#u West ad "row
Milisary experss who
orgued agomst  hgh-tech
exports to Chine later dis-
covered thae thesr recom-
mendasions had beew ol
sered in the Pemiagon’s
compuier data base.

memo

2
i

;
i

he gave a oon 00U
8coount of the phene ceaversation, he was
uitimehum frem

X . e

WGMU.‘:NM':::
memo 4ad recemmend la faver of e

ovment, thet
“to

agreement, or look eisewbere (or empioy-
ment. (Mr. Fox himself decilned to com-
ment on the matter.)

Within an hour, all the critical language
had bees deleted, and the memo now sim-
my concluded that the ment “ls not

10 the common defense or the se-
curity of the United Stales.” Worried that
s eariier draft might fall into unfriendly
hands, Mr. Fox's superiors insisted the! .
semchody else sign Lhe bew memo.

The asTangement was ia place {n time
for the summit with the Chinese ‘uler, who

team kaew full well that China was spread
militarily useful niiciear tec! u

ing
. such nations as lran axd Palistan. | I

it wes this
fear that seme
might enunciate it at sh PriDarTese
drove the sdenustration
(ruth-tetiers.

Mr. Pox is net the only weapons exper
10 have boett

dats base.

Had President Reagan's sppointees ¢
hﬁl such beavy Sanded cetpurshi
the Democrats in Cougress, constantly «

o, would have :
Goapite balng well aware of the level of
ternal censorehip, Republicas leade
from Rep. Dick Ay (vSen. Hred Thew
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B THE PENTAGON’S ALPHABET WARFARE
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Jotn Hamas: ‘DTSA is spanding 85
percent of its tme lookng st things

that... are wielevant'

NATIONAL JOHE RN AL

LEPIL A

tfirst glance, the latest reform proj-
cct at the Department of Defense
resembles some unpronounceable
game of Scrabble: Offices known
arcanely as DSWA, OSLA, and DTSA will
merge into the equally opaque DTRA Butas
House and Senate conferees reconsene this
week to wrangle out the final Defense
appropriations bill, the members must srive
to decipher this alphabet soup—and the 13
veans of bureaucratic batdes that made it
At suake, said Deputy Secretany of
Defense John J. Hamre, is how the nation
meets “the largest securin challenge we
face in the next decade: the spread of
chemical, biological, and nuclear tech-
nologies"—-weapons sought by enemies,
from North Korea to Iraq. and capable of
kiling thousands. The powerful Hamre is
personally pushing the reform as a much-
needed—and. sav his supporters, long-
orerdue—rationalization of the Penta-
gon’s anti-prohiferation efforts into a
single, coherent orgrnuzation, the Defense
Threat Reducion Agency (DTRA).
Agaringt this plan rails a single civil ser-
vant of what is normalh the most anony-
mows kind. Yet Peter Leitner. o reviewer of

By SYDNEY ). FREEDBERG JR.

undersecreary for acquisition and tech
nology. "Acquisition is insolved in ex-
pors,” Leitner wamed. because it seebds to
Leep the American defense indusuy profit-
able, in part through foreign sales of the
ven tipe that DTSA reguluel “You have
an inherent conflict there.

DTSA's first director, Stephen D. Bryven,
suspects a deliberate Clinton adminisura
tion plan: “They saw an opportunic (o dis-
embowel it," he said of the agency he
founded in 198385, “Take it out of Policy,
and it won't be accounmble.”

Leitner, Biven, and other export<on-
vol hawks have found a willing audience
2mong congressional Republicans, already
nwpicious that the administration subordi-
nates natonal security to free wade. “The
administrauon seems to have a basic rule:
In case of a problem, ult towards [grant-
ing the export license,” said Sen. Jon L.
K. R-Asiz. “Tuad's flawed policy. It plan
right into the hands of terrorist o
tions. it pins right into the hands ro‘uc
states that wish us ill.”

kv inuoduced gn amendment to the
Defeuse appropriations bill that would
have mindated DTSA"s condnued inde~

d He withdrew it for

expont licenses at Ure Defense Technok
Security Administration (DTSA), has test-
fied repeateds on Capitol Hill, blasung his
own superiors. His charwe: that Hamre's
plan will fatatly compromise controls on
the expont of dangerous technologies.

“DOD. oner the last six years,” sud Leit-
ner, "has been scrverely weakened® in iu
ability to heep American technologh ot of
unfriendly hands. By folding his agency,
DTSA. into another, Leitner said. the
planiied reorgantzation would “puta sake
through the heart of . . . whatever's left.”

A cnicial problem. said Leivier, is the
proposed chain of command. Curventh.
DTSA's exportcontrol functions report to
the undersecretany of defense for policy.
As st of the new, composite DTRA. how-
aver, thowe functions would repont (o the

p
reasons, but he received assurances that
the conference would look at the issue.
Powerful senstors, such as Swom Thur-
mond. RS.C., John W, Wamer, R\'a, and
Fred D. Thompson, R-Tenn., have de-

clared their support.
The Hotse has already passed language
that would keep expon controls under the

“overall supenision® of the undersecrewary
for policy. A House National Security
Comminee spokesperson admiued, how-
ever, that the vague wording “does not
specifically preclude DTSA from being
reorganized” into 8 new sgency under
Acquusition.

Ironically, Deputy Becretary Hamre
srewed that his reform plan abwviys provid-
ed that Policy would rewain overall ipens-



sion of export controls. “The format
process of secunitv ievien and the inter-
agency process siill {are] gang to go
throngh Policy,” Hamre <nd. even of the
export<ontrol office belongs to Acquisivon
for adminstrause purposes All of this fer-
vor on the Hill. he suggeted. resuls fiom a
nnsunderstindinig of us mient: “We never
intended 10 more that [orersight]. It's been
m) failing, for not property explaining it,
but once 1 sit down and ulk 10 peaple
aboutat ... we have support.”

Either way, agieed Jay Davis, the direc-
sordesignate of the new DTRA, “the crite-
ria against which the [expori<onuol) acuv-
ities are set belong to Policy.” As head of 2
composite agency, he explained, he will be
responsible 1o muliiple bosses, Policy
among them. Acquisition, however, “has
the most-magic control. which is the
money. .. No matter what the wiring dia-
gram savs, the budget for tis agency goes
through [Acquindon].”

Such fiscal realities gne thoughtful
obseners pause.

So do organizational realities: By folding
DTSA into the new DTRA the reorganiza-
tion would introduce another laver of
bureaucracy bemween the civil senvants actu-
ally reviewing expon licenses at DTSA and
the Pentagon’s top decision makers. A
director of DTSA from the Bush adminis-
uation, Wilham N Rudman, said that »log-
ging up a single sicp of the hierarchy was
hard enough: “You have 10 get somebody
who has other things on his plate, and 1o
whom sour st is a nuisance and techni-
calh incomprehensible, and you have to get
him energuzed 10 deal with his peers.”

Rudman can see no sound reason for
the new administratve scheme. His expla-
nation: “Obvioush, Chaton would sell his
mother for a vour. . . . Suategi conuders-
uons mean nothing here, and it's all poli-

The irony of Rudman's charge is that his
former subordinate at DTSA, Leitner, has
leveled the same charge aguinst him. “Dur-
ing Rudman’s teaure,” Leitner remem-
bered angnhy, “the US. govemment led an
effort to eliminate onethird of the items on
the COCOM list {of restricied exporus)—
pureh a political enercise.”

It is such long-held and biiter memo-
ries of past battles that make today's
debate 30 acrimonious. Leitner is the
voice of a group of deeph discontented
DTSA staffers—a majority within the
agency, he claims, and cerainly a signifi-
cant minoritv. Their grievances go back
for vears. They long for DTSA's days of
greatest influence—under Reagan, when
Bryen was director, and export controls
were frozen suong by the Cold War. Their
standards of security are high: Leitner
even admitied ‘reservations” about the
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Reagan admunistration’s policy, wning it
was too I toward China.

“These people have vbjecied to eveny
expari-comrol decision the fast three
administrauons have made,” fumed Wil
ham A. Reincch, undersecretany of com-
nieice for export administration Com-
merce, as official adiocate for America’s
exporters, has fought DTSA biuerly since
the Reagan days. DTSA has historically
retaliaed with end runs up 10 ssnpathetic
consenatives on Capitol Hill—much the
way Leitner is doing now. In fact, former
Reagan-Bush Commerce offictals recalled
Lestner in particular as “one of the most
ouupoken. . . . Leitner used 10 go up on
the Hill and spill his guus.”

Nor is ¢l suife within DTSA a novelry,
While Leitner criticized Rudman’s post-

Prrea Lamwen: Reorganaaton wout
“purt @ slake Bvough the heart” of export
controls on dangerous technologues.

Cold \War loosening of resurictions, Rudman
referred 1o Leitner—vwhom he demoted—
as “a zealot” and “professionally insane.”
Before Rudman’s 1993 retirement, a 1992
Deferse inspecior genend's report damned
DYSA for mismanagement and low morale.
Summed up Daid Sitverberg, who covered
DTSA st the tume for Defense News, “This
office wws in deep shit, way back then.”

“We had lost our resson for being.”
recalled Rudman: the Cold War.

Since then, said Davis, “DTSA ard iu
management haven’t changed, bu: the
world's changed around them.” They con-
tinued w operme under an old paradigm of
export control: “Put & fence around the
United Swotes, and don't let somedhing out.®
That approach kept bulky machine tools
and malnframe computen out of the hands
of a clearty defined adversary in Mowcow.
But “what does it mican 10 by to do technol
ogy control” in the 1990s, Davis asked,
“when eventhing you need 10 produce
biologicel weup you can legiu by
buy . .. out of a scientific ca 3"

“Too many peopk in DTSA," said Ham-

te, "are il hodding on 10 that old miudel, ’
The goal isn't 10 process as mam ficense
applications as we cair. The gout is 10 1y
1o find out what 1 truh damaging to
America’s securin.” He smd, "DTSA
spending 95 percent of its ime lnoking a1
things that, | peramalh believe, in many
ways, are irrelevant” . ’

Hamre hopes the new agency, DTRA,
will create the “intellectual infrasuucture”
for a new approach, much as the RAND
Corp., the Califona-based think tank, lad
the intellectual foundation for Air Force
strategy at the dawn of the nuciear age.
Only a composite agency, he argues, can
achieve that goal.

The new DTRA would combine DTSA's
exportconuol experis with two larger agen-
cies. One, the On-Site Inspecuon Agenay
(OSLA), his won a world<lass reputation
monitoring arms conud} teaties, in such
places as the former Soviet Union and the
former Yugostaia. The other, the Defense
Special Weapons Agencv (DSWA), is the
direct organizational descendant of the
Manhatan Project. DSWA studies not only
the effects of nuclear, biological, and
chemical weapons, but also new means of
safely atacking their s)los and sites of man-
ufacture. DSWA also administers the Coop-
crative Threat Reducuon Program, which
helps former Soviet states dismande their
aging and unwanted nixlear anenals.

These two agencies, Hamre and Davis
argue, can offer DTSA a new wealth of
knowledge—gained both in the laboratory
and in the field—about the uuh dangerous
technolagies. DTSA can then apply that
knowledge 10 export conrols. “If you don't
bring DTSA into (DTRA),® said Hamre,
“we would have 10 create those capabiliies
in the new ageacy anyway, because the new
agency is going 10 be about conuolling the
spread of technologies.”

What would this brave new paradigm
look like? Insicad of simply enforcing
exportcontrol rules, said Dmts, “you put in
i place an information system that says,

Here's a class of technologies where the

“flow’ looks funny.” A vewerun of the second

inspection team into lraq after the 1991

Gulf War, Davis concluded that Saddam

Hussein's nuckear, biological, and chemical

weapons programns typassed oldsnie con-

uols by purchasing indiniduslly innocuous
items from diverse sources. Only an anahwis
of the overall Yflow" of materials into the

country, he argues, could detect such a

buildup.

DSWA and OSIA form “Whe piece of my
agency | know the least about,” Davis
admit. And Hamre acknowledges, "We
don't have our act together yet, because
we're still] dhinking our way through iL”

If they want w satsfy skeptics in Con-
gres, they had better think fat. L

:

9/12/98 NATIONAL JOURNAL 2N
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20120
Lost In Space

. Did U.S. Companies Share Technology
With China?

Wednesday, December 2, 1998

(This is an unedited, uncorrected transcript.)

DIANE SAWYER, ABCNEWS Good evening, and welcome to 20/20
Wednesday. Tonight, we have a story about how a top US defense contractor
may have given away secrets of American rocket technology and at the
expense of American national security.

SAM DONALDSON, ABCNEWS Giving the secrets away to China is

the charge, Dianc, and China this menth is expected to test a nuclear missile
with enough range to strike the United States. And remember, the Chinese
supply weapons to magy other countries far more hostile to the US Chief
correspondent Chris Wallace joins us now with an exclusive report Chris?

CHRIS WALLACE, ABCNEWS Sam, tonight, you're going to moet a

man named Al Coates, whowuthegovemment $ top cop to protect US
secrets during American satellite launches in China. And Coates says some
American acrospace compaaies relcasod sensitive information which helped
the Chinese. Now, the companies deny giving China technology secrets. But
independent military experts say when someone like Al Costes makes thez»
charges, it's signifioant. (VO) February 1996. An American satellite is
launched on a Chinese rocket. Jiqt after lift—ofT, the rocket veers out of
control. Seconds lator, it explodes, and the $126 million satellite coboard is

. destroyed. But what's most notable about the accident is that, afterwards,
 Chi;7se rackets stopped exploding. Tonight, you'll hear a story you've never
heard before—how US acrospace companies may have helped China build
better rockets at the expense of America’s national security. (on camera) As &
routine matier, are American companies giving sensitive information to the
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Chinese?

AL COATES I believe they are.

CHRIS WALLACE (VO) It was Al Coates’s job to protect American
technology. As 8 senior monitor of overseas launches, Coates has been
waming the government for years about wiiat American companies have been
doing in China. Last month, frustrated by the lack of response, Lieitenant

Colonel Coates quit, after 29 years in the Air Force. Tonight, he's 30ing
public about the acrospace industry for the first time.

AL COATES They want to get the job done. They don't consider it helping
the Chinese. They consider it getting their payload and getting their job
accomplished.

CHRIS WALLACE (on camera) What has the effect of all this been on US
national security? :

AL COATES They have a better capability at striking us.
CHRIS WALLACE You mean we're less safe?

AL COATES We're less safe.

CHRIS WALLACE How seriously do you take Al Coates?

SEN FRED THOMPSON, (R) TENNESSEE [ take it very seriously.
This is very important, troubling new information.

CHRIS WALLACE Republican senator Frod Thompson heads a Senate
committee that's boen investigating US satellite companies. He says what
Coates saw firsthand provides important new leads.

FRED THOMPSON We used to have a system whereby national security
was paramount in our considerations.

CHRIS WALLACE (on camera) If national security used to be psramount,
what's paramount now?

FRED THOMPSON Commercial interests.

CHRIS WALLACE Profits?
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FRED THOMPSON Yes.
CHRIS WALLACE Making a buck?

FRED THOMPSON Yes.

CHRIS WALLACE At the expense of US national security?
FRED THOMPSON I think so.

LAUNCH CONTROLLER Challenger, go with throttle up.

CHRIS WALLACE (VO) It all started back in 1986, when the Space

Shuttle Challenger blew up, and American companies began looking for

faster, cheaper ways to launch their satellites. Many went to China, where the
price of a launch was haif what it was in the US But the danger was, in doing
business with the Chinese, they would gain access to American secrets.

That’s why the US govemment sends monitors like Al Coates to oversee
every mission.

AL COATES You're kind of the eyes and ears of the security aspect of it.
You tum out to be the supercop.

CHRIS WALLACE (VO) As the supercop on the beat, Coates kept watch
over Hughes Electronics, the corporation that paved the way into.China. Since
1990, he monitored three Hughes launches there. And he says problems could
begin on the plane ride over from the US, such as the time a-Hughes scientist
was looking at designs of a satellite fuel tank.

AL COATES I asked him what he was using the data for and why he had it,
and he said, “Well, it’s just my reference matenial.” I informed him, you
know, it’s illegal to export that data out of the United States. And he had two
choioces—one, to hand me the document or eat it. '

CHRIS WALLACE (VO) Once they got to China, American companies
were supposed to protect their satellites. This summer, former Hughes
chairman Michael Anmstrong (ph) assured Congress the Clnnuege! no
chance to steal technology.

MICHAEL ARMSTRONG, FORMER HUGHES CHAIRMAN It's
under surveillance. It goes into a building that is under lock. It has television
cameras on it 24 hours a day, seven days a week.
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CHRIS WALLACE (VO) But that’s not how Al Coates remembers it. He
was so wotried about Hughes security at this facility in Xichang (ph), China,
he decided to conduct his own test to see if he could sneak by the guards and
cameras watching the company's satellite.

AL COATES I went in and told them to lock me outside of the building. I
went to a door that had a very bad lock and seal and walked inside, walked
around the edges of the camera, tapped the security guy on the shoulder and
said, “Call your manager. I just broke into your building.”

CHRIS WALLACE (VO) It wasn't just physical security. Coates says at
almost every meeting with the Chinese, Hughes pi:rsonne! would start
discussing technical information that was supposed to be off limits.

AL COATES Several timies it did occur where you had to physically stop the
meeting.

CHRIS WALLACE (on camera) Literally, you mean?
AL COATES And take them outside.
CHRIS WALLACE And say?

AL COATES “You've gorn too far. | mean, I've already told you about
this. Why are you getting into this level of detail?”

CHRIS WALLACE (VO) And though Coates says he never saw Hughes
personnel hand over unauthorized material, he says security lapses kept
happening. In this area, Coates reported finding sensitive papers left out in the
open. And he cited Hughes for sending information across unsecured phone
lines, where the Chinese could interoept it.

AL COATES They were serious infractions. Anytime you have the
unauthorizod release of tochnical data, it’s senious.

PETER LEITNER (PH), PENTAGON OFFICIAL The Chinese
inteiligence services have penetratod almost every aspoect of joint ventures and
other things that—business operations in China. )

CHRIS WALLACE (VO) Peter Leitner, & surrent pentagon official who
screens what information US companies are allowed to take overseas, says
maintaining security in China is especially tough
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CHRIS WALLACE (VO) But Al Coates has no doubts the Chinese
benefited from their partnership with US companies. He watched Hughes
personnel work closely with the Chinese and says their top prionity was a
successful launch, with hundreds of millions of dollars at stake.

AL COATES I would call it the end justified the means.
CHRIS WALLACE (on camera) Meaning?

AL COATES Meaning that a successful launch that cost as little money as
possible, you have to take certain risks, and some of those risks may include
releasing data that you shouldn’t.

CHRIS WALLACE Did Hughes put American national security at risk?
AL COATES I believe they did. And I think they put them at risk for profit.

CHRIS WALLACEIt'sa pretty tough thing to say about an American
corporation?

AL COATES But if you accept the mentality that you’re doing it strictly for
commercial nature of launching communication satellites, then I guess you
muld have a clear conscience.

CHR]S WA' LACE Al Coates wasn't the only one raising red flags about
Hughes. 20730 ras talked to other govermment monitors and to private guards
on Hughes proj¢ tts who tell us they, too, reported security problems. And it
wasn’t just Hughas. Other satellite companies were also written up. So where
was the US govemment during all this? What was dsne to tighten security?
To answer that, you have to understand what was happening back in
Washington.

PRES BILL CLINTON I, William Jefferson Clinton ...

CHRIS WALLACE (VO) President Clinton came into office, promising to
stop satellite exports, which started under George Bush, to punish China for
selling missiles to countries like Iran. But the satellite industry fought back. In
this letter, Michael Armstrong, then hoad of Hughes, reminded the President
of his backing. “You asked me to support your economic package. [did” .
And there was this blunt waming. “This will be public and political shortly.”

FRED THOMPSON 1 think it was inappropriate for the chairman of a
domestic company to really put that kind of pressure to make this all—out
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effort to get sanctions lifted on a country that’ s distributing weapons of mass
destruction all over the world. :

CHRIS WALLACE (VO) In addition to pressure from Amnstrong, other
acrospace executives gave big campeign contributions to the Democrats. Over
time, the White House made it easier than ever for satellite companies to do
business in China. And guess who the President put in charge of his expoit
advisory council? Hughes' Michael Annstrong.

MICHAEL ARMSTRONG This is not about us trying to in any way
jeopardize or put at risk national security. This is about a commercial product.

CHRIS WALLACE (VO) Armstrong, who now runs AT&T, declined to

be interviewed. Administration officials also would not talk to 20/20 because
of an ABC labor dispute. But in June, Commerce Undersecretary William
Reinsch told Nightline current controls are working.

WILLIAM REINSCH, UNDERSECRETARY OF COMMERCE |
don’t have any doubt in my mind that the procedures that we have in place'to
protect these things are clear and strict and very aggressive.

CHRIS WALLACE (VO) But Al Coates disagrees. Throughout the *90s,
he was sending infraction reports back to Washington, reports made public
here for the first time.

AL COATES Unauthorized release of technical data. Failure to comply with
agreements. Failure to control access. Mecting quickly gets out of controf.

CHRIS WALLACE (VO) Coates says he got no response.

AL COATES I'm telling them what's going on, please respond back to me.
Nothing ever came baok.

CHRIS WALLACE Peter Leitner, who works in the Pentagon office that
handled Coates's reports, uysoonoemnbonlUScompnmuuenotmkon
seriously.

PETER LEITNER There's an air of resignation to the whole thing that just
pervades the organization.

CHRIS WALLACE (on camers) That's the message that they have gotten
from the administration? Business has won, don’t make waves?
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PETER LEITNER Time and time again.

CHRIS WALLACE (VO) So Al Coates finally decided to get out. Now,

this technology supercop spends his days at home in Florida, reviewing what
tried to say in his reports and still wondering why no one secemed to be
listening. (on camera) How tough was this for you? '

AL COATES Very. It was to the point that where, when your blood

pressure is 158 over 106, it's time to do something different before you
explode.

FRED THOMPSON Very sad, very disturbing. It’s our responsibility to

get to the bottom of a system that would cause that. I think that they’ve done a
very bad job with regard to protecting technology that I think may some day
come back to haunt us,

CHRIS WALLACE Al Coates has met with investigators from the Justice
Department and Congress. Much of what they have leamed about US satellite
companies remains classified. But a special House committee is planning to
hold hearings in two weeks about what the Chinese have gained from
American technology. Sam?

SAM DONALDSON Thank you, Chris.
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Mr. BURTON. Mr. Maloof.
. Mr. MALOOF. Thank you.

Mr. Chairman, members of the committee, I am appearing today
in response to a subpoena from the committee. My name is F. Mi-
chael Maloof. I am Chief of the Technology Security Operations Di-
vision in the Technology Security Directorate of the Defense Threat
Reduction Agency in the Department of Defense.

You asked that I address the administration’s effort to curb the
flow of dual-use technology to China and efforts to safeguard
United States facilities. You also asked for my testimony on intimi-
dation or retaliation against government employees who have been
involved in these policy areas and have expressed either reserva-
tion or opposition to administration policies. I am not in a position
to discuss the administration’s effort to safeguard U.S. facilities.
However, I can address the issues of dual-use technology flows to
China and intimidation.

By way of brief background, Mr. Chairman, I have been with the
Department of Defense since 1982. I have been a member of the
senior management in the Technology Security Directorate since
the creation of the Defense Threat Reduction Agency last year. Be-
fore that, I had been Director, since May 1985, of Technology Secu-
rity Operations in the Defense Technology Security Administration
when it was in the Office of the Secretary of Defense.

The duties of my staff are to work with other agencies to monitor
and'to act as a catalyst to halt the diversion of sensitive technology
to prescribed destinations, their weapons of mass destruction, and
strategic conventional weapons development programs.

From the data collected and detailed analysis conducted relating
to diversion activity, my staff determines what technologies are
being targeted, and by whom, and then identifies and develops pol-
icy issues and appropriate responses.

In this connection, my office also works closely with the intel-
ligence community and enforcement agencies. This was the case
during the cold war during which we were responsible for halting
diversions of sensitive technologies to COCOM proscribed countries
of the former Soviet Union and Warsaw Pact, as well as China.

One of our major cases during that period was the highly pub-
licized Toshiba case in which the former Soviet Union illegally ac-
quired militarily sensitive embargoed technology used in manufac-
turing specially skewed propellers to quiet submarines and thereby
prevent their detection. Our efforts not only included the detection
of this development, but working with the governments of other
COCOM members, we were able to stop further Western assistance
to that program.

During Desert Shield and Desert Storm, my staff, along with a
Naval intelligence reserve unit assigned to our organization, identi-
fied, analyzed, and sought to halt Western technologies on which
Iraq depended for its conventional and unconventional weapons de-
velopment programs. One of those cases involved uncovering the di-
version of sensitive night vision devices to Iraq by a Dutch com-
pany. The timeliness of this discovery allowed for appropriate coun-
termeasures to be developed and delivered to our troops on the
ground prior to the start of Desert Storm. I like to believe that our
efforts resulted in saving the lives of many of our troops.
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Another case involved the ultimate seizure by United States Cus-
toms of a high-temperature furnace which was about to be exported
to Iraq. It was to be combined with a number of other uncontrolled
furnaces to form a complex for the melting of materials essential
for nuclear weapons development.

After the Gulf war, this case served as a basis for expanding ex-
port regulations to include a catch-all provision for uncontrolled
technologies with application for chemical and biological weapons
development and their delivery systems.

The duties of my office also include doing end-user and end-use
checks for license applications, whether dual-use or munitions. We
make every effort to apply analysis, information from the intel-
ligence community and enforcement data to every application.

With this background, Mr. Chairman, it was natural for me in
the early 1990’s to raise concerns with'my management over what
I would call the beginning of wholesale liberalization and decontrol
of militarily critical technologies without the benefit of thorough
strategic analysis. In my opinion, such sweeping initiatives made
virtually irrelevant any analysis as to their strategic consequence.
Technologies included such areas as machine tools, high-perform-
ance computers, telecommunications, propulsion for power projec-
tion, stealth and technologies with application for nuclear uses.

Even though we were undergoing a change in policy, it was ap-
parent that it was designed to allow greater technologies to go to
China. This policy change assumed a good end-user/end-use. In
China, that was almcst impossible to detail since Chinese officials
had placed a ban on United States officials from undertaking
prelicense and postdelivery shipment checks for sensitive tech-
nology exports.

The previous policy, in coordination with the Joint Chiefs of
Staff, had identified six special mission areas for which tech-
nologies for any one of them would be subject to close scrutiny, re-
gardless of end-user and end-use.

On a number of occasions, I had suggested to my management
that a policy review of these special mission areas was necessary
to update them and steer away from what I believe was a question-
able end-user/end-use approach.

I also expressed concern many times with my front office about
not escalating cases on which vse initially would recommend denial

. in interagency appeal sessions. All that the other agencies had to
do was wait us out, knowing that our front office would not esca-
late adserious case to higher level policymakers, and it would be ap-
proved. ,

In addition, I suggested on numerous occasions that we needed
to undertake cumulative impact assessments of those technologies
which had been approved to determine the strategic impact of
those exports. .

One of a number of such cases which manifested all of these con-
cerns was the export in 1994 to China of a considerable number of
controlled and uncontrolled machine tools from the McDonnell-
Douglas facility in Columbus, OH. Dr. Leitner and I recommended
denial on this case.

My concern here was over the potential for diversion of some or
all of these machine tools, and that is exactly what happened. And
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because that case, almost 5 years later, still is under criminal in-
vestigation by the Justice Department, I guess it would not be ap-
propriate for me to go into detail of it here.

So it is not surprising that my management would regard me
and my views on China as a “Cold war throwback who can’t rec-
oncile himself to the inevitable easing of export controls,” according
to the attached November 27, 1998, Wall Street Journal. .

My concerns, however, were and remain over the strategic im-
pact of these exports, not the commercial advantage they would
give to certain companies.

I can only presume that it is this perspective which led to an
open clash between me and my management over China, beginning
in April 1998, over the Hughes-Loral satellite matter.

A New York Times article had detailed how the administration
was allowing further space activities with China, despite the fact
that a grand jury was meeting concerning the possible illegal re-
lease of sensitive technical data to the Chinese.

The technical data involved assisting China in solving certain

idance problems of rockets used to orbit commercial satellites.

n the day of the New York Times piece, I received a call from As-
sistant Secretary of Defense for Public Affairs, Ken Bacon. He said
he wanted to know what was behind the story, that the Secretary
of Defense had been having breakfast with reporters and was,
“blind-sided,” by events surrounding this story.

I gave him a brief summary. He called back later for more details
and I offered to go to his office to show him what we had on the
case as background for the Secretary. He accepted. I also informed
my front office.

The initial front office reaction was that no materials were going
to be provided to Mr. Bacon. Later, Mr. Bacon called my front office
and it was agreed that my boss would take the meeting with Mr.
Bacon but I was not to accompany him. My boss said that he had
to inform Mr. Bacon of events which were occurring on this case,
but he would not elaborate.

I then received a call from an individual in C3I inquiring about
the background of the news story. That individual did an electronic
mail summary to her boss. My front office obtained a copy. I was -
called in, asked why I discussed the issue on something which I
was not working.

I corrected my bosses and informed them that we had been in-
volved earlier in the process and I had some 10 volumes of binders
from the exporters in my office to prove it. The immediate response
was disbelief and a further admonition that I had not been working
on the issue.

This comment was my first indication that issues relating to sat-
ellites were being handled but only by a few people in our entire
organization, with my office being bypassed for the most part. Fur-
thermore, my front office accused me of using, “poor judgment,” in
talking to the individual at C3I. This reaction and its vitriolic tone
took me totally by surprise.

I sought to obtain what the New York Times described as a
“highly classified Pentagon report,” on the satellite issue, but was
informed that I could not have access to it since I did not have a
“need to know.” It is my understanding that the report developed



120

in cooperation with the Department of State was very critical of
certain U.S. satellite exporters.

Indeed, in subsequent cases relating to China, my front office
continued to use this mantra of not having “a need to know,” as
justification to keep me from learning details or the outcome of cer-
tain China cases, many of which I had worked on at various stages.

I expressed my dismay to the front office over this kind of treat-
ment. I informed them that in all the years I had worked at the
Department of Defense and looked into possible diversions, I never
had been told to refrain from looking into a possible export control
violation. —

Despite the admonition not to speak %o anyone about the
Hughes-Loral matter, I called our U.S. Customs liaison officer, who
confirmed that there had been an ongoing Justice Department in-
vestigation of the case for almost a year. Customs was pursuing the
investigation on behalf of the Justice Department. He further stat-
ed that continued approval of satellite exports was damaging the
case. It then became apparent to me that the reason for handling
Chinese satellite issues among a very few people and keeping quiet
any information concerning,an investigation was to ensure that
satellite cases continued to be approved, unimpeded.

I can only surmise that my front office recafled previous cases in
which we had suspended all license applications of an applicant
prior to any indictments or convictions even before the completion
of an investigation. There were two other cases, one of which in-
volved the Dutch company diversion of night vision devices to Iraq,
a case I referred to earlier. Given the admonition not to speak to
anyone outside of DTSA about the Hughes-Loral matter, I did not
think such a restriction applied to people within DTSA. -

I approached our satellite technical expert who immediately be-
came quite nervous. I specifically wanted to know if we were seeing
any of the Presidential waivers and what technologies they may
have encompassed. The waivers were required because of
.. Tiananmen Square sanctions to satellite exports to China..-The en-
gineer stated that he was under a gag order, had been interviewed
a year earlier by the Justice Department concerning its investiga-
tion, and that our boss had known about the investigation for all
that time.

In response, the engineer said that our boss had electronically
“firewalled,” any recommendations to the front office that he had
made on the cases so that even he could not retrieve them. In addi-
tion, the engineer said that he had been ordered to destroy any
hard copy of his recommendations. As a career employee, I felt
obliged to report this episode to the U.S. Customs agents who were
investigating the Hughes-Loral matter on behalf of the Justice De-
partment. By this time, I had been working with the investigators
to provide background papers and positions on previous cases, all
relating to China. The Assistant U.S. Attorney and Customs inves-
tigators interviewed the engineer. He returned after a number of
hout’s, confronted me and said that the Assistant U.S. Attorney and
Customs agents had identified me as the source of their informa-
tion. The engineer then proceeded to inform the front office.

All of this took place in April 1998. It was during this period and
succeeding months that all of our records pertaining to China, in-
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cluding past cases, were subpoenaed by law enforcement authori-
ties. The same materials were made available in the central read-
ing room, under the control of the Defense Department General
Counsel, to the myriad of congressional committee investigators
from the House of Representatives and the Senate.
I personally received two congressional subpoenas, one from Sen-
ator Fred Thompson, chairman of the Senate Governmental Affairs
Committee, and the other from Representative Christopher Cox.
All of my records pertaining to China also were in the hands of the
Cox committee, and I was asked about them in depositions to the
committee staff.
Since then, the front office has systernatically isolated me from
- any of the major issues with which our organization is involved. In
seeking to find out what those issues are, my bosses interpreted my
inquires as “spying,” and asked me why I wanted to know. In addi-
tion, virtually all weekly Directors’ meetings had ceased, which re-
mains the case to this day.
The front office also had created a so-called COMSAT group com-
prised. of representatives from every division within DTSA, except
mine. My staff and I were kept from any satellite discussions.
This also was the period in which job appraisals were due. I was
informed that I would be given an outstanding rating but would
not be given a cash bonus. I later was informed that I was the only
DTSA Director who received an outstanding rating but did not re-
ceive any cash bonus.
The reason given was that I needed to do more work in keeping
with senior DTSA management priorities. I asked my bosses how
I could be accused of spying, on the one hand, to determine DTSA
priorities, but be admonished for not following them in view of the
isolation treatment. There was no ready answer.
- In my opinion, this act constituted political retribution. The iso-
lation continues to this day. Discussion and action on issues are
gonducted by the front office, with the participation of a chosen
ew. o
" In addition, as people have rotated from my staff, the positions
either are not allowed to be filled or the billet is taken away. This
was the case recently when one of my Navy personnel retired. This
billet was transferred to accommodate an increase in satellite mon-
itors. Congress recently authorized some 30-such billets to DTSA.
I then asked if that slot could be returned due to the need we had
to fulfill our analytical and monitoring duties. I never received a
response.

My Deputy of many years recently transferred to another part of
the agency, but to this day the front office has not allowed me to
fill that billet either. Instead, I have had to write a series of memos
to justify the need to fill it. Still, no response. This slow chipping
away comes at a time when we should be doing more analysis and
cumulative assessments of technology transfers and determining
their impact on U.S. strategic capabilities.

In my opinion, this is one of the value-added roles of the Depart-
ment of Defense in the export licensing process.

Mr. BURTON. Mr. Maloof, I am sorry to interrupt you but we are
trying to stay as close to the 10 minutes as we can. Could you wrap
up here? And anything else that you have, we will submit for the
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- record. I don’t want to miss any of your testimony, but we do have
. to finish.

Mr. MALOOF. OK. Fine.

I would say that in terms of looking for cumulative assessments,
Mr. Chairman, I went ahead and started doing my own cumulative
assessments because we just did not have that kind of information
available over time. I would add that the intelligence community,
in my view, still does not look at technology transfers as they used
to during the 1980’s, and in that context the types of technologies
that we have seen going to the Chinese over time have filled many
areas that we warned about, particularly in terms of ballistic mis-
siles, modernizing its military.

It has also gone for improvement of power projection for surface
fleets, making more proficient fighters and bomber aircraft. And
these advances, Mr. Chairman, happen to coincide with those spe-
cial mission areas identified early in the mid-eighties by the Joint
Chiefs of Staff to be concerned about regarding tech transfers.

In referring back to what Mr. Ken Bacon said in that Wall Street
Journal article, Mr. Chairman, the Defense Secretary’s spokesman
said in talking to Maloof’s bosses and others, “We do not believe
we have allowed the transfer of technology to China that presents
national security vulnerabilities.”

I would suggest that this conclusion is at extreme variance with
the results of the Cox committee study. I have come to realize that
there is little recourse for professionals to sound an alarm when
the system is unresponsive. I am equally dismayed over the mag-
nitude of the strategic contributions from cumulative technology
transfer to China, that they have occurred on my watch, even
though I sought to avoid such a development, but instead was iso-
lated, ignored, and subject to political retribution.

The tragedy is not what is being done to me now. The real t.ag-
edy is that we will not realize the full military impact and national
security threat from these technology transfers for another 5 to 10

~years. Only then will we understand the extent and true cost for
having mortgaged the security of our children and our Nation’s
well-being.

Thank you, Mr. Chairman.

Mr. BURTON. Thank you, Mr. Maloof.

[The prepared statement of Mr. Maloof follows:]

\
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Testimony of
- F. Michael Mgloof
Chief, Technology Security Operations
Defense Threat Reduction Agency
Department of Defense
Before the ‘
House Committee on Government Reform
24 June 1999

Mr. Chairman, Members of the Committee.

I am appearing today in response to a subpoena from the Committee.

My name is F. Michael Maloof. T am Chief of the Technology Security

1 -

Operations Division in the Technology Security Directorate of the Defense Threat
Reduction Agency, in the Department of Defense.

You asked that I address the Administration’s efforts to curb the flow of dual-use

technology to China and efforts to safeguard U.S. facilities. You also asked for my
testimony on intimidation or retaliation against government employees who have been
involved in these policy areas and have expressed either reservations or opposition to
Administration policies. o S \ .
Pl

I’m not in a position to discuss the Administration’s efforts to safeguard U.S.
facilities. However, I can address the issues of dual-use technology flows to China, and
intirnidation.

By way of brief background, Mr. Chairman, I have been with the Department of

Defense since 1982. I have been a member of senior management in the Technology

Security Directorate since the creation of the Defense Threat Reduction Agency last year.
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‘ Before that, I had been Director since May 1985 of Technology Security
61’ erations in the Defense Technology Security Administration when it was in the Office
of the Secretary of Defense.

The d;nﬁes of my staff are to work with other agencies to monitor and act as a
catalys’t to halt the diversion of sensitive technology to proscribed destinations, their
weapons of mass destruction and 'st;;;;“éic conventional weapons development programs.

From the data collected and detailed analysis conducted relating to diversion
activity, my staff determines what technologies are being targeted and by whom, and then
identifies and devélops policy issues, and appropriate responses.

In this connection, my office also works closely with the intelligence
community and enforcement agencies.

This was the case during the Cold War period in which we were responsible for
halting diversions of sensitive technologies to COCOM proscribed countries of the
former Soviet Union and Warsaw Pact, as well as China,

One of our major cases dgnﬂg—that-penod was-the highly-publicized Toshiba
case, in which the former Soviet Union illegally acquired militarily-sensitive embargoed
technolc;gy used in manufacturing specia]iy-skowed propellers to quiet submarines and
thereby prevent their detection. i

Our efforts not only inclmied the detection of this development but, working with
the gdvemments of other COCOM members, we were able to stop further western
assistance to that program.

During Desert Shield and Desert Storm, my staff, along -7ith a Naval Intelligence

Reserve unit assigned to our ‘organimtion, identified, analyzed and sought to halt western
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technologies on w}gic.h Iraq depended for its conventional and unconvent{onal weapons
development programs. 4

One of those cases involved uncovering the diversion of sensitive night vision
devices to Iraq by a Dutph company. The timeliness of this discovery allowed for ‘
appropriate counter-mcasufes to be developed and delivered to our troops on the ground
prior to the start of Desert Stotin. I like to believe that our efforts resulted in saving the
lives of many of our tmops.v

Another case i'nvolved/the ultimate seizure by U.S. Customs‘ of a high temperature
furnace which was about to be exported to Iraq. It was to btlz combined with a number of
other uncontrolled furnaces to form a complex for the melting of materials essential for
nuclear weapons development. After the Gulf War, this case served as a basis for
expanding export regulations to include a “catch-all” provision for uncontrolled
technologies with application for chemical and biological weapons dévelopment, and
their delivery systems. -

The duties of my office also include doing end-user/end-use checks for license
applicatidns, whether dual-use or munitions. We make every effort to apply analysis,
i_nformétion from the intelligence community and enforcement data to every application.

- With this background, Mr. Chairman, it was natural for me in the early 1990’s to
raise concerns with my management over what I would call the beginning of wholesale
liberalization ar;d decontrol of militarily critical technologies without the benefit of

thorough strategic analysis. In my opinion, such sWecping initiatives made virtually

- irrelevant any analysis as to their strategic consequence.

62-262 00-5
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Technologies included such areas as machine tools, high performance computers,
tel.ecommu’nications, propulsion for power projection, stealth and technologies with
application for nuclear uses.

Even though we were undergoing a change in policy, it was apparent that it was
designed to allow greater technologies to go to China. This policy change assumed a
good end-user/end-use. In China, that was almost impossible to detail, since Chinese
officials had placed a ban on U.S. officials from u;ldertaking pre-license and pest-
delivery shipment checks for sensitive technology exports.

The previous policy, in coordination with the Joint Chiefs of Staff, had identified
six special mission areas for which technologies for any one of them would be subject to
close scrutiny, regardless of énd:user and end use.

On a number of occasions, I had suggested to my management that a policy
review ‘of those special mission. a}eas was necessary to update them and steer away from
what I believe was a questionable end-user/end-use approach.

I also expressed concern many times to my Front Office about not escalating
cases on which we initially would recommend denial in interagency appeal sessions. All
that the other agencies had to do was wait us out, knowing that our Front Office would
not escalate a serious case to higher level policymakers, and it would be approved.

In addition, I suggested on numerous occasions that we needed to undertake
cumulative impact assessments of thosq technologies which had been approved to
cietexmine the strategic impact of those exports.

One of a number of such cases which manifested all of these concerns was the

export in 1994 to China of a considerable number of controlled and uncontrolled machine
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tools from a McDonnell-Douglas facility in Columbus, Ohio. My concern here was over
the potential for diversion of some or all of those machine tools, and that is exactly what
happened. And because that case‘almost five years l.ater still is under criminal
investigatior.x by the Justice Department, it would not be appropriate for me to g6 into
detail of it here.

So it is not surprising that my management would regard me and my views on
China as a, quote, “Cold War throwback who can’t reconcile himself to the inevitable
easing -of export controls,” end-quote, according to the attached November 27, 1998 Wall
Street Journal.

My concerns, however, were and remain over the strategic impact of these
exports, not the commercial advantage they Jvould give to certain companies.

I can only presume that it is vhis perspective which led to a;n open clash between
me and my management over China, beginning in April 1998, over the Hughes-Loral
satellite matter.

A New York Times article had detailed how the administration was allowing
further space activities with China despite the fact that a grand jury was mecting
concerning the possible illegal release of sensitive technical data to the Chinese.

The technical data involved assisting China in solving certain guidance problems
of rockets used to orbit commercial satellites.

Onthe day of the New York Times piece, I received a call from Assistant
Secretary of Defense for Public Affairs, Ken Bacon. He said he wanted to know what

was behind the}story, that the Secretary of Defense had been having breakfast with
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reporters and was “blindsided” by events surrounding the story. I gave him a brief
summary.

He called back later to ask for more details and I offered to go to his office to
show him what we had on the case as background for the Secretaty. He accepted. 1 also
informed my front office.

The initial Front Office reaction was that no materials were going to be provided
to Mr. Bacon. Later, Mr. Ba;:on called my Front Office and :t was agreed that my boss
would take the meeting with Mr. Bacon, but I was not to accompany him. My bqss said
that he had to inform Mr. Bacon of events which were occurring on this case, but he
would not elaborate.

I then received a call from an individual in C3I inquiring about the background of
the news story. That individual did an electronic mail summary to her boss. My Front
Office obtained a copy. I was called in, asked why I had discussed the issue on
something which I was not working.

I corrected my bosses and informed them that we had been involved earlier in the
process and I had some ten volumes of binders from the exporters in my office to prove
it. The immediate response was disbelief and a further admonition that I had not been
working the issue.

This comment-was my first indication that issues relating to satellites were being
handled, but onl); by a few people in our entire organization, with my office being
bypassed for the most part.

Furthermore, my Front Office accused Ale of using “poor jngment“ in talking to

the individual at C31. This reaction, and its vitriolic tone, took me totally by surprise.
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I sought to obtain 3vhat the New York Times described as a “highly classified
Pentagon report” on the satellite issue, but was informed that I could not have access to it,
since I did not have a “need to know.”

Itis my undexstandiné that the report, developed in cooperation with the
Depanm;ant of State, was very critical of certain U.S. satellite exporters,

Indeed, in subsequent cases relating to China, my front office continued to use
this mantra of not having a “need to know” as justification to keep me from learning
details or the outcome of certain China cases, many of which I had worked at various
stages.

1 expressed my dismay to the Front office over this kind of treatment. I informed
them that in all the years I had worked at the Defense Department and looked into

Apossible diversions, I never had been told to refrain from looking into possible export
control violations. -

Despite the admonition not to speak to anyone about the Hughes-Loral matter, I
called our U.S. Customs liaison officer, who confirmed that there had been an ongoing
Justice Department investigation of the case for almost a year. Customs was pursuing the
investigation on behalf of the Justice Department. He further stated that continued
approval of satellite exports was damaging the case.

It then became apparent to me that the reason for handling Chin\ese satellite issues
among a very few people and keeping quiet any information concerning an investigation
was to insure that satellite cases continued to be approved, unimpeded.

1 can only surmise that my Front Office recalled previous cases in which we had

- suspended all license applications of an.applicant prior to any indictments or convictions
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cve;x before the completion of an investigation. There were two such cases, one of which
involved the i)utch company diversion of night vision devices to Irag, a case I referred to
earlier.

Given the admonition not to speak to anyone outside DTSA about the Hughes-
Loral matter, I did not think such a restrictiot; applied to people within DTSA.

I approached our satellite technical expert, who immediately became quite
nervous. I specifically wanted to know if we were seeing any of the Presidential waivers,
and what technologies they may have encompassed. The waivers were required because
of Tiananmen Square sanctions to satellite exports to China.

‘The engineer stated that he was under a gag order, had been interviewed a year
earlier by the Justice Department concerning its investigation and that our boss had
known about the investigation for all that time.

In response, the engineer said that our boss had electronically “firewalled” any
recommendations to the Front Office that he made on the cases so that even he could not
retrieve them. In addition, the engineer said that he had been ordered to destroy any
hardcopy of his ret':ommendations. .

As a career employee, I felt obliged to report this episode to U.S. Customs
agents who were investigating the Hughes-Loral matter on behalf of the Justice
Department. By this time, I had been working with the investigators to provide
backgrouad papers and positions on previous cases, all relating to China.

The Assistant U.S. Attorney and Customs investigators interviewed the engineer.

He returned after a number of hours, confronted me and said that the Assistant U.S.
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Attorney and Customs agents had identified me as the source of their information. The
engineer then proceeded t‘o inform the Front Office.

All of this took place in April 1998. It was duﬁng this period and succeeding
months that all of our records pertaining to China, including past cases, were subpoened
by law enforcement authorities. The same materials were made available in a central
reading room under the coﬁtrol of the Defense Department General Counsel to the myriad
of congressional committee investigators from the House of Represeﬁtatives and the
Senate. ‘

1 personally received two congressional subpoenas — one from Senator Fred
Thompson, Chairman of the Senate Governmental Affairs Committee, and the other from
Representative Christopher Cox. All of my records pemaining to China also were in the
hands of the Cox Committee, and I was asked about them in depositions to the
Committee Staff.

Since then, the Front bfﬁce has systematically isolated me from any of the major
issues with which our organization is involved. In sceking to find out what those issues

are, my bosses interpreted my inquiries as “spying” and asked m

e yvhy I wanted to know.

In addition, virtually all weekly Directors’ meetings had c;ased, which remains
the case to this day. The Front Office also had created a so-called COMSAT group
comprised of representatives from every division within DTSA, except mine. 1 and my
staff were kept from any satellite discussions.

This also was the period in which job appraisals were due. I was informed that I

would be given an “Outstanding” rating, but would not be given a cash bonus. I later was
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informed that I was the c')nly DTSA director who received an “Outstanding” rating but did
not receive any cash bonus.

The reason given was that I needed to do Work more in keeping with senior
DTSA management priorities. I asked /my bosses how I could be accuséd of “spying” on
the one hand to determine DTSA priorities but be admonished for not following them in
view of the isolation treatment. There was no ready answer.

In my opinion, this action constituted political retribution.

The isolation continues to this day. Discussion and action on issues are conducted
hy the Front Office, with the participation of a chosen few.

In addition, as people have rotated from my staff, the positions either are not
allowed to be filled, or the billet is taken away. This was the case recently when one of
my Navy personnel retired. This billet was transferred to accommodate an increase in
satellite monitors. Congress recently authorized some 30 such billets to DTSA. Ithen
asked if that slot could be returned, due to the need we have to fulfill our analytical and
monitoring duties. I never received a response.

My deputy of many years recently transferred to another part of the agency but, to
this day, the Front Office has not allowed me to fill that billet either. Instead, I have had
to write a series of memos to justify the need to fill it. Still, no response. This slow
chipping away comes at a time when we should be doing more analysis and cumulative
assessments of technology transfers and determining their impact on U.S. strategic

capabilities. In my opinion, this is one of the value-added roles of the Department of

Defense in the export licensing process.
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I say this, notwithstanding the fact that :lh; intelligence community for the most,
part is not providing such analysis, wi-mclher for conventional or unconventional weapons
development programs ir) countries and suppliers of strategic conccrﬁ.

Last July, I decided to do such a limited analysis on my own. |
determined ;hat the cumulative effect ;',vfjusi some of those exported technologies have
provided the Chinese military with an integrated Command, Control, Communications,
Computer and Intelligence (C4I) encrypted network not only for modemnizing its military
- but also for its emerging intercontinental ballistic missilaf, I let our technical experts
review it, as well as DIA analysts. To this day, there has been no challenge to the
analysis, which I interpret to mean that it is valid.

In addition to an enhanced C4I capability, [ believe that the cumulative effect of
other technologies provided to China over the past seven years has given China insights
into MIRVing its developing ICBM force and miniaturizing nuclear warheads.

In addition, | believe technology transfers over time have helped China improve
power projection for its surface fleets, submarines and long-range cruise missiles, apply
stealth technologies to weapons development programs and permitted China's military to
produce more proficient fighter and bomber aircraft capable of grealer distances and
speed.

These advances happen to coincide with those special mission areas identified in
the mid-1980s by the Joint Chiefs of Staff to be concerned about regarding fechnology

transfers.

1
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Those special mission areas were nuclear weapons and their delivery systems,
intelligence gathering, electronic warfare, anti-submarine warfare, air superiority and
power projection.

In referring back to the Nov. 28, 1998 Wall Street Journai, Mr. Ken Bacon, the
Defense Secretary’s spokesman said, quote, “In talking to Mr. Maloof’s bosses and
others, we do not belie\;e we have allowed the transfer of technology to China that
presents national security vulnerabilities,” end-quote.

Mr. Chairman, I would suggest that this conclusion is at extreme variance with
the results of the Cox Committee study.

I have come to realize that there is little recourse for professionals to sound an
alarm when the system is unresponsive.

Two years ago, for example, Peter Leitner and I approached the DoD Inspector
General’s office because of our belief that strategic concerns in the handling of China
cases were being ignored. We were told to leave.

I am equally dismayed over the magnitude of the strategic contributions from™
cumulative technology transfers to China, that they have occurred on my watch even
though I sought to avoid such a development but instead was isolated, ignored and
subject to political retribution.

The tragedy is not what is being done to me now. The real tragedy is that we will
not realize the full military impact and national security threat from these technology
transfers for another five to ten years. Only then, will we understand the extent and true
cost for having mortgaged the security of our children and our Nation’s wellbeing.

Thank you, Mr. Chairman. That concludes my statement.

12
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Mr. BURTON. Mr. Fox.

‘Mr. Fox. Thank you, Mr. Chairman.

Mr. BURTON. Mr. Fox, prior to your comments, let me just say
that I understand that your statement does not go into the Cctober
1997 memo and who asked you to write it and what you wrcte and
what happened afterwards. So at the conclusion of your remarks,
I wish you would allude to that.

Mr. Fox. Thank you very much, Mr. Chairman. I certainly will.

Mr. BURTON. I just want to state to all of you prior to your testi-
fying, that if there is any indication of retaliation or reprisals be-
cause of your testimony, I want you to immediately contact my of-
fice and we will look into it, because I don’t think you or your fami-
lies should be penalized in any way for doing your duty.

Mr. BURTON. Mr. Fox. -

Mr. Fox. Thank you very much, Mr. Chairman.

Mr. Chairman, Members of this honorable House, I am obliged
to appear before you today by order of subpoena. I have neither
sought nor solicited this honor. It is an obligation on my part which
has arisen through disclosures of a public and independent nature
over which I have had no control or influence. It is an obligation
not without risk, and I would be less than honest if I did not admit

_that it is undertaken with no small concern for my personal and
professional future prospects.

Duty compels me to be here today. It is a duty enforced by the
oath I took as an atiorney, and as a member of the public service.
In its simplest form, it is the duty to obey the law. It is the obliga-
tion to afford the workings of the law and that of a duly constituted
legislative inquiry the utmost respect, and it is the duty to execute
those responsibilities entrusted to me without fea: or favor.

It is incumbent upon me to tell the truth. It is a key responsibil-
ity of public service. I am prepared to answer whatever questions
you may have with candor and honesty. My answers will be
grounded upon direct knowledge, information, and belief. I cannot

peculate upon things of which I have no knowledge and will re-
,‘spectfully decline to do so if called upon. Unfounded specu'ation
will only hinder the progress and creditility of this inquiry, and my -
respect for this House is too great to engage in such conduct.

Two hundred years ago, President John Adams advised his son
John Quincy to “never let the institutions of polite society sub-
stitute for honesty, integrity, and character.” My father, a con-
centration camp survivor, memorized that phrase and taught it to
me when I was very young. I have always tried to comport my ca-
reer in public service according to that standard. Whether I have
succeeded will be determined to no small extent by the impressions
you carry away from today’s proceedings.

Mr. Chairman, I am the most unlikely rebel. I make no preten-
sions to any excessive nobility or courage. Whatever distinction I
possess in this area is entirely due to the company I find myself
in today, and I thank Mr. Maloof and Dr. Leitner for publicly
standing by me when few other of my colleagues would.

Mr. Chairman, and members of this committee, this concludes
my formal prepared opening statement. Thank you for your kind
indulgence. I am prepared to answer any questions you may have.

[The prepared statement of Mr. Fox follows:]'
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OPENING STATEMENT OF JONATHAN D. FOX
BEFORE

THE UNITED STATES HOUSE OF REPRESENTATIVES
COMMITTEE ON GOVERNMENT REFORM,
THURSDAY JUNE 24 ' 1999

MR. CHAIRMAN, MEMBERS OF THIS HONORABLE HOUSE:

I AM CBLIGED TO APPEAR BEFORE YOU TODAY BY ORDER OF
SUBPOENA. I HAVE NEITHER SOUGHT NOR SOLICITED THIS
HONOR. IT IS AN OBLIGATION ON MY PART WHICH HAS ARISEN
THROUGH DiSCLOSURES OF A PUBLIC AND INDEPENDENT
NATURE OVER WHICH I HAVE HAD NO CONTROL OR
INFLUENCE. IT IS AN OBLIGATION NOT WITHOUT RISK, AND 1
WOULD BE LESS THAN HONEST IF I DID NOT ADMIT THAT IT IS
UNDERTAKEN WITH NO SMALL CONCERN FOR MY PERSONAL

. AND PROFESSIONAL FUTURE PROSPECTS.

" DUTY COMPELS ME TO BE HERE TODAY. ITIS A DUTY
ENFORCED BY THE OATH I TOOK AS AN ATTORNEY, AND AS A
MEMBER OF THE PUBLIC SERVICE. IN ITS' SIMPLEST FORM, IT

- I8 THE DUTY TO OBEY THE LAW. ITIS THE OBLIGATIONTO
AFFORD THE WORKINGS OF THE LAW, AND THAT OF A DULY
CONSTITUTED LEGISLATIVE INQUIRY, THE UTMOST RESPECT.
AND IT IS THE DUTY TO EXECUTE THOSE RESPONSIBILITIES

. ENTRUSTED TO ME WITHOUT FEAR OR FAVOR.

IT IS INCUMBENT UPON ME TO TELL THE TRUTH. ITIS AKEY
RESPONSIBILITY OF PUBLIC SERVICE. I AM PREPARED TO
ANSWER WHATEVEK QUESTIONS YOU MAY HAVE WITH
CANDOR AND HONESTY. MY ANSWERS WILL BE GROUNDED
UPON DIRECT KNOWLEDGE, INFORMATION AND BELIEF. I
CANNOT SPECULATE UPON THINGS OF WHICH I HAVE NO
KNOWLEDGE, AND WILL RESPECTFULLY DECLINE TO DO SO IF
CALLED. UPON. UNFOUNDED SPECULATION WILL GNLY HINDER
THE PROGRESS AND CREDIBILITY OF THIS INQUIRY, AND MY
RESPECT FOR THIS HOUSE IS TOO GREAT TO ENGAGE IN SUCH

CONDUCT.
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200 YEARS AGO, PRESIDENT JOHN ADAMS ADVISED HIS SON
JOHIN QUINCY TO "NEVER LET THE INSTITUTIONS OF POLITE
SOCIETY SUBSTITUTE FOR HONESTY, INTEGRITY AND
CHARACTER". MY FATHER, A CONCENTRATION CAMP
SURVIVOR, MEMORIZED THAT PHRASE AND TAUGHT IT TO ME
- WHEN I WAS VERY YOUNG. I HAVE ALWAYS TRIED TO

" COMPORT MY CAREER IN PUBLIC SERVICE ACCORDING TO
THAT STANDARD. WHETHER I HAVE SUCCEEDED WILL BE
DETERMINED, TO NO SMALL EXTENT, BY THE IMPRESSIONS
YOU CARRY AWAY FROM TODAY'S PROCEEDINGS.

MR. CHAIRMAN, MEMBERS OF THIS COMMITTEE, THIS
CONCLUDES MY OPENING STATEMENT. THANK YOU FOR YOUR
KIND INDULGENCE. I AM PREPARED TO ANSWER ANY

- QUESTIONS YOU MAY HAVE. .
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Mr. Fox. I am informed by correspondence from the Office of Sec-
retary of Defense General Counsel that any document requests
arising from my testimony must be referred to them, and therefore
I am not authorized to release any official documents on my own |
volition.

Now, to the points that you asked me to raise, Mr. Chairman,
as a supplement to my prepared opening statement.

In October 1997, I served as the DOD technical advisor on behalf
of my then-existing agency, the Defense Special Weapons Agency,
to the Interagency Subcommittee on Nuclear Export Controls. It
was my job, it had been my job since approximately November
1996, to provide technical review to the various proposed nuclear
technology and nuclear material transfer arrangements that are
govegned by the Atomic Energy Act and the Nuclear Nonprolifera-
ion Act. ,

In October 1997, particularly the week of October 23, 1997, a re-
quest for such a review came across my desk. That review con-
cerned a subsequent arrangement of nuclear technology that had
been negotiated or proposed under the 1985 Agreement for Co-
operation and the Peaceful Uses of Atomie Energy negotiated be-
tween the United States and China. As part of the implementation
of this agreement, Congress mandated that the President of the
United States must certify that any subsequent reciprocal arrange-
ments or technology transfers, particularly concerning nuclear
technology, concluded under that agreement, must be designed to
effectively ensure that any nuclear materials, facilities, or compo-
nents provided be utilized solely for peaceful purposes. Congress
also determined that arrangements concerning information -ex-
changes and visits negotiated under that agreement would be
deemed subsequent arrangements, personal intersection 131-A of
the Atomic Energy Act of 1954, as amended, and subject to the re-
quired findings and determinations defined under that act.

As the parties to the 1985 United States and Chinese Agreement
for Cooperation on the Peaceful Uses of Atomic Energy were both
nuclear weapons states, diplomatic channels establishing mutually
acceptable information exchange and visitor arrangements were to
be utilized in lieu of bilateral safeguard provisions.

I received the request for this technical review on, I believe, a
Tuesday or a Wednesday. The request had a deadline of that Fri-
day, October 24, 1997, with the proviso that all reviews must be
in, must have been completed, by that date in anticipation of the
arrival of the Chinese Premier for a summit to begin the following
Sunday.

I reviewed the agreement pursuant to a memorandum of under-
standing which I had written, as a matter of fact, in 1996, a memo-
randum of understanding which provided technical support for the
Office of Secretary of Defense Policy Division and which allowed
our office—and which provided for our office to provide technical
assistance and evaluative support for such nuclear technology
transfers.

I reviewed the proposed information exchange and technology
transfer agreement proposed between the United States and the
People’s Republic of China and concluded, after my review, that the
statutory and regulatory requirements dictated by the Atomic En-
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ergy Act and the Nuclear Nonproliferation Act had not been met
and that I could not, in good conscience, from a technological view-
point, certify that the proposed agreement did not pose a risk of
nuclear weapons and nuclear military technology proliferation. The
United States and China had negotiated an information exchange
and technical cooperation reciprocal arrangement. The Department
of Energy requested consultative review of this proposed imple-

menting arrangement, in compliance with the provisions of the Nu- .

clear Nonproliferation Act of 1978.
I conducted my review and I detailed the results of our technical
assessment. The terms of the then-reciprocal arrangement were
relatively simple and direct. The United States and China would
be afforded annual opportunities to send technical experts to each
other’s civil reactor sites, observe operations in reactor fueling, ¢x-
change and share technical information in the operation and main-
tenance of nuclear power generated at associated facilities, ex-
change detailed confidence-building and transparency information
on the transfer, storage and disposition of fissionable fuels utilized
for ostensibly peaceful purposes, and disclose detailed reactor site
operational data to include energy-generated end-loading.

The criteria that I was authorized to utilize under the support
agreement memorandum of understanding was likewise relatively
simple and straightforward. Section 131 of the Atomic Energy Act
and related legislation such as the Nuclear Nonproliferation Act re-
quired a rather thorough inquiry into such arrangements, such pro-
posed arrangements.

The inquiry had to address whether the contemplated state ac-
tion will result in a significant increase of the risk of nuclear weap-
ons technology proliferation. It also had to consider whether the in-
formation and expertise shared under the proposed arrangement
could be diverted to either a nonnuclear state for use in the devel-
opment of a nuclear explosive device and whether the United
States could maintain an environment where it would obtain time-
ly wording of the imminence of such diversion.

This process was both objective and subjective to no small extent.
Namely, in light of the answers given to those two preceding ques-
tions, would the arrangement as proposed not be inimical to the
common defense and security?

My assessment concluded that the proposed arrangement pre-
sented real and substantial risk to the common defense and secu-
rity of both the United States and allied countries, an assessment
and a conclusion I continue to stand by today.

I further found that the contemplated action proposed in 1997
could result in a significant increase of the risk of nuclear weapons
technology proliferation. I similarly concluded that the environ-
ment surpounding these exchange measures could nct guarantee
timely warning of willful diversion of otherwise confidential infor-
mation to non-nuclear states for nuclear weapons development.

Concurrently, the agreement as then presented to both us and as
ultimately presented to the U.S. Congress, could not ensure that
whatever was provided under this reciprocal arrangernent could be
utilized solely for intended peaceful purposes.
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At the time I made this assessment, I was not unmindful of the
political consequences and the political importance attached to this
agreement. :

However, the very nature of this contemplated arrangement, in
my opinion, required a significant examination of the past state
practices of the prime beneficiary of what I believed, in final analy-
sis, to be a technology transfer agreement swaddled in the comfort-
ing yet misleading terminology of a confidence-building measure.
Inarguably I believe that the People’s Republic of China benefited
most from what technical information would be generated by these
exchanges. I believed then and I continue to believe today that a
review of state action particularly in technology tfafisfers concern-
ing nuclear technology and nuclear materials, where the sole guar-
antee of nondiversion -would be diplomatic representations, re-
quired a review of past state actions of a prime beneficiary.

Mr. BURTON. Pardon me for interrupting, Mr. Fox. Mr. Shays is
going to cover some of this in his questioning. So I think what we
will do now, since the time has run out is, we will recognize Mr.
Shays. We’ve got a vote that is going to be 15 minutes, I think you
might be able to conclude your questioning before we do that.

Mr. SHAYS. I would be happy to do that.

Mr. BURTON. Mr. Shays.

Mr. SHAYS. First I thank all of our witnesses, and I know it's
very difficult for all of you to be here, and when you serve your
country and you serve your country well, to have people question
it, it must, one, boggle your mind, and, two, make you very angry,
and, three, be very hurtful as well.

Mr. Fox, I know you not to be a willing witness in the sense you
would just as soon not be here, and I also know that you have a
spouse who works in the Government, and it is not easy to do
something that might endanger your career or your wife’s career,
and I also know that you’re here to answer, hopefully, the ques-
tions that are going to be put before you.

What I would request is that the memo that you sent be put up
on the screen. I believe this is the memo that you wrote. It’s kind
of small up there. Is this the memo that you are referring to in
your testimony? You can see it on the screen.

[The information referred to follows:]
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MOMORANDUM FOR OSD/ISP/N&I (MR. MICHAEL .TORNSON)
SUBJECT: Raview of Reciprocal Arrangement with Pecpla‘s Republic
of Chinn

In 1385, the US and Chiga negotiated an Agrwement for
Cocperacicn in the Peaceful Uses of Atamic Epargy. As. part of
the implementatien of this agreamant, Cecmgress mandates that che
President must certify that any raciprocal) arrangements concluded
thereundar mist be designad to effectively ensure that any
nuclear materials, facilities or camponents providad usder this
agreement 'be utilized solely for peaceful purposes. Congress has
also determined that arrangements cancerning information
exchanges and visitg negotiated under chis agreement will be
d d "subseq > ar g $* pursuyanc to section 131a of the
Atcmic Eneryy Act of 1954, as axsnded, and subject te the
required findings and determinations defined thersin. As tke
parties to this agreement ure both nuclear weapon scates,
diplamatic channels establishing mutually acceptable inhformation

and visit arrangemeats are ucilized in lieu of

exchange ?
tilateral safeguard provisions.

The United Srates apd (hiza have negotiated an information
exchange and technical cooperaticn reciprocal arrangement whieh
conforms to the definition of a *subsSequent arrangement®,
Pursuant to Sec 131 of the Atamic Energy Act (42 U.S.C. Sec.
2160}, the Depurtment of Energy has requestced consultacive review
of this proposed implemesting arrandeseat in compliance with the
provisions of the Nuclear Nom-Proliferatien Act of 1378. Thisg
memo ig provided in accordarnce with.the provisions of DSWA
Instruction 5100.40 (which governs the agency responsge to such
requests), and details the results of ocur technical assessment to
the Office of Secretary of Defense. .

The termd of the recipgocal agreement are relatively simple
apd direct. The U.S. and China will be afforded : )
opportunities te: send techrical experts to each ochers’ civil
rTeActor sites; observe cperatiors and reactor: fueling: exchange
and share techtaical infarmacian in the operacion and mainrenance
of nuclear power generative apd associated facilities; exchange
decailed contidence-building and transparency information om
tragsfer, storage and dispositian of fissiacnable fuels utilized
for peaceful purposes; and disclose derailed reactor site
operational data, to include energy generated and loading.

Section 131 of the Aramic Energy Act and related legislation
\C{ {(
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requires a thorough inquiry ince suck arrangements. The inquiry
f}q ¢ wmust address whecher the contemplated state actian will zesulk in
L ,?' & 6: mificapt increase of the k of muclear weapons taechnology
proliferation. It must also consider vhether the information and
.’V"\ expercise shared usder the proposed reciprocil wrrangument could
bw diverted to a non-nuclear stace for use in tue development of
wt a nuclear explosive device, and whether the US can maintain an
«avirompent where it will abtain timely wvarning of ‘the imminence
of guch dj s process concludes with a cxitical
'} t, both cbj&Erive nd subjective in nature; pawelyg in

. v“ub light of the answers given to the two preceeding quas
\ 9 the arrang as propesed not be inimical to the defense
< apd security? : s -

s .
'\w‘q" 7‘/\ This assessnent cancludes cthat the rroposed agffenenc
(>C') presencs real and substantial risk to the common degffinse and
RN security of both the United States and allied coungh
o~ further found that the contemplated action can reglf
\9‘}1, significant increase of the risk of nuclear weap
S 9 proliferacion. This assessment simllarly conclgfies thac
. enviromuent surrounding these exchange measured’ cammot guarantee
Y timely warning of willful diversion of othe '
“fr | informatiom Co non-nuclear scates for nucleg
. develapment. Cancurrently, the agreement,
E&)‘t ensure that whatever 1s provided under

weapons
8 presented, cannct
H raciprocal
artangement will be utilized solely feor Jutended peaceful

purposes . \
J This agsessment cannot ba uwmmi of the political
‘/(‘; importance attached to this reciprgfal agreement. The
nature of this contexplacad 3 ogerent requires examination of
| the past state practices of the @rime beneficiary of what is, in
Bngfer agreement swaddled in the .

final analysis, a technoiogy
camforting yet misleading tegfinology of a confidence-building
measure. Inarguably, the Pgfple’s Republic of Chipa benefits

aost from whac technical igfformatien will be geserated by these

exchanges.

The post-Cold War bhas given the Pacple’s Republic little

fn the wholesale rejection of Marxism. It

a discredited creed. The political
through draconian meagures, with little
; sion at the excesses imposed upen its’ own
aigffains an expansiorisc.foreign policy, aud cpealy
eafquisition of now independenc texzitories. It is
Bf a decade long military modernizatian: program
24 an ultisacte goal che achievement 6f undisputed power
Vcapabilitiaes. China maintains an active puclear
Fvelop C progran, apd an equally enexgatic foreign
ifence service. Long hampared by an induscrial and
ogical imblance with the West, it péw seeks to. redress
thatgalance through industrial, academic and milicary espionage.
Chigh roucigely, both overzly and covertly, subverts-gaticnzl and
ilateral trade controls on militarjly critical items. It has




144

repe-\tod.zy violaced internatiansl patent pmtp::&en c
to which it bas giver its’ golemm word to uphold
process developed an euntire burgeoning damestic -:
devotad to reverse ona:i.nee'u:g‘ In ordar to m ]
among a patchwork of remaining ;Ldnolag:lca.l alli
continuously violates international legal and pff
contrcl and pan-proliferation regimes throughds
offensive military cspabilities easily modiigfed for auclear
payloads. WwWithin eur owe country, <overt i
erstwhile partner to influence danegtic g
through bribery and influence-peddling
numercus administrative, legislative-

the subject of
il m.ndml invlst;gat:.cns.

ical ekchange agreement
gy vith az aggressive and
ived by political or moral

(s diplamatic undertakings with
B and disagreements under this
proposed reciprocal arrangeng ‘are, by its’ very temms, to be
resolved by diplomeric meang In light of past state-practice
demonatrated by the Peopledf Bepublic, this is-at -best a
chimerical safeguazt agaigfic abuse. Chinese actiocgs within the
Past year, contempo with the pegotiacian of this
agTeemant, coaatinue togde 30 constantly agregicus as to belie any

disclaimer of pasce Avior.

comcerning critical meclear techno,
apbitious proliferant stare wnreg

considerations, and which discay
studied regularity. Aaxbiguici

ugfiess chere exist definite, meaningfuil
verification provjiions ecgrafted upen .this diplomatic agreement.
tkere 15 no pragficable way of determining or enforcing ad.hezance
te the admittegky peacaful goald emumerated witbin the proposed
reciprocal agfeement. Without such bilateral updertakings or

S MfZeguards, the propored measure presents such

significany/ degree of risk as to be clea.xly inimical to tae
camor. defanse and scc.xrzty. .

) finding is deeply regretted, bu: necess;r,ated by the

ts preserted for review and the past state practice of the
Pe e‘s Rgpublic ¢of China. Please feel free to contact me if
y=u shculd desire furtkses discussians in this regard.

" Rceordingly,
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<

Given that the 1987 MOU between the United States and China o:

this subject provides for: '
1. The right to obtain information required to maintain an inven
9, . of all U.S. supplied items, and of material used in or produced
rse through the use of such items;
2. The right to confirm periodically, on-site, the accuracy of the
1 ,L,zil inventory and the specified peaceful use of all items on this
inventory,
3. The right to obtain this information, and to conduct on-site

confirmation of this information, for as long as any such inven:
Bty jtems rernain in China or under its control
The Defense Special Weapons Agency determines that the proposed
Agreement is not inimical to the common defense or the security of tre

United States.

D Galluwsay s Qb- Bl k
~Goryi=—Sasia
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Mr. FoxX. Yes, it is. This is a copy of the memo of—a rather poor
copy, but a copy nonetheless, of the memo I wrote.

Mr. SHAYS. And the first page I see on the right, keep. Who is
that? Who wrote that? :

Mr. Fox. The notations in the margin are my words. Those are
my notes on the memo, and those originate from a discussion that
I had with my then superior in OSD policy.

Mr. SHAYS. And you need to identify your superior.

Mr. Fox. Mr. Michael Johnson.

. Mr. SHAYS. Now, Mr. Michael Johnson had taken a look at this
memorandum that you wrote? "

Mr. Fox. Yes. :

Mr. SHAYS. And had attempted to reach you just casually, or did
he want to speak to you about this memorandum?

Mr. Fox. No, oh, he wanted to speak to me about this. I had com-
pleted my memo. I completed my analysis recommending the non-
approval of the Chinese technology transfer.

Mr. SHAYS. I'm going to have you read a paragraph, but the bot-
tom line is, he wanted to speak to you. He contacted you once, he
called again, and you finally called him.

Mr. Fox. Yes. I sent the memo in Thursday night. Friday morn-
ing, on my way to the weekly Interagency Subcommittee on Nu-
clear Export Controls, he attempted to reach me several times and
finally reached me through our divisional secretary.

Mr. SHAYS. And was he pleased with what he read?

Mr. FoX. No. He was quite upset as a matter of fact.

Mr. SHAYS. Why would he be upset?

Mr. Fox. When 1 finally did get a chance to speak to him, he in-
dicated that this was not what was being looked for. He indicated
that in light of my memo, I would be lucky if I still had my job
by the end of the day. He indicated that.

Mr. SHAYS. Was that with a laugh, you know, ha, ha?

Mr. Fox. No, it was not a joke, I assure you, and it was not com-
municated to me in a joking manner, and I did not take it in a jok-
ing manner.

Mr. SHAYS. OK. He got your attention?

Mr. Fox. Oh, he certainly did. Not being independently wealthy,
any attempt to cut short my income——

Mr. SHAYS. You took him seriously, and he wasn’t happy, and
what did he want you to do, throw away your memorandum?

Mr. Fox. No. He indicated that the matter having been decided
far above our pay grade, he wanted me to change my memorandum
in order to have it reflect a more appropriate conclusion.

Mr. SHAYS. OK. And now he’s not even claiming that it was his
decision, he’s saying someone else above his pay level?

Mr. Fox. Yes, and that is why, sir, I have never held the gen-
tleman personally responsible, and I've never held any ill will
iagainst him. I believe that this was dictated far above our mutual
evels.

Mr. SHAYS. I don’t have a sense you have any ill will against
anyone at the moment, but what I do understand is that he then,
what, went through the memorandum with you?

Mr. Fox. Yes, he did.

Mr. SHAYS. Paragraph by paragraph?
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Mr. Fox. Yes, he did.

Mr. SHAYS. So I assume—the “keep” was that he was com-
fortable—explain what the “keep” means.

Mr. Fox. Yes. What had happened was that we spoke, and ulti-
mately what was decided was that he wanted from the second page
on, the portion with the line drawn——

Mr. SHAYS. Let’s go to the second page, if you can.

Mr. Fox [continuing]. To be deleted entirely of my substantive
judgment.

Mr. SHAYS. Was that your line or his line?

Mr. Fox. That was his line.

Mr. SHAYS. Pretty clear then.

Let’s go to the next page. The third page has another line. So all
of that is highlighting, saying out it goes?

Mr. Fox. Yes, sir.

Mr. SHAYS. Now, did Johnson give you any indication of what
outcome he wanted from your memorandum?

Mr. FoX. Yes, he did. What happened was when I was ultimately
cou}rllseled by various colleagues to indeed not fall on my sword, but
rather— ’

Mr. SHAYS. No, I want to know what outcome did he want. You
sail this was not a good agreement. What outcome did he want?

Mr. Fox. He wanted the memorandum to reflect that there would
be no inimical impact upon national security.

Mr. SHAYS. I'm going to ask you to read in the second page that
whole paragraph starting with, this assessment concludes.

Mr. Fox [reads]:

This assessment concludes that the proposed arrangement presents real and sub-
stantial risk to the common defense and security of both the United States and the
allied countries. It is further found that the contemplated action can result in a sig-
nificant increase of the risk of nuclear weapons technology proliferation.

The assessment similarly concludes that the environment surrounding the ex-
change measures cannot guarantee timely warning of willful diversion of otherwise
confidential information to nonnuclear states for nuclear weapons development.
Concurrently, the agreement as presented cannot ensure that whatever is provided
under this reciprocal arrangement will be utilized solely for intended peaceful pui-
poses.

Mr. SHAYS. Now the question is, did you know that there was
supposed to be an outcome before you wrote this?

Mr. Fox. No, I did not.

Mr. SHAYS. So you did what you thought you were supposed to
do, come to an assessment as was your responsibility. What was
your title at the time?

Mr. Fox. My title at the time was arms control specialist; I was
an arms control specialist with this additional duty assigned. My
title was export control coordinator, something of that nature.

Mr. SHAYS. So you were doing your job?

Mr. Fox. I was doing what was assigned to me as well as an ad-
ditional duty to my primary duties.

Mr. SHAYS. Now, we could have you read other parts of it, but
it’s pretty clear that you were saying this was not an agreement
that should be carried forward. You were being told that they
wanted the exact opposite conclusion.

Mr. Fox. Yes, sir.
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Mr. SHAYS. So what I would like is, where did they ask you to
insert it? In place of what was crossed out, is that what was asked
to be inserted?

Mr. Fox. Yes, sir.

Mr. SHAYS. Do you have that in front of you?

Mr. FoxX. I certainly do.

Mr. SHAYS. Now, was that something you wrote or something
someone else wrote? o

Mr. Fox. This was language that was provided to me by Mr.
Johnson. ,

Mr. SHAYS. Now, did you feel comfortable signing this?

Mr. FoX. No, I did not.

Mr. SHAYS. Tell me why you didn’t feel comfortable signing it.

Mr. Fox. Because I believed that it was not true.

Mr. SHAYS. You were being asked by your superiors to say some-
thing that wasn’t true. In other words, a whole 180 degree turn?

Mr. Fox. Yes, sir, except when this memo was to be—when the
new memo was to be submitted, I was specifically directed not to
sign it, but to have a more senior individual sign it. My signature
on this memo would be too blatant an appearance that I had been
indeed coerced into changing my mind. )

Mr. SHAYS. We're running out of time. I just hope that further
questions just talk about what happened after, to you personally.

Are you still continuing in the same role? ;

Mr. Fox. No, sir, I am not, and I have not, with one exception,
since October 1998.

Mr. SHAYS. Mr. Chairman, I would yield back.

Mr. BURTON. Would the gentleman yield to me real quick?

Dr. Leitner, I understand you were at that meeting.

Dr. LEITNER. Yes, sir; yes, I was.

Mr. BURTCN. And you can verify what Mr. Fox is saying?

Dr. LEITNER. Yes, I was there; in fact, Mr. Fox comes-——

Mr. BURTON. We've got to run and vote. I just want to quickly
ask a couple of questions, then we will come back after we vote.

So the memo regarding our national security, the assessment
was made that this was a risk to our national security, was
changed 180 degrees from somebody higher up above this fellow’s
pay level, because, in your judgment, we have the President of
China coming over the next week, and they didn’t want to upset
the apple cart?

Dr. LEITNER. Yes, sir.

Mr. BURTON. Is that your judgment?

Mr. Fox. I was told that specifically, sir.

Mr. BURTON. I thank the gentleman for yielding.

We will be back in about 10 minutes.

[Recess.]

Mr. BURTON. We will reconvene. There will be Members coming
back into the room. When we have a vote like this, people get
strung out, so if we can have the witnesses back at the table.

I ask unanimous consent that all exhibits and materials referred
to during the hearing be included in the record, and without objec-
tion so ordered.

We will now recognize the distinguished gentleman from Califor-

nia, Mr. Horn, for questioning. Mr. Horn.
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Mr. HorN. Thank you very much, Mr. Chairman.

Colonel McCallum, as I recall, you served in Vietnam, and you
were decorated in Vietnam, I believe.

Colonel MCCALLUM. Yes, sir, that’s true.

Mr. HORN. And for your work in intelligence, you also have been
awarded in your civilian capacity; is that correct? :

Colonel McCALLUM. That'’s correct, sir.

Mr. HORN. And is this the first time when—the examples that
you’ve shown us and testified on under oath—that you’ve ever had
your work really questioned; is that not correct?

Colonel MCCALLUM. I believe that’s the case, sir.

Mr. HORN. Let me go down the lines of the procedures that the
Department of Energy is supposed to follow in a situation such as
they were creating for you.

There’s—it’s on the various charts over here, and if you don’t
have it—yes, it’s that document in front of you. I just want to go
down the line with a yes/no answer. (

Did the Department of Energy in reviewing your situation make
a determination if information in question is properly classified; did
they or didn’t they?

Colonel MCCALLUM. They did not, sir.

Mr. HorN. Did a Security Director interview you, the employee?

Colonel McCALLUM. I have never been interviewed.

Mr. HORN. The third one is the Director of Security makes a rec-
ommendztion to the emplcyee’s managers. Did that ever happen?

Colonel McCALLUM. No, Mr. Congressman, that did not.

Mr. HORN. No. 4, after consultation with the Director of Office
of Safeguards and Security, the manager either terminates the
process in the employee’s favor or begins an administrative review
proceeding. Did that happen?

Colonel McCALLUM. No, sir, it did not.

Mr. HORN. And presumably within 2 days of beginning such a
proceeding, the manager shall suspend the employee’s security
clearance. That never happened?

Colonel McCaLLUM. That has never happened, sir.

Mr. HORN. No. 5 of their own procedures is the manager gives
an employee a letter of notification explaining why the clearance
has been questioned within 30 days. Did that occur?

Colonel McCAaLLUM. It did not, sir.

Mr. HORN. No. 6, employee has a right to a hearing upon written
request. Now, did you make a written request? You hadn’t gone
through the other procedure. |

Colonel McCALLUM. I did not make a written request, Congress-
man. We were informed at a meeting that we attended that I
would be given no further appeal process. \

Mr. HORN. Yes. Because No. 6 is if the employee wanted a hear-
ing, he must request it in writing within 20 days.

Colonel McCALLUM. Yes.

Mr. HORN. Did that happen?

Colonel McCALLUM. No, it did not.

Mr. HORN. No. 7, a hearing officer will be appointed from the Of-
fice of Hearings and Appeals.

Colonel MCCALLUM. gfle was not appointed. In our last letter to

“““““ the Department; we asked that a hearing-officer be appointed from————



150

an unbiased third agency who could adequately review the docu-

. ments and review the process and report on an unbiased basis.

That has not been responded to.

Mr. HoORN. No. 8 of the Department of Energy’s own regulations,
at the hearing the Department is represented by a departmental
attorney. The employee has the right to an attorney and may
present witnesses and documentary evidence. Did that ever occur?

Colonel McCALLUM. No, sir, it did not.

Mr. HORN. And No. 9 is a hearing will commence within 90 days
of the employee’s request.

Colonel McCALLUM. We have had no response to a request for a
hearing at this point.

Mr. HorN. You're saying they don’t even answer your request
letters?

Colonel McCALLUM. That’s correct.

Mr. HOrRN. And they have never gone into any aspect of this
process which presumably is available to all employees in the De-
partment of Energy?

Colonel McCALLUM. It is, Congressman.

Mr. HORN. Have you ever had any of your staff that were sub-
jecteg to those particular procedures for reviewing security infrac-
tions?

Colonel McCALLUM. Yes, sir. That happens routinely in the De-
partment, probably 50 or 60 times a year cn average.

Mr. HORN. When there’s an infraction?

Colonel McCAaLLUuM. Yes.

Mr. HORN. And what do they do when it is a first-time infraction

- and perhaps been done in innocence?

Colonel McCALLUM. If an infraction is determined to be not will-
ful and deliberate, our own manuals call for the person’s supervisor
to conduct an interview to determine the reason for the infraction
and instruct the offender in the correct security practice. The of-
fender is then sometimes scheduled for a class in either classifica-
tion or in security procedures, depending on which of the two com-
ponents may have been violated.

Mr. HORN. It isn’t on the chart or the board there, but No. 10,
at the conclusion of the hearing, the hearing officer will issue a
written opinion within 30 days forwarded to the Director of the Of-
fice of Security Affairs. And then No. 11, the employee or Depart-
ment may appeal any finding of the hearing officer to the Director
of the Office of Hearings and Appeals, and the Director will resolve
that appeal within 45 days. And then the final one is, based on the
opinion of the hearing officer, the Director of the Office of Security
Affairs shall make a final decision to reinstate the employee’s secu-
rity clearance or terminate it. And none of that ever applied to
your case?

Colonel McCALLUM. Congressman Horn, I've seen thcse proce-
dures implemented in the Department on hundreds of occasions in
the last 25 years. This is the first time I've ever seen them not car-
ried out faithfully, the first.

Mr. HORN. You're the only one in the last two and a half decades
that they have not applied their own due process procedure to your
case? '

Colonéel MCCALLUM. Yes, sir, that’s true.



151

Mr. HORN. They just made life miserable for you.

Colonel McCALLUM. Attempted to.

Mr. HORN. And also out of change, in terms of needing to get
your own attorney and so forth. ’

Colonel McCALLUM. Yes, sir.

Mr. HoORN. I think, Mr. Chairman, listening to all of this this
morning, it’s one of the great outrages I have in Government. We
expect civil servants to be professional. It’s clear that the gentle-
men who testified this morning are professionals. And now I'm sure
they would agree that if once they’ve given them the factual infor-
mation, the political appointees, whether they’re Democrats, Re-
publicans, liberals, conservatives, whatever they are, whether
they’re biased for Asia or biased for Europe, they as the ones in As-
sistant Secretaryships, Under Secretaries, Deputy Secretaries, Sec-
retary, as well as the White House, they obviously can make a dif-
ferent policy judgment.

But the question is, were the facts beyond that policy judgment?
If the executive branch wishes to simply kill off advice coming from
professionals, the Congress certainly has a right to that advice. The
executive branch is not the king, although sometimes we see those
aspects over the last 50 years and even in the last century, and the
question is, what do we do to protect whistle-blowers who obviously
are patriots, obviously are professionals, and who know their busi-
ness? And it isn’t a question of the administration disagreeing with
them. It’s a question of having them change their basic factual
presentation against their expertise, against their knowledge. It
makes it just plain wrong.

Mr. BURTON. Would the gentleman yield?

Mr. HORN. Yes.

Mr. BURTON. Let me just say that the Department of Energy has
deliberately, as I said before, tried to block this hearing in every
way they could, No. 1; No. 2, they have not complied with our sub-
poena for information pertaining specifically to Lieutenant Colonel
McCallum; and No. 3, I think it will be incumbent upon this com-
mittee to find out why that’s the case and ask people from the De-
partment of Energy to come up here and explain why the proce-
dures, which are supposed to be applied to every single employee
‘when there’s this kind of a question arising, why those—why those
procedures were deliberately circumvented and not applied to Lieu-
tenant Colonel McCallum.

So I appreciate that we will be having a hearing on this, and I
hope the gentleman will be involved in that one as well.

Mr. HorN. I hope you do that because it certainly cries out for
the congressioral committee to get them up here, have them give
their side of the story, and if they’re not going to present us with
the written information that we’ve asked for, then a few contempt
of Congress citations shall be taken to the floor. And it’s too bad
if we have U.S. Attorneys sometimes that turn their back the other
way, and we have some in Justice that turn their back, but after
you get the evidence down here, we have a real problem in trying
to deal with people in a violation of their own procedures within
the Department.

Mr. BURTON. Well, if the gentleman would yield further, we said
in our opening statement that if we don’t get the cooperation of the
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Department that we are entitled to as Members of Congress, we
will probably move a contempt citation. I would rather not have to
do that, but it’s a possibility.

Mr. HORN. Thank you, Mr. Chairman. I yield back my time.

Mr. BURTON. The gentleman yields back the balance of his time.

Mr. Waxman.

Mr. WaxMaN. Thank you very much, Mr. Chairman. I appreciate
the testimony of all of our witnesses.

Mr. McCallum, you mentioned retaliation in your statement, and
you've discussed it already to some extent. I just want to make
sure that I understand the basic facts. The Energy Department
placed you on administrative leave with pay because they say you
disglg)sed classified information in a phone conversation. Is that
right?

Colonel McCALLUM. That’s correct, sir.

Mr. WAXMAN. And the conversation at issue which contains the
purportedly classified information was recorded; is that correct?

Colonel McCALLUM. Congressman Waxman, -I'm not sure how far
I can go in discussing the specifics beyond—I think I can say that
those-—that it was recorded, but I don’t think I can further identify

it.

Mr. WAXMAN. And it's my understanding that you dc%n’t dispute
having a conversation and disclosing information, you just main-
tain that the information was unclassified.

Colonel McCALLUM. That’s correct, sir. <

Mr. WAXMAN. It’s my understanding that the Energy Department, -
had access to the transcripts and could have reviewed them for se-
cuxiilt?; violations, long before they became widely publicized; is that
right?

.Colonel McCALLUM. That’s correct, sir.

Mr. WAXMAN. Something did get the attention of the Energy De-
partment though. It was an article published on the Internet de-
tailing your conversation which was highly critical of security at a
DOE facility; is that right? -

Colonel McCALLUM. The classification officer is pulling my shirt-
tail here. Just a second, sir.

Mr. WAXMAN. Go ahead and consult with them, yes.

Co‘;onel McCALLUM. Could you repeat the question, Mr. Wax-
man?

Mr. WAXMAN. My question is about the Department of Energy—
getting their attention on this article that was published on the
Internet detailing your conversation which was critical of security
at a DOE facility.

_ Colonel MCCALLUM. I've been asked by the classification officer
not to comment on that, because it might further identify the loca-
tion of information which is contested. I hold it’s not classified, but
there are some people in the Department that believe it is, and—

Mr. WaxXMAN. Is it fair to say that there was an article on the
Internet that seemed to catch their attention?

Colonel McCALLUM. I've been advised not to answer that, sir, re-
spectfully.

Mr. WAXMAN. I'm sorry, what did you say? -

Colonel MCCALLUM. I've been asked by the classification officer
not to answer that.
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Mr. WAXMAN. I don’t want to get you in any trouble. It’s my un-
derstanding that there was an article on the Internet which caught
the attention of the Department of Energy, and that this article
was published in mid-April of this year. Now, as you may recall,
April was a pretty bad month at the Department of Energy. As of
then, nine congressional committees were investigating the Chinese
espionage issue. Notra Trulock had testified that he had been
blocked from pursuing security reforms at the Department.

Secretary Richardson had just ordered the computers shut down
at the Federal labs, and Senator Murkowski, the chairman of the
Energy and National Resources Committee complained that “the
ability to identify accountability in this process is very, very dif-
ficult,” from Senator Murkowski, and that’s precisely the time
when the story on you describing your alleged classified conversa-
tion hit the Internet.

I can understand why you think your suspension was retaliation.
If I were in your position, I would feel the same way. But given
what was going on at that time, isn’t it possible that Secretary
Richardson was told that your case was an example of a DOE em-
ployee who disclosed highly classified information, and that if he
failed to act, if he hadn’t suspended you, he would face tremendous
criticism?

Colonel McCALLUM. Congressman Waxman, I cannot attribute
the reasons for the Secretary’s actions. I think I said in my opening
statement that I believe that it was to discredit and intimidate me
specifically for the reasons which you mentioned, that there were
numerous congressional committees and the President’s PFIAB re-
grettably who were looking into these issues, and I have the keys
to the skeleton closets.

I will say, however, that I find it hard to believe that you would
take an action like this without going through the formality of the
procedures to review whether there has actually been anything
done wrong in the first place. These procedures are described in de-
tail in not only DOE regulations, but in the Code of Federal Regu-
lations, which have been published. And I know of no other excep-
tions.

So while it may have been the Secretary’s intention to make an
example of someone, I certainly don’t think that it’s appropriate to
make an example before you determine whether they’re guilty or
not.

Mr. WAXMAN. I'm not asking you to come to that conclusion, but
I’'m speculating that a lot of things were going on at the same time,
which might have framed his thinking to act in a way that didn’t
follow the other procedures.

Colonel McCALLUM. I can only say, Mr. Waxman, Congressman,
" that the only thing that the Sacretary shared with me during our
meeting, when I walked in the door, before I was given an oppor-
tunity to present my case at all, was that I was guilty. I find that
somewhat against the kind of system that I believed, that I had
been taught is the way we’re supposed to act in this country and
in this government. There was no due process. There was no re-
view. There was no interview. There was not even an opportunity
for me to explain why the information was not classified.
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Mr. WAXMAN. I can certainly understand your feelings. I under-
stand that several qualified officials both inside and outside the
Energy Department have reviewed the conversations at issue.

Do you know—well, I don’t know if you're permitted to say
whether you know whether that is the case or -not. But let me ask
you, do you know who reviewed the conversations and what they
did conclude? .

Colonel McCALLUM. Yes, sir, Congressman Waxman. I can first
tell you who I had review the iiems in question. When the issue
first came to my attention, I asked several of my most senior man-
agers, two of my division Directors and the person who is most ac-
tive in this area, the person we turn to as an authorizzd classifier,
to review the information. All three, two of them in writing and one
not, said they were not classified.

I also asked two officials of the Department of Defense who did
this business whether they thought they were. They both said they
were not, although not in writing. As I said in my testimony, the
Assistant Secretary for Defense Programs brought forth two indi-
viduals who thought they were. But beyond that, I don’t think I
can—I don’t want to identify further the information or the criteria
by which it was looked at. I would like to.

Mr. WAXMAN. I understand. I'm sure you understand that we on
this committee are not in a position to review the transcripts and
determine whether they contain classified information. But I think
all of us would agree that there ought to be a fair inquiry by the
appropriate officials and an opportunity for you to be heard.

I understand you’re now essentially in a standoff with the En-
ergy Department on how to resolve the allegations leveled against
you.?What is the status of your dispute with the Department of En-
ergy?

Colonel McCALLUM. Congressman Waxman, I would hope that
we’re not in a standoff. What we have proposed to the Department
is that, since it appears to me and my attorney that this situation
was prejudged before there was any investigation, that I would call
an adequate investigation, on any opportunity for me to present ei-
ther my case or witnesses or to present my technical argument,
that this—that the Secretary has himself prejudged this case, in

his own words to me. We ask either the Department of Defense or
,;«the U.S. Security Policy Board or some other identified third orga-
“‘nization that can review this in an unbiased manner with the right
technical outlook to review it. And I've offered to live with what-
ever decision that they make.

I would hope that’s not considered a standoff. I think that that’s
a fair offer as long as I believe I get some due process and some
review in the situation. I'm willing to argue my case in court.

Mr. WaxMaN. Well, I agree that you haven’t been treated fairly,
and I don’t understand why procedures weren’t followed. What I'm
uncertain about is whether this was retaliation or a regrettable
overreaction by the Energy Department, and that’s something I
can’t conclude at this point.

But I sympathize with your situation, because it’s clear that the
Department of Energy did not follow the procedures, and I don’t
think they gave you a fair opportunity to be heard.
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Let me ask some questions of Dr. Leitner. Dr. Leitner, there are
a few areas of your testimony I want to clarify. Your disagreements
‘'with your superiors have not been limited to the Clinton adminis-
tration, have they?

Dr. LEITNER. No, sir, they’re not.

Mr. WAXMAN, You've raised similar concerns about American ex-
port control policy during the Bush administration; is that right?

Dr. LEITNER. Yes, I have.

Mr. WaXMAN. And did you feel the Bush administration was too
lax on export control to China?

Dr. LEITNER. Yes. What happened in the Bush administration re-
sulted from a great deal of clouds and uncertainty because of the
end of the cold war, and I believe very strongly that they went too
far, too fast in relaxing export controls.

Mr. WaxMAN. Did you write a memo to that effect that you cir-
culatgd to many individuals both inside and outside the Depart-
ment?

Mr. LEITNER. No. As a matter of fact, my memo stayed within
the Department. What I did—the memo that we’re talking about,
I presume, is the one that is attachment A to my testimony, was
an analysis of the cumulative impact of these various controls, de-
control proposals. I tried to show that the methodology being em-
ployed was faulty; it was not looking at the system level where the
real impacts would be felt.

Mr. WaxMAN. When you wrote this memo, how was it received;
how were your concerns received by your superiors at the Depart-
ment of Defense? .

Dr. LEITNER. It was interesting, the reception. First I wrote the
memo, and I sent it out for peer review to some of the DOD labs
and also to ry colleagues, engineers in my office and other places
all within DOD. And I asked for their comments about the accu-
racy and the efficacy of the arguments I was making, and what I
was trying to point out. I got a variety of comments, all construc-
tive comments, saying, no, this particular item should be over here,
and pointing to this port of a missile, this part of an aircraft, that
sort of thing.

So I made changes accordingly, and once I had it validated tech-
nically, I sent it to my superiors. It was greeted in an interesting
way. My immediate supervisor, the Director of Policy at the time
in DTSA, thought it was terrific, and he was running around mak-
ing copies, giving it to other people in policy, saying, look, at this
great thing we have.

Mr. WAXMAN. No one took retaliatory action against you?

Dr. LEITNER. Not immediately.

Mr. WaxMAN. William Rudman was head of your office during
the Bush administration; was he not?

Dr. LEITNER. Yes, he was.

Mr. WAXMAN. In the story of the National Journal, Mr. Rudman,
who is a fierce critic of the Clinton administration, called you a
zealot who was “professionally insane.” How do you respond to
that?

Dr. LEITNER. Well, for my response, you can just look at the re-
porting that has been done on Mr. William Rudman over the years.
You will find that when he was in the Customs Service how he was



156

investigated for holding a guy who he accused of being a homo
- sexual at gunpoint, how he was accused of all kinds of violations
of basic human values at the Customs Service when he was there.

And if you look at the investigation that was conducted by the
DOD IG in 1992, an inspection report where they found all kinds
of irregularities regarding Rudman renting a room in an employee’s
basement and filing false receipts for expenditures. Just look at the
IG inspection report. I will be happy to stand in court and compare
character between myself and Mr. Rudman any time, any day.

Mr. WaxMmaN. You're quoted as saying you had reservations not
just about the Bush administration policy, but also about the
Reagan administration. Do you feel tlat the Reagan administration
was too lax toward China?

Dr. LEITNER. No, the Reagan administration had a different—an
interesting approach. They came up with an approach toward
China known as the green line, where they tried to differentiate be-
tween China and Russia in terms of a potential threat, and they
offered China more liberal treatment. At that time, there was a
strategic matrix that they were trying to achieve, and that was to
make the Chinese appear to be enough of a threat to the Russians
during the cold war that the Russians will have to transfer many
troops East of the Urals to the Chinese border so they wouldn’t be
facing NATO and the United States. _

There was actually a strategic doctrine that was being employed
as part of this very slow doling out of benefits toward China. Was
I a direct opponent of that? No, I was not.

Mr. WAXMAN. Were you critical of it?

Mr. LEITNER. At times I thought on specific proposals we might
have gone a little bit too far, and I was critical in specific propos-
als, internally critical.

Mr. WaxXMAN. You've been fairly vocal in your criticism of your
office and American export policy. How many times have you ap-
peared on television to air your concerns?

Dr. LEITNER. I don’t know, a handful of times, just a few times.

Mr. WaxMaN. How many times have you been printed in a print
publication on export control issues?

Dr. LEITNER. A larger handful of papers.

Mr. WAXMAN. How many times have you prepared papers or

'fs_tuc;ies at your own initiative criticizing decisions made by your of-
ice?

"Dr. LEITNER. As a matter of fact, my testimony documents the
major criticism papers that I did that were critical. And I want to
emphasize to you that they were internal documents. I did not go
to the press with these documents. I gave them to my superiors
within the Department.

Mr. WAXMAN. I wasn’t asking you about the documents. I was
asking about public appearances.

Nr. LEITNER. Public appearances, largely congressional testi-
niony, twice before the Joint Economic Commniittee, once before the
Senaie Governmental Affairs Committee, once before the Cox/Dicks
committee and then here today.

Mr. WAXMAN. Have some of your criiicisms been directed at deci-
sior;s made in your office that yoi:z were not responsible for review-
ing?
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Dr. LEITNER. Not responsible for reviewing? There are many de-
cisions that are made that I'm not responsible for reviewing. As a
matter of fact, that memo that I have in attachment A—the 1990
memo concerned & bevy of decisions that I was not responsible for
reviewing. I tried to do a cumulative assessment of those decisions
and show what the cumulative impact would be. ’

Mr. WAXMAN. In your written testimony you say that several fac-
tors including “corruption and possibly darker motives, have
brought us to a turning point.” Can you tell us what evidence you
have of corruption at the Department of Defense?

Dr. LEITNER. I'm not an investigator who looks at criminal
charges in the Department of Defense. I have seen decisions made
on a regular basis that you have to question the motives of people.
You try not to do that. You try to simply deal with substantive
issues, but there are many actions that take place which just are
very difficult to explain otherwise.

Mr. WaxMaAN. What do you mean by darker motives?

Mr. LEITNER. By darker motives, I was referring to what the Cox
committee found at the national labs in terms of possible espio-
nage. I wasn’t limiting myself in that particular comment just to
the Department of Defense.

Mr. WAXMAN. Secretary Cohen is a former Republican Senator
from Maine. As Secretary of Defense, do you believe that he and
other officials of the Department of Defense are deliberately under-
mining the national security of the United States?

Dr. LEITNER. I have no idea what Secretary Cohen is doing or not
doing. I don’t deal with Secretary Cohen at my level. Whether it’s
intentional or unintentional, I can’t speak to that. I just know the
net result is undermining the national security of the United
States.

Mr. WaxXMAN. Is it possible that your disagreements with your
superiors at the Defense Department are no more than legitimate
policy differences between pecople with strongly held views?

Dr. LEITNER. I would normally think that, and in most cases
that’s usually the case. I don’t deny that there are policy dif-
ferences, and gentlemen agree to disagree on issues. I know I am
not the be all and end all of licensing. I am not a policymaker, 1
am not a political official, but when you do offer an analysis and
then you are retaliated for offering that analysis, that’s where the
line gets crossed into whether or not it’s not just being listened to
and being taken account of, it’s actually being reprised against and
being attacked for your efforts. There may be a difference of opin-
ion where gentlemen might disagree. But gentlemen generally
don’t attack each other for offering a difference of opinion. :

Mr. WaxMAN. You talked about a web of corruption at the De-
partment of Defense. Do you think that Secretary Cohen is part of
that web of corruption?

Dr. LEITNER. I personally doubt it. I think Secretary Cohen has
not been involved in the export control process to any great extent.
He was dealing with much larger policy issues. But I have abso-
lutely no way of knowing. I just know from my vantage point.

Mr. WaxMAN. Has the Department been responsive to some of
your criticisms of how your office is run? Have there been changes

62-262 00- 6
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made in the office data base to respond to your allegation of memo
tampering?

Dr. LEITNER. No. Any changes in the data base on memo tamper-
ing, such as the time that I went on vacation after denying two
supercomputers to Arzamas—16 and Chelyabinsk-70, in Russia,
and I came back and found out that my position was changed and
my name left on it in the data base. The procedures that allowed
individuals to make those changes have still not been altered. My
positions still get changed. My name is still on cases after repeat-
edly complaining, after talking about it in public testimony, and
after speaking to the IG about it.

Mr. WAXMAN. We were told in this committee that the data base
has been altered to provide licensing officers with the opportunity
to express their own individual views; is that not the case?

Dr. LEITNER. The structure of the data base has not changed in
years in terms of that. There’s always been a comments section
where you can put a comment in, but it’s been there for years and
years. I haven’t noticed any change at all. '

Mr. WAXMAN. Have more regular meetings on export licensing
issues been held in response to your criticism?

Dr. LEITNER. Not that I've been made aware of.

Mr. WAXMAN. Has there been wider distribution of internal infor-
mation in response to your criticism?

Dr. LEITNER. Not that I'm aware of.

Mr. WAXMAN. Mr. Maloof, I want to thank you for your testimony
today. I would like to ask you a few questions to clarify your testi-
mony.

Mr. MALOOF. Yes, sir.

Mr. WaxXMAN. You testified you feel you are the victim of retalia-
tion from your superiors. Are you familiar with the Office of Special
Counsel?

Mr. MALOOF. Yes, sir, I am.

Mr. WAXMAN. And have you submitted a retaliation complaint to
the Office of Special Counsel?

Mr. MALOOF. No, I have not, because I felt that—judging from
previous experiences of other colleagues, that it would probably be
futile. It was also my impression that after—I also went through
my own system, I went to our Deputy Under Secretary, who imme-
diately referred me back to General Counsel within the Defense
Threat Reduction Agency. I went through that channel. Imme-
diately they felt that given the facts that I presented, there was a
case of retribution.

I then listened to what Dr. Leitner had to say about his experi-
ences with the special counsel, and I just saw one heck of an uphill
battle because of the—of what I perceive to be an approach by
them to favor management. And it would have required an expend-
iture of tremendous resources on my part, and I just did not have
the time and energy to put into that and at the same time try to
do my job. ’

Mr. WAXMAN. Mr. Chairman, I see the red light. Did I have two
10-minutes?

Mr. BURTON. Yes, you had 20 minutes. The time goes by quickly.

Mr. WAXMAN. Then I will catch up on the next round.
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Mr. BURTON. But you have another 10 minutes on your side at
the conclusion.

Mr. Barr. '

Mr. BARR. Thank you, Mr. Chairman, for convening this hearing
today. As you know, Mr. Chairman, I served with the CIA back in
the 1970’s and with the Department of Justice as a U.S. Attorney
back in the 1980’s. And I must say, Mr. Chairman, what we've
heard today indicates to me an administration that is so vastly dif-
ferent as to almost be operating in an alien country. -

It used to bc that spies were prosecuted. It used to be that secu-
rity measures, polygraphing of employees, regular and very serious
monitoring of data bases, information, activities that might be sus-
picious were taken seriously, and underlying all of the work that
we did back in the 1970’s and in the 1980’s in these areas was a
notion that our national security, which protected our sovereignty,
was something important. That seems to have been utterly lost by
E}?ny in this administration. Maybe it was never there, I don’t

ow.

We've read books, Gary Aldrich’s books and other gentlemen, and
this gentleman leads a very distinguished, impeccable career in
public service and in law enforcement. We’ve read these books.
We've seen these documents. We've heard the testimony, and it is
ab;olutely, Mr. Chairman, chilling, the testimony we have heard
today. .

Gentlemen, I appreciate all of you coming forward, the tremen-
dous risk to yourselves and to your careers. The work that you per-
form, underlying it are several important components of your job
as public servants, the same as ours and mine was when I served
with the CIA and with the U.S. Department of Justice as a U.S.
Attorney: first and foremost to protect the United States of Amer-
ica; second, in the executive branch to serve the President, and in
your capacity you essentially served the President by providing,
within the bounds of the law, information to him so that the policy
decisions that he makes can be based on the very best, most sub-
stantive, most objective judgment of professionals. So when he
makes a decision, it’s not just sort of a shot in the dark, it is based
on learned judgment, and one can criticize any President for a pol-
icy decision. That’s not your job. As far as I can tell from your testi-
mony, that has not been your job, and that’s not the point of your
being here, criticize policy decisions of the President or others.

But the scenarios that you all have laid out raise several ex-
tremely troubling problems. When decisions that you have made
based on your judgment and in furtherance of your job, including
protecting our country, are altered to reflect untruths, to reflect in-
formation that you know to be false, to be inaccurate, to be inap- -
propriate. Then one of, I guess, at least three different things is
happening. Either the word is coming down from the President or
from the policymaker to justify a policy decision; or, second, the
word is going up to the President to influence a policy decision im-
properly. Both of those, of course, are corrupt.

Those—that is a corrupted policymaking process, which is bad in
and of itself, but there’s another scenario that I certainly have no
way at this point—whether this is true or not, that raises the most
serious problems or questions, and that is those that border trea-
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son. If decisions are being made to influence your work, your objec-
tive assessment, the data that you have accumulated and put ob-
jectively in, substantively into a document, is altered with the pur-
pose of assisting a foreign power to acquire information or data to
which they would not otherwise be entitled, and that raises the sin-
gularly most serious question that can be raised about a nation’s
national security, and that is, is it being compromised not because
of internal politics or internal decisionmaking, but because of some-
thing external, one of our adversaries is seeking to have a policy
decision made or changed to reflect and to enable them to gather
information, evidence that they would not otherwise be entitled.

So I do not think, Mr. Chairman, that the importance of this
hearing, the importance of the problem, the magnitude of the prob-
lem that these witnesses have come forward today could be over-
stated. I appreciate it very much.

There are a couple of specific questions. Mr. Maloof, you talked
briefly in your—this is in both your written testimony as well as
your oral testimony. On pages 8 and 9, you mentioned an Assistant
U.S. Attorney and a Customs investigator. Who was that U.S. At-
torney? What U.S. Attorney’s office was that out of?

Mr. MALOOF. Out of Washington.

Mr. BARR. And who was the Assistant U.S. Attorney?

Mr. MALOOF. Mr. Pelleck.

Mr. BARR. Would you spell that, please?

Mr. MALOOF. P-E-L-L-E-C-K. He was handling our—has been
handling the technology transfer investigation.

Mr. BARR. Thank you.

With regard to Dr. Leitner, you talked at some length about the
changing of your position on your computer when you were out of
town with regard to superconductors being approved to Russia.
How large is the scope of people that would have access to your
computer to be able to make that sort of change?

Dr. LEITNER. Well, it was about supercomputers and not particu-
larly large, it would be just be a handful of people. It’s fairly nar-
row. It’s on a local area network within the organization.

Mr. BARR. Would you name them, those by name, those people
that would have access to it and the capability to make the change?

Dr. LEITNER. Well, specific authorities give with it the ability to
make changes in the record. I know that at a minimum, people
that have that authority in my office, include Barbara B. Auckland;
my supervisor, Colonel Raymond Willson; and I'm not sure who
else. It would only be a handful of people, but those are two people
who did have that authority or who do have that authority that I
know for sure can make such changes.

Mr. BARR. Is there a difference between the authority and the
power to go into the computer and either add or detract, but cer-
tainly designate and make clear that information is being added or
detracted? Does anybody have the authority to go in there in your
name, purportedly in your name, make a change that is reflective
of what your position and assessment will be? I mean, to me that
is criminal, and nobody would have the authority to do that as op-
posed to going in and adding or detracting information, but making
_clear that they are doing it, and they’re not trying to do it in your
name, which would be fraud.
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Dr. LEITNER. I agree completely, I believe, and I have complained
internally in memos. I’ve complained to the Inspector General’s Of-
fice as well that I believe that it is fraudulent. I think there has
been tampering with a data base that is supposed to be the official
DOD record of its transactions in the export control process, and
they were making it appear to be something that it wasn’t. They’re
putting false information in.

Mr. BARR. Has there been, as far as you can tell, any initiation
of a criminal investigation by DOJ of this matter?

'fDr. LEITNER. No, there has not been any investigation I'm aware
of.

Mr. BURTON. Mr. Barr, we will have a second round here in just
a few minutes, if you would like. . :

Mr. BARR. Thank you.

Thank you, Dr. Leitner.

Thank you, Mr. Chairman. _

Mr. BURTON. Mr. Waxman has 10 more minutes on the 30 min-
utes, so we will now ‘recognize Mr. Waxman and then go to you,
Mr. Souder.

Mr. WAXMAN. Thank you very much, Mr. Chairman, and when
that red light comes on, I'm going to try to conclude my questioning
so we can be fair to everybody on the committee.

Dr. Leitner, you said you were a victim of a manufactured secu-
rity violation. As I understand it, you claimed that another Defense
Department colleague planted a classified document in your desk
and then executed a surprise inspection of your desk. That’s a seri-
ous charge if it's true. Could you tell us more about that, Dr.
Leitner?

Dr. LEITNER. I would be happy to. It wasn’t a surprise inspection.
There’s no such thing. We've never had anything called surprise in-
spections. What happened, was during a snowstorm in February,
when the Government was dismissed early because of the snow ac-
cumulation, I too was dismissed, and went home for the day. Then

I started receiving phone calls from colleagues in my office saying,
hey, something happened this afternoon.that’s quite unusual, and
the unusual thing is that my supervisor Colonel Willson did some-
thing he never ever does, and that’s conduct the routine double-
check at the end of the day, where we have safes with classified
.information. And basically what the routine is, you——

Mr. WAXMAN. Let me interrupt you because I do have a limited
time. Without going-through all the details, you believed that your
supervisor planted a classified document in your desk and then
criticized you for having that document.

Dr. LEITNER. Yes, I believe—it was a set-up, and it was an inten-
tional attempt to delegitimize me and somehow affect my security
clearance and my standing in the office.

Mr. WaxMAN. And did you report this to anybody in law enforce-
ment or anything?

Dr. LEITNER. Yes, sir, I reported it in my chain of command. I
set a memo to the head of DTRA, Defense Threat Reduction Agen-
¢y, Dr. Jay Davis, and in that memo I demanded that the case be
referred to the Defense Criminal Investigative Service for a crimi-
nal investigation, because I believe a criminal act was committed
against me.
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Mr. WaxMaN. You believe you had been passed over for pro-
motions and denied bonuses and merit pay increases a. a result of
the hostility of your supervisors?

Dr. LEITNER. Yes.

Mr. WAXMAN. Are we talking about supervisors other than Mr.
Rudman?

Dr. LEITNER. Oh, yes, Rudman is long gone. He was involved
quite a few years ago.

Mr. WaxMaN. His replacement and other supervisors are also
being critical of you?

Dr. LEITNER. Yes. .

Mr. WAXMAN. Mr. Maloof, you testified about your efforts to
learn more about the investigations into the Hughes and loral
Corps. After those companies had been under investigation for
more than a year, when you first read about the investigaticn in
the New York Times, you received calls from the Public Affairs Of-
fice and another office with the Pentagon; is that correct?

Mr. MaLooF. That’s correct. . :

Mr. WAXMAN. And after your discussion with those offices, your
superiors told you that they didn’t want you involved in the issue;
is that right?

Mr. MALOOF. Yes, sir.

Mr. WaxMAN. Now, if I understand correctly, you persisted with
your inquiries, right? :

Mr. MALOOF. Correct.

Mr. WAXMAN. And you questioned an engineer about the matter?
. Mr. MALOOF. That’s correct.

Mr. WaxXMAN. I understand you were and continue to be con-
cerned about the office’s approach to export controls and about sat-
ellite waivers for companies like Hughes and Loral, but are you
saying that your superiors had no right to limit your role as a point
of contact on this issue within your office?

Mr. MALOOF. I would suggest that to do so was to impede me
from doing my job in this fashion. I look at all export license appli-
cations to end user and end uses as part of my duties. We run
those names against data bases, and if there is something out there
that is going on that is potentially criminally wrong, and we're add-
ing to the capabilities of another country, I needed to know that.

Mr. WAXMAN. Did anyone in your office ever say that you could
not provide information as a witness to law enforcement agencies
investigating the Hughes and Loral matter?

Mr. MALOOF. I was questioned extensively about that participa-
tion, but eventually it stopped.

Mr. WAXMAN. It stopped.

r. MALOOF. The criticisms and the questioning of my providing
that information. )

Mr. WAxMAN. If I understand correctly, after your conversation
with the engineer in your office, you contacted the Customs Service
and reported your concerns that there might be a cover-up of some
kind; is that right?

Mr. MALOOF. Potential cover-up. :

Mr. WAXMAN. A potential cover-up. And the Customs Service in-
vestigated your allegations. Did anyone else investigate the allega-
tions?
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Mr. MALOOF. Beyond the Assistant U.S. Attorney, I have no idea.
They were the proper people to conduct the investigation, becaise
that was part of their responsibility at the time. We certainly could
not do anything internally, and after I talked to the engineer, as
I stated in my testimony, I was barred from talking to anybody else
about the issue, so for me to pursue it independently would have
gotten me even into more difficulty.

Mr. WaxMAN. You concluded in your testimony, “It became ap-
parent to me that the reason for handling Chinese satellite issues
among a very few people and keeping quiet any information con-
cerning an investigation was to ensure that satellite cases continue
to be approved unimpeded.”

How did you arrive at that conclusion?

Mr. MALOOF. I arrived at that conclusion because the—for over -
that year period, very few people were handling details of the sat-
ellite cases. My office, when the satellites were under munitions
control, was totally bypassed. We never even saw those license ap-
plications. I'm told even in recent days by engineers that our man-
agement has asked the engineers to expedite those cases even now.

Mr. WAXMAN. Someone told you that?

Mr. MALOOF. I heard it from three different sources, and they
were all engineers, Mr. Waxman. And I'm just informed by Dr.
Leitner that he’s heard the same thing. ’

Mr. WAxXMAN. Mr. Fox, I want to thank you for appearing before
us today. As I understand it, you've alleged that another DOD offi-
cial threatened your job unless you reversed a recommendation

_concerning a proposed agreement on peaceful nuclear cooperation
with China; is that right?

Mr. Fox. Yes, sir.

Mr. WaxMAN. Let’s step back and look at what you were asked
to do. My understanding was Mike Johnson, who was from a dif-
ferent office, the Office of Nonproliferation Policy, passed on a re-
quest from the Department of Energy to review the proposed agree-
ment; is that right?

Mr. Fox. Well, actually, I received the agreement directly from
the Department of Energy, and the procedure with that, I would
write up my technical opinion and then forward it back to Mr.
Johnson, who would then incorporate it within the internal DOD.

Ml:) WAXMAN. So your review was supposed to be a technical re-
view?

Mr. Fox. It was, sir.

Mr. WaxMAaN. OK. And as you know, Mr. Johnson told the com-
mittee staff he was upset about your memo because it went beyond
the scope of the technical analysis that he requested. Do you feel
that your memo went beyond the technical analysis that Mr. John-

_ son requested?

Mr. Fox. No, sir, it did not. I disagree with that completely. As
a matter of fact, that was never even suggested to me at the time,
at the time of this situation. As a matter of fact, sir——

Mr. WAXMAN. Let me ask you, I understand that the chairman
put up the memo and asked you some questions, or at least one of
the Members did. In the memo you write that the end of the cold
war “has given China little pause for a reflection in the wholesale
rejection of Marxism. It remains committed to a discredited creed.”
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How is China’s domestic political situation relevant to the technical
analysis you were asked to prepare?

Mr. Fox. Sir, the record of state action of the recipient of nuclear
technology is a clear basis for determining whether or not the rep-
resentations given as part of a technology sharing or cooperation
agreement have credibility or reliability.

Mr. WAXMAN. One of the paragraphs struck from the memo, I
understand Mr. Shays read one of them, let me read another.

The post cold war era has given the People's Republic little pause for reflection
in the wholesale rejection of Marxism. It remains committed to a discredited creed.
The political hierarchy retains power through draconian measures, with little heed
to global repulsion at the excesses imposed upon its own people. It maintains an
expansionist foreign policy and openly covets the reacquisition of now independent
territories. It is in the midst of a decades-long military modernization program
which has an ultimate goal, the achievement of undisputed power projections capa-
bilities. China maintains an active nuclear weapons development program and an
equally energetic foreign intelligence service.

This is your analysis of China itself. I want to know whether you
think that the issues you discuss were beyond the scope of a tech-
nical analysis.

Mr. Fox. No, sir, they are not. You cannot consider the transfer
of technology in a vacuum. You must consider all aspects of a tech-
nology transfer. and especially where you have a technology trans-
fer agreement that is verified solely by diplomatic representations,
then sir, you must consider state action as part of the overall anal-
ysis. .

Mr. WAXMAN. Excuse me, I understand what you are saying and
I have to get on to the questions.

I want to ask about your working relationship with Mr. Johnson
at the time you had the dispute with him. Did you and Mr. John-
son work at the same office of the Department of Defense?

Mr. Fox. No. I worked in one office that was supporting him
through a memorandum of understanding.

Mr. WAXMAN. Was he your supervisor?

Mr. Fox. Only under the terms of the memorandum of under-
standing. .

Mr. WAXMAN. Is he in the same chain of command as you?

Mr. Fox. Only in the sense that I served him through a memo-
randum of understanding as a technical adviser.

Mr. WaxMaN. Did you report to the same political appointees?

Mr. Fox. Only in the circumstances governed by the memo.

Mr. WaxXxMAN. Did he have the authority to fire you?

Mr. Fox. I think his recommendation in that rezard would have
carried substantial weight.

Mr. WAaxXxMAN. Did Mr. Johnson’s immediate superiors have the
authority to have you fired?

Mr. Fox. I think that their recommendation in that matter would
have carried substantial weight with my chain of command, espe-
cially my senior management.

Mr. WAXMAN. Mr. Chairman, I yield back the balance of my time.

Mr. BURTON. I will reserve my 10 minutes until others get their
first rounds. Mr. Souder and then Mr. Ose.

Mr. SOUDER. I thank the chairman. Colonel McCallum, in your
statement, and one of the scary things in listening to Congressman
Weldon, the number of people that he referred to in addition to the
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four in front of us, in your written statement I don’t think that you
went through some of these names.

On page 11 you say that one site had five Security Directors in
a little over 2 years and you name Rich Levernier, Gary Morgan,
David Reidenour, Bernie Muerrens, Link White. You also say that
numerous security police officers, men like John Hnatio, Jeff
Hodges, Jeff Peters, and Mark Graff have all had their careers ru-
ined for coming forward and addressing serious lapses in DOE.

One of the reactions that I had to this is that as somebody who
was too young during the McCarthy era to have actually experi-
enced it, but it seems like then there was an abuse of power and
a witch hunt for those who were supposedly Communist. What we
seem to see in this administration is a witch hunt for those who
are anti-Communist. And it is extremely disturbing to see people’s
careers ruined and side-tracked and demotions because their devo-
tion was to freedom and their concern was about the transfer of
power.

Some of us had written a letter—but let me go through a couple
of questions.

I understand you and your counsel had a chance to meet with
Secretary Richardson on May 27, 1999 to discuss your status at the
Department of Energy; is that correct?

Mr. McCALLUM. Yes, it is.

Mr. SOUDER. We have a letter that I and nine other Members,
Congressman Barr, Congressman Bartlett, Congressman Rohr-
abacher, Congressman Weldon, Congressman Cunningham, Con-
gressman DeLay, Congressman McIntosh, Congressman Johnson,
and Congressman Forbes, signed expressing congressional concern
about your employment status at DOE, cites your long-standing ef-
forts to enforce and implement the safeguards, and I wondered if
you are familiar with the letter?

Mr. McCALLUM. Yes, Congressman Souder, I am familiar and I
want to thank you and the other Congressmen that sent that letter
forward for your support and kindness.

Mr. SOUDER. In your meeting with Secretary Richardson, did he
mention this letter to you?

Mr. McCALLUM. Unfortunately, when I walked in the door, Con-
gressman, he did mention it.

Mr. SOUDER. Can you describe that in any way that you are com-
fortable?

Mr. McCALLUM. In front of this august body and rolling cameras,
he was rather angry. It was clear that he was disturbed by the let-
ter. He held it in his hand and flipped it a couple of times and
made the comment that this letter doesn’t intimidate me. I play
basketball with these guys. This is, expletive deleted, and threw it
on the table.

Mr. SOUDER. What do you think that he meant by “I play basket-
ball with these guys”? How did you interpret that?

Mr. McCaLLUM. I understood that to mean I know these guys.
I have worked with them and they will play ball with me, and stay
away from the Congress.

Mr. SOUDER. Do you think that that was just bravado or do you
think that anything happened as a result?
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Mr. McCALLUM. I think it was some bravado. But it was clear
that the Secretary went to the PFIAB and although 1 was sched-
uled to testify, my testimony was then delayed and ultimately I did
not appear before the PFIAB. As some of you may know, Congress-
man Bliley was scheduled to hold hearings on the security at the
Department of Energy last month, and 2 days before the hearings,
based on a visit by the Secretary of Energy, he first delayed and
then canceled the hearings. So I believe the Secretary has had
some impact in the halls of Congress.

Mr. SOUDER. Well, one of my frustrations is that when many of
us in Congress feel somethipg very deeply, and one of the frustra-
tions that we have in this committee, we have seen a lack of re-
sponsiveness. And I don’t know Secretary Richardson well, but he
seems like a decent guy, and I don't play basketball so I have not
been heavily influenced by that. I understand that this is very dif-
ficult, but 1 think it is outrageous to treat a letter from Congress
in this way, including not being responsive to the letter.

I wanted to ask the chairman, I understand that you have a let-
ter also that you have sent to the Energy Secretary, and I wonder
if you have received any response?

Mr. BURTON. We sent a letter to the Secretary after a meeting
we held in my office, during which he tried to discourage this com-
mittee from holding a he€aring in very strong terms. The letter has
not been responded to, nor has the subpoena we sent to him re-
garding Lieutenant Colonel McCallum’s employment record, and I
think that is unfortunate and we intend to pursue that, Mr.
Souder. '

[The information referred to follows:]
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May 28, 1999

The Honorable Bill Richardson
Secretary, Department of Energy
Room 7A257

1000 independence Avenue, S.W.
Washington, D.C. 20585

Dear Mr. Secretary:

When we met earlier this week you asked me not to hold a hearing regarding the Department
of Energy which would include as a witness Mr. Edward McCallum, who is the Department’s
Director of the Office of Security and Safeguards. As you know, Mr. McCalium has been an internal
critic at the Department throughout the 1990s regarding budget cuts and changes in security
procedures and policies. In the 1980s he testified before then Chairman Dingell’s subcommittee on
security concerns and has long been mvolvcd in trying to improve security at the Dcpanment
throughout Republican and D i As such he to be uniquely qualified
to address the many current oversight concerns facing Congress in Ilghl of the Cox Repon s

revelations.

Mr. McCallum was placed on administrative leave, as announced by your Department
spokeswoman in April. In our g on Wednesday, you indicated that this administrative leave
action against Mr. McCallum had nothing to do with his efforts to bring security concerns to the
attention of Energy Department officials or the attention of Congress. However, you did seem
unusually critical of Mr. McCallum’s bringing these legitimate oversight matters to the attention of
Congress. As you are no doubt aware, one of the unanimous conclusions of the Cox Report was that
the Depantment of Energy had gfully withheld inft ion from Congress on critical national

security matters.

In addition, there are a number of matters that have becn brought to my attention since our
meeting that cause me to be very concerned that Mr. McCallum’s security concerns and his
willingness to bring them to the attention of Congress may have gencrated retaliatory actions against
him. In particular, Mr. McCallum has informed my committee about the meeting, which occurred
Thursday morning, May 27, at the Department of Energy between you, Edward McCallum, and his
attorneys. 1 have been informed that, at the beginning of this meeting, you produced and made
certain disparaging remarks ¢ bout a congressional letter authored by Rep ive Mark Souder, a
member of the Committee on Government Reform, of which 1 am chairman, and signed by nine of
our colleagues. Mr. Souder’s letter, addressed to you, expressed concern for Mr. McCallum’s
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employment status at the Department of Energy and cited his long-standing effons to enforce and
implement DOE’s nuclear safeguards policies. (See attached).

Specifically, I have been informed that you made remarks to the effect that Mr. Souder’s
letter “doesn’t intimidate me, this isn’t fexpletive deleted],” flung the letter to your office table, and
went on to say that “these guys [members of the House of Representatives] are my basketball
buddies,” inferring that you had the ability to dissuade Members of Congress who might be inclined
to pursue matters brought to our attention by Mr. McCallum. Obviously, it was troubling to receive
this information. | believe my colleagues and I have legitimate concerns about security at the
Department of Energy, as well as possible retaliatory actions against those who try to bring attention
to these matters, which may prove politically embarrassing to any particular administration.

In addition, Mr. McCallum informed the committee that one of his attorneys was called to a
meeting with the Energy Department’s General Counsei, Mary Anne Sullivan, last Friday, May 21.
We have been informed that it was then communicated to his attomney that if the Department was not
able to find Mr. McCallum in violation of rules regarding classified information, another way would
be found to remove him. It was also expressed to his attorney that the Department was not happy
with Mr. McCallum’s contacts with Congress.

Notra Trulock, the Energy Department official who revealed many of the most disturbing
security lapses to the Cox Committee, has pointed out how difficult it was made for him by Energy
Department officials to bring legitimate security matters to the attention of Congress. Mr. Trulock
has indicated his career has suffered as a result. Just this past week, Nightline featured its entire
show on how Charles LaBella’s career was destroyed after serving as the chief prosecutor in the
campaign finance investigation in which he recommended an independent counsel.

. 1 will not be party to any effort to dissuade government officials from bringing important
information to Congress espccially when it involves national security. Already, a climate has been
created by this administration which makes it difficult enough to come forward to tell the truth.
Therefore, 1 did want to inform you that I do intend to have Mr. McCallum testify before my
committee next month. We specifically will not be going into any classified matters in that hearing.

1 would be happy to discuss this matter with you further.

Sincerely,

L., Pt

Dan Burton
Chairman

cc: The Honorable Henry Waxman
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Mr. SOUDER. I thank the chairman.

One of my frustrations, and anyone watching this hearing has to
feel it is surreal. On the one hand we are trying to talk about how
to apply whistleblowing protections to patriots and people who are
calling attention to these problems, and that is the immediate need
we have in this country. But meanwhile, what we seem to have
seen is nuclear secrets getting into the hands of our enemies, both
through overt spying and through technology transfers, and we are
sitting here holding hearings on trying to get into defending Ameri-
cans who try to call attention to that who then get punished. Talk
about the world being turned upside down. I understand that there
can be disagreements, and I understand the pressures that are
brought to bear to many Members of Congress, and we feel pres-
sures from supporters and companies back home, but to see memos
being forced to change.

In my second round I would like to get into who some of these
people were, and how we get into that question and the process be-
cause I think that the deeply disturbing thing is that it appears to
me that the reactions to the secrets going out has rather been to
punish the people who were trying to warn and do something about
it rather than getting into the problem that we have compromised
our national security. I think this is outrageous, and I thank you
for your willingness to come forward today.

Mr. BURTON. Thank you, Mr. Souder. Mr. Csse.

Mr. Osk. Thank you, Mr. Chairman.

Dr. Leitner, I want to make sure I understand the surge you
highlighted in your testimony about the computer issues. If I un-
derstand the current export regime, we have a limitation of so
many MTOPS on what kind of equipment we can send overseas.
And over time, the cap, if you will, has increased and it is either
currently at 2,000 or it is proposed to go to 2,000 MTOPS, the ra-
tionale being that you can acquire that kind of capacity overseas
at present anyway. -

Then there is a discussion as to whether or not to take the re-
gime to 7,000 MTOP level at present.

If I understand the Cox report, and the reason that I am asking
this question, I want to understan¢ why the administration
would—or the Department of Energy would, if you will, attempt to
interfere here, with its personnel and what have you. If I under-
stand correctly from the Cox report, the capacity to do theoretical
projections on nuclear weapons is in large degree a function of the
level of MTOPS that you have available in your computer, that
being that the lower the level, the more inaccurate or unreliable
the projections from an analysis within a projected outcome?

Dr. LEITNER. Well, MTOPS is a predictor of more than anything
else speed, not capability in terms of analytical capability. Very
often apples and oranges get mixed up.

You have to wait longer for your answer to a complex problem
with a slower computer, but over the years we have heard justifica-
tion for allowing more powerful computers to be exported as, one,
they can’t really use them for nuclear simulation and modeling be-
cause you need to have real test data or accurate test data.
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Unfortunately, as Lieutenant Colonel McCallum and as Notra
Trulock have reported, and the Cox committee has reported, that
a lot of test data appears to have walked from our own labs.

So when you combine the effect of higher speed computers, high-
er capability computers with actual real live test data, such as that
stolen by the Chinese and you have an extremely deadly combina-
tion. You have the ability to leap frog generations of development
trial and error and come up with virtual simulation of nuclear tests
which helps advance a nuclear proliferation program, help them
develop special effects weapons, et cetera.

Mr. OSE. At some level of speed you ¢an use a two-dimensicnal
analysis of the projected outcomes, which is relatively inaccurate
compared to three-dimensional analysis above that level, and that
is where the debate occurs, if I understand the Cox report, as to
where that level is at present.

Dr. LEITNER. That is une of the arguments made, but that debate
very often becomes an arcane debate which is intended to create
smoke and mirrors basically. Yes, a three-dimensional model will
yield better, more informative results than a two-dimensional
model. That goes without saying. But how much of that relates to
the actual MTOPS, the processing power, is another story. It is like
looking at an oscilloscope and saying a 2 gigahertz oscilloscope will
really give you some neat test results if you can capture the data
using that sort of device. ‘

But for nuclear test results, 500 megahertz is all you need to
really engage in nuclear testing and analyze the results of nuclear
testing. Two gigahertz is very important but more for telecommuni-
cations, fiberoptic, C3I, and satellite communications. It does give
the value added for nuclear testing, no doubt about it, but it is not
essential.

So the lines that get drawn and the arguments that get made are
convenient. They shift like the sands of the Sahara depending on
the political needs of the people making the arguments, and they
are almost always unreliable.

Mr. OsE. One of the points of your testimony is the aggregate im-
pact of the piecemeal transfer, that being you send this piece here
and then they put it together with a piece over here, and all of a
sudden they bring the pieces together and we are no longer three,
four, five generations ahead of them, their equipment becomes com-
parable to ours.

Was that the substance of your point to leadership that we were
allowing our export in aggregate to develop the technology that
would make them the equivalent of ours?

Dr. LEITNER. Yes, sir, it was.

When I authored that memo attached to my written statement
in 1990, I was basically illustrating that the particular metric that
was being used is not a metric at all but it is a phrase called the
gap closer. You look at these individual technologies, transducers,
resistors, all kinds of A to D converters, they were trying to adju-
dicate whether or not the decontrol of this particular item, would
have gap closing potential between us and whomever “them” hap-
pens to be in the future. The answer almost invariably will be no.
There is no one separate component that is going to make a revolu-
tionary difference. The aggregation of various advances in various
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fields that get integrated at the systems level is what I was show-
ing in that chart that was so violently received when I offered it.

Mr. Osi. Thank you, Mr. Chairman.

Mr. BURTON. Thank you, Mr. Ose, for your patience. Did Ms.
Schakowsky leave?

Mrs. Chenoweth.

Mrs. CHENOWETH. Thank you, Mr. Chairman. As I sit here and
listen to your testimony, I am absolutely astounded that we have
Americans like you who are willing to place your personal safety,
your career, and your future in harm’s way to protect my genera-
tion, my children, and my grandchildren. I cannot tell you how
deeply grateful I am to you. And I do know how difficult this hear-
ing is for you. But from the bottom of my heart, thank you so
much. And I know that when the chairman says that he will not
be kind and will be protective with regards to any further retalia-
tion, I know he means it and I am sure that this body stands
united behind that position.

Dr. Leitner, I wanted to ask you, you made a very troubling alle-
gation that on one occasion your supervisors actually changed your
technical analysis license position from denial to either no position
or approval. And in the case of the Russian supercomputers being
apé)roved for exports to two known nuclear design facilities, how
did you find out about this? :

Dr. LLEITNER. It was purely fortuitous. I knew that this position
would be important. They were very important cases and I put in
my position before leaving. I was taking my family to Disneyland
on vacation, which is pretty appropriate given what happened.

And then, when I came back, I decided to just look into the sta-
tus of those cases. I almost never do that because you get too many
cases to go back and audit the results. Plus I was just curious, 1
wasn’t looking for anything. I wouldn’t imagine that somebody
would simply change my position and make it appear as if I en-
tered that position. .

When I got back from vacation I opened up the computer and I
looked in there. I was just astounded to find out that it was not
the position that I authored. Before leaving on vacation, I did print
out copies of the position that I put in. And then I forwarded that
along with the revised new position still bearing my name to my
chain of command complaining and demanding an investigation.

I think the data base is corrupt, and God knows how many other
times the same thing has happened. And you wouldn’t know until
something blows up and somebody is doing an after accident re-
port, as happened with Iraq, when Congress subpoenaed thousands
of records of export licenses. Is there an audit trail and who ap-
proved what and why, and you have no evidence as the person
doing the position that you did otherwise other than what appears
in the electronic record because everything else is destroyed?

Mrs. CHENOWETH. Precisely what impact did the change have on
the outcome of this case? .

Dr. LEITNER. Well, it was pretty funny what happened in a
macabre sort of way.

While the case was still hanging around and a formal denial did
not go out, it was revealed by Gary Mulhollin from the Wisconsin
Project on Nuclear Export Controls that there was a diversion of
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several computers to those same facilities, that they were illegally
acquired in the hiatus between the time I issued my denial and the
case was still languishing. In the meantime, there was a diversion
of computers to Russia right to those same facilities to engage in
nuclear design work. Sixteen of them I am informed by Mr. Maloof,
16 sugercomputers, a national security disaster as far as I am con-
cerned.

Mrs. CHENOWETH. Doctor, I wanted to ask you about the McDon-
nell Douglas machine tools case, which is also very alarming to me.
These tools are the very tools that produce the C-17 military
planes, and you stated that your supervisor actually ordered you to
change your position of denial to an approval because a decision,
apparently from higher up, had been made to approve the case.

Now, did you draft an approval position? Do you know who or-
dg}red the approval of this case? Third, who do you think ordered
it? ;
Dr. LEITNER. I never wrote the approval conditions. I wrote the
three or four page single spaced denial position on the case. Mi-
chael Maloof and I worked very closely together on this case and
we were able to find out that the end user that it was alleged that
these machine tools would be going to never existed. We even had
the National Photographic Intelligence Center put together a brief-
ing showing how, during the course of the whole odyssey when the
Chinese were trying to pressure McDonnell Douglas and intimidate
them into providing.this facility, there was actually no activity at
the location where these machines were. allegedly going to go to,
but instead at a cruise missile factory, there was a new wing being
built, and holes were being dug to receive the machine tools. The
machines eventually were diverted, some of them directly, to that
cruise missile factory.

I was ordered to change my position. I refused to do it. I said
there is no way I am going to do that. The case was taken away
from me, and my supervisor at the time went ahead and put in a
position of approval saying that he was being instructed to. The in-
structions to my knowledge came from—the chain of command at
the time was the Deputy Assistant Secretary for Counter-
proliferation, Mitchell Wallerstein, David Tarbell, the Director of
DTSA at the time, and his Deputy, Peter Sullivan. And following
below that, it was either Mike Richey or Jim Woody, the Director
of Licensing, but I don’t remember when they—who was in charge
at that particular moment. One succeeded the other.

As for the real reason for it, I would rather not venture a guess.
I have plenty of theories. .

Mrs. CHENOWETH. Thank you, doctor. Mr. Chairman, I see my
time is up, but we will be having a second round of questions.

Mr. BURTON. We will, I know that this is extremely important
what we are hearing today. I would like to tell the Members that
after this panel, we are going to go into a closed door session in
a cleared room for the last person because we are going to have
some classified material. The only people that will be allowed in
that room are Members and staff cleared for top secret.

Mrs. Morella.

Mrs. MORELLA. Thank you, gentlemen, I appreciated your cour-
age and patriotism. I represent a great number of Federal employ-
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ees and retirees, and I feel strongly about civil service and how
paramount it is to a good democracy. And I was one of the cospon-
sors of the Whistleblower Protection Act in 1989 and then the en--
hanced amendment in 1924.

It just seems to me from what I have read and what I have
heard that it obviously is not working for you. I know that I have
had a recommendation, I think it was Congressman Weldon said
we should do something about it. I want to ask you what we should
do about it.

Is it in your view that we should come out with a piece of legisla-
tion that will deal with people in high security to make sure that
they are given the whistleblower protections that they deserve?
Anything else that you think that this Congress can do? My atti-
tude is, what are we going to do about the future? We can go back
and look at the past, but we need to learn from it. I know that this
comr(lllittee agrees that we want to move ahead and see what we
can do.

The second point, this morning I was chairing a hearing of the
Technology Subcommittee of the gcience Committee, and it is inter-
esting, we were discussing what was happening with our security
websites in terms of computer security. And as I am looking at the
reports here, I am noticing that Colonel McCallum, in your testi-
mony, you talk about some of the very things that came out this
morning in our hearing dealing with the concept of computer secu-
rity. The lament we heard was basically there is no implementa-
tion. We can have some policies and we can say agencies should do
this and do that, but there is no implementation and there is that
element of anonymity there which is a real barrier to being able
to follow through. So I am wondering, I feel we should do more
with regard to making sure that agencies, certainly the high secu-
rity agencies, should %ave more of a responsibility for implement-
ing the guidelines and the regulations we have.

If you have some suggestions to offer to us at this time and then
maybe later, I would appreciate it. Sc if you would respond to what
our role can be in computer security and making sure that whistle-
blower protection is protection and protects all of our people, par-
ticularly people in your high security situation, I would value it.
Whoever wants to start. .

Mr. McCALLUM. I can Kkick it off since I raised the computer se-
curity issue. We struggled in the Department of Energy for years
with the separation of classified and unclassified computer sys-
tems. I think as far as I know, at least within the Department of
"~ Energy, our high security computer systems have not been pene-
trated by hackers or others. But with the growth of personal com-
puters and office LANs, networks, and WANSs, a different set of
issues developed.

In the eighties the—the National Institute for Science and Tech-
nology developed a set of—and it may have been before their name
changed, a set of criteria to provide what I would call prudent busi-
ness security, the kinds of things that you see banks and the peo-
ple who have to transfer money implement.

In most of our Federal agencies those programs which have been
required to implement these standards over the years have not
bothered. In the early years, there was some attempt to use the
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budget to assure implementation. Unless you had adequate secu-
rity plans and elements in place, you couldn't buy new computers.
Oversight went away over time. When you look at our national lab-
oratories, you find very poor security practices on what is called
unclassified but sensitive material. We have seen in the Depart-
ment of Energy that it is very easy to take classified material and
walk it across the hall and put it on unclassified systems. Some of
the proposals that we made in the 1995 timeframe included some
simple tasks like the use of different size floppy disks between your
classified and unclassified systems so somebody can’t just avoid the
security practice. There are very simple implementation tools, but
how do we make our laboratories or agencies use them?

One of the levers might be the budget. If you don’t have at least
some kind of a process to review these kinds of things and some
kind of an oversight process, maybe the budget gets hit. I don't
think that people in this town pay much attention to things other
than budgets, at the implementation level is what I mean.

Another area is the whistleblower protection issue. I was rather
astounded to find that all of the things that we had learned about
people bringing forward problems, and I was very familiar with
these since Secretary O’Leary raised the flag and called whistle-
blowers in to the table during her reign at the Department of En-
ergy, but I was astounded to find that there is a serious loophole
in the protection system. The Merit Systems Protection Board is—
in some circumstances unable to look at cases where people have
done their job, but an agency can pull a thin guise of national secu-
rity to halt the process. That is what I meant by national security
metric. It does not necessarily have to be there but they have the
trump card. There should be an impartial third party, an institu-
tion, that has the authority to look at these cases. No single organi-
zatior should be able to by personal or political whim crush “due
process” for any citizen of this country.

Mrs. MORELLA. I think it was again Dr. Leitner’s testimony
where he talks about the IG. I have always felt that IGs should be
involved in this process of ameliorating concerns. If anybody wants
to address that. Mr. Maloof.

Mr. MALOOF. I also raise the IG issue because Leitner and I went
up at the same time, and we were asked and invited.

Mrs. MORELLA. That was in your testimony, right.

Mr. MALOOF. I know your time has just run out, but three rec-
ommendations. The ombudsman idea not only for the IG, but also
a mechanism by which people with clearances can go to members
or to staff who are appropriately cleared with proper information
if our system refuses to act on it or is in some way ignoring it. I
think that there is a problem here, that members are not being in-
formed adequately or in a timely way.

Last, curiously, we could not get the Department to give us legal
representation if we sought it, even though we were brought up
here in our official capacity. They represent the Department, they
have made that clear, and I think we may need a mechanism to
allow for representation if under these kinds of unusual cir-
cumstances we are invited or subpoenaed up and we request rep-
resentation, that there is a mechanism to do that.

Thank you.
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Mr. Fox. Ma’am, I would just bring up three points quickly. As
an attorney, nothin% breeds personal responsibility like three little
sentences. Personal liability, punitive liability, and mandatory
criminal sentences. I honestly gelieve that the Whistleblower Act
cannot become effective until you have those types of penalties
made applicable against those who direct retaliation against gov-
ernment individuals, against government officials and public serv-
ants who tell the truth. Those three elements.

Mrs. MORELLA. Personal liability?

Mr. FoX. Personal liability. Personal liability where retribution is
shown to be directed by a specific individual. Punitive liability in
some significant multiple of damages suffered. And finally, manda-
tory criminal sentences. That is a violation. Retribution is a viola-
tion of the public trust that we are all sworn to uphold. And where
it effects national security, I contend that mandatory criminal sen-
tences are nothing less than totally appropriate.

Thank you, ma’am.

Mr. BURTON. I thank the gentlewoman. I will now take my time.
First of all, let me say that I have a granddaughter and a grand-
son, and what I have heard so far today really causes a knot in my
stomach. We found out about Wen Hec Lee, the alleged espionage
person at Los Alamos who was left there for some time, and the
technology transfer. According to many scientists, it was so bad
that the Rosenberg espionage pales in comparison, and yet it ap-
pears that the American people do not seem to be that concerned
about it. We all say the cold war is over.

The fact is, we have a monolithic army in China that now has
all of this nuclear technology that we have spent trillions of dollars
developing, and they have the computers and all of the other things
necessary to implement these things and we don’t know how long
it will take. At the very least, that entire part of the world is at
flisl:1 and possibly the entire world. We don’t know what the future

olds.

And then we hear from people like Lieutenant Colonel McCallum
that at our nuclear laboratories the security has been cut. The
budget has been cut by as much as 40 percent, that in certain
areas the number of personnel that is supposed to be there to pro-
tect the laboratories and protect the supplies has been cut, and the
documents that people use, the passes that people use, the three
colors that they use to get into different facilities was combined
into one so that the people in charge of security cannot tell who is
going in and out.

And then we find out that—from Dr. Leitner that he comes back
from Disney World or Disneyland and he finds that his computer
has been tampered with and that a report that he has done has
been changed 180 degrees. And then, you know, we hear him being
questioned about whether or not he is paranoid about his superi-
ors.

The fact is, as I understand it, your classification was reduced
from five to four about a year before this alleged document was in
your desk and you brought it to their attention when they tried to
pin some kind of security leak on you. So they were already giving
you a hard time before that ever took place. And the only way that
could have taken place in the first place was if you were a security



176

risk and they could prove it. I don’t think that that was the case
when they lowered you from class five to class four, was it?

Dr. LEITNER. No, sir.

Mr. BURTON. And Mr. Fox, I read this memo from Dr. Leitner,
and I am going to read just a little bit of it.

Mr. Fox wrote his report. After the report was sent, he was evi-
dently talking to Dr. Leitner and Dr. Leitner records that upon re-
turning, they were having a meeting, upon returning about 15 min-
utes later Mr. Fox was visibly shaken. He asked what was wrong
and they went into the hallway to confer. He said he was just or-
dered by Johnson, that is Mike Johnson of OSD and PP, he said
he was just ordered by Johnson to completely rewrite his memo
from one stating that China was a nuclear proliferant to one stat-
ing that they were not, a 180 degree reversal. Mr. Fox related in
great detail how he explained to Johnson that such a change would
be false and dishonest. At that point Fox stated Johnson threat-
ened to have him fired unless he made the changes. He said that
Johnson’s manner was very aggressive, abusive, and threatening.
Mr. Fox was quite upset about being blindsided like this. He said
that he cannot afford to lose his job, his family is very dependent
upon him and his income, and he didn’t know what to do. And so
he did what he had to do, he changed the document.

My gosh, we are talking about the security of the United States
of America. And just because a foreign leader is coming over here,
whose country has been involved in espionage at Los Alamos and
Livermore and elsewhere, and because we want to keep trade going
on with him, we start mandating from higher ups, from way above
Mr. Fox’s pay grac.2, Mr. Johnson, who said that we have ‘o change
the document and lie to the American people and lie to his superi-
ors. The other people who will be reading this document have to
lie about whether or not the Chinese are entitled to more nuclear
technology because they are a nonproliferator, and of course we
know that is not the case. That just boggles my mind. You know,
some people might say you fellows all have an ax to grind and the
gentleman that is going to go into the classified briefing has an ax
to grind, but you are not all together. You are not covering each
other’s backside. By virtue of the fact that you are coming from dif-
ferent areas and.different perspectives, it lends more credence to
what you are saying. We have a whole host of people that we are
going to be interviewing who have been held up to ridicule, who
have been penalized because they suffered similar things like you
have. I can tell you that we are not going to let this rest.

The last thing I would like to say before I ask 7. 1y questions, if
I have any time left, is that the Secretary of Energy, whom I did
play basketball with, and I used to beat him occasionally, Mr. Rich-
ardson, when he holds up a letter and says, hey, these guys are
friends of mine and I play basketball with them and this letter
doesn’t mean blank, I want you to know that letter did mean
blank. It meant a lot. And while I have high regard for Mr. Rich-
ardson, he went over to Iraq and got our prisoners out of ti.ere and
I think he has done some commendable things. But when he came
into my office and indicated that Colonel McCallum was going to
be fired or demoted or reassigned, and tried to persuade me that
we could not hold this hearing under any circumstances, and then

{
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he and his people went to the Speaker of the House and went to

« the majority leader and the majority whip and tried to convince
them that we should not have this hearing, I think that is going
beyond the pale. I am very disappointed in his lack of cooperation
with this committee and his trying to stop this hearing and impede
the congressional process. Now we sent a subpoena to him, as I
stated earlier, and he has not complied with the subpoena and he
has not responded to my letter. He has not responded to Mr.
Souder’s letter. ™ fact, he is just plain ignoring the Congress of the
United States and this oversigiht committee. I intend to ask him to
testify before this committee, along with some of the other people,
about some of the things that have happened and we will be doing
that in the near future.

I would like to have from you, gentlemen, before you leave or at
your convenience, I would like to have a list of the people that can
corroborate what you have told us here today, or other people who
may have suffered the same kinds of problems in these various
agencies, particularly the Department of Energy and the Depart-
ment of Defense. We will investigate those people as well and we

- will have them talk to our attorneys so that we can get to the bot-
tom of this because there should be no person in a top secret posi-
tion in this country, especially where our national security is in-
volved, that is afraid to talk about violations of security.

Every man, woman, and child depends upon all of you and people
like you out there to make sure that our secrets are not given to
potential adversaries where they can use them at some point in the
future to blackmail us and endanger the lives of the people that we
are supposed to represent. I would like to have that information .
from you and we want to pursue this. I will work with Connie
Morella to make sure that the whistleblower statute is enhanced
so that there will be protections.

I also don’t believe that you ought to be able to come up here and
be denied legal counsel. If you are coming up here at the request
or subpoena of the Congress of the United States, you should not
have to, out of your own pocket, hire legal counsel because you are
an employee of that agency and you are under a duly authorized
subpoena. I think you should be reimbursed for your legal fees if
you have any, and at the very least we are going to make sure in
the future that you don’t have to-deal with that kind of a problem
because we are going to move for legislation to deal with that.

Does anybody seek to have any more of my time?

Mr. SOUDER. Yes.

Mr. BURTON. Mr. Souder, I yield to you.

Mr. SOUDER. I hope that we can work with the DOE for some
sort of protection. If these gentlemen identify other members of the
anti-Communist cells, it is almost like the early fifties backward.
If people are willing to come forward, that they get some protection
and they are not also singled out because we don’t want to identify
the anti-Communist cells and have them bashed.

Mr. BURTON. Let me ask one question. Mr. Maloof, you referred
to front companies?

Mr. MALOOF. Yes.
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Mr. BURTON. Could you tell us about any front companies that
you are aware of or where they have been used to transmit infor-
mation or material to a foreign entity or government?

Mr. MALOOF. I think the identity of many of the companies is
something that we can handle in a classified session. Generally
speaking, if a product cannot be obtained legally through a licens-
ing process, it has been my experience to find that that item then
is sought piecemeal or in entire form as part of an indigenous
weapons development program. They may be going through Asia,
Europe, or a combination of countries.

Mr. BURTON. If some of that information is classified, I would
like to officially request it, and we will do that in closed meetings
and we will get together with Mr. Waxman so we have the minor-
ity there as well.

Mrs. Morella.

Mrs. MORELLA. Dr. Leitner didn’t have an opportunity to answer
before, and I want ‘o give you that opportunity.

Dr. LEITNER. Thank you. I appreciate that.

One of the things I really recommend be read, since you men-
tioned the issue of implementation, and how things fail in imple-
mentation, is an excellent book written by Abraham Wildovsky en-
titled, “Implementation.” The whole point of the book is that policy
statements notwithstanding, political statements notwithstanding,
the actual policy is seen in its implementation. If you wanrt to see
what the real policy is, look at what has been implemented because
what is on the ground is what the real policy is. It is a great book,
and I recommend it to any student of political science to read.

One of the things I really would hope that would come out of this
in terms of a regulatory fix that at a minimum, would make the
agencies follow their own rules. We have the example of Lieutenant
Colonel McCallum being victimized by .an agency which at its own
discretion applies rules when it suits them.

The same thing is true in the Department of Defense. I have had
the same experience of trying to go through the process of a griev-
ance on an issue, a personnel issue, and find that the entire system
is loaded in terms of protecting management. The individual em-
ployee has virtually no rights. The personnel office is generally
there to support manageinent and they tell you this. You ask the
personnel office, will you represent me in this quest for this griev-
ance on this personnel issue, they say we can’t do anything for you
because we are here to répresent management. They tell you this
in an unabashed way, and you have no where else to go, even for
an interpretation of the rules. Deadlines, drop dead dates on griev-
ances are strictly enforced when it comes to the complainant. Yet
for the agency, who is the perpetrator of whatever the onerous ac-
tion is, they give themselves extensions and all kinds cf time while
consistently missing their deadlines and the case is not dismissed.

It has been my experience on EEO complaints, on political com-
plaints, or administrative complaints, that the appeals prccess or
the grievance process is more akin to a gauntlet which an employee
has to run and it is never ending. The people at the beginning of
the line you are going through move around to the end of the line,
and the end never appears. You never see the end of the tunnel.
It is designed, in our collective impression, to enervate the com-
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plainant to the Foint where there is no life left in them if they ever
get to the end of process. I think that is a real problem.

Also, if it can be fixed so that the Office of Special Counsel can
operate and react faster, that would be a great boon because right
now they move in what can be approximated as geologic time-
frames. By the time your complainant actually staits getting inves-
tigated, you have retired or been fired or so beaten down that you
are compliant.

So I think in a practical sense these fixes really need to be made

A because on the ground again where policy really is and its imple-
~———mentation;-it-is-very different than the public statements of the ex-
ecutive branch. o )

Mr. BURTON. Thank you.

Mr. Waxman. :

Mr. WaxmaN. I want to say that I am struck at this hearing by
the differences I see in Lieutenant Colonel McCallum’s case and
that which is presented to us by Dr. Leitner and Mr. Maloof and
Mr. Fox. In Mr. McCallum’s case, I think he was treated unfairly.
I don’t know what the motivation was behind that, but the result
is that he has had to pay a price, and the procedures just were not
followed which put him in the position that he is in today, which
is that he is getting paid, but he is not allowed to do his job. But
the other three are all working. They are all at their jobs. They are
all there. They have not seen any actual consequences from the re-
taliation except failure to get promotions, failure to get bonuses.
Those are real consequences, but I have to say that I don’t think
from what I have heard today that I am convinced that there was
a wrong done to them. Maybe there was, but I am not convinced
of it as I am that there was to Mr. McCallum.

Dr. Leitner, he was critical of the Bush administration and his
supervisor was very, very strong in his statements calling him a
zealot, and he was asked by his superiors not to work on a particu-
lar case so he is off on 60 Minutes and making other appearances,
criticizing his agency. I don’t know how a Department is supposed
to work when you have people within a Department, once a deci-
sion is made by those in charge of policy, making critical state-
ments in the public media and then asking, why was I passed over
for a bonus when I call the peopie that I work with to such criti-
cism,

I must say, Mr. Fox, I can’t believe that part of your memo
where you talk about your view of Communist China is a technical
analysis. Maybe if we discuss it further I can come to that point.
I know that you all want personal responsibilities, but one of the
things that this committee ought to look into is how is a Depart-
ment supposed to run. If somebody on nlb}' staff had a policy dis-____

"~ agreemént with meé and theén went on 60 Mi

nutes and said the rea-
son that I voted the way that I did was because of a campaign con-
tribution or whatever, we would fire them. No one seems to get
fired for all of these criticisms of what the Department is supposed

to do.
On the other hand, we want to make sure that the people who

are whistleblowers and have different information to give us have
the opportunity to do it.
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Mr. McCallum, I think you are in a completely different category.
Maybe the others are in your situation, but I am not convinced as
I am in your case. I think the Secretary did you a disservice. I am
going to talk to him personally, and I want to find out whether he
reacted in retaliation or whether it was an overreaction on his part
because of other things that were going on. But I think he did a
disservice to you and I want to express that to you and express my
sincere regret over the situation you face. .

I don’t think that all these witnesses ought to be lumped to-
gether, and I don’t think that the case has been made to do that.

Dr.-Leitner, Mr.-Maloof;-and-Mr-Fox all have very strongly held
views. And they weren’t the views of their superiors, and they were
doing things that might not have been their jobs, but they are all
still there. They are all still working, and maybe that is one of the
great things about this country. If you went to Communist China
or Russia, dissenters are treated not with the kind of sensitivity
that we have in this Nation.

Mr. Fox. Mr. Chairman, may I have the opportunity to respond
to the honorable Mr. Waxman’s comment?

Mr. WaxMaN. I didn’t ask you a question, but please go ahead.

Mr. Fox. Is this an appropriate time now, sir? Sir, with all due
respect I believe your comments particularly pertaining to my pres-
ence here today are somewhat of a serious mischaracterization, and
I would like the opportunity to explain this.

First of all, sir, please let me explain that the format I estab-
lished for the review of the subsequent arrangements was utilized
before and after this situation and this was the only time where
Mr. Johnson and I had a disagreement to the point where it was
demanded that a2 rewrite take place.

Over 400 reviews, sif, I reviewed state action and the history of
state adherence to existing agreements on behalf of a dozen coun-
tries, and there was no objection on the part of the Department of -
Defense.

In particular, sir, I went through my records yesterday and I
pulled out some illustrative reviews. On May 28, 1997, I reviewed
state action as part of an export to Armenia, an export 1 rec-
ommended approval of, safe dand secure nuclear generative tech-
nology to replace deteriorating Russian nuclear reactors. And I con-
sidered Armenia’s state action in that case. On August 18, 1997,
I did that again. On September 11, 1997, I did—— .

Mr. WAXMAN. Mr. Fox, the red light has come on. I have listened -
to you and I am open to being convinced otherwise. I am not of the
mind after hearing all of this testimony that you or Mr. Maloof or
Dr. Leitner are in the same category as Mr. McCallum.

Mr. Fox. On February<22, 1999, I was officially prohibited from
“TTany furthier involvement in the ‘export control aréa by Mr.” David

Tarbell, who was formerly the head of the Defense Technology Se-
curity Administration and is now Deputy Director of the Defense
Threat Reduction Agency, Technology Security Directorate. I was
specifically prohibited from any further involvement in that area,
either by employment or detail on the basis of his determination.

Mr. BURTON. I yield to Mr. Souder. I would like to have those
documents submitted for the record so we can show the consistency
of your reports, No. 1.
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Mr. Fox. I will be more than happy to, but yesterday I was in-
formed that the request will have to be made through the DOD’s
General Counsel office.

“Mr. BURTON. Then we will make it through the General Coun-
sel’s office, but we would like those so we can show the consistency.

You have been discriminated against because of the report that
you wrote, where you were told by higher ups that you had to
change it 180 degrees. And because you did your job, and you were
ordered to change it because you might be fired if you didn’t, there-
by giving a false impression to this country about the security of
the country and about the proliferation of nuclear weapons by the-
Chinese Communists and they are Communists, then you were pe-
nalized. And I don’t see how that differs a great deal from some
of the others.

Dr. Leitner, of course, came back and had his computer tampered
with and his report was changed. That is just one case.

I think we will have other people up here following the same line
of questioning in the future and we will have people from the De-
partment of Energy up here and the Department of Defense to ex-
plain why these things happened. Mr. Couder.

Mr. SOUDER. I want to thank Mr. Waxman about his willingness
to go to the Secretary about Mr. McCallum’s case. I also insert in
the record support for his position from the various unions of gov-
ernment workers because I believe—because he has been placed on
leave, there is a difference in the cases in my opinion, at least the
level of the administration overreaction.

Mr. BURTON. Without objection, so ordered.

[The information referred to foilows:]
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Prexest, Mkt Cracnors - ‘ SECREFAY/ TN mrps Ry

768 GiLe~ Asery CIRCIE , 4912 NowssTFAD TRAIL NY

Las Vegas, NV 99167 AUR.OUERGLS, NM 87102

{702) 159-4418 (703) 3239-0019 1508) 893-5736 (505) BeS- 74
May 25, 1999

Senator Frank H. Murkowski
Senate Hant Building - 322
Washington, DC 20510

Re: Suspension of Office of Safeguards & Security Birector - Mr. E.J. McCallum
Dear Semtor Murkowski:

As you are wall aware there is more than ongoing debate regarding the Department of Energy’s
current security problems. Just the past Sundsy, May 23, 1999, Secretary of Energy M. B.
Richardson was on This Week with Sam Donaldson & Cokie Roberts addressing many of

the issucs and how change can be effocted  Of particular interest to us, however, was kis
comment relative to Mr. E. }. McCallum, Director, Office of Safeguard & Security. Mr.
MecCailum has bzea placed on administrative suspension sinice April 19, 1999 because of
pwrported improprieties regarding classified information. To thet end, the Natioasl Council of
Security Inspectors (NCSI) offers this correspondence. -

Just a brief history of what the NCSIis. We are an Association of Protective Force Utions
employed under the umbrella of the DOE. We ropresent the majority of sites within the complex
(i.e, Pantex, Mounds, Sandia, Los Alamnos, Nevada Test Site, Savannah River Site, Kansas City)
just to name & few. Our purpose is to address policies and issues which affect us, the Protective -
Force side of the house, as & whole. Matters we continue to be involved in, from a quality panel
perspective, are firearms safety, fircarms, physical fitness, access denial, physical protectien

systemns, and special response teams. We have met often with the DOE hierarchy and .
comaninicate even more 30. Examples of our correspondence which were of significant

imponance to us, 2nd should have been the DOE likewise, are attached. Clearly, some of the

issues of today were brought ta the forefront as early as 1995 - 1996 time frame.

The entire matter of Mrs. E.J. McCallum is of particular concem to us as he has been the stelwan
within the Headgquerters complex trying to let people know a p ial problem of security may be
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looming. His yearly OSS reports of 1996 and 1997 may have been comroversial but, clearly,

from our perspective, factual and bard hiting. We openly stated so in our February 10, 1997
lettar to the Department  We followed up with the sams concurvence to Mr. Mark Paoletta, Chief
Counsel for Ovenight and Investigations, Committee on Commerce, on May 7, 1997 DOE did
graciously meet with us as they reevaluated Mr McCallum's eonclusions and findings. The
follow up report of Mr, Joseph Mahaley, Director, Office of Security Affairs (OSA), did not,
however, dispel the concern and possible compromise of security within the DOE. Further
reports have been conducted since and none portray, or paint, Mr McCallum as missing the mark,
s disgruntled employee, or someone who should be replaced.

The NCSI has been aggressively attacking this Iatest ruse by DOE to rid themselves of Mr.
McCallum. As evidenced by the enclosures, we have contscied mapy of your colleagues
roquesting that a fair and impartial investigation be given to Mr. MoCallum. From the men who
saff and work the security system of DOE, Mr. McCallum was more than accurate on the
shortcomings of the Department. He wrote as if he were the Security Police Officer/Security
Officer that actually worked the security stations and knew where the pirfalls and weaknesses
were. Naturally, he has eamed our respect as 8 man who will speak out against the system
ensuring problems are identified and what DOE should do to correct. It has been his
outspokenness which has brought him under fire of his superiors. We find him a man with
profesxionalism, integrity, conscience, and a deep commitment to maintain Deparument of Energy
security &t the level it should be  As an employee, and 8 member of the public at large, this is
vitally importast. Had DOE limened 10 his earlier reports instesd of trying to dissect them, the
DOE may well have avoided some of the mess they are currently in

We have also enclosed other reading which you will find interesiing given today's rhetoric of
DOE.

We ask that you continue your questioning and fact finding with the vigor you bave thus far
demonstrated. 1f we can be of any assistance, please let us know

Sincerely,

Vi

Michael J. Clegho!
President
NCSI

attechments-
As stared

cc (w/o attachmesns)
NCSI affilistes
G. McConville, Pres., Int., URVA
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,Iml, IGUA
Counse! for Oversight and Invesigations
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INTERNATIONAL GUARDS UNION OF AMERICA
. LOCAL UNION 38
Mike Stumbo
8107 Chalisngs Dr. Amaxillo, Toxas 79119
PH. (806) 352-1044 Email: gonaniiicas ot

14 May 1999

Michasl J Cleghom

- President of NCSI
705 Glan Abbey Ciscle
Las Vegay, Nev 89107

Dear Mike:

lmthndoudhmrm?reﬁmcunmnudo\uSweSan
and Congresaman.

Mike Stumbo
IGUA Local 38
Amarillo, Texas, Pantex Plant



186

INTERNATIONAL GUARDS UNION OF AMERICA
LOCAL UNION 38
Mike Stumbo
107 Challange Dr, Amasillo, Toxes 79119
PH. (806) 352.-1044 Enail: sonsn@tens.0vi

14 May 1999

We urgently request yous assistance in investigating the suspension of
Mr Ed McCallum Director of Office of Safi;guards and Security, Depanment
of Energy. .

Mr McCallum hae besn insrrumenal in Jdentifying Security Deficioncies at
our Nuclear Weapons ficilities. He is one of the few individuals within the
DOE community that has maintained high credibility with the ( NCS1L)
National Council Secusity Inspectory and the ( IGUA ) Intemationa!
Guards Union of America, Mr McCallum should be commended for
having the courage to bring sccountebility to the Department of Energys
sacurity programs. Our organizations consider him & true Patriot and
trusted friend. Pleass insure he racieves a full and fuir investigation.

Mike Stumbo
IGUA Local 38
Amasillo, Texas, Pantex Planmt

cc: President Clinton
Mac Thoraberry
Lasry Combest
Ksy Bailoy Hutshison
Phil Grmm -
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i t Guard Workers of America
Ur&tﬂeﬁl Plan ?o.umo Paducab, Kemucky

May 23 199%

Nr. BuGene NcConville

President

United Plant Guard Workszs of Ansrica
International Union

Dear President MoConviilae,

[ un plensed to forwvard this cerrespondencs from nmy
con?t-llnnn, Ed Whitrield. I have alec been in cantact with the
legislative direstors for senator Mitoh McConnall [ Scott
©’NMalis) and @enator Jim Bunning ( ¥ike Maywood) about Mr.
MoCsllum’s situation. Theay aspure me that they hava spoke with
D.0.E. about this issus as Tecent.y a§ & nesting oan the 19th of
“‘yi gihczatuzthar Assurs ms they will follow up on this and keap
ne informed.

i

1 hope this helps and Plesse do not hesitate zo contact me
i I oz 111 can do anything mere.

-

B

President 113
767 Dry Sridge Rd4.
Saithland xy (2081
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;.;::: PPV [E Y OO S Perre
SAIREY AND R
s e Congress of the Enited ftates rt e
i Mouse of Representatives

Wagyington, BC 205131701

[ edeunatdiied
M I ARD r/PORAg -t

May 11, 1989

Me. John M, Driskill
President

UP.Q.W.A. Locd 111
767 Dey Bridge Road
Smithlsad, KY 42081

Detr John:

Thank you for your recors, letzer and enclosure mgarding the suspoasion of Mr. Gd
McCallum, formet Diractor of the Office of Satsguards and Security at DOE.

Altbough ] have no autharity undsr the jaw to overum s perscnns! decision rendered by
- 8 government agency, [ hava brought yowr concerus to the sttention of the approprisie DOE
officials. Just a» 500n as 1 have received o reply, [ will be back 1n touch with you

Sinceruly.
Whitfleld
Member of Congrens
BW:ki
£
e
Pans Fuam 0.0, 80717 “ﬂ.llﬂm "‘m_‘
ns LY ) Cpwnt COLPE.ge . Srreyy v
-.-.""._.m-' m:-vé.‘av aer n~?’=o~. |~|:u‘ ".’,':?:.ﬂ:
r ] )
.- WnES., it din SRS
A% S e

L AL LT L)
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United Plant Guard Workers of Amsrica
Lol 111 P.0. Box 1410 Paduesh, Keanchy

May 12 1999

senator Niteh NeConnell
Roes 130 Russell Building
Washingten D.C. 210810

tenator Jim Bunning

§18 Mart Building
washington D.C. 20510
Congressman Ed Wnitfield
336 Cannon Building
Woshingten D.C. 20810-1701

Dear Senator MoConnell, Ssnatar Bunning, Congreauaan Whitfiald,

1 am writing to make you avare of Ihe suspension of ths
director of the 0ffice of Safeguards and Sscurity Departaent of
Inexgy ¥Mr. Bd MeCellum, Nr. McCallum hes for ysars bean
reporti the problers csusad by this adainistration’s out kacks
in segurity at D.0.E nuclear facilitizs. He is mosSivated not by
psrsenal gain but by a desp sunse of duty, Lntegricy, patrictism
and concsrn for the safety and sscurity ¢f wvorkers and the

public,

Mx. NcCallum is being made a soapegoat for the failed
seourity policiles of this adainistration. ILeccal 111 urgea you %o
do ave. ing in your power to rot let this man and hie
Gepartment be deszroyed, to provide peslitiosl cover for Clinton
adainistration appointees and it‘s failures.

) I have enclesed copies of lstters from our internatienal
union president Rugsne NcConville and from the Wational Council
of Begurity Inepectors president Kike Cleghorn. I conour with
thea in this matter.

cauntry needs nen of Mr. NsCallum’s character

™e
safeguarding cur facilities. Thank you very nuch fer yeur
attention to this matter.

62-262 00-7
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. International Union, XKooty oo -
"UNITED PLANT GUARD WORKERS OF AMERICA (UPGWA)

INTERNATIONAL HEADQUARTERS: 25510 Klﬂyﬂd Mwm

TELEPHONE: (810) 772.7280 FAX: (810) 772-0844
m
QMWD L. MiOKEY

EUGENE R MeCONVILLE
Presidens

B

Congreasman Den Burton, Chairman
Committee on Government Reform and Oversight
2157 Raybum House Office Building

Washington, DC 20515 s
Dear Congressman Burton:

lnmmclyplcmdmhmﬂmmhwhwhhvnﬂmdwohmm
ion of the Di olOfﬁuof!chmdS«wﬂty,MrBd

t

McCallum.

As a former President of the National Council of Security Inspoctors (NCSI) and as the President
of the International Union, United Plant Guard Workers of Americs (UPGWA), I have had the
opportunity to mest and work with Mr, McCallum for & number of years regarding Ssfeguards
and Security issaes. During thet time, I found Mr. McCallum to be honest and straightforward on
all issues. I believe his integrity is bsyond reproach, .

Both the NCSI and UPGWA have sttempted over the past few years to alert the Department of
Eaergy (DOE) that, in our opinion, the downsizing was extreme and certainly could have caused
a breach of national security. It is unfortunste thet there had to be a major breach in security

before the appropriate action was talken. Congressman Burton, please don’t let politics interfore
m-mmvmmmmmhmm- Don’t jet Mr. MeCallum be used as a scapegoat in order

top ’s p 1p
lwouuhphudwbeqfﬁnhumh&bwifw.
‘ Sincerely,
. P. MeConville

;! . ) President
EPM/kb/oprind2
Ce:  Thv Honorable Henry Waxman

The Honorable Richard Shelby

The Honorable Dayid Bonior

‘The Honorable John Dingell

M. Cleghom

D. Shelton
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SECRETARY/TREASURER, RAY DURAN

TE S A o 4912 HoMmEeSTRAD TRAIL NW
L.AS Vecas, NV 89107
(702) 2594410 (702) 259-0010 . ALsvQUERQUE, NM 87102
o - (505) 898-5736 (503) 845-7488
August 28, 1999

Congressman Dan Burton, Chairman

Committee on Government Reform and Oversight
2157 Rayburn House Oftice Building
Washington, DC 20515

Re: Suspension of DOE Safeguards & Security Director - Mr. E.J. McCallum
Dear Congressman Burton'

It was with great pleasure that we had the opportunity to meet with your staff on June 22, 1999
regarding the above mentioned matter. It is our understanding a resclution amenable to all parties

has been reached. Unfortunately, from our perspective, the loss of E.J. McCallum from the DOE -
will have an immediate and direct impact upon our ability to meet our mission. He will be sorely

missed.

It is also our undesstanding that your committee is to publish its’ findings in the near futute. The
NCSI would be interested in attaining & copy of those transcripts. We would appreciate any
assistance to that end.

Again, thanks for your i and end ini igating this matter.
Smeere!y

%ﬂd J. Cleghol
President

NCsl

cc: The Honorabie Henry Waxman
G. McConville, Pres,, Intl.,, UPGWA
D. Shelton, Pres, Intl., IGUA
NCSI affiliates
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Mr. SOUDER. I did want to make an additional comment on Mr.
Fox’s case because the ranking member read some of the memo
and I wanted to put a little bit of context on your memo as I under-
stand it.

. In the first part of your memo that was labeled “keep,” you basi-
cally say it is a fairly straightforward—I think your exact words
are relatively simple and direct. United States and China will be
afforded annual opportunities to send technical experts to each oth-
er’s civil reactor sites.

Then there was the section that Mr. Waxman read where you
made a very passionate case about marxism which arguably was
not technical and I say as a passionate anti-marxist it is not tech-
nical, but it sets up in your second to last paragraph you close
with, “Accordingly, unless there exists definite meaningful verifica-
tion provisions and grafted upon this diplomatic agreement, there
is no practical way of determining or enforcing adherences to the
admittedly peaceful goals enumerated within the proposed recip-
rocal agreement.” N

Backing up one paragraph from there, in other words; all of
these other paragraphs were predicates to your final conclusion
which said, while the agreement looks innocuous, it in fact has to
be put in context. You say, in short, we have negotiated a technical
exchange agreement concerning critical nuclear technology with an
aggressive and ambitious proliferant state unrestrained by political
or moral considerations and which discards diplomatic undertak-
ings with studied regularity. Ambiguities and disagreements under
this proposed reciprocal arrangement are by its very terms to be
resolved by diplomatic means. Therefore, establishing why you
have concerns about their-ability to follow through unless, in your
second to last paragraph, there are meaningful verification provi-
sions, what you are in effect saying in the first part of your memo,
while this looks innocuous it in fact is not, and to your concerns
which you articulated which can be disagreed about, but it does re-
late to the substance of your menio which says there must be ver-
ification.

Mr. Fox. Coming from an arms control background, I pay par-
ticular consideration to the verifiability and the credibility of an
agreement, particularly in this instance where we are talking
about the sole verifiability and the sole guarantee of the nondiver-
sion of peaceful, dual use technology and expertise to military pur-
poses is bare bones diplomatic representation.

Mr. SOUDER. Because you can’t make an analysis about the tech-
nology, the technical parts, unless there is a verification and in fact
if you just made the assertion at the enu, they would have probably
said why dil you make that assertion?

Mr. Fox. Absolutely. I knew the seriousness of what I was doing
and I tried to back up as much as I could. Unfortunately this is
concerning intangible technology, the exchange of technical visits.
How do you quantify that? How do you quantify the
unquantifiable? We spent a great deal of time in Vienna exploring
that when I was the DOD representative to the Nuclear Suppliers
Group. How do you regulate expertise? That is where you cross
that fine line from purely technical considerations into technical



195

considerations that view things in the context of reality, of real pol-
itics. You cannot consider these things in a vacuum.

Mr. SOUDER. And you have disagreements about technical ver-
. ification, but you shouldn’t be subject to threatening, firing, or have

a long-term impact occur. -

Mr. Fox. This was the only time that this happened. Subse-
quently and before it never bothered anybody, and subsequently I
was indeed elevated to represent DOD overseas for a year until re-
lieved by my agency’s reorganization. I ended up serving the De-
partment of Defense as DOD representative to the Nuclear Suppli-
ers Group and Zanger Advisory Committee to the International
Atomic Energy Agency until subsequently relieved.

Mr. SOUDER. I thank the chairman for yielding.

Mr. BURTON. Mr. Shays.

Mr. SHAYS. Thank you.

Mr. Fox, early on we looked at your memorandum and in your
memorandum you were told that you could keep certain parts, and
then there was a long line slashed out. Taking out basically half
of your memorandum and inserting in another document. It is your
testimony before this committee that what was taken out was your
determination that this agreement should not go forward and what
was inserted in was the statement that basically said it should go
forward; is that correct? :

Mr. FoXx. Yes, sir.

Mr. SHAYS. So when I read that according—in your memoran-
dum unless there exists a definite meaningful verification provi-
sions graft upon this diplomatic agreement, there is no practical
way of determining or forcing adherence to the admittedly peaceful
goals enumerated within the agreement. Without such bilateral un-
dertakings or unilateral safeguards, the proposal measurement pre-
sents such a significant degree of risk as to be clearly inimicable
to the common defense and security. And what was inserted in was
the Defense Special Weapons Agency determines that the proposed
agreement is not inimicable to the common defense of security of
the United States?

Mr. FoX. Yes, sir. )

Mr. SHAYS. So you came to one conclusion, and in the end you
were asked to come to a totally different conclusion. Whether or not
Mr. Waxman likes the supporting document or not, the fact is that
you came to a conclusion which you were asked to do; is that not
correct?

Mr. Foxs Yes, sir.

Mr. SHAYS. Your job was to come to a conclusion and you did
your job?

Mr. Fox. Yes.

Mr. SHAYS. Did you like being the export control coordinator?

Mr. Fox. Even though it added approximately 20 hours a week
onto an already full workweek, I was very happy with the job.

Mr. SHAYS. You were relieved of those duties in October 1998
and transferred back to arms control. Why do you believe you were
relieved of that duty?

Mr. Fox. On October 1, 1998, the Defense Special Weapons
Agency was combined with several other agencies to form the De-
fense Threat Reduction Agency. Prior to that time, several months



196

previously, we were encountering significant concern over the re-
tention of any export control responsibilities, particularly in the nu-
clear area, in our organization. And upon the establishment of the
Defense Threat Reduction Agency, it was determined by my senior
management of the agency that we would lose that mission.

I should point out, and I make no aspersion’s whatsoever, that
I had objected to several technology transfers on behalf of the
United States national labs to the Russian weapons labs and simi-
lar proposed transactions with the Chinese weapons labs and that
our present Director is an IPA from a national lab.

Mr. SHAYS. But it is your testimony that if you didn’t change
your memorandum, that you in fact would be fired?

Mr. Fox. Yes, sir.
1M‘)r. SHAYS. So at the time you were told you better change it or
else’

Mr. FoX. Yes, sir.
" Mr. SHAYS. Dr. Leitner, it is my understanding that you wrote
a memo entitled, subject, China certifications events at the October
24, 1997 meeting, the Subcommittee on Nuclear Export Controls.
Can you put that up. Is that a memo that you in fact wrote?

Dr. LEITNER. Yes, sir.

[The information referred to follows:]
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| ’
From: Dr. Peter M. Leilér, ense Technology Security Administration

Subject: China Certification: Events at the October 24, 1997, meeting of
the Subcommittee on Nuclear Export Controls (SNEC)

On October 24, 1997, while attending the SNEC (Subcommittee on
Nuclear Export Control) meeting, my DSWA (Defense Special Weapons
Agency) colleague Mr. Jonathan Fox showed me a memo he wrote regarding
the PRC as a nuclear proliferant. He was asking for any comments I may
have as he was tasked to formulate a DoD position on this subject as part of
the Presidential certification process. This process was to yield a decision
on whether China is a nuclear proliferant or not. A finding that they are not
a-proliferant will yield additional trade benefits for China and clear away
many obstacles to nuclear cooperation and export licenses.

The Fox memo was a clear, detailed, and well-written analysis of why
China is indeed a nuclear proliferant. In the Fox memo, DoD’s position
would be not to grant China any new concessions or benefits. 1
congratulated Mr. Fox for the logic, quality, excellent research, and honesty
of his memo. I had little to offer to improve upon or criticize his effort other
than to concur with it.

Within approx. 10 minutes of my reading the memo, a person from
Robin DeLaBarre’s office came to the SNEC conference room and handed
Mr. Fox an urgent telephone message from Mike Johnson (OSD/NPP). Mr.
Fox then excused himself from the mesting and went to return the call.

Upon returning about 15 minutes later, Mr. Fox was visibly shaken. I
asked what was wrong and we went into the hallway to confer. He said he
was just ordered by Johnson to completely rewrite his memo from one
stating that China was a nuclear proliferant to one stating they are not — a
180 degree reversal. Mr. Fox related in great detail how he explained to
Johnson that such a change would be false, and dishonest. At that point, Fox
stated, Johnson threatened to have him fired unless he made the chauges. He
said that Johnson’s manner was very aggressive, abusive, and threatening.
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Mr. Fox was quite upset about being blindsided like this. He said that
" he cannot afford to lose his job — that his family was very dependent upon
him and his income and he didn’t know what to do. I suggested that he
check with his own office to see if they’ll support him in doing the honest
thing. He called his office and was again ordered to give Policy/Johnson
what they want. Again he told them that he is being ordered to write an
analysis that he believes to be wrong and dishonest given what he knew
about what China has been-engaged in. He was told to just do it or find
himself in deep trouble. o

At this point I asked Dr. Sumner Benson to join us in the hall to ¢
discuss the situation. We felt that given Fox’s vulnerability to blackmail, by
both OSD and his own organization, he was personally better off giving
them what they wanted by scrupulously documenting the entire matter.

‘What followed during the course of the SNEC meeting was a hasty
rewrite based upon a marked up copy of his original analysis faxed to him at
State by Johnson. These papers bearing handwritten comments and deletions
by Johnson were seen by Nicholas Mihnovets (DOD) as well as Benson and

myself.

I told Mr. Fox of my concern of other aspects of the China
certification that mirrors his experience. For instance, the twisted logic
"being advanced by the administration to describe the PRC’s withdrawal of a
proposal to build a reprocessing plant for the Iranian nuclear complex at
Bashir as an example of the Chinese being a responsible party in the non-
proliferation arena. As I explained to him, the Iranians pulled their offer
back only after losing out to the Russians in a head-to-head competition to
build the larger nuclear complex for Iran. In my opinion, I told him, if the
Russians default or otherwise pull out of the project the PRC will be back in
there with both feet immediately. But the State Department and the
Administration was pursuing a torturous exercise in logic by attempting to
misrepresent the PRC withdrawal of the offer us a strong sign that they are
serious about non-proliferation. The whole episode was reported in the press
- in bits ar.d pieces but was being cast in the most favorable light to support
the admnistrations’ desire to certify China as a non-proliferant any way they

can.
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The timing of this incident was very interesting as it took place on
Friday, October 24, 1997, just days before PRC President Jiang Zemin was
to arrive in Washington for his Summit meeting with Clinton. This,
undoubtedly, was part of the reason for the intense pressure brought to bear
on Mr. Fox for the DoD position to be revised that very day.

At the conclusion of the meeting, we informed Robin DeLaBarre ,
SNEC Chairman of what was going on as well.

My DoD colleagues and I were very disturbed by both the crude and
threatening manner in which Mr. Fox was being intimidated and coerced into
areversal of his analytical position and the implications this had on such a
critical foreign policy and national security issue. The fact that a distorted
‘memo was to play an important role in falsely certifying to Congress that
China is mot a nuclear proliferator remains a matter, which I believe is, of the

highest importance.
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Mr. SHAYS. You wrote it to whom? |

Dr. LEITNER. Basically for the record. I didn’t send it to anybody.
I wrote it in order to document the extraordinary event which oc-
curred that day and as I was an eyewitness I knew that it would
someday have relevancy to the debate on China.

Mr. SHAYS. Do you have that in front of you?

Dr. LEITNER. Yes.

Mr. SHAYS. Would you read the last paragraph of page 1?7 -~

Dr. LEITNER [reads]: .

Upon returning 15 minutes later, Mr. Fox was visibly shaken. 1 asked what was
wrong and we went to the hallway to confer. He said he was just ordered by John-
son to completely rewrite his memo from one stating that China was a nuclear
proliferant o one stating that they are not. 180 degree reversal. Mr. Fox related
in great deal how he explained to Johnson that such a change would be false and
dishonest. At that point Fox stated that Johnson threatened to have him fired un-
less he made the changes. He said that Johnson’s manner was very aggressive, abu-
sive and threatening.

Mr. SHAYS. Would you read the next paragraph?

Dr. LEITNER [reads]:

Mr. Fox was quite upset about being blind sided like this. He said that he cannot
afford to lose his job and that his family was very dependent upon him and his in-
come. He didn’t know what to do. -

Mr. SHAYS. Why don't we just stop there. The bottom line to it
is this was an event that you thought was serious enough”to docu-
ment and recall? . a

Dr. LEITNER. Yes.

Mr. SHAYS. Mr. Fox, have you seen this memo that Dr. Leitner
is referring to?

Mr. Fox. Yes.

Mr. SHAYS. Is the memo accurate? -

Mr. Fox. It is accurate except in one regard. I want to emphasize
here that my immediate chain of cornmand up through and includ-
ing Dr. Charles Gallaway and up through and including Rear Ad-
miral Jackie Allison Barnes, did not pressure me to change my
mind or opinion in this regard, and that they were all supportive
of me and have continued to be supportive of me. Other than that
respect, the memo was accurate.

Mr. SHAYS. So it wasn’t your immediate chain of command, it
was a bit higher than that, and that was?

Mr. Fox. It was whoever was above Mr. Johnson.

Mr. SHAYS. But Mr. Johnson relayed it?

Mr. Fox. Yes. He relayed it in a manner that indicated that he
was not comfortable doing so, but he did so.

Mr. SHAYS. The bottom line for me is that you are here because
we subpoenaed you. I haven’t seen you on 60 Minutes. You are a
new face to me. ’

Mr. Fox. Yes, sir. ‘

Mr. SHAYS. I think each of you are different and have your own
experience. We cant lump you all in one pile. You are human
beings and individuals, you are trying to make a living, and frank-
ly you got screwed.

Mr. Fox. Yes, sir, I agree. I want to point out except for this sub-
poena, I have done everything possible to avoid bringing the dis-
agreements within our organization to light.
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The only reason that I have gone outside of the Defense Threat
Reduction Agency and have pursued my complaints outside of that
is because I have been given nc recourse within.

Mr. SHAYS. You owe no one an apology. We make decisions based
on what we think is best judgment, and then we in Congress make
determinations. ‘

I happen to support trade with China, but I have to tell you
antl influenced by what you do, and I want what you do to be accu-
rate.

Mr. Fox. Thank }'ou very much. Sir, I only wish to establish that
for the record that I have no ax to grind. .

Mr. SHAYS. Very good, thank you, Mr. Chairman.

Mr. BURTON. Mr. Horn. .

Mr. HORN. Thank you very much, Mr. Chairman. Just a couple
of short questions, then I will get down to the more substantive
ones.

Mr. Maloof, in your written statement, you refer a number of
times to the front office. Just for the record, could you put the
names to who is the front office for you.

Mr. MALOOF. David Tarbell, the Director, Technology Security,
and his Deputy, Peter Suliivan.

Mr. HORN. You also noted that you visited the Inspector Gen-
eral’s office, and you were just sort of told to go away.

Mr. MALOOF. Yes, sir.

Mr. HORN. Who was telling you to go away? |

Mr. MALOOF. I can get that for the record.

Mr. HORN. Get that for the record. Without objection, I would
like that for the record. ’

Mr. MALOOF. Yes, sir.

Mr. HORN. Now, did you ever have a chance to talk to the Inspec-
tor General herself?

Mr. MALOOF. No, sir.

Mr. HOrN. OK. Let me ask all of you this question. Was there
a greater number of export licenses coming before you in one way
or the other between January and June 1996 than ordinary, just
computers I'm thinking of that, in terms of sales abroad that might
woz:r)é qyou one way or the other, was it out of proportion in that
period?

Mr. MALOOF. Are you asking me?

Mr. HORN. Yes, out of proportion from say 1995's export licensing
going through you for computers. .

Mr. MALOOF. It depended—well, given the level that was subse-

uently required by the Defense Authorization Act, we did not see
thiose computers between the 2,000-7,000 MTOP range, we had no
notification. When the legislation was passed, I believe in 1996, we
then began at least to get a notification, but for the most part,
many of the computers that were going principally to China were
not coming through the licensing process whatsoever.

Mr. HORN. So you didn’t see anything unusual, that happened to

.be a Presidential election year, and I'm just curious if that changed
things in any way. So you’re saying you didn’t really see much
change in the request for computers being sold abroad. -

Mr. MALOOF. Well, that’s different. There were always computers .
at lower thresholds that were coming through, but the higher level
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ones, particularly to China, were not seen until the defense author-
ization act required notification. )

Mr. HORN. And when did that take effect?

Mr. MALOOF. It was fiscal year 1998 I believe. ]

Mr. HorN. OK. You're familiar probably with this report. I don’t
know if you’ve had a chance to read it, but the Special Investiga-
tive Panel of the President’s Foreign Intelligence Advisory Board,
otherwise known as the Rudman report, entitled, “Science at Its
Best, Security at Its Worst.” I don’t know if you’ve a chance to look
at it. But I want to read a few things into the record that the Sen-
ator and his three colleagues have said: “After review of more than
700 reports and studies, thousands of pages of classified and un-
classified source documents, interviews with scores of senior Fed-
eral officials and visits to several of the DOE laboratories at the
heart of this inquiry, the special investigative panel has concluded
the Department of Energy is incapable of reforming itself bureau-
cratically and culturally in a lasting way, even under an act of the
Secretary.” A note on page 4 of the foreword, “Our panel has con-
cluded that the Department of Energy when faced with a profound
public responsibility has failed.”

On page 5, “Meanwhile the Department of Energy with its decen-
tralized structure confusing matrix of crosscutting and overlapping
management and shoddy record of accountability has advanced sci-
entific and technical progress, but at the cost of an abominable
record of security, with deeply troubling threats to American na-
tional security.”

And I would like to ask, Colonel McCallum, were you ever asked
to appear before that panel?

Mr. McCaLLuM. Yes, Congressman Horn, I was asked. I believe
on April 16th.

Mr. HORN. Yes. As I understand it, you were contacted by the ex-
ecutive director of that panel, Randy Deitering; is that correct?

Mr. McCALLUM. That’s correct, sir. i

Mr. HORN. Now, as I understand it, you were even scheduled to
testify on April 22; is that correct?

Mr. McCALLUM. That's correct.

Mr. HORN. And then by e-mail you notified Mr., is it pronounced,
Mahaley. :

Mr. McCALLUM. Joseph Mahaley. -

Mr. HORN. He's the Director of the Office of Security Affairs. And
you notified him about the request from the Rudman panel?

Mr. McCALLUM. That’s correct, sir.

Mr. HORN. Did you get any response from him?

Mr. McCaLLuM. I did not.

Mr. HORN. Did you attend that meeting?

Mr. McCALLUM. No, I did not, sir. I was placed on administrative
leave the following Monday. I was called by Mr. Mahaley the next
day and asked to delay my appearance in front of Senator Rud-
man’s panel until after the Secretary had a chance to speak with
them. I advised Mr. Mahaley that I thought that if the Secretary
wanted to appear before me it would be approFriate for the Depart-
ment to ask that question. Mr. Deitering called me back the next
day, asked to delay my meeting with them, and he would call me
and reschedule. I haven’t heard from him since.
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. M:i.? HoORN. He didn’t give you any reason why you should be de-
ayed?

Mr. McCALLUM. He said they were behind. He said that there
was the 50-year NATO celebration, and they had a number of peo-
pie dto speak to. He said he would call me back when they resched-
uled. -

Mr. HORN. Now how about Mr. Mahaley, did he call you again?

Mr. McCaLLUM. He did not, sir.

Mr. HORN. As I understand, he called you again around April
20th, and he asked you then what? This is the point where you
might appear before the Rudman panel.

Mr. McCALLUM. Yes, this is when I was scheduled. Mr. Mahaley
asked me to delay my appearance before the panel until after the
Secretary had an opportunity to speak with them first.

Mr. HORN. And do you know if the Secretary did speak to them?
You were out of it at this point and told not to go there. So was
the reason simply not that the Secretary wanted to precede you?

Mr. McCALLUM. That'’s what I took from that, sir. We were told
in a later meeting with the General Counsel’s office that the Sec-
retary had met with them. As a matter of fact, I believe that Mr.
Eric Figi, the Deputy General Counsel at the Department said that
the Secretary had been successful in having the Senator Rudman’s
committee not speak to me.

Mr. HORN. I’'m told here that.this is sort of a coincidence here
on the Secretary and you and when you—were you ever talking to
them. As I understand it, the Department of Energy was receiving
the harshest criticism from the media during this period for its
handling of the Wen Ho Lee espionage case at Los Alamos. And
’ you?were put on leave about that time or that exact day, weren't
you?

Mr. McCALLUM. It was right about that time, Congressman. I
don’t remember the exact date that Senator Warner held the hear-
ings.

Mr. HORN. Yes, actually the Secretary was having a few media
nightmares that day because the General Accounting Office was
testifying before Congress and dusting off 20 years worth of Gen-
eral Accounting Office reports that had warned the Department of
Energy about the lack of security at their laboratories, and that's
also when you were put on leave. And 3 days after being asked to
testify before the Rudman panel, that’s when it happened.

So it's sort of convenient timing as 1 looked at the dates here.
And I guess I would ask, do you think that the Secretary tried to
dissuade the Rudman panel from hearing your testimony, or do you
have any knowledge of that?

Mr. McCaLLUM. The General Counsel told us in a meeting that
the Secretary had been successful in dissuading them from hearing
my testimony.

Mr. HORN. Let me now move to another thing on the security bit,
and the last question I will have. You mentioned I believe to our
staff the number of things that were going on in some of these lab-
oratories, and there’s—we’ve got here about 10 examples of security
instances involving foreign visitors on Department of Energy sites.

Do you know any of those that were, say, the worst of the lot,
and then I would like the others to be put in the record.
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Mr. McCALLUM. The worst of the lot, sir, I can’t talk about be-
cause they’re still classified. Many are being investigated by the
Federal Bureau of Investigation. Some that were unclassified, that
we wrote a number of reports on within the Department and re-
ported included incidents, one of which I referenced in my testi-
mony, where a Russian visitor took an uncleared laptop computer
in a security area at the Savannah River site, andp another inci-
dent, a Russian visitor was found digging through a dumpster in
the vicinity of a security area.

Mr. HORN. Were these incidents in areas such as professors or
were they—just what kind of visitors were they?

Mr. McCALLUM. The one with the computer was a technical visi-
tor who is an expert in nuclear materials controls. The identity of
the individual who was found digging through the dumpster, I can-
not recall. I haven’t had access to files in my office for a few
months. But there are a number of incidents like that that have
occurred in our laboratories over the last few years with the in-
crease in foreign visitation. These incidents are regularly reported
up-line through our operations security program. )

Mr. HORN. One is here, foreign national discovered illegally wire
tappin? a DOE meeting. Mr. Chairman, I would like to put the
whole list in the record at this point.

Mr. BURTON. That would be fine, Mr. Horn. And we will put
those in the record and ask Mr. McCallum or Lieutenant Colonel
McCallum to answer those for the record.

[The information referved to follows:]
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Q. What ar~ Ten iunplu of Security Incidents Invelving Foreign Visitors te DOE Sites?
1.  Unresolved continued classified RD exposure to LAEA personnel.

2. Italian national issued a DOE Standard Badge that does not differentiate his
foreign national status from that of a U.S. citizen attempted to use the standard
badge to grin access to Rocky Flats Environr sental Technology Site. The badge . -
was issued by Chicago Operations Office.

3. Russian national attempted to introduce a laptop computer that was equipped with
sensors into a Savannah River Site security area. The laptop did not undergo a
technical evaluation prior to local approval to enter the equipment.

4. Foreign nationals issued a DOE Standard Badge that does not differentiate
citizenship national status attempted to use the standard badge to gain access to a
DOE site different from the site where assigned. The badge was issued by ,
Chicago Operations Office - second reported occurrence. During discussions,
other sites, including weapons laboratories, reported similar incidences involving
CH issued badges.

5. Russian national discovered at site by DOE protective force in a dempsy dumpster
searching through trash outside of a DOE laboratory.

6. Isracli national assis,uee detected working in laboratory facility without access
controls. Although the facility did not contain classified information, numerous
types of sensitive information (expert controlled information, UCNI, and .
proprietary information) were unprotected. The Isracli was working alone a night.
Review of e-mail access by the foreign aational revealed 23 pages of Internet

addresses throughout the world.

7. IAEA foreign national was arrested for shoplifting. The individual falsely
claimed diplomatic immunity and was released by Albuquerque police. The
individual then attended meetings the following twe de;'s a8 LANL, but failed to
appear on the third day following the incident st a meeting at SNLA. The
individual departed without returning an access badge issued him by SNLA.

8. IAEA foreign national detectl exiting & security srea with a prohibited item (a
camera). Cmmaadﬁlnmeonﬂmdmdlawrlostbythemtecﬁveforeg.

9. Foreign national discovered illegally wiretapping a DOE meeting regarding
contract negotiations.

10.  Four employees of a private foreign business concern were granted access
- authorizations to Confidential-RD. Ia spite of security recommendations to the
contrary, clearances are still in tact for at least one of the foreign nationals.
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Mr. BURTON. Did you have any questions, Ms. Chenoweth?

Mrs. CHENOWETH. Thank you, Mr. Chairman. 1t's been a long
day, hasn’t it, gentlemen? I think I'm the last of the Mohicans here.

Iz[r. BURTON. There’s one more Mohican.

Mrs. CHENOWETH. One more Mohican. I'm struck. Last week I
1ead where whistleblowers in the Department of Interior received
a reward of $350,000 for whistleblowing, plus one-third of a settle-
ment with oil companies in the future. It strikes quite a contrast
to what I'm hearing today. Mr. Maloof.

Mr. MALOOF. Yes, ma’am.

Mrs. CHENOWETH. I have scme questions for you. You described
in your statement that once the satellite waiver case broke in April
1998, the staff was instructed not to discuss the case, even though
it was the subject of a grand jury investigation.

That is the case, isn’t it? The staff was instructed not to discuss
the case.

Mr. MALOOF. Correct.

Mrs. CHENOWETH. Are you aware of any pending Hughes or
Loral export license applications from that time period?

Mr. MALOOF. Yes.

Mrs. CHENOWETH. Was this information considered in the review
of these applications?

Mr. MALOOF. From my vantage point, I don’t think so, and that’s
why I was a little concerned about it. We have had—I to this day
don’'t know the context of the Justice Department’s investigation,
where they're heading with it, but if there was in fact wrongdoing,
then we—as I said in my testimony we've had precedent to put a
hold on any further proceedings until it could be clarified.

And [ even had a customs agent admit to me that continuing ap-
rovals were actually harming their case. And I once again in-
ormed our management about that.

Mrs. CHENOWETH. What is DOD policy regarding the review of
ap{)lications from a company that is the target of a pending crimi-
nal investigation?

Mr. MALOOF. Well, generally we wait for an indictment. We have
imposed penalties in the past on companies by instituting DOD for-
eign acquisition regulations and in order to—but first we want to
be sure that we're on solid ground. We've also had cases, at least
two that come to mind, where it was so egregious that we imme-
diately imposed suspension of all licenses. In fact, just last week
on another case, we did just that to the tune of some 70 license ap-
plications.

Mrs. CHENOWETH. Well, Mr. Maloof, was that policy followed in
this case? -

Mr. MALOOF. Not in my opinion.

Mrs. CHENOWETH. Did you attempt to find out why the policy
was different in this case?

Mr. MALOOF. Oh, yes.

Mrs. CHENOWETH. What did you find?

Mr. MALOOF. I found a lot of circumstantial evidence particularly
reading outside, and when you put them in context with what was
occurring at the time, it began to paint a picture. Again, from my
standpoint right now, I can only speculate, although I harbor a lot
of personal opinions about it, but in my opinion, there was increas-

=
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ing favoritism, there was a rush to push these—given the time-
frame in which they occurred, there was a push to look at these
license applications from a political standpoint.

I know our management had visited the facilities a rnumber of
times. We were told previously to expedite those applications. This
was—what I said earlier was not the first time and the fact, too,
that the Chinese were concerned about acquisition of technologies,
and, again, given that time period, we saw that rush.

And if we looked at the time of the waivers that did occur and
you compare them with when there were visiting Chinese, put all
of that information together, it paints a composite that you can’t
ignore, given the information that you're looking at at the time and
you have to put it into a context.

And that’s part of our job, to look at both classified and unclassi-
fied information and bring it together to form a picture, that's part
of our role that we do in terms of analysis. And when we bring that
to the attention of our management, we expect them to take it seri-
ously and admittedly, I never received responses. -

Mrs. CHENOWETH. Well, in fact, you've testified that you were
contacted by a Deputy Assistant Secretary public affairs for infor-
mation regarding the satellite waiver case. Wasn’t it unusual for
someone of his level to contact you or your division regarding "a
matter of this magnitude?

Mr. MALOOF. I thought it was unusual. And it sent a signal to
me at least that something was wrong here, that there was some-
thing going on, in effect bypassing the process, and I have to say,
in many cases, I"have expressed opinions about cases. And I have
been overturned on them.

I don’t go raising Cain about things, but in this case I did inform
our management, and I began to wonder why this Assistant Sec-
retary was coming to me with this question. It was part of that pic-
auraa of things—of information we were receiving and had already

ad.

Mrs. CHENOWETH. Well, when h: told you that the Secretary was
blindsided by the events surrounding the story, what was your re-

‘action? I mean, you know, didn’t you think it was strange that the

Secretary didn’t already know about this?

Mr. MALOOF. I personally did. And I know in previous adminis-
trations we have informed the Secretary of these kinds of cases.
The priority of technology transfer was considered particularly by
Mr. Weinberger to be held paramount. I was very surprised. And,
in fact, we have not had an export license case actually go to the
Secretary during this administration.

Mrs. CHENOWETH. Thank you, Mr. Maloof. I have a lot more
questions for you, but if the chairman would indulge me I would
like to just submit them in writing. -

Mr. BURTON. Without objection so ordered. And we will ask you
gentlemen to respond to the questions that we will submit to you
in writing.

And this last Mohican, would you have any time to yield to me,
maybe 10 seconds or 15?

Mr. SOUDER. Yes, I will try to go fast in my others.

Mr. BURTON. This is the last of the Mohicans, Representative
Souder. .

]
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Mr. SOUDER. The Hoosier Mohican.

A couple of things, one is that Mr. Waxman earlier raised the
very difficult question about how we react with certain members of
our staff, and we’ve dealt with this in the Travel Office in this com-
mittee where we heard it was no big deal, but in fact they were
reinstated, but these are nuclear secrets. This isn’t a matter of pol-
icy disagreements, as I understand, Mr. Maloof, you are Chief of
Technology Security Operations, Defense Threat Reduction Agency.
Dr. Leitner is Senior Strategic Trade Advisor for Defense Threat
Reduction Agency, Mr. Fox is a Defense Special Weapons Agency
Arms Controls Specialist. Colonel McCallum is Director, Office of
Safeguards and Security.

If you all are having concerns about security, this isn’t just a pol-
icy disagreement. And we also have hindsight being valuable here,
the fact that you were right, that in fact the secrets did get out
through visitors, that we in fact have had security lapses. And
looking at this in hindsight, it should get us to look more carefully
at the whistleblowing options, how to have this and, at the very
least, revoke the type of procedures that have been taken.

But there was another thing that intrigued me, Dr. Leitner, and
you made this point several times, and in your testimony, you de-
veloped it further about the fact that the United States doesn’t
have a modeling simulation and research branch that would be
dedicated to conducting cumulative and technical impact assess-
ments. That came up quite frankly in Mr. Fox’s memo. That’s the
same type of thing. It looks kind of so this isn’t any big deal in the
trade question.

- You also bring the Department of Defense in for some scathing
reviews, and actually were fairly kind to the Commerce Depart-
ment. But I wanted to read something from the Cox report that I
found—one of the more disturbing things—I mean it’s about every
page is disturbing, this was in volume 3, page 74, 75, and 76 in
this unanimous report, it talks about—Dr. Leitner, in your testi-
mony, you say that 1995 we had these computers suddenly jump
up from 2 to 7,000 that could be moving.

- {The information referred to follows:}
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US. EXPORT POLICY TOWARD THE PRC

Various U.S. Government analyses have raised concemns about the risk of the
diversion of sensitive U.S. technologies not only to the PRC, but to third countries as
well through Hong Kong because of the PRC’s known use of Hong Kong to obtain
sensitive technology.” Some controlled dual-use technologies can be exported from
the United States to Hong Kong license-free, even though they have military applica-
tions that the PRC would find attractive for its military modemization efforts.

The Select Committee has seen indications that a sizeable number of Hong Kong
enterprises serve as cover for PRC intelligence services, including the MSS.
Therefore, it is likely that over time, these could provide the PRC with a much greater
capability to target U.S. interests in Hong Kong. )

U.S. Customs officials also concur tiat transshipment through Hong Kong is a
common PRC tactic for the illegal transfer of technology.”

John Huang, Classified U.S. Intelligence, and the PRC

In late 1993, the U.S. Department of Commerce hired John Huang as the
Principal Deputy Assistant Secretary of Commerce for International Economic
Policy. '

Prior to starting at the Department of Commerce, Huang had been the Lippo
Group’s pincipal executive in the United States. Lippo’s principal partner in the PRC
is China Resources (Holdings) Co., a PRC-owned corporation based in Hong Kong.*®

ccording to Nicholas Eftimiades, a Defense Intelligence Agency analyst
writing in his personal capacity, and Thomas R. Hampson, an investigator

<mwn e e~ hiie by the Senate Governmental Affairs Commiittee, China Resources is “anagent - ... .. .. .. .. .

of espionage, economic, military, and political.”**

China Resources is also one of several PRC companies (including China
Aerospace Corporation) that share a controlling interest in Asia Pacific Mobile
Telecommunications Satellite Co., Ltd (APMT).*' The PRC-controlled APMT is
preparing to use China Great Wall Industry Corporation to launch a constellation of
Hughes satellites on PRC rockets.®? The launches scheduled to date have required

3
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Commerce Department approval and
presidential waivers of the Tiananmen
Square sanctions.??

Lsseteg Press.

While at the Department of
Commerce, Huang was provided with
a wealth of classified material pertain-
ing to the PRC, Taiwan, and other parts
of Asia. He had a Top Secret clear-
ance, but declined suggestions by his
superiors that he increase that clear-
ance to the Sensitive Compartmented
Information (SCI) level (the level held
by his predecessor).*

Between October 1994 and
November 1995, Huang received 37
briefings from a representative of the
In tate 1993, John Huang was appointed tobe the  Office of Intelligence Liaison at the

Cllmon administration’s Principal Deputy Department of Commerce.”® While
S y of C: for : i
Intemational Economlc Policy. He had been the Huang’s predecessor was briefed
chief U.S. executive for the Lippo Gmup, apartner  weekly Huang received imate-
of the PRC-owned China R y, Fluang received approximate

pany

ly 2.5 briefings per month.**

The vast majority of Huang’s brief-
ings focused on the PRC and Taiwan, including “raw intelligence” that disclosed the
sources and methods of collection used by the U.S. intelligence community.” The
Office of Intelligence Liaison representatives indicated that Huang was not permmc.d
to keep or take notes on raw intelligence reports and did not ask many ‘questions or
otherwise aggressively seek to expand the scope of his briefings.™

During the briefings, Huang reviewed and commented on raw intelligence
reports about the PRC. Huang also signed receipts to retain finished intelligence
products. The classified finished intelligence that Huang received during his tenure
at Commerce included PRC economic and banking issues, technology transfer, polit-

Ll
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ical developments in the PRC, and the Chinese Communist Party leadership. Huang
commented on or kept copies of materials on these topics.

Huang was also given access by the Office of Intelligence Liaison to diplomatic
cables classified at the Confidential or Secret level.™ Specifically, 25 to 100 classi-
fied cables were set aside for Huang each day.™

No record exists as to the substance of the cables that were reviewed by Huang. ™'
Huang could have upgraded the level of the cable traffic made available to him to
include Top Secret information, but never did so.*'

Huang also had access to the intelligence reading room at . the Commerce
Department, as well as to classified materials sent to his supervisor, Charles
Meissner,”® who had a higher level clearance.® The three Office of Intelligence
Liaison representatives who were interviewed by the Senate Committee on
Governmental Affairs indicated that they were not personally aware of any instance
in which Huang mishandled or divulged classified information.”*

i uang maintained contact with representatives of the Lippo Group while he
was at the Department of Commerce. During the 18 months that he was at
Commerce, Huang called Lippo Bank 232 times, in addition to 29 calls or faxes to
Lippo Headquarters in Indonesia. Huang also contacted Lippo
consultant Maeley Tom on 61 occasions during the same period.
Huang’s records show 72 calls to Lippo joint venture partner C.
Joseph Giroir.”

During his tenure at the Commerce Department, Huang
T used a visitor's office across the street at the Washington, D.C.  Gina Resources
branch of Stephens Inc., an Arkansas-based brokerage firm  (Holdings) Co., 8
with “significant business ties to the Lippo Group” ™ :ﬁmm
Stephens employees indicated that these visits were short in  Group's principal
s g . o, . »  partner in the PRC,
duration.® Huang used this office “two, three times a week” [ "peen idemified as
most weeks, making telephone calls and “regularly” receiving  “an agent of espi-
ddressed to him.* ‘onage, economic, mil-
faxes and packages addressed to him. itary, and polhical.

75
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Chapter 3

No one at the Commerce Department, including Huang’s secretary, knew of this
additional office.”™

i

Huang met with PRC Embassy officials in Washington, D.C. on at least nine
occasions. Six of these meetings were at the PRC Embassy.”” When informed of
these contacts, Jeffrey Garten, the Department of Commerce Under Secretary for
Trade Administration, was “taken aback” to learn that Huang ever dealt"with anyone
at the PRC Embassy.”” The purpose of the contacts is unknown.

n December 1, 1998, the Select Committee served Huang with a subpoena

through his attomey. On December 3, 1998, Hilang’s attorney indicated that
Huang would only testify before the Select Committee pursuant to a grant of immuni-
ty.” The Select Committee declined to immunize Huang from prosecution, and Huang
refused to appear before the Select Committee, invoking his Fifth Amendment rights.

76
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Mr. SOUDER. And interesting in that time period, I think the
President changed it in October 1995, John Huang was actually the
person who was in charge. He was a Deputy Assistant Secretary,
not in charge, as Deputy Assistant Secretary for International Eco-
nomic Policy, and in the report, which I'm going to read, so I'm not
accused of editorializing, it says “During the 18 months he was at
Commerce, Huang called the Lippo Bank 232 times,” which had
been implicated with China Aerospace and other front organiza-
tions, “in addition to 29 calls or faxes to Lippo Headquarters,” and
this isn’t a Republican report by the way, this is a unanimous Re-
publican-Democrat report. “Huang also contacted Lippo consultant
Maeley Tom on 61 occasions during the same period. Huang’s
. rGecords show 72 calls to Lippo joint venture partner C. Joseph

iroir.”

Now, on page 75 is my favorite line, it says leading up to this,
“During his tenure at the Commerce Department,” while he was
overseeing in the area of the technology transfer, that you all have
been raising concerns about, it says he “used a visitor’s office
across the street at the Washington, DC branch of Stephens, Inc.,”
an Arkansas based brokerage firm with, “significant business ties
to the Lippo Group.” Stephens employees indicated that these vis-
_ its were short in duration. Huang used this office “two, three times
a week most weeks, making telephone calls and ‘regularly’ receiv-
ing faxes and packages addressed to him,” and then my favorite
line, “No one at the Commerce Department, including Huang’s sec-
retary, knew of this additional office.”

Now, this ought to just panic quite frankly most Americans and
those of you in the security business because youre seeing this
banged around between the different departments and the security
arrangements. And here we have a person who unbeknownst even
to his office is working in cahoots with another group, we don’t
know whether secrets he was getting in the briefings that you all
were—classified briefings.-This company has been linked with the
very companies that you all were sending warnings up about.

And then, Dr. Leitner, you say, but the Commerce Department
was good compared to the Defense Department, and you scared me
to death. Would you——

" Dr. LEITNER. I didn’t mean the Commerce Department is good.
I mean that the greatest degree of change that has occured in the
export control process has occurred in the Defense Department.
The Defense Department traditionally has been the conservative
anchor of the process who looked at national security and is indeed
- charged with making the national security argument.

It has, and I testified about this repeatedly, it has failed its mis-
sion, it does not-—it has not safeguarded national security to the
extent it should. The Commerce Department is basically blithering
along and doing the same thing it always has done. The fact that
they had Mr. Huang there is something of great concern. I never
had any contact with him, and I don’t know what he was doing,
what kind of secret offices he had.

But for the aspect that I saw of the process, the greatest degree
of change came in the realm of the Defense Department, and it
came when a whole bunch of people arrived at the beginning of the
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administration who represented the antithesis of export control.
Wren.they came in, they inherited the process.

They were given power over a program which they didn’t support
even during the height of the cold war. So that’s where the real big
change came, along with spying, you can talk about the role of Ron
Brown as well being so activist and all the rumors about him. But
that’s a separate issue, I think, from the argument I have been
making.

Mr. SOUDER. I thank you all. And my concern is that history will
show you've been correct, which is good for all of you. History will
show that you've been correct, which is bad for the country. I yield
back the balance of my time.

Mr. BURTON. Thank you very much, Representative Souder. I
would just like to add for the record one statement. I will read it
quickly, and then we will move to put the committee in executive
session. On May 21, 1999, Colonel McCallum’s counsel, David
Tripp, met with Mary Ann Sullivan, the Department of Energy
General Counsel, who is a political appointee, to discuss
McCallum’s options. She said that McCallum had made things dif-
ficult for them by talking to Congress. According to McCallum’s at-
torney, Sullivan said that if DOE was not able to find McCallum
in violation of rules regarding classified information, that another
way would be found to remove him. Sullivan has refused to be
interviewed by Government Reform Committee staff.

hWe will talk to Ms. Sullivan at some point in the future about
this.

I now move that the committee proceed in executive session. All
those in favor of the motion will signify by saying aye. All those
opposed signify by saying no. In the opinion of the chair, the ayes
have it, and the motion is agreed to.

So we will proceed in executive session since we will be discuss-
ing sensitive information with the witness Dr. Henson. Therefore,
I will ask the committee to reconvene in a swept room, room 2247,
and only Members and committee staff should attend the executive
session and only those who have proper clearance. Thank you very
much. ‘ :

[Whereupon, at 4:15 p.m., the committee proceeded to further
business in executive session.]
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