Fundamentals of Tribal Casino Gaming Regulation — A Primer for Regulators

Top Ten Considerations for Tribal Gaming Regulatory Agencies Regarding Prediction
Markets and Other Forms of Unregulated Gaming

The emergence of prediction markets and other forms of unregulated gaming present
TGRAs with an opportunity to reconsider the fundamental purpose of tribal gaming
regulation. The question is no longer simply: “Is this happening inside our casino?” The
more appropriate question is: “Does this activity create a gaming, financial, patron-
protection, integrity, or sovereignty risk to the Tribe, and if so, who has the authority and
responsibility to address it?”

That shift is consistent with the broader philosophy of Fundamentals of Tribal Casino
Gaming Regulation: A Primer for Regulators: effective regulation is not merely
enforcement of rules; it is the proactive identification and management of risks that
threaten gaming integrity, tribal assets, patrons, employees, and public confidence. The
modern TGRA cannot define its mission solely by what happens inside the casino; its
broader responsibility is to protect gaming integrity, tribal assets, patrons and employees,
and confidence in the tribal regulatory system and gaming industry.

1. Define the Threat Before Defining the Product

The first question for a TGRA should not be, “What is this product called?” It should

be, “What does this product actually do?” Prediction markets, sweepstakes gaming, daily
fantasy sports, cryptocurrency wagering, peer-to-peer wagering, social casino products,
and emerging Al-enabled gaming products may be characterized as financial,
entertainment, promotional, or technology products. Yet the regulatory analysis should
focus on the underlying activity.

A TGRA should examine whether the product involves:

e consideration;

e anuncertain outcome;

e something of value won or lost;

e wagering on an event;

¢ gaming-like mechanics; or

¢ conduct that creates risks traditionally associated with regulated gaming.

2. Conduct a Jurisdictional Analysis Before Taking an Enforcement Position

Prediction markets create a fundamental question for every TGRA: Where is the gaming

activity occurring?




A platform may be:

operated from another state or country;

¢ hosted on servers outside Indian Country;

e incorporated in another jurisdiction;

¢ licensed by another governmental entity;

e accessed through a patron's smartphone; and

¢ marketed directly to patrons located on or associated with tribal lands.

Traditional TGRA regulatory systems were largely constructed around a physical casino,
identifiable operator, licensed employees, gaming systems, and a defined regulatory
jurisdiction. Prediction markets challenge every one of those assumptions. Accordingly,
TGRAs should develop a jurisdictional decision tree addressing Indian lands, patron
location, operator location, server location, contractual relationships, applicable tribal law,
federal law, and state law.

3. Treat Unauthorized Gaming as a Sovereignty Issue, not Merely a Revenue Issue

The potential loss of gaming revenue is important, but it is not necessarily the most
importantissue.

Unauthorized gaming can implicate the Tribe's:

e governmental authority;

e regulatory sovereignty;

e economicinterests;

e patronrelationships and confidence;

e public safety responsibilities;

e reputation for gaming integrity; and

¢ ability to determine what gaming is permitted within its jurisdiction.

A modern TGRA should therefore ask: “Who made the decision that this gaming activity is
permissible within the Tribe's jurisdiction?” If the answer is no one within the tribal
government or TGRA, that should trigger regulatory scrutiny.

4. Establish a Technology-Neutral Risk-Based Regulatory Framework

The TGRA should avoid creating a separate regulatory philosophy for every new technology.
Instead, apply a consistent risk model:

Regulatory Risk = Probability x Impact x Vulnerability




This framework is particularly appropriate for prediction markets because:

¢ Probability of patron exposure is high because mobile platforms are readily
accessible.

¢ Impact can be significant because wagering activity can divert gaming dollars and
affect tribal revenues.

¢« Vulnerability is substantial because traditional regulatory systems may not identify
or control the gaming activity.

This same methodology can be applied to:

e prediction markets;

¢ sweepstakes casinos;

e cryptocurrency gaming;

e social casinos;

e peer-to-peer wagering;

e offshore wagering; and

e Al-generated gaming products.

5. Protect the Tribal Gaming Revenue Stream

TGRAs should develop mechanisms to identify whether unauthorized gaming is diverting
revenue from tribal gaming operations.

The assessment should consider:

¢ how many tribal patrons are using the product;

¢ the amount wagered;

e thefrequency of use;

¢ whether patrons are migrating from authorized gaming;

¢ whether the product competes directly with tribal gaming;

¢ whether promotional activity targets tribal patrons; and

¢ whether the activity is occurring on tribal property or through tribal networks.

The issue should not be reduced to “How much revenue is the Tribe losing?” A better
question is: “What economic activity is occurring within the Tribe's gaming ecosystem
without the Tribe's authorization or regulatory participation?”

6. Apply the Same Patron-Protection Standards Expected of Regulated Gaming

One of the strongest arguments for TGRA involvement is regulatory consistency.




If tribal gaming requires:

e age verification;

e identity verification;

e responsible-gaming controls;

e exclusion mechanisms;

e patron complaint procedures;

e suspicious-transaction monitoring;
e cybersecurity protections; and

e integrity controls,

why should an alternative gaming platform reaching the same patrons necessarily be
subject to none of those protections? The TGRA should evaluate whether competing or
alternative gaming products provide equivalent safeguards. The patron should not receive
substantially less protection merely because the gaming product is delivered through a
smartphone rather than a casino floor.

7. Expand TGRA Surveillance from the Casino Floor to the Digital Environment
Traditional surveillance focuses on:

e gaming floors;

e cash cages;

e countrooms;

e entrances and exits;

e« table games;

¢ gaming machines; and
¢ physical security.

The modern TGRA must increasingly consider digital surveillance and intelligence. This
means monitoring for:

e unauthorized gaming platforms;

¢ mobile wagering;

¢ online advertisements targeting tribal patrons;

e unusual gaming-related financial activity;

e suspicious technology providers;

e unauthorized gaming applications;

e patron complaints involving external platforms; and

¢ emerging gaming products that could create regulatory exposure.

This represents a major evolution in the TGRA mission: From observing what happens

inside the casino to identifying gaming activity that affects the Tribe wherever it occurs.




8. Incorporate AML, Cybersecurity, Data and Vendor Risk into the Analysis

Prediction markets and other remote gaming products create risks that may be difficult for
a traditional TGRA to see. A comprehensive assessment should address:

AML risk

¢ money laundering;

e structuring;

e anonymous or pseudonymous transactions;
e cryptocurrency;

e suspicious funding sources.

Technology risk

e system integrity;

e algorithms;

e platform architecture;
¢ independent testing.

Vendor risk

e ownership;

e subcontractors;

e service providers;

e control over critical systems.

Datarisk

e patroninformation;

e location information;

o financial data;

e data storage and transfer.

Cybersecurity risk

¢ hacking;

e account takeover;

e identity theft;

¢ manipulation;

e unauthorized access.




9. Develop an Intergovernmental and Interagency Regulatory Strategy

No TGRA should assume that it can address every prediction-market issue independently.
The modern regulatory environment may require coordination with:

e triballeadership;

e tribal attorneys;

e state gaming regulators;

e NIGC;

o« federal law-enforcement agencies;
« financial regulators;

e other TGRAs;

e technology specialists; and

e industry organizations.

The objective should not necessarily be to transfer regulatory responsibility to another
governmental entity. Instead, the TGRA should determine:

Who has jurisdiction?

Who has enforcement authority?

Who possesses relevant intelligence?
What information can legally be shared?
What action can the Tribe take?

What action should another regulator take?

A

10. Institutionalize Proactive Regulatory Intelligence

The most important consideration may be changing the culture of regulation.
The traditional TGRA modelis:

Activity > Violation > Investigation > Enforcement

The next-generation TGRA model should be:

Emerging Technology > Risk Identification > Intelligence > Assessment > Regulatory
Response

TGRAs should establish an Emerging Gaming Threat Program or incorporate this function
into their existing compliance, investigations, surveillance, or regulatory intelligence

structure. The program could maintain a continually updated inventory of:




Risk Area TGRA Question
Prediction markets Is this effectively wagering?
Sweepstakes Is consideration and prize structure creating gaming exposure?
DFS Does the product create a gaming risk to tribal patrons?
Cryptocurrency What financial and AML risks exist?
Offshore wagering Who operates and controls the platform?
Social casinos Does the product transition into wagering?
Peer-to-peer gaming Who regulates the participants and transactions?
Al gaming Who controls the algorithm and gaming outcome?
Mobile gaming Where is the patron actually engaging?

Emerging products What new regulatory gap has been created?

A Proposed TGRA Regulatory Framework

These ten considerations can ultimately be condensed into five questions every TGRA
should ask about any emerging gaming product:

1. AUTHORITY
Who authorized it, and who has jurisdiction?

2. INTEGRITY
Can the activity be conducted fairly and independently verified?

3. PROTECTION
Are patrons, employees, tribal assets and the public adequately protected?

4. RISK
What jurisdictional, financial, AML, technological, vendor, data, cybersecurity and
regulatory risks exist?

5. SOVEREIGNTY

Does the activity undermine the Tribe's authority to determine what gaming occurs within

its jurisdiction?




That framework provides TGRAs with a technology-neutral regulatory methodology that can
be applied not only to prediction markets, but to whatever the next generation of
unregulated gaming products may be.
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