
Fundamentals of Tribal Casino Gaming Regula6on – A Primer for Regulators 

Top 10 Considerations for Tribal Gaming Regulatory Agencies Regarding 
Class II Mobile Gaming 

Mobile Class II gaming is not simply an extension of brick-and-mortar gaming regulation, it 
is a technology-driven regulatory environment where: 

• Control = system architecture + data visibility 
• Risk = remote access + rapid change + anonymity 
• Success = proactive regulation + technical fluency 

Properly regulated, mobile Class II gaming can provide high revenue yield, strong 
auditability, and enhanced patron protections, but only if TGRAs maintain rigorous 
oversight of systems, vendors, and data flows. The following constitute the considerations 
for TGRAs regarding casino operators oIering Class II mobile gaming. 

1. Jurisdictional Integrity and Class II Compliance 

The foundational issue is ensuring that all Class II mobile gaming activity legally occurs on 
Indian lands, consistent with IGRA and 25 CFR Parts 543 and 547A. 

• Enforce server location requirements on tribal lands 
• Validate that game logic (e.g., bingo determination) is executed on tribal servers 
• Distinguish clearly between Class II (bingo-based) and impermissible Class III 

characteristics 
• Consider developing Alternate Standards for contemporary technology 
• Consider potential contract management issues 
• Conduct ongoing audits of game architecture and outcomes 

2. Geolocation and Geofencing Controls 

Robust geolocation controls are essential to ensure wagers are placed only within 
authorized tribal lands. 

• Multi-layer geolocation (GPS, Wi-Fi triangulation, IP intelligence) 
• Real-time geofence enforcement and blocking protocols 
• Mandatory exception/violation reporting to TGRA 
• Independent testing and certification of geolocation systems 
• Spoofing, VPN use, and signal drift require continuous monitoring 

 

 



3. Patron Identity Verification/Know Your Customer (KYC) and Age Controls 

TGRAs must ensure only eligible patrons (21+) access gaming platforms. 

• Integration with KYC providers for identity verification 
• Multi-factor authentication (MFA) 
• Live verification by brick-and-mortar casino personnel 
• Periodic identity re-verification 
• Ongoing identity anomaly detection and reporting 
• Controls for duplicate and fraudulent accounts 

4. IT Infrastructure and Cybersecurity Framework 

Mobile gaming platforms must operate within a secure, auditable, and segregated 
environment. 

• Independent, secure gaming network architecture 
• Encryption (data at rest and in transit) 
• Firewalls, intrusion detection/prevention systems 
• Detailed audit logging and access controls 
• Redundancy, failover, and disaster recovery protocols 
• Integration of GLI Gaming Security Framework (GLI-GSF) standards 
• Alignment with GLI-19 and TGRA technical standards 

5. Platform and Game Content Change Management 

Unlike brick-and-mortar gaming, mobile platforms are remotely configurable, creating 
elevated risk. 

• TGRA pre-approval of all software updates and patches 
• Version control and software authentication 
• Alignment with GLI Change Management Program (GLI-CMP) 
• Real-time notification of emergency changes 

6. Independent Testing and Certification 

All mobile gaming systems must be certified by independent testing laboratories. 

• Certification against GLI-19 Interactive Gaming Standards 
• RNG validation (where applicable in Class II frameworks) 
• Regression testing after system changes 
• Periodic re-certification requirements 
• Retention of TGRA-controlled certification records and approvals 



7. Payment Processing and Patron Funds Protection 

TGRA management of complex electronic financial processes. 

• Secure payment gateways and processor oversight 
• Segregation of patron funds 
• Controls for deposits, withdrawals, and reversals 
• Fraud detection (chargebacks, stolen cards, AML triggers) 
• Ensure financial controls intersect with Title 31 compliance 

8. BSA/AML and Suspicious Activity Monitoring 

Mobile gaming significantly increases exposure to financial crimes and anonymity risks. 

• Integration with Bank Secrecy Act (BSA)/Title 31 programs 
• Automated transaction monitoring systems 
• Suspicious Activity Report (SAR) filing protocols 
• Currency Transaction Report (CTR) thresholds and aggregation logic 
• Identification of mobile platform use for remote structuring and laundering 

9. Responsible Gaming and Patron Protection Controls 

TGRAs must ensure mobile platforms include robust responsible gaming tools. 

• Patron-configurable limits: 
o Deposit limits 
o Spending limits 
o Time/session limits 

• Self-exclusion program integration 
• AI-driven identification of problem gambling behavior 
• Clear display of rules, odds, and player information 

10. Data Protection, Reporting and Regulatory Oversight 

Mobile gaming enables enhanced data transparency, but requires structured TGRA 
oversight. 

• Required TGRA reports: 
o Patron account summaries 
o Wagering activity reports 
o Dormant account reports 
o Performance and hold percentage reports 
o System incident and exception reports 

• Data retention and audit trail requirements 



• Real-time regulator read-only access 
• Patron complaint resolution supported by game replay and digital logs 

Strategic Overlay: Proactive Regulatory Approach 

Beyond operational controls, high-performing TGRAs adopt a forward-looking regulatory 
strategy: 

Key Strategic Practices 

• Continuous engagement with: 
o Casino operator 
o Platform providers 
o Independent Testing labs 
o Other tribal/state/NIGC regulators 

• Monitoring emerging technologies: 
o Artificial Intelligence 
o Cashless ecosystems 
o Cloud gaming architectures 

• Leveraging existing frameworks (e.g., mobile sports wagering regulations) 

Performance Metrics 

• Frequency and quality of stakeholder engagement 
• Speed of regulatory adaptation to new technologies 
• Internal expertise development in IT, cybersecurity, and data analytics 

SUGGESTED TGRA AUDIT CHECKLIST FOR CLASS II MOBILE GAMING: 

HOW TO USE THIS CHECKLIST: 

• Objective: Evaluate compliance with TGRA regulations, MICS/TICS, and technical 
standards 

• Frequency: Initial certification, quarterly, annual, and event-driven (e.g., system 
changes) 

• Evidence: Document all supporting evidence (logs, reports, screenshots, 
certifications) 

1. JURISDICTIONAL INTEGRITY (CLASS II COMPLIANCE) 

Audit Procedures 

• Verify all game servers are physically located on tribal lands 
• Confirm game logic (bingo determination) executes on tribal servers 



• Review system architecture diagrams 
• Validate Class II classification of all games 

Evidence 

• Server location documentation 
• Independent lab certification 
• System architecture diagrams 

MICS/TICS Mapping 

• System location controls 
• Game classification verification 
• Alternate Standards review 

2. GEOLOCATION & GEOFENCING 

Audit Procedures 

• Test geolocation accuracy using multiple devices 
• Attempt access outside authorized boundaries (negative testing) 
• Review geolocation exception logs 
• Verify independent certification of geolocation system 

Evidence 

• Geolocation test results 
• Exception/violation reports 
• Vendor certification 

MICS/TICS Mapping 

• Geolocation testing controls 
• Exception reporting requirements 

3. KYC & AGE VERIFICATION 

Audit Procedures 

• Review KYC onboarding process 
• Test identity verification using sample accounts 
• Verify age restriction enforcement 
• Review duplicate/fraudulent account detection reports 



Evidence 

• KYC provider reports 
• Account verification logs 
• Exception reports 

MICS/TICS Mapping 

• Identity verification controls 
• Account creation procedures 

4. IT INFRASTRUCTURE & CYBERSECURITY 

Audit Procedures 

• Review network architecture (segregation of gaming systems) 
• Validate firewall and intrusion detection configurations 
• Review access control lists (ACLs) 
• Inspect audit logs for completeness and retention 
• Verify encryption protocols 

Evidence 

• Network diagrams 
• Security configuration reports 
• Audit logs 

MICS/TICS Mapping 

• Access controls 
• Logging and monitoring 
• Encryption standards 

5. CHANGE MANAGEMENT 

Audit Procedures 

• Review change management policy 
• Sample recent system changes for TGRA approval 
• Verify version control documentation 
• Confirm emergency change reporting timelines 

 



Evidence 

• Change request forms 
• Approval records 
• Version logs 

MICS/TICS Mapping 

• Change approval controls 
• Version tracking requirements 

6. TESTING & CERTIFICATION 

Audit Procedures 

• Verify independent lab certification for all systems 
• Review most recent certification reports 
• Confirm regression testing after updates 

Evidence 

• Certification reports 
• Test results 

MICS/TICS Mapping 

• Independent testing requirements 
• Certification controls 

7. PAYMENT PROCESSING & PATRON FUNDS 

Audit Procedures 

• Review deposit and withdrawal processes 
• Verify segregation of patron funds 
• Test transaction traceability 
• Review chargeback and fraud reports 

Evidence 

• Transaction logs 
• Reconciliation reports 
• Payment processor agreements 



MICS/TICS Mapping 

• Financial controls 
• Reconciliation procedures 

8. BSA/AML COMPLIANCE 

Audit Procedures 

• Review AML risk assessment 
• Test transaction monitoring system alerts 
• Verify SAR and CTR filings 
• Review suspicious activity logs 

Evidence 

• SAR/CTR documentation 
• Monitoring reports 

MICS/TICS Mapping 

• AML program requirements 
• Reporting controls 

9. RESPONSIBLE GAMING 

Audit Procedures 

• Test deposit, spend, and time limits 
• Verify self-exclusion functionality 
• Review problem gambling alerts 

Evidence 

• System screenshots 
• Responsible gaming reports 

MICS/TICS Mapping 

• Patron protection controls 

 

 



10. DATA MANAGEMENT & REPORTING 

Audit Procedures 

• Verify required reports are generated and submitted 
• Review data retention policies 
• Test report accuracy against system data 

Evidence 

• Reports (account, wagering, dormant accounts) 
• Data retention logs 

MICS/TICS Mapping 

• Reporting requirements 
• Record retention controls 

11. AUDIT & OVERSIGHT 

Audit Procedures 

• Review internal audit schedules 
• Verify prior audit findings were resolved 
• Evaluate TGRA oversight procedures 

Evidence 

• Audit reports 
• Corrective action plans 

MICS/TICS Mapping 

• Audit and compliance review controls 

12. VENDOR MANAGEMENT 

Audit Procedures 

• Verify all vendors are licensed 
• Review vendor contracts 
• Evaluate vendor performance and regulatory compliance 

 



Evidence 

• Licensing records 
• Contracts 

MICS/TICS Mapping 

• Vendor suitability and licensing controls 
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