
Fundamentals of Tribal Casino Gaming Regula6on – A Primer for Regulators 

Top 10 Considerations for Tribal Gaming Regulatory Agencies Regarding 
BSA/AML Compliance 

Bank Secrecy Act (BSA)/Anti-Money Laundering (AML) compliance in tribal casinos 
operates at the intersection of federal financial regulation and gaming-specific risk. 
Under BSA and implementing regulations enforced by the Financial Crimes Enforcement 
Network (FinCEN), tribal casinos are treated as financial institutions and must maintain a 
risk-based AML program comparable to commercial casinos. TGRAs are responsible for 
ensuring regulatory compliance and adherence with internal controls. 

Asset Forfeiture & Penalties 

The historical evolution, from RICO (1970) through the Comprehensive Crime Control Act 
(1984) and the USA PATRIOT Act (2001), establishes a powerful enforcement framework: 

• Civil forfeiture (in rem) allows seizure without conviction  
• Equitable sharing incentivizes multi-agency enforcement  
• Penalties can include:  

o Civil fines up to $278,000 per violation  
o Criminal penalties up to $500,000 for organizations  
o Imprisonment for responsible individuals 

 
The following top 10 considerations are designed to guide TGRAs in ensuring BSA/AML 
Compliance by tribal casinos. 

1. Regulatory Alignment with Federal Financial Institution Standards 

Casinos are legally defined as financial institutions under the Bank Secrecy Act of 1970 
(BSA) (since 1996), subjecting them to the same compliance standards as banks and other 
financial institutions. TGRAs must ensure tribal casinos align with federal expectations 
enforced by FinCEN, including strict adherence to Cash Transaction Report (CTR) and 
Suspicious Activity Report (SAR) filing requirements. Failure to meet financial-institution-
level compliance exposes tribes to federal enforcement actions, including civil and 
criminal penalties. 

2. Risk-Based AML Program Design and Validation 

TGRAs must verify that each casino maintains a risk-based AML program, not a static or 
generic one. Programs must be dynamic, periodically reassessed, and defensible under 
audit. Programs must reflect operational realities such as: 

• Volume of cash transactions  
• Gaming mix (tables vs. electronic gaming devices)  



• Geographic risk (e.g., border proximity, rural cash-heavy economies, limited banking 
access in surrounding communities, High Intensity Drug Trabicking Areas (HIDTA) 
zones)  

• Transactions inconsistent with patron profile 
 

3. Internal Controls and Governance Structure 

A compliant AML framework must include: 

• Written internal controls aligned to risk exposure  
• Clear escalation protocols  
• Segregation of duties 
• Required training  
• Independent testing (internal audit or third-party) 

  
TGRAs must ensure that controls are documented, operationalized, and enforced. 

4. Designation and Authority of AML Compliance OPicer 

Each casino must designate an AML Compliance Obicer with subicient authority, 
independence, and access to executive leadership. In smaller operations, where roles may 
be consolidated, regulators must ensure independence is not compromised. 

5. Currency Transaction Report (CTR) Compliance Integrity 

TGRAs must validate: 

• Accurate aggregation of transactions across a gaming day from: 
o Cage 
o Table games 
o Slots/kiosks  

• Timely filing of CTRs for transactions exceeding $10,000  
• Player tracking system integration 
• Identification of related transactions 
• Protection of CTR confidentiality  

 
High-risk failure points: 

• Poor transaction aggregation systems  
• Stab misunderstanding of gaming day definition 

 
6. Suspicious Activity Report (SAR) Detection and Escalation 

SAR compliance is one of the most scrutinized AML areas. Suspicion, not proof, triggers 
SAR filing. 

 



TGRAs should ensure systems and personnel can identify: 

• Structuring (e.g., $9,999 transactions)  
• Use of multiple cages or agents (smurfing) 
• Minimal gaming after large buy-ins  
• Chip walking or cash-in/cash-out patterns  
• Transaction layering or pooling 
• Alternating between gaming areas or days 
• Use of junket or third-party funds without clear source 

 
7. Customer Due Diligence (CDD) and Enhanced Due Diligence (EDD) 

Modern AML compliance requires robust patron vetting, including: 

• Identity verification 
• Maintaining records of patrons conducting large or suspicious transactions   
• Monitoring of high-risk patrons  
• EDD for politically exposed persons (PEPs), foreign nationals, high-value patrons, 

junket operators or third-party intermediaries, and complex ownership structures  
 

TGRAs must ensure documentation, retention, and auditability of all due diligence 
processes. 

8. Ongoing AML Training and Culture of Compliance 

The BSA mandates continuous employee training tailored to job functions. 

TGRAs must confirm: 

• Training frequency (annually minimum) and relevance  
• Documentation and record retention  
• Role-specific training (e.g., cage vs. surveillance vs. floor stab)  

 

TGRAs should ensure frontline stab and surveillance are trained to detect: 

• Large cash buy-ins with little/no play  
• Structured transactions below reporting thresholds  
• Transaction cancellations after CTR notification  
• Rapid buy-in/cash-out cycles  
• Group-based or layered transactions  

 
9. Independent Testing, Audits, and TGRA Oversight Integration 

AML programs must undergo independent testing, often coordinated with TGRA internal 
audit functions. 

 



TGRA responsibilities: 

• Validate audit scope and frequency  
• Ensure remediation of findings  
• Integrate AML into broader TICS/MICS compliance frameworks  
• Ensure preparation of CTR and SAR documentation and transaction logs 
• Review negotiable instrument records (e.g., cashier’s checks, wires) 

 
10. Technology Integration and Emerging Threat Detection 

Modern AML compliance increasingly relies on: 

• Automated transaction monitoring systems  
• OFAC and sanctions screening tools  
• AI-driven anomaly detection  
• Automated CTR/SAR filing platforms 
• Player tracking systems 
• Integration with surveillance (video review of suspicious activity) 

 
TGRAs must evaluate whether technology solutions are: 

• Properly calibrated  
• Regularly tested  
• Integrated with surveillance and compliance functions 

 
TGRAs must ensure coordination with law enforcement: 

• Referrals to federal agencies (IRS-CI, FBI) 
• Responding to subpoenas and 314(a) requests 
• Participation in information sharing (314(b), if applicable) 

 
A high-performing TGRA doesn’t just enforce AML rules, it anticipates laundering 
methodologies and adapts controls proactively. 
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