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Security
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WORLD
ECONOMIC
FORUM

* Protecting the World Economic Forum for the
past 4 years

Who is Dedrone

* Over 250 successful installations

* Protecting 80 Global Prisons

* Securing 15 International Airports
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Who is Dedrone

* The largest investment in Counter Drone Security
Measures of over $43 million USD

* 40+ Research and Development Engineers
* Average 130% growth year over year

DronedbNA

* Largest database of drones in the World



Traditional Security is
Helpless against
Drones

Completely blind to
airborne threats:

« Smuggling

* Spying
e Terror

UNPROTECTED

PROTECTED



Malicious drones
threaten business and
society

npr

Prisons Work To Keep Out
Drug-Smuggling Drones

MIT
Technology
Review

A criminal gang used a swarm of
drones to disrupt an FBI raid

Bloomberg

FAA Warns of Drone Collision Risks
with Airplanes

@he WashingtonPost

ISIS drones are attacking U.S. troops
and disrupting airstrikes in Ragqqga
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Product Overview
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Open Systems Architecture

DETECTION SENSORS COMMAND & CONTROL PLATFORM EFFECTORS

RF Sensors

DroneDefender

Protective
Measures

Radar

PTZ Camera
DroneTracker

Alert
Notifications

Other 3rd

Flexible APIs
Party Sensors
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Phased Approach to Airspace Security

1

Threat
Assessment

nl |l



Machine Learning Based Sensor Data Fusion

Processing events from all sensors, sensor fusion, localization,
trigger alerting and automated countermeasures.

RF Sensors
SDR/ CUDA

Video Analytics
Deep Learning / CUDA

Radar

Data processing

Other Feeds

3rd party sensors

"’ DroneTracker

Sensor Fusion
Al based multi-sensor
data fusion

DroneDNA
Video Classifier Model
RF Signatures

Configuration and management
via cloud or on-prem
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Jammer

Countermeasures 1

Protective measures
Close shutters

Alert notifications
SMS, Push, E-mail

REST / Push / MQTT

Flexible APIs J




Radio Frequency (RF)
Sensors

DEDRONE'S OWN PRODUCTS

RF-160: Detection and
classification

 Fast, easy and
relatively inexpensive
way to start
discovering drone
activity within
perimeter of POI
Range up to 3.1 miles

(5 Km)
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1 Threat Assessment

Early Warning
Alerts

Alert sent via SMS or email
as soon asremote ordrone
are detected

» Gives security teams
extra time to react

« Keeps groupsinformed
as required

« Additional notifications
available through API

DroneTracker

[ip-172-31-56-166]
Drone Alert Start
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ALERT

Event

Alert ID

Detection

Sensors

Date/Time

Alert Started

SaSf4cfa7d95326c11604382

Remote: DJIPhantom Il Standard

DR1728B1001162W

Wed, 17 Jan 2018 13:17:486 UTC
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1 Threat Assessment

SUMMARY

Airspace Analytics 136 194 08:58.. 31 23
D I"IV e S e C u rlty TOTAL NUMBER OF ALERTS AVG ALERTS PER DAY AV, DURATION PER ALERT DAYS WITHALERTS MAX ALERTS PER DAY
Decisions

ALERTS BY DATE

40

2. 0ct 4,000 GOC B.0cT W0t 12.0¢T 14.0cr WH.OCr 1B.0ct 2000cT 22.0cT 24.0¢T 26.0¢r 28.0ct 30.0¢r

* Understand patternsin
drone aCtiVity ALERTS BY HOUR

* Quickly uncover concerning - e hOonDonn BE - DDDDohDDE
airspace activity wansn o 2 o o o o o o 1 3o o o 2 2 o o o o o o o o
+ Stay up-to-date with critical e e
information swsw | o 1] o o [ml o o|alol s [EN- -  -DER: -0 o
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Phased Approach to Airspace Security

2

Situational
Awareness

&




=i Dedrone

Dedrone RF-300

DEDRONE'S OWN PRODUCTS

Main Functions in the Platform

e Localizes and tracks
drone using three
Sensors

270°

« Completely passive
direction-finding

\
\ \
Drone DJI Phantom 4
36°14'34"N 114°52'43"W
3200m / 258° to POI

* Supplements RF-160
sensor

B " Dedrone

* Discreet form factor

* 1.6 Km range




Swarm Drone Detection with RF Sensors

", DroneTracker

SCREENCAST

v MONITORING 3ALERTS

DUl Inspire

Small deployment i Moimans

@) 3RF-300/1RF-160
<> 3 Drones detected

Click display to start video
(Video: Double speed)

DETAILS TARGET ID: 4

Drone DJI Inspire
won  51.314683,9.530081
peed 20M/s
Freq  2406.000 MHZ

Friend | | ignere | Foe

> SENSORS

=i Dedrone

HOME = ALERTS | REPORTS | OPTIONS | HELP

07/03/2019, 9:35:11 AM CEST



Pan-Tilt-Zoom (PTZ)
camera

3RD PARTY PRODUCT

Benefits

Optical verification

Visual auto-tracking
Determines the flight altitude
Discovers autonomous drones
Identifying of payloads
Significantly reduces radar
false alarms

In combination with RF
Sensors drones can be
classified

Range up to 12 miles

Dedrones open software platform
allows the implementation of any kind
of sensors, regardless of the
manufacturer.

=i Dedrone




Radar

3RD PARTY PRODUCT

Benefits

» Detects up to 512 threats
simultaneously

* Determines the flight altitude

+ Discovers autonomous drones

* Rangeup to 6 miles

* Incombination with a PTZ
camera false alarms are
significantly reduced

* In combination with RF
Sensors drones can be
classified

Drone verification and alarm only in
combination with a second device.

=i Dedrone




Drone Detection with Radar and PTZ camera

SCREENCAST

Extended deployment

@) 3RF-300/1RF-160

@ 1Radar

Q© 1PTZcamera
Q 1Drone detected

Click display to start video

. DroneTracker

v MONITORING

DETAILS TARGET ID: 14
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Phased Approach to Airspace Security

3

Counter-
measures
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3 Countermeasures

Mitigating Drone
Threats

Defensive Measure
e Track dronein real-time
» Trace flight back to pilot
* Inform security staff
* Block view, lock down
areas
» Recordvideo evidence
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Jammer

DEDRONE'S PRODUCT

DroneDefender: Benefits

» Multifrequency disruption
to block remote control
communication and
neutralize drones. No
remote action, including
detonation, can occur.

» Satellite signal disruption
to disable use of
automated navigation

» Mobile and fixed
installations

* Range up to 400 meters

©




Overall Summary - Multi-Sensor Platform

RF-160
Detection and
Analytics

Step 1
Threat assessment

RF-300
Localization and
Tracking

Step 2
Situational awareness

PTZ Camera
Optical
Verification

Step 3
Extended detection

Radar
Detection of
autonomous drones

Step 4
Complete detection

Jammer
Disruption of drone
frequencies

Step 5
Countermeasures



Nuclear plant
Case Study

Sensors installed

3 RF-300 +1RF-100

Monitored from Dedrone Ops

2477

Initial contract annually

$210k

Future proof due to

Open platform

No active sensors or signals

100% passive




Airport
Case Study

Sensorsinstalled

16 RF-300 + 3 RF-100

Monitored from Dedrone Ops

2477

Fully autonomous

No operator needed

Future proof due to

Open platform

No active sensors or signals

100% passive

Only power and poles

Does not need IT




", Dedrone
Thank you

Global Hec
w920




