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NOTICE
This presentation is part of an ongoing series: One CISO’s Opinion.
As such, the author’s opinions are his own and do not necessarily reflect the opinions of any employer, academic
institution or professional organization with which the author is or has been affiliated.

The following presentation does not constitute legal advice, and should not be construed as such.
Consult a legal professional regarding interpretation of the GDPR. Work with your legal team and Data Protection
Officer first before implementing any security or privacy policy, contracts or controls.

Direct references in this presentation to the various articles, rulings and interpretations of the laws mentioned should
be treated as incomplete excerpts and summaries only. Read the law thoroughly before attempting to comply.

General Data Protection Regulation
The GDPR (EU) 2016/679 was written by the European Parliament for purposes of data
protection and privacy for all individuals within the European Union (EU) and the European
Economic Area (EEA).
The GDPR’s primary purpose is to give citizens control over their personal data.
The GDPR fines for violation can go up to 20 million Euros or 4 percent of annual global
revenue, whichever is highest.

The GDPR doesn’t care how big or small you
are. Rather, it is looking at the data used,
how you handle that data, and how you are
able to respond to requests regarding it…

“I’ve heard plenty of people talking about
there being a DPO exemption for SMEs – this
is absolutely not the case.”
Peter Brown, Senior Technology Officer,
Information Commissioner’s Office (ICO), UK

Enforceable as of May 25, 2018

How Can the GDPR Be Enforced Against Me Outside of the EU?
•

Does your company have a
presence in the EU?

•

Does your country do business
with entities in the EU?

•

Are there regulatory and/or
trade agreements between the
EU and your country?

"European data protection rules will
become a trademark people recognise
and trust worldwide".
Viviane Reding, VP of the European Commission,
EU Justice Commissioner
January, 2012

Since the GDPR, your country either has already or probably will soon author similar laws…

“Personal Data” Defined

“Personal data is any information relating to an individual, whether it relates
to his or her private, professional or public life. It can be anything from a
name, a photo, an email address, bank details, posts on social networking
websites, medical information, or a computer’s IP address.”
European Commission press release, 25 January, 2012

ARTICLE 5 – Personal Data Must Be…
… processed lawfully, fairly and in a transparent manner…

… collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes…
… adequate, relevant and limited to what is necessary in relation to the purposes…
… accurate and, where necessary, kept up to date…

… kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed…
… processed in a manner that ensures appropriate security of the personal data…
Exceptions, caveats and greater detail exist - read Article 5 thoroughly

GDPR - Four Entities & Their Roles
Determines use and
purpose of data (with
consent of Data Subject)

Processes and/or
stores data (on
behalf of Controller)

DATA SUBJECT

CONTROLLER

PROCESSOR

SUPERVISORY
AUTHORITY

Individual who is identified by
the data, either directly or
indirectly (an EU citizen)

Must have reason to possess or
use personal data, must use only
for that reason, must ensure
accuracy of data, must protect
data, must inform supervisory
authority of breach, must
manage and assess processors
AND must prevent transfer to
insecure or unauthorized
processors

Must protect personal data,
must use it only for specified
reason agreed to with
controller, must have a signed
agreement with controller in
place, and must erase all
personal data once specified
services are terminated.

Public authority established by its
nation state that supervises and
enforces GDPR; each EU member
state has one.

Owns the data,
authorizes its use

May consent or opt out, May
obtain data upon request, May
know where data resides (upon
request), May have data be
deleted upon request.

Enforcement of
the GDPR

Conducts investigations, imposes
fines, and receives breach
notifications from controllers

Article 4 - Controllers and Processors
‘Controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the
processing of personal data; where the purposes and means of such processing are
determined by Union or Member State law, the controller or the specific criteria for its
nomination may be provided for by Union or Member State law;

‘Processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;
Where processing is to be carried out on behalf of a controller, the controller shall use
only processors providing sufficient guarantees to implement appropriate technical and
organizational measures in such a manner that processing will meet the requirements of
this Regulation and ensure the protection of the rights of the data subject.

GDPR Principles – Controllers Manage Their Processors
Remember:
You could be
both
Controller
AND
Processor!

•

Controllers sign a Data Processing Agreement with Processors

•

Personal data is collected only as necessary to specific purpose

•

Personal data is erased with the purpose has concluded

•

Controllers and Processors know the location where all personal data is
stored

•

Controllers take full security measures to protect the data from loss,
alteration, and from unauthorized Processors

•

Controllers assess the privacy and security standards of Processors

Three Phases to Compliance
Understand at all times your role as Contoller and/or Processor
PHASE

TASKS

PREPARATORY

Establish a Data Protection Officer (DPO) Role and Connect with CISO
Inventory All Personal Data
Document All Personal Data Flow Mappings – Both In-House and Out-Of-House
Develop All Contract Language & Policy Language

IMPLEMENTATION

Review and Revise ALL Contracts with ALL Processors and/or Controllers
Data Protection Impact Assessments & Privacy by Design
Minimize Personal Data, Data Flows, and Storage Sites
Implement Controls – Encryption, Password Protection, Data Monitoring, Etc.

GO LIVE &
SUSTAINING

Ongoing Classification
Fine-Tuning and Revising of Controls
Consent, Subject Access Requests (and Portability), Right to Erasure, Etc.
Data Breach Notification Processes (Only 72 hrs to Report!)

Article 35 - Data Protection Impact Assessment
DPIA’s help organizations to identify, assess, and mitigate privacy risks with regards to
data processing activities. Before implementing any new data processing system,
process or technology, conduct a DPIA. The DPIA should be conducted under the aegis
of the DPO.
“A data protection impact assessment … shall in particular be required in the case of:
a) a systematic and extensive evaluation of personal aspects relating to natural persons which
is based on automated processing, including profiling, and on which decisions are based
that produce legal effects concerning the natural person or similarly significantly affect the
natural person
b) processing on a large scale of special categories of data referred to in Article 9(1), or of
personal data relating to criminal convictions and offences referred to in Article 10; or
c) a systematic monitoring of a publicly accessible area on a large scale.”

Article 25 – Data Protection by Design and by Default
Organizations are now obligated to plan for and implement data privacy
starting with the design stage of any given project along with the lifecycle of
the relevant data processes:
“…the controller shall, both at the time of the determination of the means for processing and at
the time of the processing itself, implement appropriate technical and organisational measures,
such as pseudonymisation, which are designed to implement data-protection principles, such as
data minimisation, in an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and protect the rights of data
subjects…
…The controller shall implement appropriate technical and organisational measures for ensuring
that, by default, only personal data which are necessary for each specific purpose of the
processing are processed”

Article 20 - Data Portability
Any Subject Access Request must be fulfilled via the delivery of industry-standard, common, easy-to-parse formatted data:

“The data subject shall have the right to receive the personal data concerning him or her, which he or
she has provided to a controller, in a structured, commonly used and machine-readable format and
have the right to transmit those data to another controller without hindrance from the controller to
which the personal data have been provided…
…In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall
have the right to have the personal data transmitted directly from one controller to another, where
technically feasible.”

Mock, Simplified Data Processing Agreement (Do Not Use)

Not Compliant Yet? It Is Not Too Late!
A whitepaper released by Crowd Research, shortly before the May 25, 2018 “Go Live” for the GDPR Stated the Following:

•
•
•

60% of organizations would miss the initial deadline
7% of organizations were already in full compliance
33% were “well on their way” towards compliance
Will You Meet the GDPR Deadline?

Use This as
Motivation!
If you are not
compliant now, get
compliant as quickly as
possible. Compliance
is steadily growing,
and you don’t want to
be left behind.

Fully Compliant by May 25, 2018
"Well on the Way" to Compliance by May 25, 2018
At Risk of Missing Deadline of May 25, 2018

Source: “2018 GDPR Compliance Report” by Crowd Research Partners

You Will Hear That Encryption Is Not Strictly Required, BUT…
“In order to maintain security and to prevent processing in infringement of this Regulation, the controller or processor should
evaluate the risks inherent in the processing and implement measures to mitigate those risks, such as encryption…”
- (GDPR Recital 83)
There is also the following opinion on the ePrivacy regulation, referring to revised security requirements in the GDPR:
“A confidentiality breach of personal data that were encrypted with a state of the art algorithm is still a personal data breach,
and has to be notified.
However, if the confidentiality of the key is intact – i.e., the key was not compromised in any security breach, and was
generated so that it cannot be ascertained by available technical means by any person who is not authorised to access it –
then the data are in principle unintelligible. Thus, the breach is unlikely to adversely affect individuals and therefore would
not require communication to those individuals…”
- European Data Protection Board (WP29) Opinion 03/2014

Tools, Teams & Methods
Initial Phase
•

Data Inventory
•

•

Data Flow Mapping
•

•

Legal Team & DPO

Planned & Unplanned Processors
•

•

Endpoint, File-Level, Disk-Level & Database Encryption. Transit Encryption: HTTPS, SFTP, etc.

Contracts Review & Generation (DPA, SAR, Right to be Deleted)
•

•

Interviews with Stakeholders & IT Teams, CASB, Sniffers, Firewalls, IDS, DLP

Data Protection
•

•

DLP Crawler, Data Classification Crawler, Manual Processes

CASB, DLP, Firewalls, Manual Contracts Review (Legal Team, DPO)

DPIA
•

Manual Processes – DPO, Legal Team, GRC Team

Tools, Teams & Methods
Sustaining Phase
•

Data Classification & Mapping
•

•

Data Breach Notification
•

•

CASB, DLP, Firewalls, DPO & Legal Team

SAR, Right to Erasure, Consent, Etc.
•

•

Everything from Initial Phase + Templates, Data Classification Automation

Establish Proof of Identity, DPO & Legal Team

All Activities, Tools, Methods & Teams from Initial Phase, but Ongoing…

Establish Identity First

!

To prevent abuse, ANY interaction with a Data
Subject should also entail having that Data
Subject’s identity being validated – especially when
a SAR or a Right to be Deleted are involved.
Imagine someone requesting their enemy’s data, or
requesting that it be deleted.
Protect yourself before honoring any requests on
behalf of a Data Subject’s rights.

ePrivacy vs. GDPR
ePrivacy Regulations Seek to Complement GDPR while providing detail…
ePrivacy (Lex specialis), complements and overrides the GDPR (Lex generalis)

GDPR
ePrivacy

European Charter of Human Rights
Article 8 - protecting personal data

Primary Focus
Personal Data Protection

Article 7 - a person's private life

Unsolicited Marketing,
Cookies, Confidentiality

Published in January, 2018 as proposal text

The enforcement of the
confidentiality rules in
the Regulation will be
the responsibility of
national data protection
authorities, the same
ones in charge of
enforcing the GDPR

Directive on Privacy and Electronic Communications (Directive 2002/58/EC and the 2009 update, Directive 2009/136)
“The Cookie Law”, as with GDPR, has national interpretations
ePrivacy Directive becomes ePrivacy Regulation…
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