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Technology in ECommerce: An Overview on Internet

Technology in e-commerce is the backbone of modern online retail, encompassing a vast array of tools
and innovations aimed at enhancing user experience, streamlining operations, and driving sales. From
sophisticated algorithms powering personalized recommendations to secure payment gateways
ensuring transactional safety, technology permeates every facet of the e-commerce landscape. Al and
machine learning algorithms optimize inventory management, pricing strategies, and customer
service, while augmented reality and virtual try-on revolutionize the way consumers interact with
products online. Mobile optimization, chatbots, and voice commerce further augment accessibility and
convenience, catering to the evolving needs of digital consumers. With continual advancements,
technology continues to redefine the e-commerce paradigm, shaping the future of retail in an
increasingly digital age.

1. ECommerce Technology

E-commerce technology refers to the tools, platforms, and systems used to facilitate online
buying and selling of goods and services. It encompasses a wide range of technologies and
processes designed to make the online shopping experience efficient, secure, and user-friendly for
both businesses and consumers.

1.1. ECommerce Platforms

These are software solutions that enable businesses to set up online stores and manage their
operations. Popular e-commerce platforms include Shopify, Magento, WooCommerce (built
on WordPress), BigCommerce, and more. These platforms provide features like product
listings, shopping cart functionality, payment processing, and order management.

1.2. Website Design and Development

Creating an attractive and user-friendly website is crucial for e-commerce success. This
involves designing a visually appealing layout, optimizing for mobile devices, and ensuring
smooth navigation. Technologies like HTML, CSS, JavaScript, and frameworks like React or
Angular are often used in website development.

1.3. Payment Gateways

Payment gateways facilitate online transactions by securely processing payments from
customers. These gateways encrypt sensitive information such as credit card numbers to
ensure security. Popular payment gateways include PayPal, Stripe, Square, and
Authorize.Net.

1.4. Security Solutions

E-commerce websites must prioritize security to protect customer data and prevent fraud.
Technologies like Secure Sockets Layer (SSL) certificates, encryption, firewalls, and secure
authentication methods are used to safeguard online transactions and customer information.

1.5. Inventory Management Systems

These systems help businesses track and manage their inventory levels across multiple sales
channels. They automate processes such as stock tracking, reordering, and fulfillment to
ensure products are available when customers make purchases.

1.6. Customer Relationship Management (CRM)

CRM software helps businesses manage interactions with customers, track their preferences
and purchase history, and personalize marketing campaigns. This allows businesses to build
long-term relationships with customers and improve customer satisfaction.

1.7. Analytics and Reporting Tools

Data analytics tools provide insights into customer behavior, sales trends, and website
performance. By analyzing this data, businesses can make informed decisions to optimize
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their e-commerce strategy, improve conversion rates, and enhance the customer
experience.

1.8. Shipping and Logistics Solutions

E-commerce businesses rely on shipping and logistics partners to fulfill orders and deliver
products to customers efficiently. Integration with shipping carriers and fulfillment services
streamlines the shipping process and provides real-time tracking information to customers.

1.9. Mobile Commerce (M-commerce)

With the increasing use of smart phones and tablets, mobile commerce has become an
essential aspect of e-commerce. Technologies like mobile-responsive design, mobile apps,
and mobile payment options cater to the growing number of consumers who prefer to shop
on mobile devices.

1.10. Artificial Intelligence (AI) and Machine Learning (ML)

AI and ML technologies are increasingly being used in e-commerce for tasks such as product
recommendations, personalized marketing, fraud detection, and chatbots for customer
support. These technologies enhance the shopping experience and help businesses automate
repetitive tasks.

2. Role of internet in e-commerce Technology
2.1. Global Reach

The internet enables businesses to reach customers worldwide, breaking down geographical
barriers and expanding their market reach beyond local boundaries. With an online presence,
businesses can tap into a global customer base and sell their products or services to anyone
with internet access.

2.2. 24/7 Availability

E-commerce websites are accessible 24/7, allowing customers to browse products, make
purchases, and access customer support at any time of the day or night. This convenience is
one of the key advantages of online shopping and contributes to increased sales and
customer satisfaction.

2.3. Instant Communication

The internet enables real-time communication between businesses and customers through
various channels such as email, live chat, and social media. This instant communication
facilitates customer inquiries, order updates, and support requests, leading to better
customer service and faster problem resolution.

2.4. Online Transactions

The internet enables secure online transactions through payment gateways, allowing
customers to make purchases using credit/debit cards, digital wallets, bank transfers, and
other payment methods.

Secure encryption and authentication protocols ensure the confidentiality and integrity of
financial transactions, fostering trust between buyers and sellers.

2.5. Information Access

The internet provides access to vast amounts of product information, reviews, and
comparison tools, empowering customers to make informed purchasing decisions. E-
commerce websites typically offer detailed product descriptions, images, customer reviews,
and specifications to help customers evaluate products before making a purchase.

2.6. Personalization

Through data collection and analysis, e-commerce businesses can personalize the online
shopping experience for individual customers. The internet enables tracking of customer
preferences, browsing history, and purchase behavior, allowing businesses to offer
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personalized product recommendations, targeted promotions, and customized marketing
messages.

Supply Chain Management

The internet facilitates communication and collaboration between different stakeholders in
the supply chain, including suppliers, manufacturers, distributors, and logistics providers.
Online platforms and systems enable real-time inventory management, order processing,
and shipping coordination, optimizing the efficiency of the supply chain and reducing lead
times.

Market Research and Analytics

The internet provides access to valuable market research data and analytics tools that help
businesses understand market trends, consumer behavior, and competitive landscape. E-
commerce businesses can use web analytics, social media monitoring, and other tools to
gather insights and make data driven decisions to improve their strategies.

Digital Marketing

The internet offers various digital marketing channels and tools that e-commerce businesses
can leverage to promote their products and attract customers. These include search engine
optimization (SEQO), pay-per-click (PPC) advertising, social media marketing, email
marketing, content marketing, and influencer partnerships.

E-commerce Ecosystem

The internet fosters the development of an e-commerce ecosystem comprising platforms,
marketplaces, payment gateways, shipping carriers, and other service providers. This
ecosystem provides businesses with access to infrastructure and services that support their
online operations, making it easier to launch and scale e-commerce businesses.

3. Basic Network Architecture and Layered Model in e-commerce
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Basic Network Architecture

Network architecture refers to the structure, components, and arrangement of computer
networks, including hardware, software, protocols, and communication channels. It outlines
how data flows between devices and systems within the network, ensuring efficient
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communication and data exchange. Network architecture encompasses various elements
such as routers, switches, servers, firewalls, and cables, organized in a hierarchical or
distributed manner. It defines the rules and standards for connecting devices, transmitting
data, and ensuring network security and reliability. A well-designed network architecture is
essential for supporting e-commerce operations, providing fast and secure access to online
platforms, and facilitating seamless transactions between buyers and sellers.

Network architecture in e-commerce typically involves the following components:

3.1.1. Clients

These are the end-user devices such as computers, smartphones, or tablets used to
access ecommerce websites or applications.

3.1.2. Servers

Servers host the e-commerce websites or applications and handle requests from clients.
They store product information, process transactions, manage user accounts, and
perform other backend functions.

3.1.3. Internet

The internet serves as the communication medium that connects clients to servers. It
enables data exchange between users and e-commerce platforms through various
protocols and networking technologies.

3.1.4. Firewalls and Security Devices

Firewalls, intrusion detection systems (IDS), and other security devices are used to
protect ecommerce networks from unauthorized access, malware, and other cyber
threats. They monitor and filter network traffic to ensure the security and integrity of
data transmission.

3.1.5. Payment Gateways and Third-Party Services

Payment gateways and other third-party services facilitate online transactions by securely
processing payments and providing additional functionalities such as shipping, inventory
management, and analytics.

3.1.6. Content Delivery Networks (CDNs)

CDNs are used to improve the performance and reliability of e-commerce websites by
caching content and delivering it from servers located closer to the user’s geographical
location. This reduces latency and speeds up page load times, enhancing the user
experience.

3.1.7. Database Servers

Database servers store and manage the structured data used by e-commerce platforms,
including product catalogs, customer information, order history, and transaction records.

3.2. Layered Model in e-commerce

The layered model, also known as the OSI (Open Systems Interconnection) model or TCP/IP
(Transmission Control Protocol/Internet Protocol) model, provides a conceptual framework
for understanding how network communication occurs. It consists of several layers, each
responsible for specific functions:

3.2.1. Physical Layer (Layer 1)

This layer deals with the physical transmission of data over the network, including the
transmission medium (e.g., cables, wireless signals) and the electrical or optical
signaling.

3.2.2. Data Link Layer (Layer 2)
The data link layer is responsible for framing data into packets, error detection and
correction, and managing access to the physical medium. Ethernet and Wi-Fi are
examples of protocols operating at this layer.
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3.2.3. Network Layer (Layer 3)

The network layer handles the routing of data packets between different networks. IP
(Internet Protocol) is the primary protocol used at this layer, and routers are devices that
operate at this level.

3.2.4. Transport Layer (Layer 4)

This layer ensures reliable end-to-end communication between applications. It manages
data segmentation, flow control, and error recovery. TCP (Transmission Control Protocol)
and UDP (User Datagram Protocol) are common protocols at this layer.

3.2.5. Session Layer (Layer 5)

The session layer establishes, maintains, and terminates communication sessions
between applications. It handles session synchronization, check pointing and recovery.

3.2.6. Presentation Layer (Layer 6)

The presentation layer is responsible for data translation, encryption, and compression to
ensure that data exchanged between applications is in a format that can be understood
by both parties.

3.2.7. Application Layer (Layer 7)

The application layer provides interfaces for applications to access network services.
Protocols such as HTTP (Hypertext Transfer Protocol), SMTP (Simple Mail Transfer
Protocol), and FTP (File Transfer Protocol) operate at this layer.

4. Internet Architecture

The internet is a complex and decentralized network of interconnected computers, servers, and
devices that allows for the exchange of information and communication between users and
machines all around the world. The architecture of the internet is the underlying design and
organization of this network, including the protocols, standards, and technologies that enable its
functionality. In this article, we will discuss the architecture of the internet, its history, and its
current state.

4.1. History of the Internet Architecture

The internet architecture can be traced back to the 1960s when the US Department of
Defense developed the Advanced Research Projects Agency Network (ARPANET) as a means
of communication for researchers and scientists across the country. ARPANET used packet
switching, a method of transmitting digital data in small units or packets, to enable more
efficient and reliable communication between computers.

Over time, ARPANET evolved into the internet, a global network of interconnected
computers and devices that allowed for the exchange of information and communication on
a much larger scale. The development of the World Wide Web in the early 1990s further
expanded the capabilities of the internet, allowing users to access and share information
through web browsers and hypertext links.

The architecture of the internet has continued to evolve and adapt to changing technology
and user needs. Today, the internet is a vast and complex network of interconnected devices
and systems, with many different protocols and standards that enable its functionality.

4.2, Key Components of the Internet Architecture

The architecture of the internet is composed of several key components that work together
to enable communication and information exchange between users and devices. These
components include:

1. Endpoints: These are the devices that are connected to the internet, such as computers,
smartphones, servers, and other devices. Endpoints communicate with each other
through the network.
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2. Transmission Media: These are the physical channels through which data is transmitted
over the network, including copper wires, fiber optic cables, and wireless communication
channels.

3. Protocols: These are the rules and standards that govern how data is transmitted and
received over the network. Protocols include the Transmission Control Protocol/Internet
Protocol (TCP/IP), which is used to transfer data over the internet.

4. Network Infrastructure: This includes the routers, switches, and other networking
devices that are used to connect endpoints and transmit data over the network.

5. Domain Naming Service (DNS): This is the system that translates domain names into
IP addresses, which are used to identify and locate devices on the internet.

6. Web Servers: These are the servers that host websites and web applications, allowing
users to access and interact with content on the web.

7. Clients: These are the software applications that users use to interact with web servers
and access content on the web, including web browsers, email clients, and other
applications.

4.3. Current State of the Internet Architecture

The architecture of the internet has evolved significantly since its early days, and today it is
a complex and decentralized network that spans the globe. The internet has enabled
unprecedented levels of communication and information exchange, and has become an
essential part of modern society.

One of the key challenges facing the internet architecture today is the increasing demand for
bandwidth and network capacity. As more and more devices and services are connected to
the internet, the network must be able to handle the increased traffic and data transfer
demands. This has led to the development of new technologies such as 5G wireless networks
and high-speed fiber optic connections.

Another challenge facing the internet architecture is the need to balance security and privacy
with openness and accessibility. The internet has enabled the free flow of information and
communication, but it has also created new opportunities for cyber attacks, data breaches,
and other security threats. As a result, there is a growing need for robust security measures
and privacy protections to ensure that the internet remains safe and secure for all users.

5. Network Hardware and Software Considerations in e-commerce

In e-commerce, Network Hardware and Software considerations are crucial for seamless
operations. Hardware encompasses routers, switches, servers, and firewalls, ensuring reliable
connectivity, data storage, and security. Software, including operating systems, database
management systems, and security protocols, governs data processing, user interactions, and
safeguarding transactions. Scalability and reliability are paramount, requiring robust hardware
capable of handling increasing traffic volumes without compromising performance. Likewise,
software must be regularly updated to patch vulnerabilities and adapt to evolving cyber threats.
Compatibility across devices and platforms ensures a seamless user experience, bolstering trust
and fostering repeat business. Overall, a well integrated network infrastructure is essential for e-
commerce success, facilitating secure transactions and optimized user engagement.

5.1. Network Hardware Considerations
1. Servers:

e Web Servers:

These host the e-commerce website or application. Considerations include server
capacity, scalability, and redundancy to handle fluctuations in traffic and ensure high
availability.

o Database Servers:
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These store and manage product catalogs, customer information, and transaction
data. Performance, reliability, and data security are critical considerations.

e Load Balancers:

Used to distribute incoming web traffic across multiple servers to optimize
performance and prevent overload on any single server. Load balancers improve
scalability and fault tolerance.

e Firewalls and Security Appliances:

Essential for protecting e-commerce networks from unauthorized access, malware,
and other cyber threats. Next-generation firewalls provide advanced security features
such as intrusion prevention, application control, and malware detection.

2. Networking Equipment:

¢ Routers:

Responsible for directing traffic between different networks and ensuring efficient
data transmission. High-performance routers with advanced routing protocols support
reliable connectivity and network segmentation.

e Switches:

Used to connect devices within a local area network (LAN) and manage data traffic at
the packet level. Gigabit Ethernet switches with Quality of Service (QoS) capabilities
ensure high-speed and reliable data transfer for e-commerce applications.

e Wireless Access Points (WAPs):

Provide wireless network connectivity for mobile devices and laptops. Secure WAP
deployment and proper channel planning are essential to minimize interference and
ensure optimal coverage.

¢ Network Attached Storage (NAS):

Used for storing and sharing files, backups, and multimedia content. NAS devices
offer scalable storage capacity and data redundancy features like RAID to protect
against data loss.

3. Physical Infrastructure:

e Cabling:

Choose the appropriate cabling infrastructure (e.g., Ethernet, fiber-optic) based on
factors such as distance, bandwidth requirements, and environmental conditions.
Proper cable management and labeling simplify troubleshooting and maintenance.

e Power Backup:

Implement uninterruptible power supply (UPS) systems to provide backup power in
case of outages and ensure continuous operation of critical network equipment.
Redundant power supplies and generators further enhance reliability.

e Cooling and Environmental Controls:

Maintain optimal temperature and humidity levels in server rooms and data centers
to prevent equipment overheating and ensure reliability. HVAC systems and
environmental monitoring tools help regulate environmental conditions.

5.2. Network Software Considerations
1. Operating Systems:

e Server OS:

Choose a stable and secure server operating system (e.g., Linux, Windows Server)
that meets the requirements of e-commerce applications. Regular security updates
and patches are essential to address vulnerabilities and protect against cyber threats.
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o Database Management Systems (DBMS):
Select a reliable DBMS (e.g., MySQL, PostgreSQL, MongoDB) for storing and
managing e-commerce data. Consider factors such as scalability, performance, and
data integrity when choosing a database solution.

2. Security Systems:

¢ Firewall Software:

Install and configure firewall software to monitor and control incoming and outgoing
network traffic. Application-layer firewalls provide granular control over traffic based
on application protocols and user identities.

e Intrusion Detection and Prevention Systems (IDPS):

Deploy IDPS solutions to detect and respond to security threats in real-time. IDPS
solutions analyze network traffic and system logs to identify suspicious behavior and
prevent cyber attacks.

e Antivirus and Antimalware Software:

Install antivirus and antimalware software on servers and endpoints to detect and
remove malicious software. Keep antivirus signatures and malware definitions up to
date to protect against the latest threats.

e Encryption Software:

Implement encryption software to secure sensitive data in transit and at rest.
Transport Layer Security (TLS) and Secure Sockets Layer (SSL) protocols encrypt
data transmitted over the network, while disk encryption protects data stored on
servers and storage devices.

3. Monitoring and Management Tools:

¢ Network Monitoring:

Use network monitoring tools to track network performance, identify bottlenecks, and
troubleshoot connectivity issues. Monitoring software provides real-time visibility into
network traffic, bandwidth utilization, and device status.

e Server Monitoring:

Monitor server performance metrics such as CPU usage, memory utilization, disk I/0,
and network throughput. Server monitoring tools generate alerts for abnormal
behavior and performance degradation, allowing administrators to take corrective
actions promptly.

¢ Configuration Management:
Implement configuration management tools to automate the provisioning,
deployment, and maintenance of network devices and servers. Configuration

management solutions ensure consistency and compliance with security policies and
best practices.

4. ECommerce Platforms and Applications:

¢ E-commerce Software:

Choose a robust and feature-rich e-commerce platform (e.g., Shopify, Magento,
WooCommerce) that meets the requirements of your business. Consider factors such
as scalability, customization options, integration capabilities, and support for mobile
commerce.

¢ Content Management Systems (CMS):

Integrate e-commerce platforms with CMS solutions (e.g., WordPress, Drupal) to
manage website content, product listings, and digital assets. CMS platforms offer
tools for content creation, publishing, and version control.
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¢ Payment Gateways:

Integrate payment gateway services (e.g., PayPal, Stripe, Square) to securely
process online transactions and accept payments from customers. Choose payment
gateways that support multiple payment methods, currencies, and fraud prevention
measures.

e Customer Relationship Management (CRM):

Implement CRM software to manage customer interactions, track sales leads, and
personalize marketing campaigns. CRM solutions integrate with e-commerce
platforms to synchronize customer data and improve customer engagement and
retention.

5. Content Delivery Networks (CDNs):

e CDN Services:

Use CDN services to accelerate content delivery, reduce latency, and improve website
performance for geographically dispersed users. CDN providers cache static assets
(e.g., images, CSS files, JavaScript) on edge servers located closer to end-users,
resulting in faster page load times and better user experience.

¢ Dynamic Content Optimization:
Leverage CDN features like dynamic content optimization to cache and deliver
personalized or dynamically generated content efficiently. CDN providers offer tools

for cache invalidation, content prefetching, and content compression to optimize the
delivery of dynamic web pages and API responses.

6. Analytics and Reporting Tools:

¢ Web Analytics:

Use web analytics tools to track website traffic, user behavior, and conversion rates.
Web analytics solutions provide insights into key performance indicators (KPIs) such
as page views, bounce rate, session duration, and revenue generated.

e Business Intelligence (BI):
Implement BI tools to analyze e-commerce data and generate actionable insights for
business decision making. BI platforms offer dashboards, reports, and data
visualization capabilities to monitor performance trends, identify opportunities, and
mitigate risks.

e A/B Testing:
Conduct A/B tests and multivariate tests to optimize website design, layout, and
content for better conversion rates. A/B testing tools enable marketers and web
developers to experiment with different variations of web pages and measure the
impact on user engagement and conversion metrics.

7. Communication and Collaboration Tools:

e Email Marketing:
Use email marketing platforms to create and send promotional campaigns,
newsletters, and transactional emails to customers. Email marketing tools offer
features for list segmentation, automation, personalization, and performance
tracking.

¢ Live Chat:
Integrate live chat software into e-commerce websites to provide real-time support
and assistance to customers. Live chat tools enable agents to engage with visitors,
answer questions, resolve issues, and offer product recommendations.

e Collaboration Platforms:
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Deploy collaboration platforms (e.g., Slack, Microsoft Teams) to facilitate
communication and collaboration among e-commerce teams. Collaboration tools
support instant messaging, file sharing, video conferencing, and project management
capabilities.

6. The making of world wide web

The creation of the World Wide Web (WWW) marks a pivotal moment in human history,
revolutionizing the way we communicate, share information, and interact with digital content. The
journey towards its inception is a story of collaboration, innovation, and visionary thinking, led by
Sir Tim Berners-Lee, a British computer scientist.

In the late 1980s, Berners-Lee was working as a software engineer at CERN, the European
Organization for Nuclear Research, located in Geneva, Switzerland. Faced with the challenge of
sharing and accessing vast amounts of research data across different computer systems, Berners-
Lee conceived the idea of a decentralized system for linking and accessing documents over the
Internet.

At the heart of Berners-Lee’s vision was the concept of hypertext, a non-linear system of text-
based links that allow users to navigate between different documents. Building upon existing
technologies such as the Internet, TCP/IP protocols, and markup languages like SGML (Standard
Generalized Markup Language), Berners-Lee developed the foundational components of the World
Wide Web.

One of the key innovations was the creation of the Hypertext Transfer Protocol (HTTP), a
standardized protocol for transmitting hypertext documents over the Internet. HTTP defines how
web servers and web browsers communicate with each other to request and deliver web
resources, forming the basis of the client-server model that underpins the Web.

In addition to HTTP, Berners-Lee developed the first web browser and web server software. The
first web browser, called WorldWideWeb (later renamed Nexus), was both a browser and an editor,
allowing users to create and browse web pages. The first web server, named CERN httpd, served
as the repository for the initial collection of web pages and resources.

Berners-Lee also introduced the concept of Uniform Resource Locators (URLs), standardized
addresses that identify the location of web resources on the Internet. URLs consist of several
components, including the protocol (e.g., http:// or https://), the domain name (e.g.,
example.com), and the path to the specific resource (e.g., /pagel.html), providing a uniform way
to access web content.

Another fundamental innovation was the development of Hypertext Markup Language (HTML), a
markup language for creating structured documents with hyperlinks and multimedia elements.
HTML provides a set of tags that define the structure and content of web pages, including
headings, paragraphs, images, links, and more.

On August 6, 1991, Berners-Lee posted a summary of the World Wide Web project on the alt.
hyper text newsgroup, making the concept of the Web publicly accessible for the first time. This
marked the official birth of the World Wide Web, setting in motion a transformative journey that
would forever change the way we interact with information and technology.

In the years that followed, the World Wide Web rapidly gained popularity and adoption, fueled by
the emergence of user-friendly web browsers such as Mosaic, Netscape Navigator, and Internet
Explorer. The introduction of graphical user interfaces, multimedia support, and search engines
further enhanced the accessibility and usability of the Web, making it a ubiquitous and
indispensable part of modern life.

Today, the World Wide Web is a vast ecosystem of interconnected web pages, applications, and
services, facilitating a wide range of activities, including e-commerce, social networking, online
education, entertainment, and more. Its impact extends far beyond the realm of technology,
influencing virtually every aspect of society, culture, and commerce on a global scale.

The making of the World Wide Web is not just a story of technological innovation, but also a
testament to the power of collaboration, openness, and creativity. It serves as a reminder of the
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profound impact that individuals, working together towards a common goal, can have in shaping
the future of humanity.

7. Web system Architecture

A Web system architecture is the underlying design and organization of a web-based system,
including the technologies, protocols, and components that enable its functionality. The
architecture of a web system determines how the different components interact with each other,
how data is transmitted, and how the user interface is presented.

7.1. Key Components of Web System Architecture:

¢ Client-Side Components:

These are the components that run on the client-side, which is typically the user’s
computer or device. Client-side components include web browsers, scripting
languages, and user interface components such as buttons and menus.

e Server-Side Components:

These are the components that run on the server-side, which is typically a remote
server or cloudbased system. Server-side components include web servers,
application servers, and databases.

¢ Communication Protocols:

These are the protocols that govern how data is transmitted between the client-side
and server-side components. The most common communication protocols used in
web system architecture include HTTP, HTTPS, and Web Sockets.

e Data Formats:

These are the formats used to represent and transmit data between the client-side
and server-side components. Common data formats used in web system architecture
include JSON, XML, and CSV.

e APIs:

APIs, or Application Programming Interfaces, are the interfaces that enable
communication and data exchange between different components of the web system.
APIs provide a standardized way for applications and services to interact with each
other.

e Security:

Web system architecture must also include security mechanisms to protect against
threats such as hacking, data breaches, and other cyber attacks. Security
mechanisms can include encryption, authentication, and access control.

7.2. Types of Web System Architecture:

¢ Client-Server Architecture:

This is the most common type of web system architecture, where the client-side and
server-side components are separate entities. The client-side component typically
consists of a web browser, while the server-side component includes a web server,
application server, and database.

e Single-Page Applications (SPA):
This type of web system architecture is designed to provide a more responsive user
interface, where the user interface is loaded once and then updated dynamically
without requiring a full page refresh. SPA is typically implemented using JavaScript
frameworks such as React and Angular.

e Microservices Architecture:

This architecture is designed to break down a large, monolithic application into
smaller, independent services that can be developed and deployed separately. Each
micro service is responsible for a specific function or feature, and communication

between services is typically done using APIs.
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e Progressive Web Apps (PWA):

PWAs are web applications that are designed to provide a native app-like experience
on mobile devices. PWAs use a combination of web technologies such as HTML, CSS,
and JavaScript, along with features such as offline caching and push notifications.

8. ISP, URL'’s, and HTTP, Cookies

Internet Service Providers (ISPs) are companies that provide users with access to the Internet.
They typically offer various types of Internet connections, including dial-up, DSL, cable, fiber-optic,
and wireless. ISPs play a crucial role in connecting users to the broader Internet infrastructure,
routing data packets between devices and networks.

8.1. Role of Internet Service Providers (ISPs):

1. Internet Access Provider:

Perhaps the most fundamental role of ISPs is to provide users with access to the
Internet. ISPs offer various types of Internet connections, including dial-up, DSL, cable,
fiber-optic, and wireless, allowing individuals, businesses, and organizations to connect
to the Internet and access digital resources such as websites, email, and online services.

2. Network Infrastructure Provider:

ISPs maintain and operate the network infrastructure necessary for transmitting data
packets between devices and networks. This infrastructure includes routers, switches,
cables, and other networking equipment that form the backbone of the Internet. ISPs
invest in building and maintaining robust network infrastructure to ensure reliable
connectivity and high-speed data transmission for their customers.

3. Data Transmission and Routing:

ISPs are responsible for transmitting data packets between users and the Internet, as
well as routing data between different networks and destinations. When a user sends a
request to access a website or online service, the request is routed through the ISP’s
network to the appropriate destination, and the requested data is transmitted back to
the user via the same route.

4. Internet Protocol (IP) Address Allocation:

ISPs allocate and manage Internet Protocol (IP) addresses, which are numerical
identifiers assigned to devices connected to the Internet. IP addresses enable devices to
communicate with each other over the Internet by specifying the source and destination
of data packets. ISPs obtain blocks of IP addresses from regional Internet registries
(RIRs) and distribute them to their customers, ensuring that each device has a unique
address.

5. Value-Added Services:

In addition to basic Internet access, many ISPs offer value-added services to enhance
the functionality and usability of their Internet offerings. These services may include
email hosting, domain registration, web hosting, cloud storage, security services (e.g.,
antivirus, firewall), and content filtering. By bundling these services with Internet
access, ISPs can differentiate their offerings and attract and retain customers.

8.2. URLs (Uniform Resource Locators)

URLs (Uniform Resource Locators) are addresses used to identify and locate resources on
the World Wide Web. A URL consists of several components, including the protocol (e.g.,
http:// or https://), the domain name (e.g., example.com), and the path to the specific
resource (e.g., /pagel.html). URLs provide a standardized way to access web pages, files,
images, and other resources on the Internet.

8.2.1. Functions of URLs (Uniform Resource Locators):

1. Resource Identification:
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URLs uniquely identify resources on the Internet, including web pages, files, images,
videos, and other digital content. By specifying the protocol (e.g., http:// or https://),
domain name (e.g., example.com), and path to the resource (e.g., /pagel.html), URLs
provide a standardized way to reference and access digital content across the Web.

2. Addressing Scheme:
URLs define a standardized addressing scheme for locating resources on the Internet.
They consist of several components, including the protocol, domain name, port number
(optional), path, query parameters (optional), and fragment identifier (optional),
organized in a hierarchical structure. This addressing scheme allows web browsers and
other software applications to interpret and process URLs to retrieve the corresponding
resources.

3. Navigation and Linking:

URLs enable users to navigate between different resources on the Web by providing
clickable links embedded in web pages. Hyperlinks containing URLs allow users to jump
directly to another web page, website, or digital resource with a single click, facilitating
seamless navigation and exploration of interconnected content on the Internet.

4. Resource Retrieval:

URLs are used to retrieve resources from web servers over the Hypertext Transfer
Protocol (HTTP) or other communication protocols. When a user enters a URL into a web
browser or clicks on a hyperlink, the browser sends a request to the corresponding web
server identified by the URL, asking for the specified resource. The web server then
responds to the request by transmitting the requested resource back to the user’s
browser for display.

5. Resource Addressing amd Fragmentation:

URLs support the addressing and fragmentation of resources into smaller, more granular
components. The path component of a URL specifies the location of the resource within
the web server’s file system hierarchy, allowing for the organization and structuring of
content. Additionally, URLs may include fragment identifiers (#) to specify a specific
section or anchor within a web page, enabling users to link directly to a particular part of
a document.

8.3. HTTP (Hypertext Transfer Protocol

HTTP (Hypertext Transfer Protocol) is the protocol used for transferring hypertext
documents on the World Wide Web. It defines how web browsers and web servers
communicate with each other to request and transmit web resources. HTTP operates as
a stateless protocol, meaning that each request from the client is processed
independently, without any knowledge of previous interactions. HTTP is the foundation of
the client-server model that underpins the Web.

8.3.1. Role of HTTP (Hypertext Transfer Protocol):

1. Resource Retrieval:

HTTP enables clients, such as web browsers, to retrieve resources from web servers over
the Internet. When a user enters a URL into a web browser or clicks on a hyperlink, the
browser sends an HTTP request to the corresponding web server, asking for the specified
resource. The web server then responds to the request by transmitting the requested
resource back to the user’s browser for display.

2. Client-Server Communication:

HTTP facilitates communication between clients and servers in a client-server model.
Clients, such as web browsers or mobile apps, send HTTP requests to servers, which
then process the requests and send back HTTP responses containing the requested
resources. This request-response model forms the basis of how information is exchanged
between clients and servers on the Web.
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. Stateless Protocol:

HTTP is a stateless protocol, meaning that each request from the client is processed
independently, without any knowledge of previous interactions. This simplicity and lack
of server-side state make HTTP highly scalable and efficient, as servers do not need to
maintain session information or track the state of individual clients between requests.

. Uniform Resource Identification (URI):

HTTP defines a standardized syntax for Uniform Resource Identifiers (URIs), which are
used to identify and locate resources on the Web. URIs, commonly represented as URLs
(Uniform Resource Locators), specify the protocol (e.g., http:// or https://), domain
name, path, and other components needed to locate a specific resource on the Internet.
HTTP relies on URIs to uniquely identify and address resources in HTTP requests and
responses.

. Hypertext Transfer:

HTTP was designed to transfer hypertext documents, which consist of structured text
containing hyperlinks that allow users to navigate between different resources on the
Web. Hypertext documents are encoded using markup languages such as HTML
(Hypertext Markup Language) and can include various types of media, including text,
images, videos, and interactive elements. HTTP facilitates the transmission of hypertext
documents between clients and servers, enabling users to access and interact with
digital content on the Web.

Cookies

Cookies are small pieces of data stored on a user’s device by websites they visit. Cookies
serve various purposes, including session management, user authentication,
personalization, and tracking user behavior. When a user visits a website, the site may
send a cookie to the user’s browser, which stores

it locally. The next time the user visits the same site, the browser sends the cookie back
to the server, allowing the site to recognize the user and provide a personalized
experience.

Cookies can be classified into different types based on their lifespan and scope:

. Session Cookies:

Session cookies are temporary cookies that are deleted when the user closes their
browser. They are used to maintain session state between multiple page views or
interactions within a single browsing session.

. Persistent Cookies:

Persistent cookies are stored on the user’s device for a specified period, even after the
browser is closed. They are used to remember user preferences and settings across
multiple browsing sessions.

. First-Party Cookies:

First-party cookies are set by the website the user is currently visiting. They are typically
used for purposes such as authentication, session management, and personalization.

. Third-Party Cookies:

Third-party cookies are set by domains other than the one the user is currently visiting.
They are often used for advertising, tracking user behavior across multiple websites, and
generating targeted advertisements.
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