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CYBER RISK 
 

 

 

The potential of loss or harm related to 

technical infrastructure or the use of 

technology within an organization 
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WHAT’S THE RISK? 

Identity theft 

Fraud 

Computer 
or IOT 
attack 

Extortion 

Data breach 
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4,000 SERVERS 

 

45,000 COMPUTERS 

 

2500 APPLICATIONS 
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Fed Ex 

 $400 million 

Merck 
Pharmaceuticals 

$870 million 

A.P. Moller-
Maersk 

 $300 million 

Nuance 
Communications 

$68 million 

Mondelez 
International 

 $188 million 

Reckitt Benckiser 
$129 million 

St. Gobain 
Construction $384 

million 



24 HOURS OF WANNACRY INFECTION 
CRIPPLED 200,000 COMPUTERS IN 160 COUNTRIES COSTING 

BETWEEN $4 AND $8 BILLION 
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NORSK HYDRO CYBER ATTACK 
 

 

     Norwegian Aluminum Producer 

       

      Ransomware infection LockerGoga infected all  

 workstations at the same time 

 

 Costs exceed $75 million 
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YOU CAN OUTSOURCE THE 

FUNCTION 

BUT NOT THE RISK 



“Data owner” is company  

who originally had the data 

WHAT DO YOU OUTSOURCE? 

Data owner has liability for 

privacy no matter where data is compromised! Suppliers 

Payment 

processors 

Payment 

services 
(PayPal,  

etc.) 

Vendors 

Cloud 
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Beazley Breach Insights, May, 2019 



THE REGULATORY ENVIRONMENT 

State Data Breach Laws Children’s Online Privacy Protection 

Act (COPPA) 

Health Insurance Portability & Accountability Act 

(HIPAA) 

Health Information Technology for Economic & 

Clinical Health Act (HITECH Act) Gramm-Leach-Bliley 

Securities and Exchange Commission 

(SEC) 

Sarbanes-Oxley 

FDIC and FFIEC 

Federal Information Security Management 

Act (FISMA) 

Payment Card Industry Data Security Standard (PCI-DSS) 
 

GDPR (General Data Protection Regulation 

California Consumer 

Protection Act 

FTC 
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Marriott:  $123 million 

British Airways:  $230 million 



 

17 



18 

 Breach Coach 

Forensic IT 

Legal 

Notification 
Expenses 

Public Relations 

Remediation 
Expenses 

Network 
Security Liability 

Privacy Liability 

Regulatory 
Fines/Penalties 

Extortion  

Digital Assets 

Physical Assets 

Business 
Interruption 

Contingent BI 

System failure 

Media Liability 



CYBER CRIME 

• Computer Fraud 

 

• Funds Transfer Fraud 

 

• Social Engineering Fraud 

 

• Invoice Manipulation Fraud 

 

• Telecommunications Fraud 
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CYBER INSURANCE RESOURCES 

• Post-Breach 

– Response team 

– Negotiated vendor relationships 

– Privacy attorneys/forensics/PR 

 

 

• Pre-Breach 

– Employee training modules 

– Cyber risk assessments 

– Cybersecurity consultation 

– Hardware/software offerings 

– Discounted services (pen tests, scans, etc.) 
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HOW TO ASSESS CYBER RISKS? 
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 Understand critical assets 

 

 Determine risk strategy 

 

 Risk assessment 

 

 Modeling/analytics 

 

 Have a plan! 

 

 

 

 



CONTACT: 

CARLA BORDA 
CARLA.BORDA@ASSOCIATEDBRC.COM  

262-439-4726 

 

TAKE OUR CYBER RISK SURVEY 

HTTPS://WWW.ASSOCIATEDBRC.COM/EXPERTISE/SPECIALTY-

COVERAGES/CYBER-LIABILITY 

mailto:Carla.Borda@associatedbrc.com

