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[bookmark: purpose]1. Purpose
Human Aspect Fieldwork Ltd (“Human Aspect”) is committed to protecting the confidentiality, integrity, and availability of information entrusted to us by clients, research participants, healthcare professionals, employees, and business partners.
This policy establishes the principles and controls used to safeguard information assets and reduce information security risks.

[bookmark: scope]2. Scope
This policy applies to:
· Employees
· Directors
· Contractors
· Consultants
· Temporary workers
· Third-party suppliers handling company information
It covers all company information assets including:
· Personal data
· Client information
· Research data
· Financial records
· Electronic systems
· Cloud-based applications
· Paper records

[bookmark: information-security-objectives]3. Information Security Objectives
Human Aspect aims to:
· Protect confidential information from unauthorised access.
· Maintain the accuracy and integrity of information.
· Ensure information remains available when required.
· Meet legal, regulatory, and contractual obligations.
· Protect client and participant trust.
· Reduce cybersecurity risks.

[bookmark: access-control]4. Access Control
Access to systems and information shall be granted based on business need.
Human Aspect will:
· Use individual user accounts.
· Require strong passwords.
· Restrict administrative privileges.
· Remove access promptly when no longer required.
· Review access permissions periodically.

[bookmark: device-security]5. Device Security
All company devices shall:
· Be password protected.
· Use up-to-date operating systems.
· Receive security updates regularly.
· Use anti-malware protection where appropriate.
· Be securely configured to minimise vulnerabilities.
Lost or stolen devices must be reported immediately.

[bookmark: data-security]6. Data Security
Human Aspect will:
· Store data within approved systems.
· Use secure file transfer methods.
· Restrict access to confidential data.
· Apply encryption where appropriate.
· Maintain secure backups of critical information.

[bookmark: incident-management]7. Incident Management
All suspected security incidents must be reported immediately to management.
Incidents include:
· Unauthorised access
· Malware infections
· Lost devices
· Data breaches
· Phishing attempts
· System compromise
Incidents will be investigated and managed in accordance with the Data Breach Notification Policy.

[bookmark: supplier-security]8. Supplier Security
Third-party suppliers that process personal or confidential information must demonstrate appropriate security controls.
Where required, Human Aspect will use:
· Data Processing Agreements
· Confidentiality agreements
· Supplier security assessments

[bookmark: training-and-awareness]9. Training and Awareness
All personnel will receive:
· Data protection awareness training
· Information security guidance
· Incident reporting procedures
Refresher training will be conducted periodically.

[bookmark: policy-review]10. Policy Review
This policy will be reviewed annually and updated as necessary.
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