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[bookmark: purpose]1. PURPOSE
Human Aspect Fieldwork Ltd is committed to protecting the privacy, confidentiality, integrity, and availability of personal data processed during the delivery of participant recruitment and fieldwork services.
This policy establishes the principles and responsibilities for ensuring compliance with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations (PECR)
· Client contractual requirements
· Industry best practice
The organisation recognises that protecting personal information is essential to maintaining trust with participants, clients, employees, and suppliers.

[bookmark: scope]2. SCOPE
This policy applies to:
· Employees
· Directors
· Contractors
· Temporary staff
· Consultants
· Third-party suppliers acting on behalf of Human Aspect Fieldwork Ltd
The policy applies to all personal data processed in electronic, paper, verbal, photographic, audio, or video format.

[bookmark: policy-statement]3. POLICY STATEMENT
Human Aspect Fieldwork Ltd shall process personal data lawfully, fairly, transparently, and securely.
The organisation will:
· Collect only information that is necessary for legitimate business purposes.
· Process data in accordance with applicable laws and contractual obligations.
· Protect information against unauthorised access, loss, disclosure, alteration, or destruction.
· Ensure individuals’ rights are respected.
· Maintain appropriate technical and organisational security measures.
· Regularly review compliance and improve data protection practices.

[bookmark: data-protection-principles]4. DATA PROTECTION PRINCIPLES
Human Aspect Fieldwork Ltd shall adhere to the following principles:
[bookmark: lawfulness-fairness-and-transparency]4.1 Lawfulness, Fairness and Transparency
Personal data shall only be processed where there is a lawful basis and individuals have been informed how their information will be used.
[bookmark: purpose-limitation]4.2 Purpose Limitation
Personal data shall only be collected for specified, explicit, and legitimate purposes.
[bookmark: data-minimisation]4.3 Data Minimisation
Only information necessary for project delivery or business operations shall be collected.
[bookmark: accuracy]4.4 Accuracy
Reasonable steps shall be taken to ensure personal information remains accurate and up to date.
[bookmark: storage-limitation]4.5 Storage Limitation
Personal data shall not be retained longer than necessary and shall be managed in accordance with the Data Retention Policy.
[bookmark: integrity-and-confidentiality]4.6 Integrity and Confidentiality
Appropriate security controls shall be implemented to protect personal information.
[bookmark: accountability]4.7 Accountability
Human Aspect Fieldwork Ltd shall maintain records and evidence demonstrating compliance with applicable legislation.

[bookmark: personal-data-processed]5. PERSONAL DATA PROCESSED
The organisation may process the following categories of information:
[bookmark: participants]Participants
· Name
· Contact details
· Demographic information
· Professional information
· Research eligibility information
· Incentive payment information
[bookmark: employees-and-contractors]Employees and Contractors
· Contact details
· Employment records
· Payroll information
· Training records
[bookmark: clients-and-suppliers]Clients and Suppliers
· Contact details
· Contractual information
· Business communications

[bookmark: special-category-data]6. SPECIAL CATEGORY DATA
As part of healthcare market research recruitment activities, Human Aspect Fieldwork Ltd may process limited health-related information for participant screening purposes.
Where Special Category Data is processed:
· Collection shall be limited to information necessary for recruitment.
· Additional safeguards shall be implemented.
· Access shall be restricted to authorised personnel.
· Information shall only be shared where necessary and legally permitted.

[bookmark: lawful-basis-for-processing]7. LAWFUL BASIS FOR PROCESSING
Human Aspect Fieldwork Ltd may rely upon:
· Consent
· Legitimate Interests
· Contractual Necessity
· Legal Obligation
The lawful basis applicable to each processing activity shall be documented where appropriate.

[bookmark: consent]8. CONSENT
Where consent is relied upon:
· Consent shall be freely given, specific, informed, and unambiguous.
· Records of consent shall be maintained.
· Individuals shall be able to withdraw consent at any time.
Withdrawal of consent shall not affect the lawfulness of processing undertaken prior to withdrawal.

[bookmark: data-subject-rights]9. DATA SUBJECT RIGHTS
Human Aspect Fieldwork Ltd respects individuals’ rights under UK GDPR, including:
· Right to be informed
· Right of access
· Right to rectification
· Right to erasure
· Right to restrict processing
· Right to data portability
· Right to object
· Rights relating to automated decision-making
Requests shall be responded to within statutory timescales.

[bookmark: information-security]10. INFORMATION SECURITY
The organisation shall implement appropriate security measures including:
· Password protection
· Multi-factor authentication where available
· Secure cloud storage
· Access controls
· Anti-malware protection
· Secure disposal procedures
· Staff confidentiality obligations
Access to personal information shall be restricted to authorised personnel with a legitimate business need.

[bookmark: data-sharing]11. DATA SHARING
Personal information shall only be shared:
· With client approval where applicable
· Where required to fulfil contractual obligations
· With approved suppliers operating under appropriate agreements
· Where required by law
The organisation shall not sell personal information.

[bookmark: international-data-transfers]12. INTERNATIONAL DATA TRANSFERS
Where personal data is transferred outside the United Kingdom, appropriate safeguards shall be implemented, including:
· UK International Data Transfer Agreements
· Adequacy Decisions
· Approved contractual safeguards

[bookmark: data-breach-management]13. DATA BREACH MANAGEMENT
Any actual or suspected personal data breach must be reported immediately to the Managing Director.
The organisation shall:
· Investigate the incident
· Assess risk to individuals
· Implement corrective actions
· Notify affected parties where required
· Report to the Information Commissioner’s Office (ICO) where legally required
All breaches shall be recorded.

[bookmark: training-and-awareness]14. TRAINING AND AWARENESS
All personnel shall receive appropriate data protection awareness training and understand their responsibilities for handling personal information securely.
Training records shall be maintained.

[bookmark: third-party-processors]15. THIRD-PARTY PROCESSORS
Where third parties process personal information on behalf of Human Aspect Fieldwork Ltd:
· Appropriate due diligence shall be conducted.
· Data Processing Agreements shall be established where required.
· Supplier performance shall be monitored.

[bookmark: responsibilities]16. RESPONSIBILITIES
[bookmark: managing-director]Managing Director
Responsible for:
· Maintaining this policy
· Monitoring compliance
· Investigating breaches
· Managing data protection risks
· Ensuring appropriate controls are implemented
[bookmark: employees-and-contractors-1]Employees and Contractors
Responsible for:
· Following this policy
· Protecting personal information
· Reporting incidents promptly
· Completing required training

[bookmark: monitoring-and-review]17. MONITORING AND REVIEW
Compliance shall be monitored through:
· Internal audits
· Management reviews
· Incident reporting
· Supplier reviews
· Periodic policy reviews
This policy shall be reviewed at least annually or following significant legislative or organisational changes.
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