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[bookmark: purpose]1. Purpose
Human Aspect Fieldwork Ltd (“Human Aspect”) is committed to protecting the confidentiality, integrity, and availability of personal data processed on behalf of clients, research participants, healthcare professionals, employees, and business partners.
This policy establishes the procedures for identifying, reporting, assessing, managing, and notifying relevant parties of any actual or suspected personal data breach in accordance with:
· UK GDPR
· Data Protection Act 2018
· Client contractual requirements
· Industry best practice
The objective is to ensure that any/all data breaches are managed promptly and effectively to minimise harm to individuals and reduce risks to Human Aspect and its clients.

[bookmark: scope]2. Scope
This policy applies to:
· All employees
· Directors
· Contractors
· Temporary workers
· Consultants
· Third-party suppliers processing personal data on behalf of Human Aspect
The policy applies to all personal and sensitive data processed by Human Aspect, regardless of format, including:
· Electronic records
· Email communications
· Recruitment databases
· Incentive payment records
· Audio and video recordings
· Paper records
· Client-supplied participant lists

[bookmark: definition-of-a-personal-data-breach]3. Definition of a Personal Data Breach
A personal data breach including both confirmed and suspected incidents, is an event or action that may compromise the confidentiality, integrity or availability of systems or data, either accidentally or deliberately, that leads to the accidental or unlawful:
· Destruction of personal data
· Loss of personal data
· Alteration of personal data
· Unauthorised disclosure of personal data
· Unauthorised access to personal data
Examples include:
· Sending participant information to the wrong recipient
· Loss or theft of a laptop or mobile device containing personal data
· Unauthorised access to recruitment databases
· Accidental disclosure of participant identities
· Malware or ransomware incidents
· Loss of paper questionnaires or consent forms
· Misdirected incentive payments containing personal information

[bookmark: responsibilities]4. Responsibilities
[bookmark: all-personnel]All Personnel
All personnel must:
· Report suspected or actual data breaches immediately.
· Cooperate fully with investigations.
· Follow instructions issued during breach response activities.
· Preserve evidence relevant to the incident.
Failure to report a known breach may result in disciplinary action.
[bookmark: managing-director-data-protection-lead]Managing Director / Data Protection Lead
The Managing Director or nominated Data Protection Lead is responsible for:
· Assessing reported incidents.
· Coordinating breach investigations.
· Determining notification requirements.
· Communicating with clients and regulators.
· Maintaining the breach register.
· Implementing corrective actions.
[bookmark: third-party-suppliers]Third-Party Suppliers
Suppliers processing personal data on behalf of Human Aspect must:
· Notify Human Aspect immediately upon becoming aware of a breach.
· Provide all relevant information to support investigation.
· Cooperate with remediation activities.

[bookmark: breach-reporting-procedure]5. Breach Reporting Procedure
Appropriate steps must be taken immediately to minimise the effect of the breach.
Any employee who becomes aware of a suspected or actual breach must immediately report the incident to:
Email: hayley@humanaspectfieldwork.com
Telephone: 07738 664128
The report should include:
· Date and time of discovery
· Description of the incident
· Type of data involved
· Number of individuals affected (if known)
· Systems affected
· Actions already taken
Reports must be made immediately and no later than 2 hours after discovery using the Data Breach Reporting Form.

[bookmark: incident-response-process]6. Incident Response Process
Human Aspect follows a four-stage response process:
[bookmark: stage-1-identification]Stage 1 – Identification
Determine:
· What happened
· When it occurred
· Whether personal data is involved
· Whether the incident is ongoing – if it is, take immediate steps to halt the breach.
[bookmark: stage-2-containment]Stage 2 – Containment
Immediate steps may include:
· Revoking system access
· Recovering misdirected information
· Resetting passwords
· Isolating affected systems
· Contacting recipients to secure deletion of information
[bookmark: stage-3-assessment]Stage 3 – Assessment
Human Aspect will assess:
· Type of personal data involved
· Number of individuals affected
· Sensitivity of the information
· Likelihood of harm
· Potential consequences for individuals
Special attention will be given to:
· Health information
· Financial information
· Contact details
· Research participation information
· Sensitive category data
[bookmark: stage-4-resolution-and-recovery]Stage 4 – Resolution and Recovery
Actions may include:
· Technical remediation
· Staff retraining
· Process improvements
· Supplier management actions
· Security enhancements

[bookmark: client-notification]7. Client Notification
Where Human Aspect processes personal data on behalf of a client, the client will be notified without undue delay after confirmation of a breach affecting their data.
The notification will include:
· Nature of the breach
· Categories of affected data
· Number of affected individuals (where known)
· Potential impact
· Actions taken to contain the breach
· Proposed next steps

[bookmark: ico-notification]8. ICO Notification
Where a breach is likely to result in a risk to the rights and freedoms of individuals, Human Aspect will notify the UK Information Commissioner’s Office (ICO) without undue delay and, where required, within 72 hours of becoming aware of the breach.
If notification occurs after 72 hours, reasons for the delay will be documented.

[bookmark: notification-to-affected-individuals]9. Notification to Affected Individuals
Where a breach is likely to result in a high risk to individuals, Human Aspect will communicate directly with affected individuals without undue delay.
Communications will explain:
· What happened
· What information was affected
· Potential consequences
· Recommended protective actions
· Contact details for further assistance
Notifications will be clear, concise, and written in plain language using the Human Aspect template Data Breach Form Letter.

[bookmark: breach-register]10. Breach Register
All incidents, including those not requiring notification, shall be recorded in the Human Aspect Data Breach Register.
The register will include:
· Date reported
· Description of incident
· Individuals affected
· Assessment outcome
· Notification decisions
· Remediation actions
· Closure date
Records will be retained for a minimum of six years.

[bookmark: post-incident-review]11. Post-Incident Review
Following closure of any significant breach, Human Aspect will conduct a formal review to determine:
· Root cause
· Effectiveness of response
· Lessons learned
· Required corrective actions
· Preventive measures
Findings shall be documented and reviewed by senior management.

[bookmark: training-and-awareness]12. Training and Awareness
All staff handling personal data will receive:
· Data protection training during induction
· Annual refresher training
· Incident reporting guidance
· Security awareness updates as required

[bookmark: policy-review]13. Policy Review
This policy will be reviewed annually or sooner where:
· Regulatory requirements change
· Significant incidents occur
· Operational changes affect data processing activities
The Managing Director is responsible for ensuring the policy remains effective and compliant with applicable legislation.
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