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Introduction 
If you wanted thought leadership- I apologise, but this is more a manual for the weary Risk 
Manager, tasked with scenario tes<ng and unsure where to start. I offer you my hand- well, 
this book- and hope it serves you well.  

 
This book, while informed by the founda<onal works of leading thinkers, diverges from 
theore<cal discourse to provide a hands-on approach to crisis management.  

 
The essence of preparedness lies not merely in the an<cipa<on of poten<al disasters but in 
the intricate planning and execu<on of responses to such events.  

 
This book aims to furnish risk managers and facilitators with a toolkit of scenarios, each a 
cog in the larger mechanism of a business resilience framework, that can be custom-tailored 
to fit the unique fabric of their organisa<ons. 

 
As Kahneman eloquently demonstrated in his explora<on of human decision-making, our 
responses to crises are not always as ra<onal as we might hope. In the contained 
environment of a mee<ng room, we can observe and counteract these biases. By simula<ng 
the pressure-cooker environment of a crisis, we offer a safe space for decision-makers to 
experience and learn from the cogni<ve distor<ons that oGen accompany real-world 
emergencies. 

 
The scenarios presented here, whilst adaptable and varied, follow a single coherent 
philosophy: the importance of behavioural science in crisis management. The 
unpredictability of human behaviour in <mes of stress can be both a hindrance and a tool if 
understood and harnessed correctly. This book delves into this concept at a level deep 
enough to be helpful, presen<ng it not as an academic trea<se but as a series of ac<onable 
insights. 

 
Each scenario is a dis<lla<on of the principles that govern our ac<ons under pressure, 
designed to complement and strengthen exis<ng business resilience plans. They are not 
mere exercises but reflec<ons of poten<al reality, craGed to test the meKle of your 
organisa<on's response systems. 

 
In the chapters that follow, you will find a collec<on of scenarios mapped to various crisis 
types, alongside a founda<onal understanding of the human factors at play. This is 
accompanied by a methodical guide to crea<ng your own scenarios, ensuring that the fabric 
of your crisis management strategy is robust and responsive. 

 
Why Scenarios Ma/er 

 
In the landscape of risk management, scenarios are not merely hypothe<cal constructs; they 
are the sinew and bone of preparedness—the architecture upon which the resilience of a 
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business is built. They compel us to confront the unforeseen, to map the terrain of the 
plausible, and to chart a course through the treacherous waters of uncertainty. 

 
The essence of a scenario is its ability to transform the nebulous and oGen unwieldy concept 
of risk into a series of ac<onable, concrete steps. It serves as a litmus test for the strategies 
that businesses have in place, revealing strengths and exposing weaknesses. By engaging 
with scenarios, organisa<ons are not just passively an<cipa<ng crises; they are ac<vely 
par<cipa<ng in the rehearsal of their response, fine-tuning reflexes, and building muscle 
memory. 
 
Scenarios are grounded in the 'what ifs' of the business world, yet they reach beyond the 
theore<cal to affect the prac<cal. They ask of us not only to think but to envision and to act. 
In doing so, they shiG risk management from the realm of the passive and into the ac<ve. 
When we engage with scenarios, we are not merely lis<ng poten<al disasters; we are 
entering into a dialogue with them. This dialogue is not one-sided. It speaks back to us, 
challenging our assump<ons, ques<oning our strategies, and honing our ins<ncts. 

 
In the boardroom or the mee<ng room, when a crisis simula<on unfolds, it is the scenario 
that guides the narra<ve. It is here that we see the interplay of human behaviour and 
strategic planning come to life. The scenario acts as a catalyst, sparking the kinds of 
discussions and decisions that can later prove pivotal in a real crisis. It is in these moments 
that the value of a scenario becomes self-evident. It is not just a story; it is an impera<ve to 
act, a prompt to decision-making, and a conduit through which we can channel our 
understanding of human behaviour into effec<ve crisis management. 

 
Scenarios maKer because they are the closest approxima<on to the unpredictability of the 
real world that we can safely engage with. They are the drills that precede the event, the 
prac<ce before the performance, and the rehearsal before the debut. In the same way that a 
pilot uses a flight simulator to navigate the poten<al perils of their profession, so too must a 
business use scenario to navigate the poten<al perils of the market. 

 
Through scenarios, we prepare not just for the crises we can predict, but for those we can't. 
They extend our vision beyond the horizon of the expected and into the realm of the 
possible. In a world where change is the only constant, scenarios are our most steadfast 
allies. They ensure that when the ground shiGs beneath our feet, we are not caught 
unawares but are ready to move with purpose and precision. This is why scenarios maKer: 
they are the prepara<on for our greatest tests, the rehearsals for our most cri<cal moments, 
and the blueprints for our success in the face of the unexpected. 

 
Key Challenges 

 
In facilita<ng crisis scenario workshops, risk managers oGen face the dual challenge of 
managing the expecta<ons and engagement of execu<ve teams while addressing the 
prac<cal reali<es of business con<nuity planning. This expanded chapter aims to offer a 
comprehensive approach to these challenges, recognising the constraints and pressures on 
both sides of the table. 
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1. Countering Disaffec<on and Scep<cism 
 

Leadership teams, preoccupied with the immediate demands of running a business, can 
some<mes view scenario planning as a theore<cal detour from their day-to-day priori<es. To 
counter this disaffec<on, it's impera<ve to present scenario planning not as a hypothe<cal 
exercise, but as a strategic tool essen<al for safeguarding the company's future. This involves 
illustra<ng how scenarios have real-world implica<ons, using detailed case studies where 
similar exercises have enabled companies to navigate through actual crises successfully. 
Emphasise the cost of unpreparedness by presen<ng stark contrasts between companies 
that survived crises due to effec<ve planning and those that suffered significantly or failed. 
The key is to make these scenarios resonate on a personal level, showing how they protect 
not just the business but also the individual legacies of the execu<ves involved. 

 
2. Ar<cula<ng Regulatory Impera<ves 
 

Regulatory drivers for tes<ng business con<nuity plans can seem like an external imposi<on 
to execu<ves focused on profitability and growth. Risk managers must bridge this disconnect 
by lucidly communica<ng the regulatory landscape and its implica<ons for the business. This 
entails a clear exposi<on of the consequences of non-compliance, not just in terms of 
poten<al fines or legal repercussions, but also considering the reputa<onal damage that can 
arise from regulatory failures. Provide concrete examples of how adherence to regula<ons 
has bolstered business resilience and market confidence. By transla<ng regulatory language 
into business impact, the necessary <me and resources for effec<ve scenario planning can 
be jus<fied as an investment in compliance that delivers peace of mind and a compe<<ve 
edge. 

 
3. Securing Commitment and Time 
 

One of the most significant barriers to implemen<ng scenario workshops is securing a slot in 
the already packed schedules of busy execu<ves. Here, the narra<ve needs to shiG from 
seeing these workshops as a <me expense to viewing them as a strategic <me investment. 
Ar<culate the value proposi<on by highligh<ng the direct benefits of these exercises — from 
safeguarding assets and personnel to ensuring opera<onal con<nuity in the face of 
disrup<ons. Propose succinct, targeted workshop sessions that align with execu<ve 
schedules, perhaps integra<ng them into exis<ng mee<ngs or strategic retreats. Offer 
flexibility, but also stress the need for regular, consistent engagement to build and maintain 
a robust crisis response framework. 

 
4. Delivering Impac]ul Workshops in Limited Time 

 
With <me at a premium, workshops must be finely tuned to engage execu<ves from the 
outset, providing a clear, direct line of sight between the scenarios presented and the core 
business func<ons they protect. Each session should be me<culously planned to maximise 
efficiency, focusing on scenarios that pose the most significant risks to the company's 
opera<ons, reputa<on, and boKom line. Use immersive techniques, such as role-playing or 
simula<on soGware, to create a sense of urgency and realism. Encourage ac<ve par<cipa<on 
by presen<ng scenarios that require immediate decision-making, leveraging the ins<nctual 
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knowledge and experience of the leadership team. Throughout the workshop, offer concise, 
real-<me feedback to reinforce the learning objec<ves and demonstrate the value of the 
exercise. 

 
5. Documen<ng Outcomes for Maximum Benefit 
 

The documenta<on process should be more than a mere formality; it should provide a 
narra<ve that captures the decision-making processes, the ra<onales behind choices made, 
and the lessons learned. This documenta<on must be craGed in such a way that it not only 
serves as a record but also as a strategic tool for ongoing improvement. It should clearly 
outline the steps taken, the outcomes achieved, and the areas needing further aKen<on. 
This informa<on should be presented back to the execu<ve team in a compelling manner, 
with ac<onable insights and clear, priori<sed recommenda<ons for bolstering the company's 
crisis response capabili<es. 

 

Part I: The Science of Crisis Behaviour 
Understanding Human Behaviour in Crises 

 
In the face of a crisis, human behaviour oGen defies the cold logic of probability and 
expected outcomes. This chapter aims to elucidate the underlying psychological mechanisms 
that drive our reac<ons in high-stress situa<ons, drawing from empirical research and real-
world observa<ons. 

 
1. System 1 and System 2 Thinking in Crisis 
Our cogni<ve process can be broadly divided into two systems: System 1, which is fast, 
intui<ve, and emo<onal; and System 2, which is slower, more deliberate, and logical. During 
crises, System 1 oGen takes precedence due to the urgent need for quick decisions. This can 
lead to heuris<c-based choices, where individuals rely on ingrained biases rather than 
ra<onal analysis. Understanding this dichotomy is crucial for managing and predic<ng 
human behaviour in stressful situa<ons. 

 
In a scenario workshop, par<cipants might quickly resort to System 1 thinking, making snap 
judgments based on ini<al informa<on without delving deeper. A risk manager might 
observe swiG decisions being made with liKle discussion, indica<ng a reliance on intui<on 
rather than analy<cal thinking. To counteract this, the facilitator could inten<onally slow 
down the process, asking for evidence or ra<onale behind decisions, thereby encouraging 
the engagement of System 2 thinking. 

 
2. The Role of Cogni<ve Biases 

 
Several cogni<ve biases become par<cularly pronounced in crisis situa<ons: 
• Availability Heuris<c: Individuals es<mate the probability of an event based on how 

easily examples come to mind, which can be heavily influenced by recent news or 
personal experiences, leading to overes<ma<on of rare risks. 
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• Confirma<on Bias: In a crisis, there's a tendency to favour informa<on that confirms pre-
exis<ng beliefs or hypotheses, disregarding evidence to the contrary. This can hinder 
effec<ve decision-making and problem-solving. 

• Loss Aversion: The pain of losing is psychologically about twice as powerful as the 
pleasure of gaining. In crises, this can lead individuals to make overly cau<ous or risky 
decisions to avoid losses, some<mes at the expense of poten<al gains or recovery 
strategies. 
 

During the workshop, cogni<ve biases could lead par<cipants to focus on scenarios that are 
most memorable or recent to them, poten<ally overlooking less obvious but equally cri<cal 
risks. Confirma<on bias might manifest as groups selec<vely interpre<ng informa<on to fit 
their preconceived no<ons of what a crisis entails. A risk manager can address these biases 
by introducing a diverse range of scenarios and encouraging par<cipants to challenge their 
assump<ons, fostering a more comprehensive understanding of poten<al crises. 

 
3. Stress and Decision Making 

 
Stress, a common element in crises, significantly impacts our cogni<ve func<ons. Under 
stress, the capacity of System 2 for though]ul analysis is compromised, leading to a reliance 
on System 1's quick, oGen less ra<onal, decisions. This shiG can result in impulsive ac<ons, 
with a narrowed focus on immediate threats rather than long-term consequences. 
 
The simulated stress of a crisis scenario could impair par<cipants' ability to think clearly and 
consider long-term implica<ons, mimicking real-world pressures. Observers might no<ce 
quicker, less though]ul decision-making. To mi<gate this, the workshop leader could 
introduce stress-reduc<on pauses or remind par<cipants to consider the broader 
consequences of their decisions, aiming to restore a balance between rapid response and 
careful delibera<on. 
 
4. Group Dynamics and Social Proof 

 
In crisis situa<ons, individuals oGen look to others for cues on how to react, a phenomenon 
known as social proof. This can lead to herd behaviour, where the ac<ons of a few can set a 
direc<on followed by many, regardless of the ra<onality of the ini<al decision. 
Understanding social dynamics is key to managing collec<ve human behaviour in 
emergencies, as it highlights the importance of clear, authorita<ve guidance to counteract 
poten<ally harmful bandwagon effects. 
 
In a workshop sebng, par<cipants might look to others, especially those in leadership 
posi<ons, for cues on how to react to the unfolding scenario. This could lead to a herd 
mentality, where the group follows the lead of a few, possibly to the detriment of exploring 
alterna<ve strategies. The facilitator can counter this by rota<ng leadership roles in the 
scenarios or explicitly asking for input from all par<cipants, ensuring a variety of 
perspec<ves are considered. 

 
5. The Impact of Emo<onal Contagion 
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Emo<ons, both posi<ve and nega<ve, can spread rapidly through groups, influencing 
decisions and ac<ons. In crises, fear and panic can become contagious, exacerba<ng the 
situa<on. Conversely, calm and composed leadership can ins<l a sense of security and 
ra<onality. Recognizing the role of emo<onal contagion is essen<al for effec<vely guiding 
groups through turbulent <mes. 
 
As emo<ons run high in a crisis simula<on, par<cipants might mirror the anxiety or calm of 
their peers or leaders. A risk manager leading the session could observe how a single 
par<cipant's panic can spread to others, affec<ng the group's overall decision-making 
process. To combat this, the facilitator should model calmness and ra<onality and encourage 
a posi<ve, solu<on-focused atmosphere, helping to stabilize the group's emo<onal state. 

 
6. Adapta<on and Resilience 
 
Despite the challenges crises pose, human beings exhibit a remarkable capacity for 
adapta<on and resilience. Over <me, individuals and groups learn from their experiences, 
adjus<ng their behaviours and expecta<ons. This adaptability, while not immediate, plays a 
crucial role in overcoming crises. It is a testament to the poten<al for growth and learning 
embedded in our responses to adversity. 

 
Over the course of the workshop, par<cipants may begin to adapt to the crisis scenarios, 
showing increased resilience and improved decision-making. Ini<ally, reac<ons might be 
more chao<c, but as the session progresses, the group could start to apply lessons learned 
from earlier exercises, demonstra<ng growth and adaptability. The facilitator should 
highlight these moments of learning and adapta<on, reinforcing the value of the exercises in 
building crisis resilience. 
 
To summarise, crises challenge the limits of human cogni<on, revealing both our 
vulnerabili<es and our strengths. By understanding the psychological underpinnings of our 
reac<ons, we can beKer navigate the complexi<es of crises, making decisions that are 
informed, balanced, and ul<mately more effec<ve. This chapter has sought to illuminate 
these processes, providing insights that can help individuals and organiza<ons manage the 
unpredictable dynamics of crisis situa<ons with greater awareness and efficacy. The key 
takeaway is that while our ins<nctual reac<ons can oGen lead us astray, through awareness, 
prepara<on, and strategic interven<on, we can harness our cogni<ve and emo<onal 
resources to navigate through crises more successfully. Recognizing and addressing the 
influence of cogni<ve biases, stress, group dynamics, and emo<onal contagion is essen<al 
for effec<ve crisis management. Moreover, fostering resilience and adap<ve capaci<es 
ensures that we not only survive crises but emerge stronger and more prepared for future 
challenges. 
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Part II: Crafting the Perfect Scenario 
Elements of a Great Scenario 

 
The craGing of a scenario is akin to the careful plobng of a novel; it must be believable, 
engaging, and insigh]ul. For the risk manager, understanding and implemen<ng these 
elements is crucial to crea<ng scenarios that not only resonate but also serve as rigorous 
training grounds for crisis management. 
 
Realism: Begin by grounding your scenario in the reality of your business environment. This 
goes beyond the superficial details of the industry and delves into the specifics of company 
culture, market posi<on, and opera<onal nuances. Realism is the bedrock upon which 
par<cipants will build their belief in the scenario, and this belief is crucial for their full 
engagement. Consider the everyday challenges and pressures your execu<ves face and 
weave these into the scenario. The goal is for each par<cipant to see a reflec<on of their 
world in the scenario presented. 
 
Complexity: Just as life does not operate in silos, neither should your scenarios. Introduce 
intersec<ng challenges that require par<cipants to think across disciplines. A great scenario 
might combine a cyber-aKack with a simultaneous PR crisis, or a supply chain disrup<on 
compounded by a legal issue. This complexity encourages par<cipants to break out of their 
usual paKerns of thought and collaborate across departments, fostering a holis<c approach 
to problem-solving. 
 
Uncertainty: The true test of a leader’s meKle comes when the path forward is unclear. 
Inject your scenarios with uncertainty to simulate the fog of real crisis situa<ons. This can be 
achieved by introducing unexpected twists — perhaps key informa<on is withheld or 
incorrect, or a trusted ally becomes a compe<tor. Uncertainty compels leaders to be agile, to 
think on their feet, and to make decisions without the comfort of complete data. 
 
Consequence: Every decision in your scenario should lead to a dis<nct outcome, and it 
should be clear to par<cipants that their ac<ons have weight. If a decision is made to cut 
costs in one area, what might the ripple effects be? Could it lead to safety issues, or staff 
dissa<sfac<on? Might it open up an opportunity for a compe<tor? Consequences make the 
scenario meaningful and impress upon par<cipants the gravity of crisis management. 
 
Emo<onal Engagement: The scenarios that s<ck with us are those that touch us on a human 
level. As a risk manager, your scenario should call upon par<cipants to not only use their 
heads but also listen to their hearts. This can be achieved by incorpora<ng elements that 
par<cipants care deeply about — perhaps the scenario puts the company’s reputa<on for 
ethical behaviour at risk, or it threatens a project that has been the focus of the team for 
months. Emo<onal engagement is a powerful driver of memory and learning. 

 

Challenges and Opportunities 
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In craGing scenarios, risk managers oGen encounter hurdles that can seem to threaten the 
integrity of the exercise. However, these challenges should not be viewed as obstruc<ons 
but rather as conduits for deeper learning and growth — akin to unearthing hidden 
treasures in uncharted territories. 
 
Balancing Complexity and Accessibility 
 
One significant challenge is crea<ng scenarios that are complex enough to be realis<c yet 
accessible enough to be manageable. This is akin to walking a <ghtrope; lean too far in one 
direc<on, and the scenario becomes an oversimplified caricature, too far in the other, and 
it’s a convoluted mess that paralyses par<cipants. The opportunity here lies in carefully 
calibra<ng the scenario to match the maturity level of the crisis management framework 
within the organisa<on. Use complexity as a tool to stretch the capabili<es of the team 
incrementally, ensuring that each scenario is a step up from the last, thus fostering a 
trajectory of growth. 
 
Ensuring Engagement Across All Levels 
 
OGen, the engagement in scenario exercises can be uneven, with some par<cipants fully 
immersing themselves in the process while others remain passive observers. The challenge 
for the risk manager is to create an environment where everyone is mo<vated to par<cipate. 
This can be addressed by personalising aspects of the scenario to the roles and 
responsibili<es of the par<cipants. Make it clear that each role has a cri<cal part to play and 
that the scenario’s outcome depends on the ac<ve involvement of all. This inclusivity not 
only democra<zes the learning process but also mirrors the real-life necessity for cross-
func<onal collabora<on during crises. 
 
Dealing with Resistance to Change 
 
Resistance is a natural human reac<on, par<cularly to exercises that disrupt the usual 
business rou<ne. Risk managers may find that some execu<ves are reluctant to engage with 
the proposed scenarios, viewing them as distrac<ons from their 'real' work. This resistance 
can be turned into an opportunity by highligh<ng the change as an essen<al evolu<on 
towards a more resilient organisa<on. Show how the lessons from scenario planning directly 
translate to compe<<ve advantage and risk mi<ga<on in the actual business environment. 
By framing the change as an integral part of business development, resistance can be 
transformed into proac<ve engagement. 
 
Time Constraints and Resource Limita<ons 
 
Time and resources are precious commodi<es in any organisa<on, and dedica<ng adequate 
amounts to scenario planning can be a challenge. Here, the opportunity for the risk manager 
is to demonstrate the ROI of scenario planning in clear, quan<fiable terms. Develop 
scenarios that can be executed within the constraints, focusing on the most cri<cal aspects 
of crisis management. Use the limita<ons as a crea<ve boundary within which to design 
highly focused and impac]ul scenarios. This constraint can lead to innova<on, as it forces a 
dis<lla<on of the crisis management process into its most essen<al elements. 
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Learning from Failures and Successes 
 
Not every scenario will play out as planned, and there will be failures along the way. These 
moments are not just setbacks but are, in fact, invaluable learning opportuni<es. Encourage 
a culture where lessons are drawn from every outcome, successful or not. Debrief 
thoroughly, analyse decisions, and document learnings to con<nually refine and improve 
future scenarios.  
 
And most importantly, if you feel like the failure of the exercise was on your part, risk 
manager; pick yourself up, be honest with where things could have gone beKer- and hit the 
next one with your new experience in your back pocket. Just don’t dwell too long and be 
afraid to try again. We’ve all been there. 

 

Considerations for Scenario Building 
 

For the risk manager, building scenarios is not about taking off-the-shelf templates and 
forcing them to fit. It's about tailoring each aspect to align with the organisa<on's culture, 
risk profile, and strategic objec<ves, much like craGing a bespoke suit designed to fit the 
wearer's unique measurements perfectly. 
 
Assessing Organisa<onal Culture 
 
Understanding the cultural fabric of your organisa<on is cri<cal. Just as a tailor would 
consider the style preferences of a client, a risk manager must consider how the company's 
values, communica<on styles, and decision-making processes influence its approach to risk. 
A scenario too far removed from the organisa<on's culture risks disengagement; one that 
resonates with the company's ethos will be more impac]ul. Embed cultural nuances into the 
scenarios to make them feel close to home and to challenge the par<cipants in a familiar 
context. 
 
Iden<fying Specific Risks and Priori<es 
Every organisa<on has its own set of risks that keep its leaders awake at night. Iden<fy these 
through a thorough risk assessment process and priori<se them. The scenarios should then 
be built around these priori<es, ensuring that they are not just hypothe<cal exercises but 
are addressing the real and present dangers the organisa<on could face. This alignment 
ensures that the exercises are taken seriously and that the learnings are directly applicable 
to the company's risk management efforts. 
 
Designing for Inclusivity 
 
Just as a well-designed garment accommodates different body types, a well-designed 
scenario must accommodate different roles, perspec<ves, and levels of exper<se. Design 
scenarios that allow for input from various departments and that consider the different ways 
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in which individuals contribute to the company's success. This not only ensures broad-based 
learning but also promotes a sense of unity and shared purpose in managing risks. 
 
Ensuring Adaptability 
 
The world is dynamic, our scenarios must be adaptable. They should be designed to evolve 
as new risks emerge and as the organisa<on grows and changes. This may mean building in 
modularity, allowing elements of the scenario to be updated or swapped out, much like 
accessories that can change the look and feel of an ou]it. This adaptability ensures that the 
scenarios remain relevant over <me and that the investment in their development con<nues 
to pay dividends. 
 
Aligning with Business Con<nuity Plans 
 
Scenarios should not exist in a vacuum but should be an integral part of the organisa<on's 
broader business con<nuity framework. They should test and refine the plans already in 
place, iden<fying any gaps or weaknesses. By doing so, the scenarios help to reinforce the 
company's resilience, ensuring that when a crisis does occur, the organisa<on is not 
scrambling to respond but is execu<ng a well-prac<sed plan. 
 
Building scenarios is both a science and an art, requiring a careful blend of analysis, 
crea<vity, and deep understanding of the unique characteris<cs of the organisa<on. When 
done correctly, it provides a powerful tool for enhancing the company's preparedness, 
responsiveness, and overall resilience. 
 

Part III: Scenario Playbook 
The Scenario Blueprint 
 
The scenario sugges<ons that follow are aligned to one blueprint, let’s break it down using 
the scenario example of a missing member of the senior leadership team: 
 
Crisis Management Exercise Agenda: Missing Senior Leadership Team Member 
The scenario should have a <tle- easy peasy. This should ideally be generic with no data 
subject names and be easy to reference in minutes as the scenario you tested. 
 
Objec<ve: A high-stakes simula<on where a senior leadership team member has inexplicably 
vanished during a business trip. Without any immediate signs of foul play but no contact for 
24 hours, the exercise focuses on tes<ng the team's prowess in naviga<ng opera<onal 
management, ensuring the missing person's safety, and maintaining pris<ne communica<on 
under pressure. 
 
This is your brief abstract of the crisis scenario at play. Do not feel the need to go into high 
levels of specifics here- you need enough to start the scenario. In real life, you rarely have an 
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abundance of informa<on at the wake of a crisis- you will be fleshing this out during the 
mee<ng.  
 
Dura<on: 1 hour (Real Time) = 12 hours (Scenario Time) 5 minutes= 1 hour 
 
This workshop is meant to mimic a scenario likely concluded within 12 hours. Adjust as 
necessary.  
 
Desired Outcomes: 
• Review of Exis<ng Policies and Procedures: An examina<on of how well current crisis 
management protocols hold up under the test, iden<fying both strengths and areas of 
improvement. 
• Iden<fica<on of Gaps or Areas for Improvement: Spobng deficiencies in 
prepara<ons or procedures and proposing ac<onable solu<ons. 
• Ensuring Adequate Communica<ons: Evalua<ng the efficacy of internal and external 
communica<on channels and sugges<ng improvements for future crisis scenarios. 
• Informing on Poten<al Control Gaps or Errors: Iden<fying and addressing any 
missteps or oversights in the response to enhance future crisis management efforts. 
 
What are we looking to achieve by running this workshop? Make your objec<ves clear. These 
are a good set that tend to apply across the board, adjust as required.  
 
STORY- SETTING THE SCENE: SLT member was supposed to be on a client call including the 
sales team at 9am and they didn’t dial in, another mee<ng an hour later at 10 am was also 
missed, at which point, the sales manager called the EA to request details of their 
whereabouts. The EA has now informed one of the individuals in the room (nominate) and 
the scenario starts. 
 
The above should be communicated to the stakeholders in the room about ten minutes prior 
to the scenario clock of one hour (in this example) formally star<ng. A ‘kick off’ point should 
be ar<culated and a star<ng point established before the clock starts <cking.  
 
Timeline and Ac<vi<es: 
• 00:00 - Distribu<on of roles and resources and briefing to prepare for the unfolding 
crisis. How are responsibili<es delegated? Who is in charge of the crisis?  
 
• 00:05 - Ini<al Assessment: Teams dive into the details, discuss opera<onal strategies 
based on the available informa<on. What controls exist currently for this situa<on?  
 
• 00:15 - Scenario Update 1 (12pm) 
New Challenge: Rumours about the missing leader begin to circulate in the office. Teams 
work in simulated separate opera<ons, emphasizing communica<on con<nuity and 
managing the internal narra<ve amidst growing specula<on. 
 
• 00:30 - Scenario Update 2 (4pm) 
Public Dimension: A staff member tweets about the missing individual, sugges<ng they may 
be in danger. With the crisis now public, teams must pivot to address external 
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communica<ons and public rela<ons, managing the story on social media while con<nuing 
their search efforts. 
 
• 00:45 - Scenario Update 3 (7pm) 
Glimmer of Hope: The missing leader's mobile phone, previously going straight to voicemail, 
now rings, but nobody answers. This update demands an immediate and tac<cal response, 
offering a poten<al lead that could change the course of the search. 
 
• 00:55 - Debrief and Ini<al Feedback (9pm) 
Resolu<on: Contact is finally made with the missing leader, who is safe, but who suffered a 
tyre puncture on a desolate road driving between mee<ngs. Teams present their strategies, 
ac<ons, and outcomes, followed by ini<al feedback focusing on decision-making, 
communica<on effec<veness, and overall crisis management performance. 
 
Timelines are of importance here, as at different <mes of the day different resources are 
available. For similar reasons, loca<on also maKers. If your team is usually distributed across 
loca<ons and <me-zones, this needs to be reflected. A clear <meline for the risk manager 
helps you run scenarios more effec<vely. The informa<on should be drip fed to the 
execu<ves as it occurs in ‘real <me’. 
 
Finally, use of the template is the appendix will help you assess how well these scenarios are 
handles and how well the performance in the room delivers the objec<ves stated at the start 
of the exercise. Try and s<ck to this objec<vely to enable measurement of performance over 
<me and against different scenario types. 
 

Scenario Examples 
 

People-Centric Crisis 
 
Scenario A 
Title: Arrest of the MLRO 
 
Objec<ve: A simula<on focusing on the sudden arrest of the Money Laundering Repor<ng 
Officer (MLRO) for external fraud. With the MLRO's cri<cal func<ons leG unaKended and the 
possibility of internal fraud, the scenario tests the organisa<on's ability to respond to legal 
and reputa<onal crises while maintaining opera<onal integrity. 
 
Desired Outcomes: 
 

• Assess and manage the immediate impact on cri<cal compliance func<ons. 
• Iden<fy poten<al internal fraud risks and ini<ate containment measures. 
• Ensure transparent and <mely communica<on with stakeholders, including 

regulatory bodies. 
• Evaluate and reinforce the robustness of financial crime controls. 
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Story - Sebng the Scene: The MLRO fails to show up for a crucial regulatory mee<ng. Soon 
aGer, news breaks of their arrest for external fraud, sending shockwaves across the 
company. With poten<al unassessed internal fraud risks looming, the team must act swiGly 
and decisively. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: News of the arrest hits financial news outlets. Team coordinates 
on managing reputa<onal fallout and regulatory concerns. 

• Scenario Update 2: Unconfirmed reports suggest poten<al internal fraud links. Team 
assesses internal risks and ini<ates audit trails. 

• Scenario Update 3: Regulatory bodies inquire about the organisa<on's compliance 
integrity. Team prepares a response and ac<on plan. 

 
Scenario B:  
 
Title: Widespread Sickness in Client-Facing Team 
 
Objec<ve: This scenario unfolds as a sudden outbreak of illness affects the client-facing 
team, threatening to disrupt crucial client mee<ngs and the sales pipeline. The simula<on 
will test the organisa<on's ability to maintain business as usual (BAU) under adverse 
condi<ons and to fulfil client commitments without compromising service quality. 
 
Desired Outcomes: 
 

• SwiG realloca<on of responsibili<es to healthy team members to cover cri<cal client 
interac<ons. 

• Ensuring minimal disrup<on to the sales pipeline and ongoing projects. 
• Effec<ve internal coordina<on to manage resources and maintain BAU. 
• Rapid communica<on strategies to keep clients informed and reassured. 

 
Story - Sebng the Scene: A virulent flu suddenly incapacitates a significant por<on of the 
client-facing team, including several key account managers, on the eve of a series of 
important client mee<ngs that are essen<al to the company's sales pipeline. 
 
Timeline and Ac<vi<es: 
 
Scenario Update 1: Clients begin to query about the status of their accounts and upcoming 
mee<ngs. Teams develop and implement a client communica<on plan. 
Scenario Update 2: Sales targets risk being missed due to the reduced workforce. Teams 
strategize on protec<ng the sales pipeline and realloca<ng tasks to available personnel. 
Scenario Update 3: Non-client-facing staff are trained for temporary client engagement 
roles. Teams manage the rapid upskilling and briefing of these staff members. 
 
Scenario C 
Title: CFO Incapacita<on and Audit Preparedness 
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Objec<ve: In this scenario, the sudden health-related absence of the CFO coincides with 
cri<cal pre-audit prepara<ons, challenging the finance team to ensure that all regulatory and 
repor<ng obliga<ons are met without delay and that investor confidence is upheld. 
 
Desired Outcomes: 
 

• Rapid assessment and assignment of the CFO's immediate responsibili<es to capable 
team members. 

• Ensuring that the audit prepara<ons con<nue seamlessly and meet all compliance 
deadlines. 

• Transparent communica<on with the board, investors, and auditors regarding the 
CFO's absence and the company's fiscal health. 

• Formula<on of a con<nuity plan that strengthens financial opera<ons for future 
unexpected absences. 

 
Story - Sebng the Scene: Just as the company enters the final stages of preparing for a 
cri<cal financial audit, the CFO is taken ill unexpectedly. With key decisions pending and 
audit deadlines looming, the finance team must act quickly to cover the CFO's role and 
responsibili<es. 
 
Timeline and Ac<vi<es: 
 

• Scenario Update 1: Audit firm requests an urgent mee<ng to discuss preliminary 
findings. Team prepares a response and delegates authority to represent the CFO. 

• Scenario Update 2: Rumours about the CFO's health and the company's financial 
stability spread, poten<ally affec<ng stock prices. Team strategizes on investor 
rela<ons communica<on. 

• Scenario Update 3: Discovery of a significant repor<ng discrepancy that requires 
immediate aKen<on. Team priori<ses resolu<on to avoid audit complica<ons. 

 

Cybersecurity Threats 
 
Scenario A 
Title: Database Infiltra<on Breach 
 
Objec<ve: To simulate a cybersecurity breach where hackers have compromised the 
company's database, assessing the team's ability to respond swiGly to protect and no<fy 
affected customers and prevent further data loss. 
 
Desired Outcomes: 
 

• Rapid containment of the breach. 
• Assessment and minimisa<on of damage to customer data. 
• Transparent communica<on with customers and regulatory bodies. 
• Reinforcement of cybersecurity measures. 
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• Story - Sebng the Scene: IT personnel detect unusual ac<vity indica<ng a possible 
breach in the company's secure database. Ini<al reports confirm sensi<ve customer 
data has been compromised. 

 
Timeline and Ac<vi<es: 
 

• Scenario Update 1: The extent of the breach is confirmed to include customer 
financial informa<on. Immediate steps to secure the database and assess data 
integrity are ini<ated. 

• Scenario Update 2: Media outlets start repor<ng on the breach, customers begin 
inquiring. A press statement is prepared, and customer service is briefed on the 
situa<on. 

• Scenario Update 3: Law enforcement requires informa<on about the breach as part 
of their inves<ga<on, and the company must comply without compromising its legal 
posi<on. 

 
Scenario B:  
Title: Phishing Scam Fallout 
 
Objec<ve: This scenario involves an employee who has fallen vic<m to a phishing scam, 
leading to unauthorised access to company financial accounts. It tests the organisa<on's 
incident response and damage control protocols. 
 
Desired Outcomes: 
 

• Immediate iden<fica<on and isola<on of the breach. 
• Review and for<fica<on of internal training against phishing. 
• Damage assessment to financial accounts and recovery of assets. 
• Strengthening of internal security protocols to prevent future incidents. 

 
Story - Sebng the Scene: A staff member reports they may have inadvertently clicked on a 
malicious link that appeared to be an internal communica<on. 
 
Timeline and Ac<vi<es: 
 

• Scenario Update 1: Unauthorized transac<ons are detected. The finance and IT 
teams work to trace the breach source and secure accounts. 

• Scenario Update 2: The employee who clicked the link is iden<fied, and an internal 
audit of their recent ac<vi<es begins to determine the breach's scope. 

• Scenario Update 3: Financial ins<tu<ons contact the company for confirma<on of 
suspicious ac<vi<es. The company must manage communica<ons with the banks and 
law enforcement. 

 
Scenario C  
Title: Ransomware Crisis 
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Objec<ve: To navigate a crisis where cri<cal business data is encrypted and held for ransom 
by cybercriminals, evalua<ng the organisa<on's decision-making in the face of ransom 
demands and its ability to maintain business opera<ons. 
 
Desired Outcomes: 
 

• Decision on whether to meet the ransom demand or to aKempt data recovery 
through other means. 

• Communica<on with stakeholders about the poten<al impact on business. 
• Review of data backup and recovery processes. 
• Update of incident response strategy for future ransomware threats. 
• Story - Sebng the Scene: The IT department receives a ransom note sta<ng that 

cri<cal business data has been encrypted and will be released unless payment is 
made. 

 
Timeline and Ac<vi<es: 
 

• Scenario Update 1: An assessment of the encrypted data's importance is conducted, 
and the feasibility of restora<on from backups is explored. 

• Scenario Update 2: Cybersecurity experts are consulted to evaluate the credibility of 
the ransom threat and poten<al for data recovery. 

• Scenario Update 3: As the deadline for payment approaches, the execu<ve team 
convenes to make a final decision, considering legal, financial, and reputa<onal 
implica<ons. 

 

3. Supply Chain Disruptions 
 
Scenario A 
Title: Supply Chain Disrup<on 
 
Objec<ve: To address the immediate fallout and long-term implica<ons of a primary 
supplier's unexpected bankruptcy, which has caused a shortage of essen<al materials. 
 
Desired Outcomes: 

• Rapid iden<fica<on of alterna<ve suppliers and nego<a<on of new contracts. 
• Assessment of the impact on produc<on <melines and delivery schedules. 
• Development of a diversified supplier strategy to mi<gate future risks. 
• Communica<on strategy to manage stakeholder expecta<ons, including customers 

and investors. 
 
Story - Sebng the Scene: The procurement team receives news that a primary supplier has 
filed for bankruptcy overnight, hal<ng the supply of key materials. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The procurement and produc<on teams assess the current 
inventory and determine the immediate impact on manufacturing. 
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• Scenario Update 2: The finance team is tasked with evalua<ng the financial impact 
and exploring insurance coverage for supply chain disrup<ons. 

• Scenario Update 3: Customer service begins receiving queries from clients about 
poten<al order delays. A plan to inform and reassure customers is put into ac<on. 

 
Scenario B 
Title: Geopoli<cal Turmoil 
 
Objec<ve: To navigate the complexi<es of supply chain disrup<on caused by poli<cal unrest 
in a key supplier's country, which leads to delays and increased opera<onal costs. 
 
Desired Outcomes: 

• Formula<on of con<ngency plans to address immediate supply shortages. 
• Analysis of the situa<on's poten<al long-term impact on supply chain opera<ons. 
• Financial adjustments to account for increased costs and poten<al revenue impacts. 
• Strategic communica<on with stakeholders about the company's response to the 

crisis. 
 
Story - Sebng the Scene: Reports of sudden poli<cal unrest in a key supplier's region raise 
alarms about poten<al supply chain disrup<ons. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The supply chain team evaluates the stability of the affected 
region and begins to ac<vate alterna<ve sourcing strategies. 

• Scenario Update 2: The marke<ng and sales departments assess how the unrest may 
affect product availability and pricing, and they start adjus<ng their strategies 
accordingly. 

• Scenario Update 3: The senior management team meets to discuss the company's 
long-term geographical diversifica<on strategy to avoid similar risks in the future. 

 
Scenario C 
Title: Natural Disaster Impact 
 
Objec<ve: To manage the crisis resul<ng from a natural disaster that has destroyed a major 
warehouse, leading to significant inventory losses and opera<onal challenges. 
 
Desired Outcomes: 

• SwiG ac<on to account for and recover lost inventory, if possible. 
• Evalua<on of the disaster's impact on customer fulfilment and business opera<ons. 
• Establishment of a recovery plan to resume normal opera<ons. 
• Transparent communica<on with stakeholders about expected disrup<ons and 

recovery efforts. 
 
Story - Sebng the Scene: A catastrophic natural disaster has struck, decima<ng a central 
warehouse and the inventory within. 
 
Timeline and Ac<vi<es: 
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• Scenario Update 1: The opera<ons team assesses the damage and begins the process 
of inventory reconcilia<on to determine what has been lost. 

• Scenario Update 2: The logis<cs team works on rerou<ng supplies and iden<fying 
alterna<ve storage solu<ons to minimise disrup<on. 

• Scenario Update 3: The public rela<ons team develops a communica<on plan to 
inform customers, suppliers, and investors about the incident and the company's 
response plan. 

 

4. Legal and Compliance Issues 
 
Scenario A 
Title: Regulatory ShiG 
 
Objec<ve: To adapt swiGly to a sudden change in environmental regula<ons that affects 
produc<on processes. 
 
Desired Outcomes: 

• Quick realignment of produc<on processes to comply with new regula<ons. 
• Assessment of the financial and opera<onal impacts of these changes. 
• Development of a communica<on plan to inform stakeholders of the changes and 

their implica<ons. 
 
Story - Sebng the Scene: The produc<on team is alerted to an immediate change in 
environmental regula<ons, requiring significant modifica<ons to current manufacturing 
processes. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The legal team interprets the new regula<ons to guide the 
necessary changes in produc<on. 

• Scenario Update 2: The opera<ons team calculates the cost and <meline for 
implemen<ng these changes and begins planning for the transi<on. 

• Scenario Update 3: The PR team prepares a statement to stakeholders explaining the 
company's plan to comply with the new environmental regula<ons.  

 
Scenario B 
Title: Trade Law Overhaul 
 
Objec<ve: To respond to sudden amendments in interna<onal trade laws affec<ng the 
company's import/export opera<ons. 
 
Desired Outcomes: 

• Immediate analysis and strategic adjustment to import/export opera<ons. 
• Ensuring compliance with new trade laws to avoid legal and financial penal<es. 
• Communica<on with global partners about changes and their impacts on trade. 
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Story - Sebng the Scene: The interna<onal opera<ons team receives news of unexpected 
amendments to trade laws that impact import/export ac<vi<es. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The compliance team reviews the amendments to understand 
the new requirements and restric<ons. 

• Scenario Update 2: The logis<cs team adjusts opera<ons to align with the new laws, 
managing the changes in shipping and customs processes. 

• Scenario Update 3: The finance team assesses the impact on trade costs and updates 
financial projec<ons and pricing strategies accordingly. 

 
Scenario C 
Title: Legal Challenge 
 
Objec<ve: To manage a lawsuit that poses a threat to the company's opera<ons, 
necessita<ng immediate legal and PR management. 
 
Desired Outcomes: 

• Rapid deployment of legal resources to address the lawsuit. 
• Protec<on of the company's reputa<on through proac<ve public rela<ons 

management. 
• Assessment of the poten<al opera<onal impact of the lawsuit. 

 
Story - Sebng the Scene: The legal department is no<fied of a lawsuit that could significantly 
disrupt company opera<ons. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The legal team begins preparing a defence strategy and gathers 
all necessary documenta<on. 

• Scenario Update 2: The PR team craGs a message to the public to mi<gate any 
reputa<onal damage while maintaining compliance with legal advice. 

• Scenario Update 3: The execu<ve team meets to discuss the poten<al outcomes of 
the lawsuit and to plan for various scenarios. 

 

5. Financial Crisis 
Scenario A 
Title: Financial Crisis Fallout 
 
Objec<ve: To mi<gate the effects of a global financial crisis on the company's investment 
por]olio. 
 
Desired Outcomes: 

• Rapid reassessment and adjustment of the investment por]olio. 
• Minimisa<on of financial losses and iden<fica<on of safe investment strategies. 
• Transparent communica<on with investors regarding por]olio impacts and recovery 

plans. 
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Story - Sebng the Scene: The finance team is alerted to a global financial downturn that has 
started to impact the company's investment por]olio. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The investment team reviews the por]olio to determine the 
extent of the impact and to adjust investment posi<ons. 

• Scenario Update 2: The finance team communicates with investors to provide 
updates and reassurance about the company's financial health and ac<ons. 

• Scenario Update 3: The strategy team convenes to discuss long-term financial 
planning in the wake of the financial crisis. 

 
Scenario B 
Title: Infla<on Impact 
 
Objec<ve: To adjust to unexpected infla<on that leads to increased opera<onal costs and 
pricing challenges. 
 
Desired Outcomes: 

• Assessment of the impact of infla<on on opera<onal costs. 
• Adjustment of pricing strategies to maintain profitability without losing market 

compe<<veness. 
• Communica<on with customers and suppliers regarding the impact of infla<on and 

any resul<ng price changes. 
 
Story - Sebng the Scene: The finance department observes a sharp and unexpected rise in 
infla<on rates, affec<ng opera<onal costs and pricing models. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The finance team calculates the new costs of goods sold and the 
impact on profit margins. 

• Scenario Update 2: The sales and marke<ng teams adjust pricing strategies to reflect 
the increased costs while considering customer reten<on. 

• Scenario Update 3: The procurement team renego<ates with suppliers to manage 
costs in light of the infla<onary pressures. 

 
Scenario C 
Title: Demand Drop Dilemma 
 
Objec<ve: To address the repercussions of an abrupt decline in customer demand, which has 
led to overstock and subsequent cash flow challenges. 
 
Desired Outcomes: 

• Effec<ve inventory management to mi<gate the effects of overstock. 
• Cash flow analysis to understand the financial impact and adjust forecasts. 
• Strategic marke<ng ini<a<ves to s<mulate demand and clear excess inventory. 
• Review of product por]olio and customer demand forecas<ng methods. 
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Story - Sebng the Scene: Sales reports indicate a sudden and significant drop in customer 
demand across several product lines, leading to a surplus of inventory. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The inventory team assesses the overstock situa<on and begins 
planning for storage or liquida<on. 

• Scenario Update 2: The finance department evaluates the cash flow impact and 
explores op<ons for maintaining liquidity. 

• Scenario Update 3: The marke<ng team launches promo<ons to boost sales and 
clear inventory, while the product team re-evaluates the demand forecas<ng model 
to prevent future overstock. 

 

6. Health and Safety Incidents: Workplace Accident 
 
Scenario A  
Title: Produc<on Line Crisis 
 
Objec<ve: To manage the aGermath of a major accident on the produc<on floor, addressing 
injuries, hal<ng opera<ons, and formula<ng a recovery plan. 
 
Desired Outcomes: 

• Immediate medical response for injured personnel and crisis management on-site. 
• Inves<ga<on of the accident's cause and implementa<on of correc<ve measures. 
• Communica<on with stakeholders about the incident and expected opera<onal 

impact. 
• Strategic planning to resume opera<ons while ensuring safety compliance. 

 
Story - Sebng the Scene: A serious accident involving machinery occurs during a peak 
produc<on period, causing mul<ple injuries and forcing a shutdown of opera<ons. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: Emergency services are called, and the site is secured. The team 
assesses the situa<on and begins con<ngency planning. 

• Scenario Update 2: The HR department starts coordina<ng support for affected 
employees and their families. 

• Scenario Update 3: Opera<ons management evaluates the <meline for resuming 
produc<on and communicates with clients about poten<al delays. 

 
Scenario B 
Title: Health Crisis 
 
Objec<ve: To navigate significant opera<onal challenges caused by a widespread health 
issue affec<ng the majority of the workforce. 
 
Desired Outcomes: 
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• Ac<va<on of a robust remote working infrastructure to maintain opera<ons. 
• Development of policies to support affected employees and prevent further spread. 
• Adapta<on of business opera<ons to the reduced workforce. 
• Regular communica<on with all stakeholders regarding opera<onal status and health 

measures. 
 
Story - Sebng the Scene: An emerging health crisis, such as a pandemic, begins to 
significantly affect staff across mul<ple departments. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: Implementa<on of emergency health protocols and assessment 
of available workforce. 

• Scenario Update 2: IT support escalates efforts to provide necessary resources for 
remote work. 

• Scenario Update 3: The leadership team discusses long-term strategies for sustained 
opera<ons amid equipment shortages affec<ng 35% staff. 

 
Scenario C  
Title: Safety Compliance Issue 
 
Objec<ve: To address poor safety prac<ces that have triggered a regulatory inves<ga<on and 
the threat of poten<al fines. 
 
Desired Outcomes: 

• Immediate review and reinforcement of all safety protocols. 
• Coopera<on with regulatory bodies during the inves<ga<on. 
• Implementa<on of a comprehensive compliance training program. 
• Assessment and mi<ga<on of any financial impacts due to poten<al fines. 

 
Story - Sebng the Scene: Safety oversights on the produc<on floor come to light, resul<ng in 
a formal inves<ga<on by regulatory agencies. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The compliance team ini<ates an internal audit of safety 
prac<ces. 

• Scenario Update 2: Legal and PR teams prepare for poten<al public and regulatory 
scru<ny. 

• Scenario Update 3: Management meets to discuss the overhaul of safety procedures 
and preventa<ve measures. 

 
 

7. Technological Failures 
 
Scenario A 
Title: Cri<cal System Outage 
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Objec<ve: To effec<vely respond to the complete crash of the company's primary opera<ng 
system during peak business hours, minimizing down<me and financial impact. 
 
Desired Outcomes: 

• Rapid system recovery and return to opera<onal normalcy. 
• Iden<fica<on and rec<fica<on of the root cause of the system failure. 
• Implementa<on of more robust system backup and recovery processes. 
• Clear communica<on with customers and stakeholders about outage and resolu<on 

status. 
Story - Sebng the Scene: At the height of business ac<vity, the company's main opera<ng 
system experiences a catastrophic failure, bringing sales and other cri<cal opera<ons to a 
halt. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: IT department ini<ates emergency protocols to diagnose the 
issue and begin recovery efforts. 

• Scenario Update 2: Customer service sets up offline processes to handle transac<ons 
and queries manually while communica<ng outage updates. 

• Scenario Update 3: Senior management convenes to discuss long-term solu<ons and 
preventa<ve measures to safeguard against future outages. 

 
Scenario B 
Title: SoGware Update Debacle 
 
Objec<ve: To manage a cri<cal bug within a new soGware update that has disrupted 
customer service opera<ons across the company. 
 
Desired Outcomes: 

• SwiG rollback of the problema<c update and restora<on of customer services. 
• Thorough tes<ng to understand how the bug was introduced and to prevent 

recurrence. 
• Transparent and <mely communica<on with customers regarding the issue and 

solu<ons. 
• Review of the soGware development and update deployment processes. 

 
Story - Sebng the Scene: Shortly aGer a soGware update rollout, widespread issues begin to 
surface, indica<ng a cri<cal flaw that disrupts customer service func<onali<es. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: IT team works on isola<ng the bug and rolling back the update to 
stabilize the customer service pla]orm. 

• Scenario Update 2: PR team manages customer expecta<ons and communicates 
about ongoing resolu<on efforts. 

• Scenario Update 3: Post-crisis, a debrief with the soGware development team takes 
place to analyse the failure and revise the update protocols. 
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Scenario C 
Title: Data Dele<on Error 
 
Objec<ve: To address the accidental dele<on of cri<cal business data, evalua<ng the 
company's data recovery strategies and mi<ga<ng the opera<onal and financial fallout. 
 
Desired Outcomes: 

• Immediate aKempt to recover the lost data using available technology and exper<se. 
• Assessment of the impact of data loss on business opera<ons and financial standing. 
• Strengthening of data management and protec<on policies to prevent future 

incidents. 
• Transparent communica<on with affected stakeholders about the incident and 

remedial ac<ons. 
 
Story - Sebng the Scene: An employee reports that they have accidentally deleted a cri<cal 
segment of business data, with poten<ally severe opera<onal and financial repercussions. 
 
Timeline and Ac<vi<es: 
Scenario Update 1: IT specialists are deployed to aKempt data recovery and assess the 
extent of data loss. 
Scenario Update 2: Finance and opera<ons teams evaluate the poten<al business impact of 
the data loss. 
Scenario Update 3: Data is confirmed as unable to be obtained at short no<ce, this will take 
a week minimum to recover. 
 

8. Natural Disasters 
 
Scenario A 
Title: Manufacturing Plant Flood 
 
Objec<ve: To manage the immediate and long-term consequences of a flood that has 
damaged the main manufacturing plant, resul<ng in a produc<on stoppage. 
 
Desired Outcomes: 

• SwiG evalua<on of the damage and ini<a<on of the recovery process. 
• Development of alterna<ve produc<on strategies to minimize down<me. 
• Effec<ve communica<on with stakeholders about the impact and remedial plans. 
• Enhancement of disaster preparedness and business con<nuity planning. 

 
Story - Sebng the Scene: The plant manager reports significant water intrusion at the main 
manufacturing facility due to a severe flood, causing an immediate shutdown of produc<on 
lines. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The extent of the damage is assessed, revealing that cri<cal 
machinery has been compromised, and a <meline for repairs is established. 
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• Scenario Update 2: With produc<on halted, the supply chain team begins to ac<vate 
secondary suppliers and explores op<ons for temporary produc<on reloca<on. 

• Scenario Update 3: Customer service is informed about poten<al delays, and a public 
statement is prepared to inform customers and investors of the situa<on and the 
company's response. 

 
Scenario B 
Title: Earthquake Supply Chain Disrup<on 
 
Objec<ve: To adapt to the supply chain and delivery schedule disrup<ons caused by an 
earthquake that has damaged key transporta<on routes. 
 
Desired Outcomes: 

• Rapid realignment of logis<cs and supply chain opera<ons. 
• Assessment of the earthquake's impact on delivery schedules and inventory levels. 
• Implementa<on of con<ngency plans to ensure supply chain resilience. 
• Communica<on with clients and partners regarding expected disrup<ons and 

alterna<ve arrangements. 
 
Story - Sebng the Scene: Logis<cs coordinators report that a powerful earthquake has 
damaged several cri<cal transporta<on routes, causing immediate supply chain disrup<ons. 
 
Timeline and Ac<vi<es: 

• Scenario Update 1: The logis<cs team confirms that major transport arteries have 
been affected, necessita<ng rerou<ng of goods and adjustment of delivery 
expecta<ons. 

• Scenario Update 2: The procurement team is tasked with iden<fying and securing 
alterna<ve transporta<on methods to circumvent the disrupted routes. 

• Scenario Update 3: With routes s<ll unstable, the company begins to calculate the 
financial impact and communicates with stakeholders about ongoing mi<ga<on 
efforts. 

 
Scenario C  
Title: Hurricane-Forced Company Closures 
 
Objec<ve: To respond effec<vely to the forced closure of several company loca<ons due to a 
hurricane, managing the impacts on employees and business opera<ons. 
 
Desired Outcomes: 

• Immediate account of all employees and assurance of their safety. 
• Ac<va<on of remote work protocols where possible to maintain opera<ons. 
• Assessment of property damage and ini<a<on of the insurance claim process. 
• Re-evalua<on of disaster recovery plans and employee assistance programs. 

 
Story - Sebng the Scene: As the hurricane makes landfall, several company facili<es are in its 
path, leading to pre-emp<ve closures and the evacua<on of staff. 
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Timeline and Ac<vi<es: 
• Scenario Update 1: HR confirms the safety of all employees in the affected areas and 

begins to coordinate remote work setups for those able to con<nue working. 
• Scenario Update 2: Damage assessments start to arrive, indica<ng several facili<es 

have sustained significant damage, and a <meline for repairs is uncertain. 
• Scenario Update 3: The company assesses the opera<onal impact of the closures and 

communicates with clients about the hurricane's impact on service delivery, while 
planning for business con<nuity post-disaster. 

Appendix 
Crisis Management Simulation Feedback Template 
 
Exercise Title:  
 
Date: 
 
Observer(s): 
 
 Par<cipant Informa<on 
 
- Team Name/Number: 
- Members: 
  - Name: 
  - Role: 
  - ... 
 
 Objec<ve Recap 
 
- Objec<ve: Test the team's ability to manage opera<ons, ensure the missing person's safety, 
and maintain effec<ve communica<on under pressure. 
 
 Desired Outcomes 
 
1. Review of Exis<ng Policies and Procedures 
2. Iden<fica<on of Gaps or Areas for Improvement 
3. Ensuring Adequate Communica<ons 
4. Informing on Poten<al Control Gaps or Errors 
 
 Timeline and Ac<vi<es Overview 
 
- 00:00 - Introduc<on and Briefing 
- 00:05 - Ini<al Assessment 
- 00:15 - Scenario Update 1 
- 00:20 - Team Coordina<on Exercise 
- 00:30 - Scenario Update 2 
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- 00:35 - Resource Management 
- 00:45 - Scenario Update 3 
- 00:50 - Debrief and Ini<al Feedback 
 
 Observa<on Criteria 
 
 1. Ini<al Assessment and Strategy Forma<on 
 
- Clarity of Ini<al Strategy: 
- Effec<veness of Role Distribu<on: 
- Iden<fica<on of Key Priori<es: 
 
 2. Adaptability to Scenario Updates 
 
- Response to Scenario Update 1: 
- Response to Scenario Update 2: 
- Response to Scenario Update 3: 
 
 3. Communica<on Effec<veness 
 
- Internal Communica<on: 
- External Communica<on: 
- Management of Specula<on and Rumours: 
 
 4. Resource Management and U<lisa<on 
 
- Strategic Use of Available Resources: 
- Adaptability to Constraints: 
 
 5. Decision Making and Leadership 
 
- Quality of Decisions Under Pressure: 
- Leadership and Team Coordina<on: 
 
 6. Outcomes and Resolu<on 
 
- Achievement of Desired Outcomes: 
- Efficiency in Crisis Resolu<on: 
 
Notes for Improvement 
 
- Policy and Procedure Gaps: 
- Communica<on Channels: 
- Resource Management: 
- Team Dynamics and Decision Making: 
 
Highlights and Strengths 
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- Effec<ve Strategies and Ac<ons: 
- Excep<onal Teamwork and Communica<on: 
- Innova<ve Solu<ons to Challenges: 
 
Debrief and Feedback Session 
 
- Key Learnings: 
- Recommenda<ons for Future Training: 
- Overall Performance Summary: 
 
Addi<onal Comments from the facilitator: 
 
 
 
 
 
 
Comments from the SLT: 
 
 
 
 
 
 
 


