
Educate yourself on platform safety
Set your social media accounts to
"private"
Familiarize yourself with scammer
tactics
Do not talk to strangers
Never give out personal information
Do not send personal photos online

AARS MISSION:
MAKE THE

INTERNET A
SAFER PLACE FOR

ALL

THE ROMANCE 
ANTISCAM  GUIDE 2023




HOW TO SPOT
 A FAKE ACCOUNT

Oil Rig Workers 
Deployed Military
Celebrities 
Doctors 
Bikini Models
United Nations Employee
Any profession with a reason to travel 

*All underlined are links to more information! *

https://advocatingforu.com/f/red-flags-only-has-one-gender-of-friends
https://advocatingforu.com/f/red-flags-they-approach-you
https://advocatingforu.com/f/red-flags-moving-the-conversation
https://www.tiktok.com/@advocatingforu/video/7039010151134678318?is_copy_url=1&is_from_webapp=v1
https://www.tiktok.com/@advocatingforu/video/7039010151134678318?is_copy_url=1&is_from_webapp=v1
https://www.tiktok.com/@advocatingforu/video/7039010151134678318?is_copy_url=1&is_from_webapp=v1
https://advocatingforu.com/f/red-flags-love-bombing
https://advocatingforu.com/f/red-flags-they-work-far-far-away
https://advocatingforu.com/f/red-flags-they-work-far-far-away
https://advocatingforu.com/f/red-flag-the-infamous-package
https://advocatingforu.com/what-is-a-romance-scam%3F
https://advocatingforu.com/tips-to-identify-a-scam
https://advocatingforu.com/stay-platform-safe-1
https://www.tiktok.com/@advocatingforu/video/6939190123426843910?is_copy_url=1&is_from_webapp=v1
https://www.tiktok.com/@advocatingforu/video/6939190123426843910?is_copy_url=1&is_from_webapp=v1


WHERE TO REPORT AN ONLINE ROMANCE SCAM 

WHERE TO FIND TOOLS/PROFESSIONAL HELP 

LINKS TO ADDITIONAL EDUCATION 

2020 2021 2022
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FTC Reported facts on Romance Scams in 2022 

THE ROMANCE ANTISCAM
  FACTS AND HELP SHEET

INTERNET CRIMES COMPLAINT CENTER  (IC3) FEDERAL TRADE COMMISSION  (FTC) 

Articles

FACT!
Confidence/Romance Fraud
money loss declined in 2022 
 (IC3.gov). Investment Scams

increased by nearly 
$2 billion, partially due to 

 Pig ButcheingScams
(Romance/Investment 

Scams)

IC3 Reported Losses from Romance Scams  Years; 2020-2022

Documentaries

Books

Podcast

Websites

The IC3 is the cybercrime reporting site for the Federal
Bureau of Investigation (FBI). All information is reviewed and

kept for current and future cases.

The (FTC) "use reports to investigate and bring cases against
fraud, scams, and bad business practices. They do not

resolve individual reports. (FTC.gov)

AARP Fraud Watch Hotline-1-877-908-3360 and 1-888-687-2277
National Elder Fraud Hotline-1-833-FRAUD-11 or 1-833-372-831

Connect with us Contact us Support us 

aars@advocatingforu.com

AARP Fraud Watch Support Group  
Scam Survivor Healing education/support
Identity Theft Resource Center
Scam Ranger-Verify a Scammers Message (TOOL)
Facecheck.ID-Reverse Image Search (TOOL) 

70,000 PEOPLE REPORTED
A ROMANCE SCAM
FINANCIAL LOSS 1.3
MILLION
MEDIAN LOSS OF EACH
VICTIM: $4,400.00 
40% CLAIM THE SCAM
STARTED ON SOCIAL
MEDIA

How money was 
sent to scammers 

by victims

https://www.facebook.com/advocatingforu
https://www.instagram.com/advocatingforu/
https://www.linkedin.com/in/advocating-against-romance-scammers-855835199/
https://www.tiktok.com/@advocatingforu
https://www.advocatingforu.com/
https://twitter.com/AdvocatingforuC
http://www.paypal.me/advocatingforu
https://www.advocatingforu.com/
http://www.ic3.gov/
http://www.ftc.gov/
https://fightcybercrime.org/programs/peer-support/
https://www.bleepingcomputer.com/news/security/fbi-warns-of-spike-in-pig-butchering-crypto-investment-schemes/
https://www.youtube.com/watch?v=U4kCN7TZ6us
https://www.oxygen.com/dark-web-exposed/season-2/videos/romance-scams-manipulation-deception-and-digital-extortion
https://www.oxygen.com/dark-web-exposed/season-2/videos/romance-scams-manipulation-deception-and-digital-extortion
https://www.youtube.com/watch?v=xzqXdXZB_N0&feature=youtu.be
https://www.youtube.com/watch?v=xzqXdXZB_N0&feature=youtu.be
https://www.nytimes.com/2019/07/26/the-weekly/facebook-love-scams-whos-really-behind-that-friend-request.html
https://www.nytimes.com/2019/07/26/the-weekly/facebook-love-scams-whos-really-behind-that-friend-request.html
https://www.fbi.gov/news/stories/romance-scams
https://www.fbi.gov/news/stories/romance-scams
https://www.fbi.gov/news/stories/romance-scams
https://www.fbi.gov/news/stories/romance-scams
https://ici.radio-canada.ca/special/arnaques-amoureuses-femmes-victimes-vol-web-facebook/en/
https://ici.radio-canada.ca/special/arnaques-amoureuses-femmes-victimes-vol-web-facebook/en/
https://www.bbb.org/article/news-releases/17057-online-romance-scams-a-bbb-study-on-how-scammers-use-impersonation-blackmail-and-trickery-to-steal-from-unsuspecting-daters
https://www.audible.com/pd/Podcast/B08K5944BP
https://www.audible.com/pd/Podcast/B08K5944BP
https://www.amazon.com/Psychology-Fraud-Persuasion-Scam-Techniques/dp/0367859564/ref=sr_1_1?crid=70E60DO5WF9Y&keywords=The+Psychology+of+fraud&qid=1656523414&sprefix=the+psychology+of+fraud%2Caps%2C128&sr=8-1
https://www.amazon.com/Psychology-Fraud-Persuasion-Scam-Techniques/dp/0367859564/ref=sr_1_1?crid=70E60DO5WF9Y&keywords=The+Psychology+of+fraud&qid=1656523414&sprefix=the+psychology+of+fraud%2Caps%2C128&sr=8-1
https://www.amazon.com/Scammed-America-Dorothy-Harding-ebook/dp/B09K5YYWC3/ref=sr_1_1?crid=1KPAE0C9M1LOV&keywords=scammed+in+america+book&qid=1656523376&sprefix=scammed+in+america+book%2Caps%2C191&sr=8-1
https://www.amazon.com/Scammed-America-Dorothy-Harding-ebook/dp/B09K5YYWC3/ref=sr_1_1?crid=1KPAE0C9M1LOV&keywords=scammed+in+america+book&qid=1656523376&sprefix=scammed+in+america+book%2Caps%2C191&sr=8-1
https://www.aarp.org/podcasts/the-perfect-scam/
https://fightcybercrime.org/
https://www.aarp.org/search/?q=scams&c=everywhere
http://advocatingforu.com/
https://adamlevin.com/what-the-hack/
https://adamlevin.com/what-the-hack/
https://taskandpurpose.com/news/military-romance-scams-bryan-denny/
https://taskandpurpose.com/news/military-romance-scams-bryan-denny/
https://www.youtube.com/watch?v=p5e9wTdAulA
https://www.youtube.com/watch?v=p5e9wTdAulA
https://www.amazon.com/Emotional-Impact-Being-Scammed-Recover-ebook/dp/B09638Z6XM
https://www.amazon.com/Emotional-Impact-Being-Scammed-Recover-ebook/dp/B09638Z6XM
https://www.scamsurvivorhealing.com/
https://www.scamsurvivorhealing.com/
https://www.aarp.org/money/scams-fraud/voa-rest-program/
https://www.aarp.org/money/scams-fraud/voa-rest-program/
https://www.idtheftcenter.org/
https://scamranger.ai/
https://facecheck.id/

